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Software Vulnerability Manager 2018
(Cloud Edition) Quick Start Guide

Flexera’s Software Vulnerability Manager 2018 is a Vulnerability and Patch Management Software Solution that facilitates a
customized Patch Management process. It combines Vulnerability Intelligence, Vulnerability Scanning, and Patch Creation
with Patch Deployment Tool Integration to enable targeted, reliable, and cost-efficient Patch Management.

Vulnerability and Patch Management are critical components of any security infrastructure because it enables proactive
detection and remediation of vulnerabilities before they are actively exploited and your security compromised. With
Software Vulnerability Manager 2018, IT Operations and Security Teams are empowered to prevent vulnerability threats
from both Microsoft and non-Microsoft (third-party) product vulnerabilities, covering Microsoft Windows, Mac OS, and Red
Hat Enterprise Linux.

Software Vulnerability Manager 2018 integrates seamlessly with Microsoft” WSUS and System Center Configuration
Manager.

Table 1-1 « Software Vulnerability Manager 2018 (Cloud Edition) Quick Start Guide

Topic Content

Getting Started The following topics provide further information for getting started with Software
Vulnerability Manager 2018:

®  System Requirements
®  Permissions
®  Software Vulnerability Manager 2018 with Scanning and Patching Capabilities

® Download and Install the Software Vulnerability Manager 2018 Internet Explorer
Plug-in

® Download and Install the Software Vulnerability Manager 2018 Daemon

® Download and Install the System Center Plug-in
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Using Help

Table 1-1 « Software Vulnerability Manager 2018 (Cloud Edition) Quick Start Guide (cont.)

Topic Content

Scanning This following topics describe the various Software Vulnerability Manager 2018
scanning methods:
® Remote Scanning Via Software Vulnerability Manager 2018 (Agent-less Scan)
® Quick Scan
® Scan Groups
® Scanning Via Local Agents
® System Center Inventory Import
®  System Center Import Schedules (Requires the Software Vulnerability Manager
2018 Daemon)
Reporting Software Vulnerability Manager 2018 includes a report function to document your
scanning results.
® To configure your reports and to schedule your report generation, see Report
Configuration.
®  To create and configure reminders, notifications, and alerts for a Smart Group, see
Smart Group Notifications.
Patching The following topics describe how to configure and deploy Software Vulnerability

Manager 2018’s patching function.

Patch Configuration

Creating the WSUS-CSI GPO Manually

Creating a Patch with the Flexera Software Package System (SPS)
Deploying the Update Package Using WSUS

Deploying the Update Package Using System Center

Appendix A - Certificates

This appendix describes the types of certificates to obtain to deploy patches and how
to verify and validate the certificate.

WSUS Self-Signed Certificate (Microsoft)
Using Your Own Certification Authority (CA) Certificate

CA Verification and Validation

Using Help

Help is available from the Software Vulnerability Manager 2018 (Cloud Edition) interface help icon located at the top right
of the screen or click the fields labeled with a “(?)” to access the contextual help.
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Contact Us

Online Help

For online help, see https://helpnet.flexerasoftware.com/csi/Default.htm

Release Notes

For the latest product release notes, see https://helpnet.flexerasoftware.com/
?product=Software%20Vulnerability%20Manager%202018%20Cloud%20Edition&version=2018

For earlier product release notes, see https://helpnet.flexerasoftware.com/
?product=Software%20Vulnerability%20Manager%202018%20Cloud%20Edition&version=Previous

Contact Us

Flexera is headquartered in Itasca, lllinois, and has offices worldwide. To contact us or to learn more about our products,
visit our website at: https://www.flexera.com/

Product Feedback

Have a suggestion for how we can improve this product? Please come share direct feedback with the product team and
vote on ideas submitted by other users in our online community at: Customer Community feedback page for Software

Vulnerability Manager.
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Getting Started

Flexera’s Software Vulnerability Manager 2018 solution is accessible via https://csi7.secunia.com.

You will be prompted for authentication with your username/password. Please use the credentials supplied by Flexera
personnel. The initial password issued by Flexera is a one-time only password that must be changed upon the first logon.
The new password must contain a minimum of eight characters, or comply with the criteria defined in your custom
Password Policy Configuration.

The following topics provide further information for getting started with Software Vulnerability Manager 2018:
®  System Requirements

®  Permissions

®  Software Vulnerability Manager 2018 with Scanning and Patching Capabilities

® Download and Install the Software Vulnerability Manager 2018 Internet Explorer Plug-in

® Download and Install the Software Vulnerability Manager 2018 Daemon

® Download and Install the System Center Plug-in

System Requirements

To use the Software Vulnerability Manager 2018 console, your system should meet the following requirements:
®  Minimum resolution: 1280x1024
® Internet Explorer 11 or higher (Scan results can also be viewed from other browsers)
® Internet connection capable of connecting to https://csi7.secunia.com
® The following addresses should be white-listed in the Firewall/Proxy configuration:
®  crl.verisign.net
®  crlthawte.com

®  http://crl3.digicert.com

Software Vulnerability Manager 2018 (Cloud Edition) Quick Start Guide SVM-2018-QSG02 Company Confidential 7
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Permissions

http://crl4.digicert.com

®  http://*.ws.symantec.com

® https://*.secunia.com/

® http://*.symcb.com

®  http://*.symcd.com

First-Party cookie settings at least to Prompt (in Internet Explorer)
Allow session cookies

A PDF reader

Permissions

Connect and Select permissions to the user (or service account) at the SQL Server Host of your System Center
database. See Download and Install the Software Vulnerability Manager 2018 Daemon.

WSUS Administrator Group privileges (located locally on your WSUS Server)

(Optional) Domain Administrator privileges for Group Policy Object creation - however the Group Policy Object can be
created manually. This is a one-time configuration so the rights are not required on a permanent basis.

Software Vulnerability Manager 2018 with
Scanning and Patching Capabilities

=
Task To successfully scan and create updates, the following should also be present when using Software Vulnerability
Manager 2018:
1. Internet Explorer 11 or higher with Software Vulnerability Manager 2018 Plug-in installed (in order for Software
Vulnerability Manager 2018 to connect to WSUS and to create packages successfully, IE must be run as administrator
in most cases. Right-click and select Run as administrator).
2. InlE Tools > Internet options > Advanced, ensure Use TLS 1.1 and Use TLS 1.2 are selected.
3. WSUS Administration Console matching your WSUS server's version.
4. Visual C++ Redistributable for Visual Studio 2012.
5. Microsoft .NET Framework runtime 4 or later.
6. Ifthe WSUS Self-Signed Certificate is going to be used, and the user wishes to provision the certificate through the
Patching > WSUS/System Center > Deployment function, Remote Registry service must be enabled on the clients.
7. Select the target hosts where the certificate is to be installed (CTRL+ mouse click for multiple selection). Right-click
and select Verify and Install Certificate.
8 Company Confidential SVM-2018-QSG02 Software Vulnerability Manager 2018 (Cloud Edition) Quick Start Guide


http://crl4.digicert.com

Chapter2 Getting Started
Download and Install the Software Vulnerability Manager 2018 Internet Explorer Plug-in

Task To successfully run patching on Windows 8.1 and Server 2012 R2:

1. Onthe Windows Server machine, from the Server Manager, go to Add Roles & Features > Features.

2. Select the Appropriate Installation Type (Role-Based & Feature Based as opposed to Remote Desktop Services
Installation).

3. Select the local server as the Destination Server for the installation.

4. Click Next to bypass the Server Roles menu and go to the Features menu.

5. Within the Features menu, scroll down the list and find the Remote Server Administration Tools (RSAT).

6. Expand the RSAT feature menu and locate the Role Administration Tools list of features.

7. Expand the list and find Windows Server Update Services Tools.

8. Enable this feature and all additional subfeatures listed underneath it (APl and PowerShell cmdlets and User Interface
Management Console).

9. Proceed to the end of the Add Roles and Features Wizard by clicking Next and then Install.

10. Restart Windows and launch Software Vulnerability Manager 2018 from a web browser (for example IE).

Download and Install the Software Vulnerability
Manager 2018 Internet Explorer Plug-in

The first time you log on to Software Vulnerability Manager 2018, click the link on the bottom of the page and follow the on-
screen instructions to download and install the Software Vulnerability Manager 2018 Plug-in to enable scanning and

patching. Please note that the plug-in is only compatible with Internet Explorer version 11 or higher.

Software Vulnerability Manager 2018 Plug-in is installed locally and must be installed on the machine you are running the
Software Vulnerability Manager 2018 console from. Once the Software Vulnerability Manager 2018 Plug-in has been
installed, the download link is removed from the page.

If Internet Explorer is blocking the ActiveX Plug-in, follow the steps below to allow it to load:

Open Internet Explorer's Internet options

Go to the Security tab

Select Trusted Sites

Add your server's IP or hostname to the Trusted Sites
Go back to the Security tab and click Custom level

Scroll down to Initialize and script ActiveX controls not marked as safe for scripting and change the setting from Disable
to Prompt or Enable

Software Vulnerability Manager 2018 (Cloud Edition) Quick Start Guide SVM-2018-QSG02 Company Confidential 9
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Download and Install the Software Vulnerability Manager 2018 Daemon

Download and Install the Software Vulnerability
Manager 2018 Daemon

10

The Software Vulnerability Manager 2018 Daemon is a stand-alone executable that executes various schedules configured
in the Software Vulnerability Manager 2018 console. It runs as a background service with no user interaction. You can
download the Daemon from: https//secuniaresearch.flexerasoftware.com/support/download/

The Daemon integrates a number of local data sources in your network with the Flexera Cloud. It should be deployed to a
node in the network that has high availability (for example, the server running the System Center or SQL server).

Once deployed, the Daemon will regularly scan the following data sources, based on the configuration created in Software
Vulnerability Manager 2018:

®  Active Directory

® Microsoft’ System Center Configuration Manager (“System Center”) Imports
® Scheduled Exports

® \WSUS State Change

[®

Important - As the Daemon is connecting directly to the Flexera and System Center database servers unattended, Software
Vulnerability Manager 2018’s System Center Inventory Import page should be configured to include System Center SQL Host,
SQL Port and SQL Database connection details prior to the installation of the Daemon to enable the latter to start executing
unattended schedules correctly and on time.

[®

Important - To pass authentication at the SQL server during an unattended scheduled Import, the Daemon has to be
installed and configured with a user account that has been specifically assigned with Connect/Select permissions at the SQL
Server Management Studio software prior to the installation of the Daemon.

The Daemon should only be deployed once to avoid two instances competing to retrieve the schedules.
The user or service account that runs the Daemon must have:
®  Run-as Service privileges

® Write permission on the location where the exports should be placed and a log file written for scheduled CSV file
output and log file creation

® Membership to the local WSUS group “WSUS Administrators”
® | DAP query privileges
® SQL DataReader privileges

® System Center Configuration Manager Read only Analyst privileges

Company Confidential SVM-2018-QSG02 Software Vulnerability Manager 2018 (Cloud Edition) Quick Start Guide
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Download and Install the Software Vulnerability Manager 2018 Daemon

Task To assign Connect and Select permissions to the user (or service account) that will be used to run the Daemon service:
1. Open the SQL Server Management Studio software at the SQL Server Host.
2. Expand the Databases and find the name of your System Center database.
3. Right-click the database name and select Properties.
4. Enter the Permissions section from the left-hand side menu.
5. Find the account that will be used to install the Daemon and click on it.

6. While highlighted, review the Explicit permissions of the account below and find and select the Connect and Select
check boxes.

7. Save the configuration and exit the SQL Server Management Studio.
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Task To install the Daemon:
1. Double-click the Daemon installer icon and follow the wizard instructions.
2. Accept the End User License Agreement and click Next.

3. Enterthe Daemon Proxy Settings (host name, port, user name and password), if required. The values in populated
fields are fetched from the current user’s Internet Explorer proxy settings. Click Next.

4. Enterthe User Name and Password of your Software Vulnerability Manager 2018 account and click Install.

[®

Important « The Daemon executes scheduled tasks configured in Software Vulnerability Manager 2018. Therefore, the
Software Vulnerability Manager 2018 user account used during the Daemon installation must be the same account which
set up the scheduled tasks in Software Vulnerability Manager 2018. It can be a user account or an administrator account
in Software Vulnerability Manager 2018.
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Download and Install the System Center Plug-in

5. Enterthe credentials for the user account (or service account) that was set up beforehand to grant access for the
Daemon to the SQL Server Host. The user name must be entered in the <username>@<AD domain> format. Click Next.

6. Click Finish to close the Daemon setup.

For reference, the Daemon now outputs reports to a user-configured path. This path is set when the Daemon is installed,
and there is a page in the installer to configure the path. The file created at that path gets the data and time appended to its
name. For example, if the user sets the name to all_hosts.csv in Software Vulnerability Manager 2018, then the resulting file
will actually be named all_hosts_2016-03-03_13-00_01.csv, or whatever the date and time were when the file was created.

Also note that from Daemon version 2.0.0.6 onwards, if the user leaves the path empty when installing the Daemon, then
exporting reports will not work at all. To fix this later, the user will have to reinstall the Daemon and set the path in the
installer.

The Daemon uses the System Center SQL Database Settings that are specified in the Configure dialog. If those settings have
not been specified when the Daemon has been run, then the Daemon will check again for the settings in 10 minutes and
every 10 minutes afterwards until the Daemon receives the settings.

The Daemon checks with Flexera every 10 minutes to download new schedules or fetch changes to existing schedules as
long as itis not in the process of processing scans. The results are displayed in Software Vulnerability Manager 2018’s
Completed Scans page.

Log on with your Software Vulnerability Manager 2018 Account credentials (User name/Password).

The machine should have access to https://*.secunia.com.

Download and Install the System Center Plug-in

The System Center Plug-in should be installed on the same machine that the System Center Configuration Manager
console is installed. You can use the Plug-in on the System Center Configuration Manager Server or on a client machine
where the console is installed.

Download the installer from https://secuniaresearch.flexerasoftware.com/support/download/.
Double-click the installer icon and follow the wizard instructions.

Launch the System Center console. The Plug-in can be found under the Software Library > Flexera Software folder.

0

Tip « You can define the sorting of both lines and columns in any grid view to create the layout that best suits your needs. Click
the right-hand side of any of the column headings to view the available display options. The column's position can be modified
by dragging and dropping the selected column to the desired position.

0

Tip » You can click Export in any grid view to save the displayed information as a CSV file. You can configure the file by hiding
columns in the grids prior to export.
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Scanning

This following topics describe the various Software Vulnerability Manager 2018 scanning methods:
® Remote Scanning Via Software Vulnerability Manager 2018 (Agent-less Scan)

®  Quick Scan

® Scan Groups

® Scanning Via Local Agents

® System Center Inventory Import

®  System Center Import Schedules (Requires the Software Vulnerability Manager 2018 Daemon)

Remote Scanning Via Software Vulnerability
Manager 2018 (Agent-less Scan)

These scans are performed in an Agent-less manner, and the credentials used by Software Vulnerability Manager 2018 to
authenticate on the target hosts are the same as those of the user that launched the Software Vulnerability Manager 2018
console.

Software Vulnerability Manager 2018 (Cloud Edition) Quick Start Guide SVM-2018-QSG02 Company Confidential 13



Chapter3 Scanning
Quick Scan

Important - Please consider the system requirements for the Scan Groups/Agent-less scans, described in Agent-based Scan
Requirements (Windows).

Quick Scan

Use this page to conduct quick, on-demand, scans from your Software Vulnerability Manager 2018 console against remote
hosts on your network or your local PC. Enter the scan type and IP address range for the hosts you wish to scan in the Enter
hosts to scan screen and click Scan Hosts.

Enter hosts to scan
Scan Type

(®) Type 2: All Paths (Recommended)
() Type 1: Default Paths

IP Range
From: | Enter IP address

To: | Enter IP address

IP Addresses or Computer names

Enter host names and ip addresses here

Scan this computer (localhost)

[] Include this computer in scan

| Scan 1 Host |

14 Company Confidential SVM-2018-QSG02 Software Vulnerability Manager 2018 (Cloud Edition) Quick Start Guide



Chapter3 Scanning
Scan Groups

So that you are able to remote scan the target host, please ensure that all the system requirements for the remote scan are
in place.

The progress can be seen under Scan Progress.

Scan Groups

This page displays a list of Scan Groups you have created. To start a scan, right-click the group name and select Scan
Group.

Scan 1 selected group  New Scan Group

Scan Group -

ChrisTe

Edit Group

Scan Group

Delete Group

If you are scanning remote hosts, your current logon credentials or the ones you supplied via “Run as...” will be used to
authenticate against the remote hosts when conducting the scan.

Click New Scan Group to create and configure a group of hosts to be scanned.

New Scan Group: *

Name & Scan Type IP Ranges IP Networks Hosts & IPs

Name: |

5can Type: () Type 3: Inspect all .dll, .exe, and .ocx files (Slow)
(®) Type 2: &ll Paths (Recommended)
() Type 1: Default Paths

Microsoft Update: Check for missing Microsoft security updates has been globally enabled by the
partition administrator.

| Cancel |

After navigating through the different tabs: Name & Scan Type, IP Ranges, IP Networks and Hosts & IPs, click Save to
create the scan group.

Scanning Via Local Agents

Software Vulnerability Manager 2018 provides different scan approaches, enabling you to select the one that best suits
your environment. The Agent-based deployment is more robust and flexible for segmented networks or networks with
mobile clients (for example, laptops). Once installed, the Agent will run silently in the background.

This is the recommended scanning approach due to its flexibility, usage convenience, and performance.
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Chapter3 Scanning

Scanning Via Local Agents

The following sections provide
more information for using an Agent-based deployment:

® Agent-based Scan Requirements (Windows)
® Single Host Agents
® Download Local Agent

® Agent Deployment

Agent-based Scan Requirements (Windows)

The flexibility offered by Software Vulnerability Manager 2018 ensures that it can be easily adapted to your environment.

If you choose to scan using the installable Agent (Agent-based scans), as described in Agent-based Scan Requirements
(Windows), the following requirements should be present in the target hosts:

® Administrative privileges (to install the Software Vulnerability Manager 2018 Agent - csia.exe)
® Microsoft Windows XP, 2003, 2008, Vista, 7, 8, 10 or 2012
® Internet Connection - SSL 443/TCP to https://*.secunia.com/

® Windows Update Agent 2.0 or later

Single Host Agents

16

Use this page to manage configurations and schedule scans for the hosts where the Agent is installed as a service in Single
Host mode.

Double-click a host to manage the configuration of the selected Agent and change its settings (Inspection type, Check-in
frequency, Days between scans).

Right-click a host name and select Edit Site Configuration to manage the configuration for all the hosts in that Site.

The hosts scanned with the csia.exe will be grouped by Site. By default, the domain name will be used as a Site name.
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You can also specify a Site name when installing the Agent by using the -g parameter or by specifying a site name in the
additional parameters when creating the Agent deployment package described in Agent Deployment.

Download Local Agent

Use this page to download the csia.exefile, as well as read an explanation on how to install the Agent in Single Host
mode.

If your intention is to deploy the Software Vulnerability Manager 2018 Agent through the WSUS/System Center, please refer
to Agent Deployment for further information.

K

Important « Ensure that the Agent (csia.exe) is available in a local folder on the target PC before installing.

Example:

Install the csia.exe (Agent) in Single Host mode; download the Agent from the Software Vulnerability Manager 2018
console under Scanning > Scanning via Local Agents > Download Local Agent.

Menu «| Download Local Agent
0 Dashboard "
Single Host Mode
4 @ Scanning Recommended For

Laptops and hosts that can not be scanned remotely, e.g. hosts that are not always o
4 Remote Scanning Via Corporate Softw:
Quick Scan Example

Scan Groups Install the Corporate Software Inspector Agent in Single Host mode on corporate lapt

Software Inspector. Thus enabling you full control to scan and view results of hosts t
Scan Progress

System Center Inventory Import Result

System Center Import Schedules Hosts scanned in Single Host mode will show in the Results Database similar to all ott
4 Remote Scanning Via Agents .

Metwork Appliance Agents Instructions

s 1. Download the Corporate Software Inspector Agent.

Network Appliance Groups 2. Transfer the Agent to the host where it should be installed.

Download Hetwork Agent 3. Login to the host and install the agent. For help, press F1.
4 Scanning Via Local Agents

Single Host Agents Cornnentr ©o B ors Incractnr Agent Downloads

Download Local Agent Microsoft Windows (ver. 7.6.0.1) (]

. Moo OF ¥ fuar 7 AN 11T
> PSI For Windows R t Linux 7.x (ver. 7.6.0.1) (7)

4 Filter Scan Results Red Hat Linux 6.x or older (ver. 7.6.0.1) {?)

Scan Paths (0) . .
Gt B il Email Corporate Software Inspector Agent details

Completed Scans Email agent details.
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Scanning Via Local Agents

= csia.exe Properties X

General Compatibility Security Details Previous Versions

3 csia.exe
—

Type offile Application (.exe)

Description: Flexera Software Corporate Sofware Inspector Agent

Location: C\Users\MKoppen\Downloads
Size 894 KB (915,968 bytes)

Size ondisk 896 KB (917,504 bytes)

Created: Today. November 27, 2017. 1 minute ago
Modified: Today, November 27, 2017, 1 minute ago
Accessed Today, November 27, 2017, 1 minute ago
Affributes [JRead-only  [JHidden Advanced
Security: This file came from another computer
and might be blocked to help protect Unblock
this computer.

=

Note « Make sure to right click on the .exe in the deployment share to “Unblock” it. Click Apply > OK.

Once the Agent is installed, every time, for example, the laptop goes online (Internet connection) it will verify if a new scan
should be conducted.

After scanning, the result will be displayed in Scanning > Completed Scans in the Software Vulnerability Manager 2018
console.

Kk

Important - When the Agent is installed a unique identifier is generated so that each Agent has its own unique ID. For this
reason, the Agent should not be included in OS images. Doing so will result in having several instances of the same Agent and
in the inability to correlate the scan results with the scanned hosts.

Result:
Hosts scanned with the Agent in Single Host mode will be displayed in Results > Host Smart Groups.

When and how the hosts are scanned can be controlled from the Software Vulnerability Manager 2018 console under
Single Host Agents. Right-click a host name and select Edit Configuration to change the Agent settings.

Install the Agent from the command prompt with the Local Admin account using:
csia.exe -i -L

Example of an installation:

C=“Documents and Settingsz“Administratorrcd "“~Program Files“Secunia~C3I"

C:“Program Files“Secunia“~CS8I>csia.exe —i -L
Starting 'Secunia CS5I Agent’' service
'Secunia CS5I Agent’ szervice started
'Secunia C8I Agent’ successzfully installed

C:=“Program Files“Secunia~CSI>
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By using the -L parameter, the Agent will be installed as a service running under the LocalService user account. For further
information, refer to: http://msdn.microsoft.com/en-us/library/windows/desktop/ms684190%28v=vs.85%29.aspx

If you are a member of a domain and you do not use the -L switch, the service will be installed under the user account
performing this action, granting the 'logon as a service' privilege.

However, this privilege is usually removed in the next GPO background refresh since domain policies will not allow it. As a
consequence, the Agent will stop working after the privilege has been removed.

Refer to Agent Deployment to deploy the csia.exe through WSUS/System Center for further information of how to deploy
the csia.exe via Group Policy.

Important - The csia.exe file is a customized executable, unique and private for your Software Vulnerability Manager 2018

account. This means that the csia.exe automatically links all scan results to your Software Vulnerability Manager 2018
account.

Once the Agent is installed it will automatically scan after ten minutes. You can also initiate an on-demand scan by
executing csia.exe -c.

Agent Deployment

If you choose to scan the target host by using the Software Vulnerability Manager 2018 Agent in Single Host mode
(recommended), you can easily distribute and install the Agent by deploying it through the WSUS/System Center.

Click Create CSI Agent Package under Agent Deployment to start the Software Vulnerability Manager 2018 Agent
Package wizard.

Agent Summary

Below is a summary of the Software Vulnerablty Manager Agents currently instaled n the network.
NOTE: The statistcs are based on scan results thus may be out of synchronisation with your WSUS/System Center server if a scan has not been recently performed.

Overall Agent Statistics.

Total Number of Hosts: 65
Number of Hosts with an Agent Instaled: 36
Number of Hosts without an Agent Installed: 25

Version Statistics for Installed Agents

Hosts with the Newest Agent Installed (2 7.6.0.2) 2
Hosts with an Older Agent Installed (2 7.0.0.0 and < 7.6.0.2) ¢ 4
Hosts with an Outdated Agent Installed (< 7.0.0.0) = [

Deploy the Software Vulnerablity Manager Agent through your Microsoft WSUS/System Center Server
Click "Create Software Vulnerablity Manager Agent Package” to start the Software Vulnerablity Manager Agent Package wizard.

| Greate Sofware Vulnerabity Manager Agent Package |

The Software Vulnerability Manager 2018 Agent Package can be created and managed just like any other SPS package. For
example, you can Add Proxy Settings.

Add Proxy Settings

You can add proxy settings to the installation script in the SPS wizard when creating the Agent deployment package. In
Step 2 of 4: Package Contents, modify the variables in the Execution Flow field.
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System Center Inventory Import

System Center Inventory Import

Scan results are obtained from the data collected by the System Center software inventory agent, which avoids the need to
install the Software Vulnerability Manager 2018 Agent on each client.

20

System Center integration requires the following prerequisites:

Setting up authentication. The user running the Software Vulnerability Manager 2018 console must have access to
the database containing the data of the System Center. For System Center Configuration Manager, the database is
named CM_<site_code> and for System Center Configuration Manager 2007 it is named SMS_<site_code>. To add
permissions, open SQL Server Management Studio, right-click the appropriate database, navigate to permissions, and
add Connect and Select.

Setting up the software inventory agent. Assuming that the System Center site has been set up, open the System
Center console and ensure that the System Center client (agent) is installed on the hosts to be scanned. In System
Center Configuration Manager, go to Devices and right-click Install client. Then go to Administration > Client
Settings > Properties > Software Inventory. To configure the broadest possible pattern, select File Detail: full and
add the patterns *.dll, *.exe, *.ocx. Do not exclude the Windows directory. Less data will be generated by specifying a
narrower pattern. However, the quality of the scan result will suffer.

In addition, you might want to consider increasing the software inventory file size from the default of 5 MB to 12 MB.
To accomplish this, change the following registry key on the System Center Server:
HKLM\Software\Microsoft\SMS\Components\SMS_SOFTWARE_INVENTORY_PROCESSOR\Max File Size

Click Configure System Center. In the Software Vulnerability Manager 2018 System Center Configuration page, enter the
System Center Server Name and click Save.

Software Vul blity I Center Configuration ¥

System Center SQL Database Settings

Choose automatic to get the SQL connection data from System Center server or specify your own connection data with
manual option.
(®) Automatic

System Center Server Name:

() Manual

System Center Import Settings

Choose whether or not to automatically create a Site name from the System Center Collection Name and assign it to
imported hosts.

[] Use System Center Collection Name as Site name for imported hosts
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If you select Manual, enter the SQL Host, SQL Port and SQL Database connection data and click Save.

In the System Center Inventory Import page, click Import Selected Collections.

Software Vulnerablity Manager System Center Configuration ¥
System Center SQL Database Settings

Choose automatic to get the SQL connection data from System Center server or specify your own connection data with
manual option.

(") Automatic
(®) Manual
SOL Host:

SQL Port: | 1433
SQL Database: CM_IND

System Center Import Settings

Choose whether or not to automatically create a Site name from the System Center Collection Name and assign it to
imported hosts.

[W] Use System Center Collection Name as Site name for imported hosts

| Save

[®

Important « The scan result is based on the data collected by the software inventory agent, which may not be of the same
quality as that of the Software Vulnerability Manager 2018 Agent (csia). This means that there could be discrepancies between
a scan performed by the System Center integration and the csia. It may also result in some products not being detected
correctly. For higher quality scan results Flexera recommends using the csia.

System Center Import Schedules (Requires the
Software Vulnerability Manager 2018 Daemon)

Click New System Center Import Schedule and enter:
® The Schedule Name.
® The Next Run date and time.

® The Frequency (Hourly, Daily, Weekly or Monthly) that the import will be performed or select the One-Time Import
check box.

Define the schedule for importing System Center scan data. After the schedule has been created you will be
prompted to add the collection whose scan data you want imported.

Schedule Name: ||

You must choose a

:ext w o ¥ | Date and Time in
e oo the future.
Frequency: | Hourly ¥ | or "] One-Time Import

| Save || Close |

Click Add Collections and enter the Collections to include in the Import Schedule.
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Right-click an Import Schedule in the grid to edit or delete the schedule.
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Reporting

Software Vulnerability Manager 2018 includes a report function to document your scanning results.
® To configure your reports and to schedule your report generation, see Report Configuration.

® To create and configure reminders, notifications, and alerts for a Smart Group, see Smart Group Notifications.

Report Configuration

Use this page to view a list of reports that have been configured and scheduled for generation. You can configure a new
report by clicking Generate New Report or right-click an existing report to view, edit or delete it. The Software
Vulnerability Manager 2018 reporting capabilities allow the user to schedule and fully customize the intended report.

Task To configure a report:

1. Choose between PDF and CSV as the format for the report.

Report Format s
Specify the format for the report.

PDF i

2. When using the CSV option for the report format, all configured sections will be rendered into a separate CSV file and
then compressed into a single ZIP file. Please note that some of the configuration options below will have no effect on
the resulting data in the CSV files.

Report Format -
Specify the format for the report.
csv b

When using the CSV option for the report format, all configured sections will be rendered into a separate CSV file and then compressed into a single ZIP file.
Please note that some of the configuration options below will have no effect on the resulting data in the C5V files.
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3. Choose between a One-time only report or a recurring one (daily, weekly, monthly).

Report Generation Schedule -

Specify the generation schedule for the report. Configure the details using the button to the right. Note: a report will always use the most current data available at the time
of generation.

(_) One-Time Report - Generate only one report at a specific time.
(®) Recurring Report - Generate based on the a configured recurrence schedule.

| Configure |

4. Choose to include the Executive Summary Report, which provides an overall summary with the general state of
vulnerability and patch management.

Executive Summary Report -

Here you can choose to indude the Executive Summary Report. This is an overall summary document of the general state of vulnerability and patch management today, and
the security state of your system in the context of current threats, methods for securing and staying secure, and the consequences and implications of a proper patch
management solution versus not choosing such a solution.

["] indude Executive Summary Report

5. Choose a dashboard profile to be included in the report.

Dashboard Profiles -
Specify the dashboard profile to be included in the report.  Select dashboard profile... 7

Reset

6. Choose which sites should be included together with which statistics to include.

Site Level Statistics -
Select Sites

Specify the sites whose data will be used for the report.
(@) All sites for all selected users.
Use a custom selected group of sites.
() Use a custom selected group of host-smart groups.

Using data from all sites for users selected above (default).

Site Level Statistics to Include

Specify the site-level statistics that will be included in the report. If none of the statistics is selected, this section will not be included into the report.
[] Overall Summary Statistics
[] Overall Criticality Statistics
[] Overall Impact Statistics
[] Overall Attack Vector Statistics
[] By-Site Statistics on Patched Products
[ ] By-Site Statistics on End-of-Life Products
[[] Include Detailed Site Spedific Data for Each Site

7. Choose a Host Smart Group to be included together with which statistics to include.

Host Level Statistics -
Specify the hosts whose data will be used for the report by selecting a smartgroup.
All Hosts A

Specify the statistics that will be included for each selected host in the report.
["] overall Summary Statistics
["] tnsecure Installation Details

["] End-of-Life Installation Details
["] Patched Installation Details

8. Choose a Product Smart Group to be included together with which statistics to include.
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Product Level Statistics -
Specify the products whose data will be used for the report by selecting a smartgroup.
All Products hd

Specify the statistics that will be incduded for each selected product in the report.
["] Overall Summary Statistics
Insecure llation Details & Recon ded Soluti
Additional filter: Only include details and solutions for insecure installations with a rating of: | Show All v | or Above.
End-of-Life Installation Details
[] Patched Installation Details

9. Choose the email address of the person(s) receiving the report or, if you do not want to send the report via email, do
not select any recipients.

Email Recipients -

If you wish to receive the reports via email, please spedfy at least one email recipient below. If you do not want to send the report via email, do not select any recipient.

Search... Search | Use default recipients defined in Settings page: | |
Available Email Redpients Selected Email Recipients
Name Email Mame Email
|:| userl
14 A Page 1|of1 L | EE‘ Displaying Available Recipients 1 - 1 of 1

10. Choose the name for the PDF file, set the report title, and specify if you would like to include the report parameters in
the report itself. All the reports available through this feature are provided in .PDF format and will be emailed to the
defined email addresses in accordance with the schedule and recurrence specified. Once generated, a report can also
be downloaded directly from the main page.

General Configuration Options -

Report File Name
Here you can specify a custom output file name for the generated report.
Set the file name for the PDF report file generated.

PDF Filename: test.pdf

Report Title
Here you can specify a custom title for the front page of the report.
[/ set the repart title.

Report Title: Flexera Custom Report

Publish Report Parameters
Here you can choose whether the report parameters (configured here) should be induded in the report for reference.
[] Show Report Options and Generation Parameters

Kk

Important - The emails containing the .PDF reports will be sent from the Flexera Data Cloud - no-
reply@flexerasoftware.com. Be aware that the email server from the recipient may block/filter the email. For example, the size
of the attachment may exceed a certain pre-defined threshold. If no email is being received, please check the email Spam filter
and/or the Junk folder in the email client.

Software Vulnerability Manager 2018 (Cloud Edition) Quick Start Guide SVM-2018-QSG02 Company Confidential 25


mailto:no-reply@secunia.com
mailto:no-reply@secunia.com

Chapter4 Reporting
Smart Group Notifications

Smart Group Notifications

Use this page to create and configure reminders, notifications, and alerts for a Smart Group based on the current state or
changes to a group.

Click Configure New Notification, enter the required information, and then click Save.

Configure New Notification
Notification Details
Name & Applicability
You must give this notification a name {or short desription) to be used when receiving alerts. Here you will also select the Smart Group for which the notification will
apply.

Name: [Enter a name (or short description) for this notification... (-‘";mart All Advisories (Advisory) 5
roup:

Alerting Conditions

Choose the conditions under which you will receive an Alert.
ALERT me when the | Number of Advisories | v | | Changes Y

How often should this notification rule run? Period is based on when the rule is

Daily ~ |
saved/modified: -

[] MOTIFY me (email only) when the alert conditions are NOT met. Le., leave unchecked for a 'no news is good news' policy.

Recipients Selection
Select email recipients:

Search... Search | Use default recipients defined in Settings page: [ |
Available Email Redpients

Selected Email Recipients

MName Email

[ user1

MName Email

4 4 | Page 1lof1| P /,:EE‘

Displaying Available Recipients 1 - 1 of 1
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After scanning your system and analyzing the appropriate vulnerabilities to patch, the next step is to patch your system.
The following topics describe how to configure and deploy Software Vulnerability Manager 2018’s patching function.

®  Patch Configuration
® Creating the WSUS-CSI GPO Manually

® Creating a Patch with the Flexera Software Package System (SPS)

Deploying the Update Package Using WSUS

Deploying the Update Package Using System Center

Patch Configuration

Flexera’s Software Vulnerability Manager 2018 can be integrated with Microsoft’s WSUS/System Center.

WSUS/System Center

Use this option to configure the integration of Software Vulnerability Manager 2018 with your WSUS server(s). If you have a
single WSUS server, which is connected to the Microsoft Updates site, running the Configure Upstream Server wizard will
be sufficient for setting up Software Vulnerability Manager 2018 with WSUS.

After clicking Configure Upstream Server, a configuration wizard will be initiated.
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WSS Configuration
Configure WSUS Upstream Server

1. Click "Configure Upstream Server” to configure the integration of the Software Vulnerablity Manager with yvour W5US server.

2. The wizard guides you through three configuration steps: "Connection”, “Certificate”, and “Group Policy” all necessary to use the Software
Vulnerablity Manager with WS5US.

3. In the "Connection” window, please specify the server, port, and if you wish to use S5L to connect to your WSUS server.

4, The "Configure Signing Certificate” window enables you te install, export, and impert a signing certificate to your W5US server,

5. The "Group Policy” window allows you to configure the group palicy options to be used with your WSUS server,

|  Configure Upstream Server |

Confi wsus Servers

1. Click "Configure Downstream Servers" to configure your WSUS Downstream servers.

2. The wizard guides you through two configuration steps: "Connection” and "Certificate”,

3. In the "Connection” window, please specify the server, port, and if you wish to use S5L to connect to your W5US Downstream server,
4. The "Configure Signing Certificate” window enables you to import an existing signing certificate to your W5US Downstream server.

Follow the wizard steps to successfully integrate Software Vulnerability Manager 2018 with your Microsoft WSUS.
® Step 1- Connection Status
®  Step 2 - Certificate Status

® Step 3 - Group Policy Status

Step 1 - Connection Status

In Step 1 you should provide the relevant information (NetBIOS name and port number) for the main Upstream WSUS
server. After inserting the required information, click Connect.

To check the status of the connection, expand Step 1. Connection Status.

Step 1. Softy Vull blity M, WS5US Configuration Wizard ¥

Connect to WSUS Server

WSUS Server Name: |wsus.domain Aid| X

WSUS Server Port: £530

[ ] Use 55L Connection

| Connecl |

Step 1. Connection Status n

Below you can see the connection status between the Software Vulnerablity Manager and your WSUS server,

Connection successfully established to pscom.scom.test &

Step 2. Certificate Status

Step 3. Group Policy Status

| Brevious Next Close

If you are unsure of which port number to use, check your WSUS configuration as shown.

28 Company Confidential SVM-2018-QSG02 Software Vulnerability Manager 2018 (Cloud Edition) Quick Start Guide



Chapter 5 Patching
Patch Configuration

ﬁ Update Services
357 File Action View Window Help

@
ﬁ Update Services CSC-WSUS-NOSCCM
4 357 CSC-WSUS-NOSCCM -
» 5] Updates %J Use this snap-in to quickly and reliably deploy the latest updates to your computers.
4 & Computers
- & All Computers
& Downstream Servers Tallo
£# Synchronizations . ) L
Reports 1 11 computers have not reported status for more than 30 days. Learn about troubleshooting computer connecticn issues,

Options » 70 security updates are waiting to be zpproved.
A 21 critical updates are waiting to be appreved.

® 3 new products and 0 new classifications have been added in the past 30 days. View products and classifications

Overview
Computer Status Synchronization Status
‘ B Computers with errors: 0 Status: Idle
| Computers needing updates: 18 Synchronize Now
I Computers installed/not applicable: 4 Last synchrenization: 2011-05-31 21:46
Last synchronization result: Succeeded
Update Status Download Status
M Updates with errors: 0 Updates needing files: 0
~ 7] Updates needed by computers: 128
I Updates installed/not applicable: 252
Server Statistics Connection
Unapproved updates: 91 Type: Mon-55L
Approved updates: 343 Port: 80
Declined updates: 79 User role: Administrator
Computers: 7 Server version: 3.2.7600.226

Computer groups: 10

[®

Important « If you have a WSUS server hierarchy with one or more Downstream Replica WSUS server(s) connected to an
Upstream WSUS server, please run the Configure Downstream Servers after running the Configure Upstream Server wizard.

[®

Important - The port number used to connect to your WSUS depends on your settings. Ports 80 or 8530 are commonly used
when SSL is not configured. Only select the Use SSL Connection check box if your WSUS is configured to accept SSL
connections.

[®

Important « Refer to http://technet.microsoft.com/en-us/library/bb633246.aspx for further information on how to configure
WSUS to use SSL.

Step 2 - Certificate Status

A code-signing certificate is needed to publish third-party updates to the WSUS/System Center, so the updates can be
deployed as patches. In this step, Software Vulnerability Manager 2018 can request the WSUS to create and install the
WSUS Self-Signed Certificate.

To create and install a WSUS Self-Signed Certificate in all appropriate certificate stores, click Automatically create and
install certificate.

The WSUS Self-Signing Certificate must be installed/provisioned in the following systems:

® \WSUS Server
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The system running Software Vulnerability Manager 2018 (note that the certificate must also be installed on the
system running the Software Vulnerability Manager 2018 console)

® Clients receiving the Update

The created certificate is required, and it will be used for all future publishing. Without the created certificate, only
packages from Microsoft Update will be installed.

If you would like to use your own CA certificate instead of the Microsoft WSUS Self-Signing Certificate, click Import Signing
Certificate.

At Step 3 - Group Policy Status, the certificate created/imported in this step will be provisioned to all clients through a
GPO.

Step 2. Software Vulnerablity Manager WSUS Configuration Wizard ®

C e Signi G

Here you can create and install a W5US Self-Signed Certificate in all appropriate certificate stores. A WSUS signing
certificate is required to create and install local packages. Without it, only packages from Microsoft Update will be
installed.

Click "Automatically create and install certificate’ to install the certificate in the appropriate certificate stores. The
certificate will be installed on this system and on your WSUS server in the following stores:

1} "Trusted Root Certification Authorities"
2) "Trusted Publishers"

| Automatically create and install certificate |

= | Certificate Options
The W5US Self-Signed Certificate can be imported and exported. Please use the options below.

If the W5US Self-Signed Certificate exists you can export the certificate to a file. Click "Export Certificate’ to export the
certificate to a file.

Here you can import the WSUS Self-Signed Certificate. Click ‘Import Certificate’ to import the certificate, Please be aware
that this feature requires that you are connected to your WSUS server through an S5L connection.

| Import Signing Certificate |

Step 1. Connection Status

Step 2. Certificate Status

Step 3. Group Policy Status

Previous MNext Close

Important - Be careful not to re-provision a signing certificate on a WSUS server that already has a signing certificate
assigned. Doing so can cause issues with certificate validation at the WSUS server and target computers unless BOTH
certificates (new and old) are left in the appropriate certificates stores (Trusted Publishers and Trusted Root Authorities). It can
also cause issues with troubleshooting.

Once a certificate is either inserted or created, it does not need to be recreated until it expires or needs to be replaced.

Click Automatically create and install certificate. The certificate will be installed on the WSUS server in the following
stores:

® Trusted Root Certification Authorities
® Trusted Publishers
® WSUS - The certificate in this location must also contain the private key.

Expand the Certificate Options to access the import and export certificate features.
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Important - To import your own certificate through Software Vulnerability Manager 2018, the WSUS connection must be
configured to accept SSL connections.

Step 3 - Group Policy Status

A Group Policy is required to distribute certificates and locally created packages. Software Vulnerability Manager 2018 can
easily create this GPO so the WSUS Signing Certificate is distributed to all clients. Please choose to use WSUS or System
Center. Once this is completed, expand the Group Policy Options.

If you are creating the Software Vulnerability Manager 2018 WSUS Group Policy for the first time, proceed by selecting all
the options, and then click Create Group Policy.

Step 3. Soft 1l bl WsUS Configuration Wizard s

Group Policy
A Group Policy is required to distribute certificates and locally created packages. Please specify if yvou use System Center
or W5US to distribute packages. To apply additional configuration options please goto "Group Policy Options™.

(®) Use WSUS to distribute packages.
() Use System Center to distribute packages.

| Create: Group Policy |
~ | Group Policy Details
« | Group Policy Options

Step 1. Connection Status

Step 2. Certificate Status

Step 3. Group Policy Status

Below you can see the status of the Soft | blity ger Group Policy.
Group Policy could not be created - please check Flexera FAQ @
Previous Close

Important - Besides distributing the certificate through the Software Vulnerability Manager 2018 WSUS GPO, it is also
possible to provision certificate to the target computers by going to Patching > WSUS/System Center > Deployment and
selecting the target hosts where the certificate is to be installed (CTRL+ mouse click for multiple selection). Then right-click and
select Verify and Install Certificate.

Creating the WSUS-CSI GPO Manually

Task To create the WSUS-CSI GPO manually:
1. Export the WSUS Self-Signed Certificate.

2. Onthe Domain Controller, click Start > Administrative Tools > Group Policy Management. Right-click your Domain
name and select Create a GPO in this domain, and Link it here. Alternatively you can edit an existing GPO.
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Right-click the GPO that you created/edited in the previous steps and select Edit.

Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Public Key Policies.

4 % Computer Configuration

a

b ] Software Settings

e [ Windows Settings

b (] Administrative Templates: Policy definitions (4
| [] Preferences

4 User Configuration
b [ Policies
b [ Preferences

< u >

I Encrypting File System

Policies “| Data Protection

b [ Name Resolution Policy
|£) Scripts (Startup/Shutdown)

b m=n Deployed Printers
4T Security Settings

I BitLocker Drive Encryption
I BitLocker Drive Encryption Netwerk Unlock Certificate

~| Automatic Certificate Request Settings
"I Trusted Root Certification Authorities

~ Enterprise Trust

= | Intermediate Certification Authorities

b L Account Policies

b & Local Policies

b & Eventlog

b [ Restricted Groups

b [ System Services

b [ Registry

b [ File System

b £/ Wired Network (IEEE 802.3) Policies

b [ Windows Firewall with Advanced Secur
Network List Manager Policies

Wireless Network (IEEE 802.11) Policies

1 Software Restriction Policies
7| Network Access Protection
b [ Application Control Policies
b &, IP Security Policies on Active Directory
b [ Advanced Audit Policy Configuration
b alli Pelicy-based QoS

3
13
3
13

I Untrusted Certificates

“ Trusted People

3 Certificate Services Client - Certificate Enrollment Policy
%] Certificate Path Validation Settings
[ Certificate Services Client - Auto-Enrollment

Trusted Publishers store contains 1 certificate.

Right-click Trusted Root Certification Authority and select Import. Import the certificate that you exported in Step

1.
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4 A Computer Configuration
4 [ Policies

b [ Software Settings
4 [ Windows Settings
b [ Name Resolution Policy

24 Scripts (Startup/Shutdown)
=0 Deployed Printers
4 T Security Settings
5 Account Policies
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3 Eventleg
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[ Registry

4 File System
4/ Wired Network (IEEE 802.3) Policies
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b (7] Administrative Templates: Policy definitions (4
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b [ Preferences

Repeat Step 4 and import
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b gl Pelicy-based QoS
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&
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I Encrypting File System

[~ Data Protection

7 BitLocker Drive Encryption

| BitLocker Drive Encryption Network Unlock Certificate
[ Automatic Certificate Request Settings

usted Root Certification Autho
I Enterprise Trust

" Intermediate Certification Authorities
I Trusted Publishers

[ Untrusted Certificates

I Trusted People Help
[l Certificate Services Client - Certificate Enrollment Policy
[l Certificate Path Validation Settings

[7] Certificate Services Client - Auto-Enrollment

mpor

All Tasks »
Refresh

the certificate for Trusted Publishers.

"l Encrypting File System

("] Data Protection
[ BitLocker Drive Encryption

| BitLocker Drive Encryption Network Unlock Certificate
"I Automatic Certificate Request Settings

[~ Trusted Root Certification Authorities

| Enterprise Trust

lIntermediate Certification Authorities
[ Trusted Publishers

] Untrusted Certificates imoork

I Trusted People All Tasks 3
Certificate Services Client — licy

[5] Certificate Path Validation

(7] Centificate Services Client 2

i

— Windows Update

Select an item to view its description,  Setting

Do not adjust default option to ‘Install Updates and Shut D!
Enabling Windows Update Power Management to automati.

Always automatically restart at the scheduled time
Configure Automatic Updates

Do not display 'Install Updates and Shut Down'’ optien in Shu..

State
Nt configured
Nt configured
Not configured
Nt configured
Nt configured

Specify intranet Microsoft update service location

Enabled

Automatic Updstes detection frequency

Allow non-administrators to receive update notifications
&2l Tum on Software Notifications

Allow Automatic Updates immediate instzllation

Turn on recommended updates via Automatic Updates

No auto-restart with logged on users for scheduled automat.
Re-prompt for restart with scheduled installations

Delay Restart for scheduled installations

Reschedule Automatic Updates scheduled installations
Enable client-side targeting

Nt configured
Nt configured
Nt configured
Nt configured
Not configured
Nt configured
Nt configured
Nt configured
Not configured
Not configured

Allow signed updates from an intranet Microsoft update ser...

Enabled
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Navigate to Computer Configuration > Administrative templates > Windows Component > Windows Update.

Comment

Ne
Ne
No
No
No
Ne
No
No
No
Ne
No
No
No
Ne
No
No
No
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8.

o.

10.

On the right side menu, double-click Allow signed updates from an intranet Microsoft update service location.
Select Enabled and click OK.

] Allow signed updates from an intranet Microsoft update ser..

o7

Enabled No
Allow signed updates from an intranet Microsoft update service location [= [ ]

[E] Allow signed updates from an intranet Microsoft update service location Fiemiag

Comment:

© Not Configured

Supported on: [ At east Windows Server 2003 operating systems or Windows XP Professional with
SP1, excluding Windows RT

Options:

Help:

This policy setting allows you to manage whether Automatic
Updates accepts updates signed by entities other than Microsoft
when the update i found on an intranet Micresoft update
service location.

If you enable this policy setting, Automatic Updates accepts
updates received through an intranet Microsoft update service
location, if they are signed by a certificate found in the "Trusted
Publishers’ certificate store of the local computer,

If you disable or do not configure this policy setting, updates
from an intranet Microsoft update service location must be
signed by Microsoft,

Note: Updates from a service other than an intranet Microsoft
update service must always be signed by Microsoft and are not
affected by this policy sefting.

Note: This palicy is not supported on Windows RT. Setting this
policy will not have any effect on Windows RT PCs.

On the right side menu, double-click Specify intranet Microsoft update service location. Enable this setting and
modify the existing empty fields with the intranet address of your WSUS Server. This step is only valid for WSUS
integration and is not required for System Center Configuration Manager integration.

] Specify intranet Microsoft update service location

&

Enabled
Specify intranet Microsoft update service location

- EI-

[ Specify intranet Microsoft update service location

ot Configured ~ Comment:

) Enabled

O Disabled -
Supported on: [ At east Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3, |~
excluding Windows RT
Options:

Help:

Set the intranet update service for detecting
updates:

hitp:/fmy-wsus:20

Set the intranet statistics server.

hitp://my-wsus:80

(example: http://IntranetUpd01)

Specifies an intranet server to host updates from Microsoft
Update. Vou can then use this update service to automatically
update computers on your network.

This setting lets you specify a server on your network to function
as an intemal update senvice. The Automatic Updates client will
search this service for updates that apply to the computers on
your network.

To use this setting, you must set twe servername values: the
server from which the Automatic Updates client detects and
downloads updates, and the server to which updated
workstations upload statistics. You can set both values to be the
same server,

If the status is set to Enabled, the Automatic Updates client
connects to the specified intranet Microsoft update service,
instead of Windows Update, to search for and download
updates. Enabling this setting means that end users in your
organization don't have to go through a firewall to get updates,
and it gives you the opportunity to test updates before deploying

Link the created GPO to an Active Directory container appropriate for your environment.

Administrator: Command Prompt

\>gpupdate /force
pdating policy...

omputer Policy update has completed successfully.
ser Policy update has completed successfully.

The clients affected by the created GPO will install the certificate being distributed (either the WSUS Self-Signed Certificate
or your own CA certificate) and acknowledge the Windows Update settings that you have specified in the GPO.

By default, Group Policy refreshes in the background every 90 minutes, with a random offset of 0 to 30 minutes. If you want

to refresh Group Policy sooner, you can go to a command prompt on the client computer and type:

34
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gpupdate [force.

For further information on how to configure Automatic Updates by Using Group Policy, see http://technet.microsoft.com/
en-us/library/cc720539(WS.10).aspx.

Creating a Patch with the Flexera Software
Package System (SPS)

The Flexera Software Package System (SPS) page displays a list of products that you can create updates for.

Click Configure View to customize the list and limit the types of products shown, as well as highlight products for which
packages have or have not been created.

If highlighted, products for which SPS packages exist will be shown in green.

A product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
product listed in blue is available to have an update created in a simple four-step process.

®  Step 1 of 4: Package Configuration

®  Step 2 of 4: Package Contents

®  Step 3 of 4: Applicability Criteria - Paths
®  Step 4 of 4: Applicability Criteria - Rules

Some products are presented in gray because the vendor of the product does not provide silent installation parameters. If
you choose to patch one of these products, you must provide (import) the .MSI/.MSP/.EXE file together with the
parameters for the unattended installation. Software Vulnerability Manager 2018 will then repackage and publish the
update through the standard workflow. Packages cannot be automatically created by Software Vulnerability Manager 2018
for these products.

If you wish to create a new custom package that does not necessarily patch an existing product, for example to deploy new
software, you can click New Custom Package. In this case you should provide the files/installer that will be executed on
the target client together with the execution flow script.

With Software Vulnerability Manager 2018, you are able to create three different kinds of packages. Right-click a product
and select one of the available options:

® (Create Update Package
® Create Uninstall Package
® Create Custom Package

For the Update and Uninstall packages, a default execution flow script is provided in the SPS Package Creation Wizard
(Step 2 of 4: Package Contents), which will fulfill most of the common needs.

The execution flow script for an Update package can also be customized for additional functionality. You can also configure
your patching package SPS Installer Parameters using dynamic check box options (where applicable) based on product
functionality, including:

® Remove End User License Agreement

® Disable Automatic Updates
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®  Silent Install

® Update to lowest secure version

® Noreboot necessary

® Cumulative updates in one package
® Set Security Level

® Remove system tray icon

®  Restrict Java Applications

® Uninstall Prior to Installing

®  Prevent Installation of Certain Components

® Prevent Collection of Anonymous Usage Statistics

® Remove Desktop Shortcut

Step 1 of 4: Package Configuration

In Step 1, no action is required if the selected product was in blue. You should only check Edit Package Content (Optional)
if the product was in gray or there is a need to customize the update patch by selecting a different file(s) and/or defining a

different execution flow script.

Step 1 of 4: Package Configuration

Use this form to set the name and description of the SPS package, or edit the properties of an existing one. In the following steps you will configure the package contents.

and parameters before creating and publishing the package, or exporting it as an XML formatted fil.

Tmport XML (Optional)

You cen start by importing an existing SPS Package File. This will populate all of the wizard data fields with the package data, which you can then view

andfor edit.

HOTE: You should only import packages if you trust the author of the package and the source from where you dovnloaded / retrieved the SPS package.

[ import |

Package Name
‘The package wil be created with the follawing name. Choose a new name if desired.

Name: |Update Google Chrome, version 66.x, Moderately Critical

Description (Optional)
Here you can give a description of the package. For example, what it does, the contents, usage, etc.

Description:

Reference Id (Optional)
Here you can assign an 1d to this package if desired.

Reference Td:

595 Installer Parameters (Optional)

Here you can eonfigure aptional parameters you want to pass to the installer. This set of aptiens is unigue to this product, Some parameters have warning

message assoeiated that sheuld be read and understood before moving forward
Configure Package (@) Default (?)
% () Disable checking for running Chrome processes (2)
O Kl any running Chrome processes ()
Select Installers @ Tnstall Enterprise version

O Tnstall Stable version

Edit Package Content (Optional)

1f you choose to edit the package contents, in the next Step of the wizard you wil have the option to view/edit the package contents. If not, you will be

directed immediately to Step 3.

[] Edit Package Content

Vendor & Product Naming

| Wext | | cancel

The Import Package feature allows you to import a SPS template in XML format that will automatically populate all the
fields of the SPS Package Creation Wizard. This feature will be especially relevant when creating custom updates or when

creating update packages for the products in gray.

36 Company Confidential

SVM-2018-QSG02

Software Vulnerability Manager 2018 (Cloud Edition) Quick Start Guide



Chapter 5 Patching
Creating a Patch with the Flexera Software Package System (SPS)

File nome: | package_content_chrome. ~| |angies ¢m -

is unique tn this product. Some nacameters have warming [ oven —

| Next | Pusien | Cancel

In Step 4 of 4: Applicability Criteria - Rules, you will also have the option to export the XML template for the package being

created.

After clicking Next, and if Edit Package Content (Optional) was not selected, you will go directly to Step 3 of 4:
Applicability Criteria - Paths.

Step 2 of 4: Package Contents

Step 2 becomes available when Edit Package Content is selected in Step 1 of 4: Package Configuration. The first section of
Step 2 is the Execution Script where you select JScript (Javascript), VBScript or Powershell Script and then review or

create a customized execution flow.

[®

Important « When using Powershell Scripting as the execution controlling script of the package, you must ensure that
Microsoft Visual C++ 2012 Redistributable (x86) is installed on the target hosts you are deploying the update package to.

You are also able to change the files that are included in the SPS package, which can either be local files or links to be
dynamically downloaded upon publishing of the package.

To test a newly created execution flow together with the added files click Create SPS File. A SPS. exe file is created that can
be executed locally prior to being published into the WSUS server.

This SPS. exe file will include the execution flow script and the files to be included, but not the applicability rules.
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Step 2 of 4: Package Contents
Here you configure the package contents, including the execution script included, and the files incuded.

Execution Script
View/Edit the execution flow and script type for this SPS package.
Seript Type: | JScript (Javascript) v,

Execution Flow: = Title = "Update Google Chrome, versicn 66.x, Mode:a:e‘; Critical”
T GUID = "1535edBd-D0S2-45aD-4 665-9544agee7era” ~
var silentParams = "/S"
var optionalParams = "  /business’;

// The following four variables have been embedded by the CSI at the
/4 starc of this seript

// var GUID =
/4 var Title &
// var silencParans =
// var cpticnalParams

var ret = 1;
function main() {

if ( 16UID ) {

server.logiessage( "No GUID supplied for package " + Title ); v
resurn 17

Files To Include

Configure the files to include in this package. The arid below shows the files that are currently scheduled to be included, and if they il be downloaded
namically {.e, in the case of URLS) or if they are local files. You can add additional files via the 'Add File’ button, as well as choose from additional language

packages available via the ‘Show Localsed Files' button, To remove a fles, right-clck and select 'Remove’.
File(s) to include in the package Status
hitp://dl.secunia.com/SPS/GoogleChrome_66.0.3359.139_64-bit_SPS.exe To Be Dynamically Downloaded

[ Add Locat File | | Add Dawnload Link | | Add Localisation (Language) File |

Create 55 File
You also have the option of creating an SPS File from this package, should you wish to,

| Create 5P Fite |

Previous | Next | Fubich | Cancel

Step 3 of 4: Applicability Criteria - Paths

38

In Step 3 you should select the paths/locations to which this package should be applied. These are usually populated by
Software Vulnerability Manager 2018 based on the scans previously conducted.

Please be advised to only choose paths that are valid to avoid any update loops. You can also use paths with CSIDL and
KNOWNFOLDERID if you select the Show Advanced Options check box. These variables should be used with their decimal
value.

Step 3 of 4: Applicability Criteria - Paths.
Here you can define the path-based apglicabilty rules for thi package. Below you wil find any relevant paths aready found or configured for the package. You can
deselect paths in the grid or add paths a5 needed via the *Add Path button. Check the “Advanced Options” box to enable aditional options in the "Add Path” dialog and to
show advanced options i the gid.

[] Show Advanced Options

| Adapan |

Always Install Option

The purpose of this option is to allow installations of new software, For custom packages which are not updates to existing installations, you can bypass the
“isTnstallable” WSUS rule which will ignore all system paths when deciding if this package can be applied. Note - ths vl not bypass the rules for checking if
something is o by a more recent ver

[ Mark Package as “Always Installable”

Minimum Version Option
The purpose of this option is to allow for updating of older products. Normally one updates a product to it secure version vithin the same major version. You
can akter this behaviour by specifying a custom minimum version, Note: the version you enter must also be supported by the installer itself - you cannat enter
arbitrary values here.

Minimum Version: 55.0.0.0

[I] path + Information
V] C:\Program Fles (x86)\Google\Chrome\Application chrome.exe. i

Previous | Next | Cancel

For packages that should not have any paths for applicability, select the Mark Package as “Always Installable” check box
toignore all paths. Paths for App-V and Mac OS X are filtered out since they are not supported for patching.

Use the Minimum Version Option to update older products. Normally, a product is updated to its secure version within the
same major version. You can alter this behavior by specifying a custom minimum version.

Note « The version you enter must also be supported by the installer itself. You cannot enter arbitrary values here.
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Step 4 of 4: Applicability Criteria - Rules

In Step 4 you should specify if you want to limit the package to 32-bit or 64-bit systems or computers with specific
operating system languages. The patch file to be deployed will be automatically downloaded in the background by the
Software Vulnerability Manager 2018 console. Once this is completed, the Software Vulnerability Manager 2018 console will
repackage and publish the update package into the WSUS/System Center.

The WSUS option will be unavailable if the WSUS Connection is not established.

To export the package select File System (Export) and click Publish.

Step 4 of 4: Applicability Criteria - Rules

Here you configure the applicability rules for the package.

System Applicability
Configure the system type(s) the package will be applied to.
Apply Package To:
(@) 64-bit Systems Only

Special Rule
The following special rule is avallable to configure:

| | Rebaot is required after package has been installed.

Language Settings
Configure package applicability rules based on language:

[_] onty make package applicable to computers with one of the selected languages.
Select Languages:  Language

Arabic
~
Chinese (Hong Kong SAR)
Chinese - (Simplified)
Chinese - (Traditional)
Czech W
—
Export Patch Script
Before publishing XML patch seript to your file system, you have the option to configure XML file. Note: As you might wish to share this package, for
example via the community forum, you can choose to not include the package files as binary and the applicability paths from Step 3, as your paths may
contain private user data.
[ ] Do not include Step 3 Applicability Paths in XML File.
| ] Da not indude package file(s) as binary in XML File.
Patch Template (Optional)
Save as template
Template Name: | Enter Template Name.
Publish Options
Select option for publishing Flexera package
Publish package using: (@) WSUS
() altiris
() Export Patch Script
) Save Template
Previous le Publish | Cancel

If a reboot is required after the package has been installed, this option can also be configured in the second part of this
step, as well as checking if Java is running.

To configure your package to only be applicable for certain languages of the operating system, select Only make package
applicable to computers with one of the selected languages and select the relevant language.

In this step you are also able to export the package that you have already configured to be used for future reference. You
have the option to include or exclude Step 3 applicability paths and the installer as binary.

The two options (Do not include Step 3 Applicability Paths in XML File and Do not include the package file(s) as binary
in XML File) are taken into consideration only when exporting the package to the File System (Export). Otherwise the
selection will be disregarded.
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Deploying the Update Package Using WSUS

To deploy the update package using WSUS, the update package must be approved. After publishing the package into the
WSUS, and assuming that the update is visible under Available, right-click the package name and select Approve.

You will be prompted to select the computer target groups for which you would like to approve the update. These target
groups are configured in the WSUS.

The same approach should be used if you wish to decline a previously approved update.

Deploying the Update Package Using System
Center

The actions Approve and Decline are only applicable if the package is to be deployed through WSUS. If you are using the
Microsoft System Center, the package created with Software Vulnerability Manager 2018 will be available in your System
Center.
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This appendix describes the types of certificates to obtain to deploy patches and how to verify and validate the certificate.
® WSUS Self-Signed Certificate (Microsoft)
® Using Your Own Certification Authority (CA) Certificate

® CA Verification and Validation

WSUS Self-Signed Certificate (Microsoft)

A code-signing certificate is needed to publish third-party updates to the WSUS/System Center, so the updates can be
deployed as patches. Therefore, the Microsoft WSUS creates its own certificate named WSUS Self-Signed Certificate.

The WSUS Self-Signed Certificate must be installed/provisioned in the following systems:
® \WSUS Server: Trusted Root Certification Authorities, Trusted Publishers, WSUS certificate stores

® The system running Software Vulnerability Manager 2018 (note that the certificate must also be installed on the
system running the Software Vulnerability Manager 2018 console): Trusted Root Certification Authorities, Trusted
Publishers

® Clients receiving the Update: Trusted Root Certification Authorities, Trusted Publishers (both distributed by GPO)

[®

Important - To import your own certificate through Software Vulnerability Manager 2018, the WSUS connection must be
configured to accept an SSL connection.
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Using Your Own Certification Authority (CA)
Certificate

® [fyou would like to use a signing certificate to sign the updates created by Software Vulnerability Manager 2018, it
must be a PKCS #12 format and have the private key included if not already present on your WSUS.

®  Generally speaking, the certificate should match the requirements of Microsoft System Update Publisher (SCUP). Click
here for more details.

® AGroup Policy or a deployment package can be used to distribute certificates for locally created packages. In addition
to the root certificate or the public signing certificate in Trusted Root Certification Authorities, the public code signing
certificate has to be deployed to the Trusted Publishers folder.

® Furthermore, it is necessary to allow signed packages on target computers in Windows Update settings (“Computer
Settings/Policies/Administrative Templates/Windows Components/Windows Updates”).

CA Verification and Validation

Each publicly available program must be signed with a signing certificate that proves the identity and integrity of the
application.

When enabled, the Check for Publisher Certificate Revocation security feature forces Internet Explorer to verify and
validate the Certification Authority (CA) that issued the signing certificate used for signing Software Vulnerability Manager
2018. This feature also verifies whether Software Vulnerability Manager 2018’s code-signing certificate was previously
revoked or not. Internet Explorer will then attempt to connect to crl.verisign.net to verify the CA issuer or to crl.thawte.com
to verify the Software Vulnerability Manager 2018’s SSL certificate.

In corporate environments, where advanced Firewall setups or Proxy Servers are used to authenticate and strictly control
allinbound/outbound connections, this security feature may cause a potential problem for Software Vulnerability Manager
2018 users.

If the addresses crl.verisign.net, crl.thawte.com and *.ws.symantec.com are not white-listed in the Firewall/Proxy server
configuration, the CA validation check may not succeed. Additionally, Software Vulnerability Manager 2018, and its
scanning Agent respectively, will be denied access to system and online resources causing them to fail to start.

White-listed in the Firewall/Proxy server configuration:
®  crl.verisign.net
® crl.thawte.com

® *.ws.symantec.com
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