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Additional Copyright

OpenSSL

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “"AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product includes software
written by Tim Hudson (tjh@cryptsoft.com).

MinHook

MinHook - The Minimalistic API Hooking Library for x64/x86
Copyright (C) 2009-2014 Tsuda Kageyu.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaim-
er.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following dis-
claimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.
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HDE 32C / 64C

Portions of this software are Copyright (c) 2008-2009, Vyacheslav Patkov.

Hacker Disassembler Engine 32 C
Copyright (c) 2008-2009, Vyacheslav Patkov.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaim-
er.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following dis-
claimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

Hacker Disassembler Engine 64 C
Copyright (c) 2008-2009, Vyacheslav Patkov.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaim-
er.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following dis-
claimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.
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General

In this chapter

Supplementary documents
Typographical conventions
Help
Abbreviations
Licensing

O OV 00 N

Thank you very much for choosing brainwaregroup and Columbus.
Columbus and Spider provide you with powerful tools for software and lifecycle management.

This manual will support you in using the manifold possibilities of Columbus in the best possi-
ble way for your company.

0.1 Supplementary documents

Please refer to the following manuals for additional information about Columbus OSDeploy:

e Basics
Introduction in Columbus and description of the basic functions which are applicable for
all modules.

e Columbus Technical Reference
Description of the script commands and variables as well as an overview of the Manage-
ment Console configuration parameters (available in English language only).

0.2 Typographical conventions

This manual uses various formats to highlight certain terms and actions. Specific notes and
tips are shown with a different background color, according to their importance.

Format Description

Bold font Elements in the software or in the operating system, such as menu
items, buttons or elements of a selection list

Italic font Emphases (important details) and links to other chapters or documents
Triangle symbol ">" Instruction step

Angle bracket ">" Command menu sequences, e.g. File > Open

System font Directories, code and script samples

CAPITAL LETTERS Key names, e.g. SHIFT, CTRL, or ALT

KEY+KEY Key combinations, i.e. the user has to hold one key and press another
simultaneously, e.g. CTRL+P or ALT+F4.
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Note Used for notes or tips which facilitate the work or for additional information which enhances
understanding for the product.

Important Information which should be observed by the user, because otherwise problems or additional
work may be caused in operation.

Attention Information which should be observed by the user in order to prevent malfunctions of the
system (crashes, data loss, system failure).

0.3 Help

Please visit our Website http://www.brainwaregroup.com for additional information and
support. Here you can find all documents, a KnowledgeBase https://kb.brainwaregroup.com/
as well as a support form if you have questions for our specialists.

Support
The support page features a link to the KnowledgeBase https://kb.brainwaregroup.com/, the
support form and information about our customer service.

» Open www.brainwaregroup.com http://www.brainwaregroup.com in your browser and
click on Support and KnowledgeBase on the right side.

» Startyour search in the KnowledgeBase where you can find a list of the most common
support cases

If nothing matches your search criteria, you may use the support form for advanced infor-
mation. Please provide a detailed description of your problem so that our specialists can help
you as quick as possible.

» Click on Support Form.
> Please fill in at least the fields marked with an asterisk (*) and click on Send Question
I You will receive a confirmation that your question has been received in the system.

The support page contains the telephone numbers necessary for telephone contacts.

Documentation

A separate download area is available on our web site for the currently available documenta-
tion. This area contains all manuals in PDF and CHM format in German and English language.
At present, some of the technical manuals are only available in English.

> Navigate to www.brainwaregroup.com http://www.brainwaregroup.com in your browser
and click on Downloads + Licenses on the right side.

> Click on Login, enter your User name and Password and then click on Register.

» Please select Documentation as download type, then select the desired product and click
on Search

I An overview of all available documents will be displayed.

» Click on the desired format and language to download the PDF/CHM file in the desired
form.

You will find the Acrobat Reader on our support page or directly under www.adobe.com.
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Note During the installation the documents are copied by default to the directory named
[C:\Program Files]\Columbus.In orderto display the Console help in German you will have
to rename the file CMC_de.chmin the \Console directory to CMC.chm.

Training information

brainwaregroup is taking all efforts to ensure that our products and solutions will be used and
operated in an appropriate, qualified and proper way. Therefore, we are offering various train-
ing courses. You can find all information about training types and dates under the Training
http://www.brainwaregroup.com/de-ch/kalender/training.html?utm_source=bwg.KC&utm
_medium=referral menu point

0.4 Abbreviations

For a better understanding the abbreviations in this section are given in full text.
CMC Management Console

PXE Preboot Execution Environment
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0.5

Licensing

Relevant for licensing is the number of managed assets based on the valid price list at the time
of purchasing the license.

Managed assets are computer systems, e.g. laptops, desktops, servers, virtual servers, thin cli-
ents, mobile devices, tablets, every kind of asset for which software can be managed or for
which another active management is technically available.

Such an active management can be e.g. the installation of the operating system, the inventor-
ization or the distribution of software (no definitive list). The service desired by the customer
determines the suites or modules to be licensed.

Alicense is basically bound to one computer, regardless whether the license is used only once
or continuously.

Apart from computers, Columbus is also able to collect data from additional network devices
(routers, switches, printers, etc.) which are administered as so-called Not Managed Devices.
These devices require no Columbus license as long as they have the status Not Managed.

Columbus has an active license check for all Columbus modules. License limit violations are
signaled both on the Console as well as in the log file.

Summary

The brainwaregroup licensing rules comprise the following:
e Each <ASS> operated by Columbus requires a license.

e Thetransfer of a license to another computer is limited to replacement purchases.

In case of a license violation
¢ you will be notified at the start or during your work with the Console,

e entries are generated in the log files.

Important

If the number of managed assets increases, the customer shall bind himself/herself to obtain a
new license for the additional ones within 30 days. The Betriebssysteme can restrict or stop
the operation after an under-licensing period of 30 days.

A license comprises the temporally unlimited, non-exclusive usage right for the current version
of the Betriebssysteme including all hot fixes within one year from the invoice date.
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CHAPTER 1

Product Description

In this chapter

Installation of Windows 11
Linux installation 12

Columbus OSDeploy ensures the automated installation of operating systems including con-
figuration.
The following operating systems are supported.

e Windows XP, Windows Vista, Windows 7, Windows 8/8.1, Windows 10, 32 bit and 64 bit
versions *

e Windows Server 2003, Server 2003R2, Server 2008, Server 2008R2, Server 2012 R2, 32-bit
and 64-bit versions *

e VMware ESX, VMware ESXi, Citrix XEN Server **
(*) Windows 2000 is no longer supported from Columbus 7.0.

(*) Windows XP, 2003 and Vista, as well as Server 2008 are provided as Legacy Windows De-
ploy. For more information, see the annex.

(**) Further Linux distributions under way — please ask your helpdesk in case of special re-
quirements.

This includes:

¢ Installation of the operating system

e Hardware configuration (drivers, settings, security)

e Network configuration (name, domain membership)

e Miscellaneous information such as registry, files, assignment to a software distribution,
etc.

1.1 Installation of Windows

Columbus OSDeploy distinguishes between Legacy Deploy and Smart Deploy.

Legacy Deploy (All Windows) works with the unattended (setup-based) installation technology
of Microsoft and extends it using the so-called Jobs. These allow for the automatization of the
individual configuration and integration of the installed clients and/or server.

Smart Deploy (from Windows Vista, Server 2008) works with an image-based (Microsoft WIM)
technology and enables dynamic installations, as well as the creation and use of own images
in order to accelerate the rollout process by software already contained in the image.

The installation is done using Windows PE as boot medium which can be loaded by various
media:

e PXE (Preboot Execution Environment, incl. F12 Network boot)

e Bootable CD-ROM, DVD

e Local hard disk

e Removable Drives (e.g. USB sticks, portable hard disk)
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1.2 Linux installation

Columbus OSDeploy allows for the installation of several Linux versions similar to the installa-
tion of Windows causing not too much learning effort.

Since in the Linux environment, there are a number of slightly different platforms, we will re-
lease the platforms with Columbus phase by phase if required and describe the peculiarities in
related knowledgebase articles.

The following documentation refers to the support of VMware ESX / ESXi.

The installation of VMware ESX/ESXi is carried out using a SysLinux Kernel for the start. It can
be started via Columbus PXE.

09.17 / eng 12/43
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CHAPTER 2

Configuration

2.1

In this chapter

Function 13
Managing OS Deployment Agent 13
Activating OS Deployment Agent 14
Assigning OS Deployment Agent 15
Configure OS Deployment Agent 15
Indexing OS depot data 17
Managing Preboot Services Agent 19
Activate Preboot Services Agent 19
Assigning Preboot Services Agent 20
Configure Preboot Services Agent 20

This section describes the necessary configuration steps to operate OSDeploy. The configura-
tion consists of the following steps:

e Understand the functional principle (see "Function" on page 13)
e Activate and assign OS Deployment Agent

e Configure OS Deployment Agent (on page 15)

e Provide OS releases (see "Indexing OS depot data" on page 17)

Function

2.2

The function of the OSDeploy module is based on the following functioning principle:

¢ Configuration of an OS Deployment Agent which imports OS-Releases from a defined
network share and stores their characteristics in the database. Any media which can be
addressed by Windows via UNC can be used as memory - i.e. not necessarily local disks of
the server, but alternatively also NAS, SAN, etc. For the installation of Linux-based OS, no
network share but an internal FTP server is used.

e Setting up the OS-Releases within the OS Share (operating systems, selected standard con-
figurations etc.).

e Configuration of the Preboot Services (PXE) agents to be used which will later allow the
computers the network boot for installing operating systems.

e OSinstallation orders may then be initiated at the console for any computer. Clients will
execute them during a restart and install the desired operating system via network boot.

Managing OS Deployment Agent

Every Agent on a Infrastructure Service must be assigned to a company from which it will be
managed (the authorized users of that company can later on manage this Agent).

How to assign an agent management

09.17 / eng
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» Navigate to the Infrastructure screen in the console and highlight the Infrastructure Ser-
vice.

I The list below shows all agents which are available on this server.
> Highlight the OS deployment agent.
I The menu ribbon shows all available functions.

» Select the Assign item in the menu ribbon and select the company by which the agent shall
be managed:
@ Columbus 7 Management Console

System Devices Users Security Organisation Reporting Tools | Infrastructure

PaAlvO L B2 ®R%E & @

Uplink  Assign | Activate Deactivate | Update Share | Logfile | Help  Configure Locations | Schedule | Logfile  Create OS-Release Maintenance

General 05-Deployment r,. Smart Deploy &

Assign Infrastructure To Company

4..\ .
.-'bj Assign Company L
_,\".:__J, Aszzign the company which will use this Infrastructure Server

Flease select now the company which will be uzing the infrastructure zerver listed below,
Flease note that each company in your Columbuz system requires itz own infrastructure
TEIVEIS.

Server to manage:

M arme bwwgdemoteerver-2012-264
Function 05 Deplayrient

Select the compangy:

Company brainwaregroup -

OK | | Cancel

2.3 Activating OS Deployment Agent

The Agent can only be used if it was previously activated. At the time of activation, an Agent is
loaded from the corresponding Infrastructure Service and its function is turned on. After that,
the Agent loads the configuration from the database and starts working.

How to activate the agent

> Navigate to the Infrastructure screen in the <CMC_C> and highlight the Infrastructure Ser-
vice.

I The list below shows all agents which are available on this server.
» Highlight OS Deployment Agent.
| The menu ribbon shows all available functions.
» Select the Activate item in the menu ribbon:
@ Columbus 7 Management Console

System Devices Users Security Organisation Reporting Tools | Infrastructure

PalveO L B2 @ u(MmE & @

Uplink  Assign | Activate Deactivate | Update Share | Logfile | Help  Configure Locations | Schedule | Logfile  Create OS-Release Maintenance

General 05-Deployment r,. Smart Deploy r,.

09.17 / eng 14/43



Columbus OSDeploy - User Manual

Configuration

2.4

Assigning OS Deployment Agent

2.5

In order to determine for which part of the organization shall the Agent offer its services, a
functional assignment to the structure tree via drag & drop is required.
How to assign the agent to a company or site

> Navigate to the Infrastructure screen in the <CMC_C> and highlight the Infrastructure Ser-
vice.

I The list below shows all agents which are available on this server.
> Highlight OS Deployment Agent.

> Dragthe Agent per drag & drop on a company or site in the structure tree.

After this action, the Agent will offer its function to the corresponding site and all the sites
under it (inheritance) Such an inheritance can be interrupted by assigning a different Agent on
a lower level. The currently responsible Agent for a site is shown in the Console on the Site
Management tab.

Configure OS Deployment Agent

After the agent has been activated and assigned to a functional unit, it may be configured.

How to configure the agent
» Highlight the Agent in the Infrastructure screen.
» Click the Configure button in the menu ribbon.
@ Columbus 7 Management Console

System Devices Users Security Organisation Reporting Tools | Infrastructure

PalvoO B @B B3 & @

Uplink  Assign Activate Deactivate Update Share Logfile Help Configure  Locations Schedule Logfile Create OS-Release  Maintenance

I

General 05-Deployment £} Smart Deploy £}
Define OS5 Source Location
- s . .
"'u) 0S Depot Configuration
Help \’-..f Define the location where OS staging sources may be found.
Job configuration
Specify the location of the 0SDeploy sources [e.g. Ywmyzervericolumbusiozdepot)
Source |\\sw-demo.bwgdemo.corp\columbus\osdepot =
If the 05D eploy sources area iz on the local device Access Parameters [impersonation]
[srv-demo] or if the zame account can locally log on [on Domai
zrv-dema] and alzo access the 05Deploy sources amain
[%herv-demo. bwgdemo. corpbeolumbustosdepat] then enter User
the account here.
Fazzword [leave unchanged]
Uze the same account to access the network
Mormally you can uze the zame account for impersonation Access Parameters [het access)
and network. access. |n special environments e.g. with a . bwad
Movell Netware server you are required to perform the Domain \Wgadema. corp
imperzonation with a local [MT] account and to access the Ulszn calumbus
nietwork, under a different [MDS] account. [n this case
uncheck the checkbox and specify the network. account, Fazzword [leave unchanged]
Get log files from ‘Windows PE processing [Smart Deplaoy only]
OK | | Cancel

09.17 / eng
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2.5.1

Field

Source

Access parameters
(impersonation)

Use the same...

Access parameters
(net access)

[]1Get log files

Description

UNC path to the OS depot data.

If the data are on the same server as the agent, fill in this information.
Otherwise, leave it empty and fill in the net access information.

If the OS depot data are on the same server as the agent, the infor-
mation can also be used for network access.

We recommend entering a user that has access to the OS depot data
through the network. This setting can also be used when data are on the
same server on which the agent is running.

For Windows Smart Deploy, information regarding the deployment pro-
cess are stored in the OS depot under the directory Debug.

Activate the function for log files only if these are required. Otherwise, complete log files are
stored by every machine at each Smart Deployment process.

FTP for Linux installation

Unlike Windows, Linux installations are not managed via a network share but via an internal
FTP access. This FTP access is used for the source files and for feedback about the installation
progress on the client side.

You can find the integrated FTP server in the configuration of the base agent.

> Activate the FTP Access tab and enter the required data.

» Navigate to the next tab or click OK to complete the configuration.

Columbus Base Agent

Infrastructure guardian

FTP client access

Y
I.t.,l
Help i;f}

Rollout/ Update

Qwn FTP server

Columbus Base Agent Settings

Configure the settings needed by the columbus base agent
-

‘Wake-on-LAN  Status Delivery | FTP Access

FTF Server

SRV-DEMO. bwgdemo, corp |

access.
Acocess Parameters

Mow specify the account bo access the above FTF zerver from any other device for read and write

Uszer caolumbs

Pazsword

[leave unchanged]

Ok | | Cancel

09.17 / eng
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2.5.2 Transfer status for Linux installation

By default, feedback about the installation progress on the client side is disabled. If feedback is
enabled and if the Hostname box is empty, the Client will look for the next Infrastructure Ser-
vice to transmit the installation progress data to the Columbus Database. The feedback from
the Client during the installation process can also be diverted via a fixed Site Server or directly
to a Infrastructure Service. If this is preferred, enter the server name and port.

» Activate the Status Delivery tab and enter the desired modifications.

» Click on Close to complete the configuration.

Columbus Base Agent

%
(O Columbus Base Agent Settings
Help \1.._,, Configure the settings needed by the columbus base agent

Infrastructure guardian  Rollout/Update  Wake-on-LAN | Status Delivery | FTP Access @»

Client status delivery
Specify the hast name and port where clients should deliver their status.

Host Mame |SHV-DEMD.bwgdemo.corp
Part 24787 3

Server status receiver

V' Activate Status receiver on port 24787 =

OK | | Cancel
Field Description
Host Name Name of the server
Port Server port for client feedback

Activate Status receiveron  Server port for server feedback
port

2.6 Indexing OS depot data

Each time after changing the files in a OS-Release (e.g. new contents of a DVD or new jobs), the
relevant Agent must execute an indexing process. In doing so, the depot directory will be
scanned and reloaded, and all changes are adopted in the database. Only then will the changes
be available for a distribution.
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2.6.1 Execute indexing now

» Highlight OS Deployment Agent on the Infrastructure screen.
» Select the Schedule function in the menu ribbon.

1IBE800 Columbus 7 Management Console

System Devices Users Security Organisation Reporting Tools | Infrastructure

rTahEV O A A

Uplink  Assign | Activate Deactivate | Update Share | Logfile | Help  Configure Locations | Schedule | Logfile  Create OS-Release Maintenance

General 05-Deployment B Smart Deploy B

> Select Process now to carry out an indexation within the next minutes.

Refresh OS Depot Index List *

.w Refresh OS Depot Index List
% Define when to run the refreshing of the Index List

The following action(z] <osrefreshe will be scheduled for 1 object(z)...

(2 Schedule processing

oK ‘ | Clase

2.6.2 Schedule indexing for later

» Highlight OS Deployment Agent on the Infrastructure screen.
» Select the Schedule function in the menu ribbon.
%] Columbus 7 Management Consale

System Devices Users Security Organisation Reporting Tools | Infrastructure

PTAE VO K B E mE B @

Uplink  Assign | Activate Deactivate | Update Share | Logfile | Help  Configure Locations | Schedule | Logfile  Create OS-Release  Maintenance

General 05-Deployment F} Smart Deploy F}

» Select Schedule processing to schedule an indexing process. Set the following to carry out
an indexing process every morning at 4:00 am:

Refresh OS Depot Index List *

e Refresh OS Depot Index List
Ve Define when to run the refreshing of the Index List

The following action(z] <osrefreshe will be scheduled for 1 object(z)...

) Process now @ Scheduls processing

(® [z1zams G- ][040 van 2]

W Fepeat action

Interval Day(s] =

oK | [ close
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2.6.3

Manage indexing

2.7

» Highlight OS Deployment Agent on the Infrastructure screen.
> Switch to the register Scheduled Actions.

| Each planned action is included in the list.

Object Description

Responsible Server  Name of the Infrastructure Service on which the Agent is installed.
Action The action to be executed (in this example: osrefresh)

Timer when the action is carried out,

Repeat in which interval the action is carried out

Scheduled By and who has configured the action.

If an action is unsuccessful, it remains in the Action Queue and is repeated by the Infrastruc-
ture Service in the usual 5-minute interval until it is completed correctly. This may be the case
if e.g. the data path of the connection parameters have been configured incorrectly.

If you wish to delete one or more actions on the list, proceed as follows:

> Highlight the action and select Delete Selected Action(s) from the context menu.

Managing Preboot Services Agent

Every Agent on a Infrastructure Service must be assigned to a company from which it will be
managed (the authorized users of that company can later on manage this Agent).

How to assign an agent management

> Navigate to the Infrastructure screen in the <CMC_C> and highlight the Infrastructure Ser-
vice.
I The list below shows all agents which are available on this server.

» Highlight Preboot Services Agent.
I The menu ribbon shows all available functions.

> Select the Assign item in the menu ribbon and select the company by which the Agent
shall be managed:

Note

For details and pictures, see the chapter for OS Deployment Agent.

2.8

Activate Preboot Services Agent

The Agent can only be used if it was previously activated. At the time of activation, an Agent is
loaded from the corresponding Infrastructure Service and its function is turned on. After that,
the Agent loads the configuration from the database and starts working.

How to activate the agent

» Navigate to the Infrastructure screen in the <CMC_C> and highlight the Infrastructure Ser-
vice.
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I The list below shows all agents which are available on this server.

> Highlight Preboot Services Agent.

| The menu ribbon shows all available functions.

» Select the Activate item in the menu ribbon.

Note

For details and pictures, see the chapter for OS Deployment Agent.

2.9

Assigning Preboot Services Agent

In order to determine for which part of the organization shall the Agent offer its services, a
functional assignment to the structure tree via drag & drop is required.

How to assign the agent to a company or site

» Navigate to the Infrastructure screen in the <CMC_C> and highlight the Infrastructure Ser-

vice.

I The list below shows all agents which are available on this server.

> Highlight Preboot Services Agent.

» Dragthe Agent per drag & drop on a company or site in the structure tree.

After this action, the Agent will offer its function to the corresponding site and all the sites
under it (inheritance) Such an inheritance can be interrupted by assigning a different Agent on
a lower level. The currently responsible Agent for a site is shown in the Console on the Site

Management tab.

Note

For details and pictures, see the chapter for OS Deployment Agent.

2.10

Configure Preboot Services Agent

After the Agent has been activated and assigned to a functional unit, it may be configured.

How to configure the agent

» Highlight the Agent on the Infrastructure screen.

> Click the Configure button in the menu ribbon.
BEQ

System Devices Users Security Organisation Reporting Tools | Infrastructure

[ & Vv @ Qg 2 LL’?}

Uplink  Assign Activate Deactivate Update Share Logfile Help Configure

General

Columbus 71

% =

Inject Windows PE files Logfile

Preboot Services
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Note When the configuration is started for the first time, you will be asked about the purpose of the

Preboot Services Agent. Select Production Environment .

Configure Preboot Services Agent

?LJ Preboot services agent configuration
-\'_,, Configure Windows PE session settings and PXE Rules

OTB-Host during Windaws PE session Part:

[[eefauiy | [247e |

Keyboard layout during 'windows PE sessian

English - United States - "0409:00000409" ~

Device registration path

Include/exclude Mac-4ddresses

Command MAC Address or Time Interval Comment

IndudeDevice =

][ am

Object Description

OTB-Host during PE Usually, during a Windows PE session, Columbus uses the server
name of the PXE (Preboot Services) Agent for communication. If
there are several servers in the Columbus infrastructure, an alter-
native server can be specified.

OTB-Port during PE TCP port for OTB communication. Usually, this is 24784.

Keyboard A keyboard layout can be selected for keyboard entries during a
Windows PE session.

Device registration path  Box for selecting the company in which new computers registered
by a PXE-boot (e.g. by pressing F12 after BIOS / UEFI process) shall
be assigned to the Agent. This field is only filled if several compa-
nies are available.

Include / Exclude MAC  Individual MAC addresses or ranges can be either permitted or pro-
hibited for the use by PXE in this list. Additionally, time frames dur-
ing which the PXE agent must not carry out any action can be de-
fined. (New rules can be created in the context menu of the list).

Note Do not remove the first rule IncludeDevice *, otherwise no PXE requests will be answered.
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CHAPTER 3

Windows Smart Deploy

In this chapter

Description 22
Data storage 22
Create OS release 24
Create / edit OS templates 24
Assign OS release 30
Create own Windows images 31
Using your own Windows images 34
Distributed infrastructures 34
Smart Deploy management 34

3.1 Description

Columbus Smart Deploy allows for providing and installing Windows operating systems (from
Windows Vista, Server 2008) in a few steps. You can create and use your own Windows images
to accelerate the installation processes.

Columbus Smart Deploy is suited both for mass operations as well as for individual installa-
tions, and it offers clear procedures for scenarios with distributed infrastructures and different
clients.

3.2 Data storage

All files required for a Smart Deploy OS release are stored in the data path of the OS Deploy-

ment Agent.
Home Share View Search
« M | P:\Columbus\05Depot
MName - Date modified Type
_defaults File folder
_jobstore File folder
FS1EE260-922A-448D-BACC-5C5AMFB1CED File folder
Object Description
_defaults Default values used when creating an OS release.
_jobstore Storage of jobs that are always used when installing an OS release
(mandatory) and jobs provided as option when creating an OS release
(common).
%GUID% An unambiguous GUID is assigned to each OS release. This GUID is

unique and allows for the identification even of scenarios with distrib-
uted structure.
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3.2.1

_defaults

3.2.2

The default values used when creating a new OS release are stored in the directory
%0SDepot%\_defaults\windows\common.

Object Description

default.json Default values that are written in the template Default when
creating an OS release.

default.json.template Used as example of how templates can be read as a file into an
existing OS release, also subsequently.

unattend.xml Default response file used for the template Default.

Manual changes on these files can cause unexpected outcomes.

_jobstore

Jobs that are copied into a new OS release when it is being created are stored in the directory
%0SDepot%)\_jobstore\windows\common. These jobs can later be activated or deactivated in
the templates and also in individual configurations.

Note

Enhance the storage with frequently used jobs.

Jobs that will always be executed during use (installation of a computer) are stored in the di-
rectory %0SDepot%\_jobstore\windows\mandatory. These jobs cannot be activated or deac-
tivated later in the templates nor in individual configurations.

Note

The jobs in _jobstore are automatically updated through Columbus Setup. This ensures, e.g.
that mandatory jobs are always up-to-date when applying an OS release.

Important

Manual changes on these files can cause unexpected outcomes.

3.2.3

%GUID%

Persistent data used when applying an OS release are stored in the directory
%0SDepot%\%GUID%.

Object Description

Job This storage contains jobs that can be activated or deactivated
within a template or in an individual configuration.

0s Storage for the Windows installation files. This is a 1:1 copy of
the installation medium (e.g. of the DVD or the mounted .iso
file).

WIM The self-created images of a Windows installation are stored in
this directory.

default.json_imported The values from this file were used for creating the Default tem-
plate.

release.json This file was used for the initial indexing of an OS release and

will not be read in again.

unattend.xml Default response file used for the initial creation of the Default
template. This file will no longer be required.
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3.3 Create OS release

» Highlight the OS deployment agent on the Infrastructure screen.
@ Columbus 7 Management Console

System Devices Users Security Organisation Reporting Tools | Infrastructure

PaAlvO L B @ R BE @& @

Uplink  Assign Activate Deactivate Update Share Logfile Help Configure  Locations Schedule Logfile Create OS-Release  Maintenance

General 05 Deployment 5 Smart Deploy 5

» Select the Create OS release function in the menu ribbon.

05 Release X
M Create OS-Release L
-- Create a new OS5 release to be used by Smart Deploy
Platfarm =

Dezcription |M_l,I whindows 10 - »86 |

Source |Z:\ || Browse |

W Auto index to DB after operation

Save || Cancel |

» Provide information regarding the name of the OS release and the storage location of the

source files:

Field Description Default value

Platform Target platform (current except Mi- |Windows (cannot be modified)
crosoft Windows)

Description Name of the OS release Freely adjustable

Source Source directory (e.g. DVD) Adjustable using the browser

Auto index to DB After creation, executes an indexing|Activated
process of the OS depot.

» Once the OS release has been created, the indexing process of the OS depot is started
within the next minute, after which the OS release is ready for installation.

3.4 Create / edit OS templates

» Highlight OS Deployment Agent on the Infrastructure screen.

> Navigate in the Smart Deploy tab and select an OS-Release or an OS template. Click the
right mouse button on the Template name column to display the context menu. Then, sel-
ect Edit OS-Template or Create OS-Template.

f Filter: | 05 Release ~ | |
05 Release Template name Platform  Last Change
My Windows 10 - x86 Default — 774t 015

Create OS-Template
Edit 05-Template
Delete O5-Template

Tip: An OS template can also be opened for editing by double-clicking it.
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Data of the OS template

05-Release
by windows 10 - 286

05-Template

| Default

W Set az default template
| Export Template

Creation
23122015 08:56:57

Last change

23122015 03:56:57

Unattend.z<tL available

Impaort | | Export

Field
OS-Release

OS template
[]Set as default

Export Template
Creation

Last Change
Unattend XML

Import / Export

Description
Affiliation to a specific OS-Release
Name of the OS template

Use this template as default. Every new OS template that is created is
based on this template. If the related OS-Release without individual con-
figuration is assigned to a computer, the data is obtained from this tem-
plate. Only one Default OS template is permitted for each OS-Release.

The contents of this OS template can be exported as .json file.
When was this OS template created.
When was this OS template last edited.

Indication whether there is an unattend.xml file in the database for this
OS template.

The unattend.XML file to be used for this OS template can be imported
or exported.
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3.4.2 General

General | Network Hardware Install Source Jobs

R egistration Information

Fegisterad Uszer |brainwaregroup |

Fegisterad Company | brairwaregroup |

Region / Location

Keyboard German - Switzerland i
System Locale German S witzerland) i
User Locale German S witzerland) i
Timezone [GMT+01:00) &msterdam, Berin, Bern, Rome, Stockholm, Yienna ~

Local Administrator

Password |

Confirm password |

Field Description
Registered User Is displayed on the Windows properties.

Registered Company s displayed on the Windows properties.

Keyboard Default keyboard setting (e.g. at log-in).

System Locale Default settings for non-unicode applications

User Locale Date and time display, currency, numerical settings
Timezone Time zone

Password The local administrator password after installation.

3.4.3 Network

General | Network | Hardware Install Source  Jobs

Domain / Workgroup

‘wiorkgroup O | "WORKGROUP i

Create entry | | Edit entry |

| Remowve entry |

Domain @ | bwgdemo.corp ~

Create entry | | Edit entry |

|. Femove entry |

Field Description

Workgroup Information about joining a workgroup
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3.4.4

Domain Information about joining a domain

Create entry

Create a new workgroup / domain affiliation.

Edit entry Edit a workgroup / domain affiliation.

Remove entry

Delete a workgroup / domain affiliation.

The color coding determines whether the workgroup or the domain is joined.

Network - Domain Layout

A layout can be edited using Create or Edit:

Domain Layout

M Domain Layout
-- Domain configuration settings

Layout name | Dromain Member from Beme

Dromain [FADM) |bwgdem0.corp

My empty char QL
Frivileged Objects
- Switzerland
v Bem
| Client

v

Uzer | Colurmbusz
Passward [s0scecsecese
Connect
Browse V- _% bwwgdemo. corp ~
e calumbus
Germarny
Japan

U="Clignt",0U="Bem",0U="5witzerland",DC="bwgdema" .0 E="c:0rp"|

Ok

J |

Cancel

Field Description

Layout name Name of the domain layout

Domain Full name of the required domain

User User account for domain access.

Password User account password for domain access.

Connect Establish a connection to the active directory of these domains.

Browse Selection of the organizational unit (OU) into which the computer is to be

incorporated. In order to incorporate the computer into the standard OU
(usually computers), select the top entry (the actual domain name).

The user account used to access the domains is used during the installation of Windows to
access the domain and requires for this purpose authorizations in the Active Direc-

tory.
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3.4.5

Hardware

General  Network
Dizplay

Reszolution
Calor

Refresh

Partitioning

Layout

Mode

Field

Resolution

Color

Refresh
Layout
Create entry
Edit entry
Remove entry

Mode

Hardware | Install Source Jobs

@UTO DETECT R
True Color [32-bit) w
B0 Hertz ~
FULL DISK ~
Create | | Edit |

| Remove |

Reset full disk ~

Description

Defined resolution of the monitor display. (Select AUTO DETECT for the opti-

mum resolution provided by Windows)

Color depth

Refresh rate of the monitor

Information about the partitions of the first hard disk
Create a partition layout.

Maodify a partition layout.

Delete a partition layout.

Partition mode:

Reset full disk - The full first hard disk is completely repartitioned.

Reset only 1st partition - Only the first partition is rewritten.
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3.4.6

Hardware - Partition Layout

A layout can be edited using Create or Edit:

Partition Layout - O
M Partition Layout
-- Partition layout configuration
Layout Mame |M_l,l common lapout
Size based () Fived 1000 3
@ Percentage
Partition 1 m 33%
L Max. free space
Partition 2 @ E7%
Partition 3
@ Iax. free space
Ck | | Cancel |
Field Description

Layout Name

Size based Fixed

Size based Fixed

3.4.7

Name of the layout

for partition 2).

for partition 2).

Install Source

Create a layout with fixed specifications (e.g. first partition 100GB, the rest

Create a layout with variable specifications (e.g. first partition 33%, the rest

General

Network

Hardware | Install Source | Jobs

Select install source

Source name
Last change
Architecture
Wersion
Language
Licensing

Install key

“windows 10 Enterprize
10.07.2015 12:01:23
wHE

10.0.10240

enl5
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3.4.8

Field

Source name

Last change
Architecture
Version

Language

Install key

Jobs

Description

If the Windows image (install.wim) contains several different editions,
the required one can be selected. This list includes the own preconfig-
ured images. The name is always the name entered during creation. (See
chapter "Create own Windows images").

Last change on the selected image.
Architecture of the Windows image (used for selecting Windows PE).
Windows version in the image.

If the image is available in different languages, the default language can
be selected.

Specification of the license key for installation.

3.5

General  Network

Customized Jobs

Description

FO0OF

Hardware Install Source | Jobs

Change CD Driveletter to Z:

Disable - Auto Activation Process (x86/x64)
Disable User Access Control (UAC)

Enable RemoteRegistry Service (Autostart)

Selection of the optional jobs provided for the specific OS release.

Assign OS release

3.5.1

Single operation

Select a computer from the list of devices and navigate in the OS or Smart Deploy tab:

Dashboard | 05

Software  Inventory  Security Patches Dc

SmartDeploy | Legacy Deploy

Release |== ‘windows 10 - 486 v|

Template | Default

e

W Uze Template values

| Clear || Configure || Schedule |

153 05 Install is scheduled
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Field
Release
Template

[ ] Use defaults
Clear

Configure
Schedule
Text

Description
Selection of an OS-Release.
Selection of an OS template.

Used to overwrite individual configuration settings with the data of the

OS template.

Remove the assignment of OS-Release and OS template from this com-
puter.

Check or customize the configuration included in the template.
Schedule the installation (Columbus supports Wake-On-Lan).

Indicates if a Windows installation is already scheduled.

Note

If the checkbox Use Template values has been set and the data of the selected template is
edited, the next time that Windows is installed the computer automatically takes the data
from the edited OS template.

Important

The Windows configuration can be customized using Configure. The possibilities are based on
the description about editing an OS template (see the corresponding chapter).

3.5.2

Mass operation

Select a computer from the list of devices and click the right mouse button to select the fol-
lowing actions in the context menu:

Custom Tasks

@

e New Device
Clone Device

Delete Device

Maintenance
Operation
Inventory
Remove & Reset
Others

List Operations

Device Properties

Field
Assign smart OS

Deploy smart OS

Deploy legacy OS

Push Processing Ctrl+5

Ins

Ctrl+C

Del

F2

v |

2

Activation L4
b | i Device Class 4
4 Rollout 4
4 Assign smart 05
2

Deploy smart 05
Deploy legacy OS5

Description

Selection of an OS-Release and an OS template. The time of installation
can also be selected on the same step.

If the selected computers have been provided with a Smart Deploy
0S-Release, the time for a reinstallation can be scheduled.

If the selected computers have been provided with a Legacy Deploy
0S-Release, the time for a reinstallation can be scheduled.
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3.6 Create own Windows images

In order to accelerate the installation process, you can create your own Windows installation
images and use them in Smart Deploy.

Install a computer with a Smart Deploy OS-Release and fill it in with the required software and
security patches from Microsoft and third-party suppliers (for this purpose, we recommend to
use the Columbus UpdateManagement).

When the computer installation has been completed, log in using a local administrator ac-
count.

On the Columbus Infrastructure Server you will find the tool PrepareCaptureAction.exe in the
Tools directory of the Columbus installation. Copy an instance on the prepared computer.

V1 [ = 1 Application Tools Tools
“ Home Share Wiew Manage
:(-} - 1 . v Computersrv-demo » Local Disk (C:) » Program Files (x86) » Columbus » Tools
‘¢ Favorites MName Date modified Type

B Desktop AdminConsole.exe 0 Application

4 Downloads @; Cryptlt.exe 0 Application

=l Recent places c: DoCmd.exe 0 Application

‘— DoScr.exe 0 Application

B Desktop E PrepareCapturefiction.exe Application

A administrator & PublicCrypt.exe Application

M Computer srv-demo

Start PrepareCaptureAction.exe on the prepared computer.

05 Columbus - Capture O5-Installation - O *

== Capture an OS-Installation

@ Smart 05 Image

Type N
) Plain OS5 Image

Image Name |My own Windows image] |

Progress [ 0% |

Status

|. Capture | | Close |

The Smart Capture tool establishes a connection to the next Columbus infrastructure (based
on the connection data of the locally installed Columbus Management Client) and checks
whether a Smart Deploy OS-Release has been assigned to the prepared computer.

After that, two modes are available:

Plain image

When images are created using this mode, all the information of Columbus is deleted. Then,
the image can be used in the same way as one supplied by the manufacturer.

Smart image

When images are created using this mode, the information regarding already assigned SW
packages or other important data remain unchanged. This ensures that a newly installed
computer with corresponding Columbus Management Client do not reinstall already installed
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SW packages. Additionally, the user adjustments for each SW package are carried out auto-
matically.

Command line parameters
PrepareCaptureAction.exe can also be run from the command line.

The following syntax with the corresponding options is available.

PrepareCaptureActions.exe /capture [/smart | /plain]

/capture

This option is mandatory and starts the capturing.

/smart

This option defines that a smart image is to be created.

/plain

This option defines that a plain image is to be created.

Note: Using the command-line, the name of the image will be auto generated as follows: 'Image
from <Date> <Time>".
(e.g., 'Image from 14.09.2017 16:34:33")

After completing the SysPrep process, restart the computer and boot the PXE. A Columbus im-
age wizard is started, which creates a image and stores it in the selected Smart Deploy
OS-Release.

As soon as the image is completed, execute an indexing process of the OS Deployment Agents.
The image is then ready for use.

Important The computer on which the Smart Capture tool was executed can no longer be used. It must
be reinstalled.

3.6.1 Resetting the Windows activation

If Windows is installed using a ProductKey for a single license, you have 30 days time to acti-
vate this Windows installation. If Windows is not activated within this 30-day period and the
activation countdown is not reset, Windows switches to the reduced functionality mode
(RFM). In this mode, users can only log in on the computer after Windows has been activated.

A Windows installation can be prepared with PrepareCaptureAction.exe for creating your own
images as many times as required. Every time that a new image is prepared with PrepareCap-
tureAction.exe, the activation status is reset to zero.

Important After PrepareCaptureAction.exe has been executed three times (eight times in case of Windows
8 or higher), the activation status is no longer reset. Instead, after installing the image, an im-
mediate activation is required.

When the computer installation is made using a valid ProductKey, activation occurs automat-
ically.
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3.7

For further information:
https://technet.microsoft.com/en-US/library/hh825195.aspx

The activation status reset can be inhibited by setting the following BEFORE executing Prepar-
eCaptureAction.exe in the local registry of the prepared computer:

HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\Windows
NT\CurrentVersion\SoftwareProtectionPlatform
SkipRearm = 1 (DWORD)

By using this key, the Windows activation is preserved after executing PrepareCaptureAc-
tion.exe (activation is checked automatically by Windows during the first productive start after
the image has been installed).

For further information:
https://technet.microsoft.com/en-us/library/ff716063.aspx

Using your own Windows images

3.8

After the OS Deployment Agent has executed an indexing process of the available Windows
images, they can be used for the related OS-Release.

A specificimage is selected either during the configuration of an OS template or individually
for each computer. See chapter "Create / edit OS templates".

Distributed infrastructures

If your company has several sites or if you wish to provide the installation of operating systems
with Columbus Smart Deploy for many different clients (mandate), several Infrastructure Ser-
vice (so-called Site Server) will be in use.

Columbus Smart Deploy simplifies the provision and management of different OS-Release:

> Create a new OS-Release and provide an OS template. The OS Deployment Agent will au-
tomatically be the owner of this OS template.

> Replicate the data storage %0S-Depot% on the distributed infrastructure server (use Co-
lumbus Replication).

» Have each OS deployment agent of the distributed Infrastructure Service create an index of
the data.

The Columbus infrastructure detects that the OS-Release already exists and offers the same
OS templates as in the original on the OS Deployment Agent of the distributed infrastructure.
The distributed infrastructure administrator can either use these or manage his own OS tem-
plates. However, he cannot modify OS templates that are not owned by his OS Deployment
Agent.
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3.9 Smart Deploy management

When data on the data storage %0S-Depot% are deleted or when OS Deployment Agent or
Site Server is removed, the data in the database can become inconsistent. Columbus offers a
maintenance option for these cases.

» Highlight the Agent on the Infrastructure screen.

» Click the Maintenance button in the menu ribbon.
@ @ Columbus 7 Management Console

System Devices Users Security Organisation Reporting Tools | Infrastructure

PAVO w22 e uBD @ B

Uplink  Assign | Activate Deactivate | Update Share | Logfile | Help  Configure Locations | Schedule | Logfile  Create OS-Release Maintenance

General 05-Deployment B Smart Deploy B

> Select the OS Deployment Agents to be maintained (inactive agents are displayed on a gray
background):

05-Deploy - DB Cleanup - O X

M 05-Deploy - DB cleanup l
I ccrform DB maintenance on OS-Releases and Templates

0SAgents

Select 05 agents to perform maintenance on

MName Domain Indude
srv-v-be10 bwg
srv-y-hh002 bwg
O
srv-v-zg011 bwg
srv-demo bwadema
srv-v-chga 7

[ ok || camcel |

In the following overview you can remove or reassign OS-Release without owner or agents, OS
templates without related OS-Release as well as jobs without related OS-Release.
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CHAPTER 4

Linux Deploy

4.1

In this chapter

Description 36
Data storage 36
Assign OS release 37

This section describes the basic functions which are required to operate an OSDeploy system.

Description

4.2

Columbus OS deployment allows for providing and installing Linux operating systems of dif-
ferent distributions. The installation can be adjusted using configurations and additional
script-based jobs.

Columbus OS deployment is suited both for mass operations as well as for individual installa-
tions, and it offers clear procedures for scenarios with distributed infrastructures and different
clients.

Data storage

3 | OSDepot
“ Home Share View
:(-:I - 4t » Computer srv-demo v Local Disk (D:) » Columbus » OSDepot
"¢ Favorites MName : Date modified Type
B Desktop Centos7 File folder
& Downloads ESXi6.5rv File folder
= Recent places Fedora23 File folder
OpenSUSE42 File folder
B Desktop PXELinux File folder
A administrator KEMB.5rv File folder
/M Computer srv-demo
Field Description
CentOS ... XEN6 ...Storage for individual distributions
PXELinux Storage for additional data by Columbus infrastructure
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4.3

Assign OS release

4.3.1

Single operation

Select a computer from the list of devices and navigate in the OS or Legacy Deploy tab:

Dashboard | 05Deployment | SWAssignment  Endpoint Protection
SmartDeploy | Legacy Deploy

Release A\ Centos? v

Site [l Musite v
Config MyCanfig w

| Clear

153 05 Install is scheduled

Field Description

Release Selection of an OS-Release

Site Selection of a site

Config Selection of a configuration

Clear Remove the assignment of OS-Release, Site and Config from this com-
puter.

Configure Check or customize the configuration included in the Site/Config.

Schedule Schedule the installation (Columbus supports Wake-On-LAN)

Text Indicates if a Linux installation is already scheduled.
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CHAPTER 5

Annex

5.1
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Pre-Boot Execution Environment (PXE)

5.1.1

PXE stands for Pre-Boot Execution Environment and is a component of the WfM (Wired for
Management) specified by Intel. It permits a computer to connect to a server in the network
before the actual operating system is started from the local hard disk. With PXE, a computer is
linked to the network even if switched off.

DHCP Options for PXE

Columbus installs a Proxy DHCP server (PDHCP) on each Infrastructure Service. This is a part of
the Preboot Services Agent. The following scenarios require different configurations:

e The Infrastructure Service and the DHCP server service are located on the same server.
e The Infrastructure Service and the DHCP server service are located on different servers.
¢ All Management Clients are located in the same subnet as the Infrastructure Service.

e Management Clients and Infrastructure Service are located in different subnets.

Columbus and DHCP on the same server

If the Infrastructure Service (and thus the PDHCP service) is installed on the same server on
which also the DHCP server service is running, the following DHCP option is required.

e Option 60 - PXE Client (Add PXE client configuration).

e Ifthe DHCP server service is already installed at the time of installation or update, the op-
tion 60 will be automatically created by Columbus.

Columbus and DHCP on different servers

For this scenario, no specific settings are required.

All Clients in the same subnet as the Infrastructure Service

For this scenario, no specific settings are required.

Clients and Infrastructure Service in different subnets
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In order to let the Clients know where to look for the Infrastructure Service or for the passing
on of the broadcast of the Clients into the network, in which the Infrastructure Service is lo-
cated, the following configuration has to be selected:

e Definition of the IP Helper on the corresponding routers.

Note In case of an upgrade from a Columbus Version 6.8 or older, it has to be made sure that the
options 66, 67,180, and 181 have been removed from the DHCP server.

Configuration

Option Value 060 is no default option and has to be created at first. In this example, a Scope
option is set.

@ECHO OFF

ECHO The Options Value 060 is created and set...

netsh dhcp server add optiondef 060 PXEClient String © comment="PXE Support"
netsh dhcp server set optionvalue 960 STRING PXEClient

5.2 Wake on Lan

In order to reach the full PXE functionality, Wake on Lan (Wol) must also be supported on the
computers. This allows to remotely switch on the computer provided that the MAC address of
the installed network card is known. With Wol it is no longer necessary that an administrator
switches on the computer. At the same time, e.g. diagnostic programs or, as in the case of
OSDeploy, an inventory program or the preparation for an unattended setup can be loaded on
the computer via PXE.

Note The Columbus Base Agent of the corresponding company/site must be assigned to the
Infrastructure Service for Wol to be able to operate.

The Console transfers a Wol action first to the local Infrastructure Service in the site where the
computer is placed. The Columbus Base Agent sends a broadcast to the network first. This
unique feature of Columbus enables to wake computers in different subnets, even in different
locations across router sections.

Wol is based on a Broadcast Magic Package which is sent on the network. For Wol to be able
to run, the network team must ensure on the one hand that such a broadcast will not be fil-
tered in the network. On the other hand, it must be ensured that the computer accepts Wol,
since not every network card which allegedly can actually does. Usually, a BIOS upgrade is
helpful to solve any problems in this sense.
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5.3 Windows PE Image

For the Windows deployment (Smart & Legacy), a Windows PE Image is loaded via PXE which
serves as transfer medium during Windows installation.

Columbus uses the Windows PE images (winpe.wim) provided by Microsoft in the Windows
ADK (Windows Assessment and Deployment Kit).

The Windows PE images are stored on the server that offers PXE (Preboot Services) under the
following path:
C:\Program Files (x86)\Columbus\Infrastructure\PXEData\Boot\Images\x86 or \x64

Note Windows PE is a reduced version of Windows. In order to use this version, the customer has to
purchase Windows licenses or must possess a corresponding Microsoft Upgrade Assurance.

5.3.1 Provide driver for Windows PE

Since Windows PE acts like a basically normal Windows, you also have to integrate the drivers
for hard disk and network access in order to start the installation.

The supplied Windows PE version varies depending on the used Columbus version:

Columbus version Windows PE version Architecture
Columbus 7.1 2.1 (corresponds to Windows Vista, NT kernel 6.0)  Only x86
Columbus 7.2 3.0 (corresponds to Windows 7, NT kernel 6.1) Only x86
Columbus 7.3 4.0 (corresponds to Windows 8, NT kernel 6.2) x86 & x64
Columbus 7.4 4.0 (corresponds to Windows 8, NT kernel 6.2) x86 & x64

Columbus 7.4.1 5.0 (corresponds to Windows 8.1, NT kernel 6.3) x86 & x64
Columbus 7.5.0  10.0 (corresponds to Windows 10, NT kernel 10) x86 & x64

The drivers for Windows PE x64 are stored under the following path:
I C:\Program Files (x86)\Columbus\Infrastructure\PETemplates\x64\Drivers

The drivers for Windows PE x86 are stored under the following path:
I C:\Program Files (x86)\Columbus\Infrastructure\PETemplates\x86\Drivers

Note Create a directory with a name for this driver (e.g. Dell FM76n).

If you replaced the Windows PE images or if they were reset during Columbus Setup, copy the
contents of (for x86 correspondingly):

I C:\Program Files (x86)\Columbus\Infrastructure\PETemplates\x64\Processed
after
I C:\Program Files (x86)\Columbus\Infrastructure\PETemplates\x64\Drivers
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5.3.2 Inject data into Windows PE
In order to provide drivers or further files and configuration settings for the next Windows PE
session, they must be injected into the corresponding Windows PE images by the Preboot Ser-
vices Agent.
How to carry out an injection
» Navigate to the Infrastructure screen in the console and highlight the Infrastructure Ser-
vice.
I The list below shows all agents which are available on this server.
> Highlight Preboot Services Agent.
I The menu ribbon shows all available functions.
» Select the item Inject Windows PE files in the menu ribbon and schedule this action:
@ Columbus 71
System Devices Users Security Organisation Reporting Tools | Infrastructure
] 7R 4 < 5 r ‘.’\ E
ThEVO L B 2B B =
Uplink  Assign Activate  Deactivate Update Share Logfile Help Configure Inject Windows PE files  Logfile
General Preboot Services
Note Always carry out this action after a Columbus update or after transferring a Windows PE

image to a different server.

5.4

Network share "Columbus"

The depot directory of the setup routine is pre-configured by default as network share "Co-

lumbus".

If you wish to modify this share, we recommend to proceed as follows:

> Select the data directory (e.g. D:\Columbus ), select the properties screen in the context

menu and select on it the Share tab:

Columbus Properties *

General Sharng  Securty Previous Versions Customize

Metwork File and Folder Sharing

Columbus
Mot Shared

Network Path:
Not Shared|

Share...

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

®) Advanced Sharing...

QK Cancel Apphy
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» Usethe menu item Advanced sharing to confirm the release and enter a name. When the
menu item Authorizations is selected, an additional dialog opens to define the user group

that can use this share:

Share this folder
Settings
Share name:
| Columbus |
Add Remove

Limit the: number of simultaneous users to:

16777 5
Comments:

I Permissions I Caching

0K

Cancel

Apply

0K Cancel Apply

Permissions for Celumbus >
Share Permissions
Group or user names:
£2 Everyone
v Add... Remove
Permissions for Everyone Allow Deny
Full Control O O
Change O
Read O
Cancel Aoply

| Set the user group All and enable Edit and Read.

» Confirm both dialogs and select the Security tab in the properties menu that is still open.
When the menu item Edit is selected, an additional dialog opens to define the user group
that can use the data within this (directory) share:

General Sharng Secuity  Previous Versions Customize
Object name:  C:A\Columbus

GI’DLID or user names:

HR CREATOR OWNER ~

HR 5YSTEM

a Administrator {SERVER-201 6" Administrator)

BB AAminictratnne [CEEVER_HIEL Administratarel e

£ >
To change pemissions, click Edit. Edit..
Pemissions for CREATOR
OWNER Alow Ty —

Full contral K

Modify

Read & execute

List folder contents

Read

Write b
For special pemmissions or advanced settings, Advanced
click Advanced.

Close Cancel Apphy

GI’DLID or user names:

Permissions for Celumbus >
Security
Object name:  C:\Columbus

S8 CREATOR OWNER
SR SYSTEM

a Administrator (SERVER-2016"Administrator)
S8 Administrators (SERVER-2016"\Administrators)
a Columbus (BWGDEMO \Columbus)

S8 Users (SERVER-2016"\Usars)

T

Add... Remaove
Permissions for Columbus Deny
Modify o o~
Read & execute O
List folder contents O
Read O
Write O w
Cancel Aoply

| Set the Columbus domain user and enable Edit, Read and Execute, Read folder contents,

Read and Write.
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5.5

"Columbus" user account domains

The Columbus account (or the one used for it) must never be the administrator in the relevant
domain. Simple user rights are sufficient. The only exception is that the user account must be
able to create computer accounts in the domain. If some computers must often be setup again
(e.g. test computer), it is advisable that the Columbus account may also add again computers
into the domain.

If Microsoft Active Directory (AD) is used, create a central user account that is authorized for
the future access of the decentralized Columbus client to the server system shares (UNC
shares). Columbus can be used without any limitation with AD separated from each other or
used together with workgroups.

Service account

User: columbus

Password: Brainware123 (or according to your complexity guidelines)

PW change: Deactivate for this user account

Policy: No limitations, no profile roaming

Special: Create and delete (modify) authorization for AD objects (computer).

Note

In case of computers that were added by a domain administrator, it is possible that a user with
non-administrative rights cannot add again a computer into the domain.
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