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Advisory Summary Threat Score
After Clicking on any SAID, a popup appears with the Threat Score and other required details.
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Host Smart Group Threat Score
The Threat Score appears for all the products on the Host Smart Group Scan Result page.
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Product Smart Group Threat Score
The Threat Score appears for all the products on the Product Smart Group Result page.

Smart Group Criteria Threat Score 
When creating the Product Smart Group, the Threat Score option is available for the Criteria specification. The result is 
displayed based on the selection. By default, the Threat Score Criteria is set to 70.
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Flexera Package System (SPS) List Threat Score
The Threat Score appears in the Flexera Package System (SPS) list, which helps user to prioritize patches.
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Appendix E - Troubleshooting
Techniques

This appendix explains Troubleshooting Techniques of the Software Vulnerability Manager:

• Intune

• Patch Daemon

Intune
This section includes the following topics:

• Pre-requisites

• Publishing

• SVM Patch Configuration

• SVM Patch Configuration / General Tab

• Troubleshooting Tips

• FAQs

Pre-requisites
Intune POC (Proof of Concept) requires the following prerequisites:

• For Intune connection details, refer Add Intune API Application (Client) ID and Directory (Tenant) ID on Intune 
Connection. For more details, see Intune Publishing and Set up a Distribution Connection in Flexera SVM Patch 
Configuration for Microsoft Intune.

• To get Application (Client) ID, Directory (Tenant) ID, and Client Secret app registration need to be done. For more 
details, see App Registration and Create Client Secret.

• Make sure that the following Intune Graph API Permission are available to the user. For more details, see API 
Permissions.

https://docs.flexera.com/csi/Content/helplibrary/Intune_Publishing.htm
https://docs.flexera.com/csi/Content/helplibrary/App_Registration.htm
https://docs.flexera.com/csi/Content/helplibrary/Set_up_a_Distribution_Connection_in_Flexera_SVM_Patch_Configuration_for_Mic.htm
https://docs.flexera.com/csi/Content/helplibrary/Set_up_a_Distribution_Connection_in_Flexera_SVM_Patch_Configuration_for_Mic.htm
https://docs.flexera.com/csi/Content/helplibrary/API_Permissions.htm
https://docs.flexera.com/csi/Content/helplibrary/API_Permissions.htm
https://docs.flexera.com/csi/Content/helplibrary/Create_Client_Secret.htm
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• Make sure that you have at least five to eight distribution endpoints in your sample test environment.

• To enroll a device/endpoint to an Intune follow this link https://docs.microsoft.com/en-us/mem/intune/user-help/
enroll-windows-10-device

• For each endpoint, please ensure:

• Endpoints have been recently booted up to ensure there are no pending updates that could hinder Intune 
publishing.

• The credentials that will publish to endpoint has permissions to run PowerShell scripts - not required.

• If installing Win32 apps then antimalware settings should exclude the following directories

On x64 client machines:

• C:\Program Files (x86)\Microsoft Intune Management Extension\Content

• C:\windows\IMECache

On x86 client machines:

• C:\Program Files\Microsoft Intune Management Extension\Content

• C:\windows\IMECache

Publishing
Once the pre-requisites are completed, you can begin publishing from the SVM console.

To create and publish the package, see Create and Publish the Package.

In Step 4 of the Publishing Wizard, use Schedule package to Patch Daemon and publish.

https://docs.microsoft.com/en-us/mem/intune/user-help/enroll-windows-10-device
https://docs.microsoft.com/en-us/mem/intune/user-help/enroll-windows-10-device
https://docs.flexera.com/csi/Content/helplibrary/Create_and_Publish_the_Package.htm
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SVM Patch Configuration
The Flexera SVM Patch Configuration Tool can control the publish into Intune.

For more information on Intune connection, see Flexera SVM Patch Configuration.

SVM Patch Configuration / General Tab
To set SVM Patch Configuration, perform the following steps.

https://docs.flexera.com/csi/Content/helplibrary/Flexera_SVM_Patch_Configuration.htm
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Task To configure:

1. In the General Tab set the Distribution To: Microsoft Intune.

2. You can click Force Check-In Now to distribute to Intune immediately or wait for the Check-In.

3. You can check log file (c:\ProgramData\Flexera Software\SVM Patch\svmpatch.log) for confirmation that publishing 
happened to Intune. Here is a sample line:

[26/05/2021 16:09:35|V] [POST data]: {"data":{"package_id":"f8072330-ddd2-469f-8762-
e3cd28a2969d","error":""},"status":"success","task_type":"publish_package"}

4. You can then check for your app in Intune.

5. Now that your Application is in Intune, you can decide how to distribute.

Troubleshooting Tips
Following are the troubleshooting tips for Intune:

• Intune log file location is C:\ProgramData\Microsoft\IntuneManagementExtension\Logs. For detailed debugging 
check IntuneManagementExtension.log. Search for package name / Application ID.

• Use %WinDir%\CCM\CMTrace.exe tool to read Intune logs.

• Installation status of SPS package logged at C:\windows\SecuniaPackage.log

• If install fails most time the reason is, the file in use by other application. In such cases, restart the machine. Some 
other common reasons are listed here. 

https://docs.microsoft.com/en-us/troubleshoot/mem/intune/troubleshoot-app-install
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• Debugging for PowerShell script not running, refer https://docs.microsoft.com/en-us/mem/intune/apps/intune-
management-extension#issue-powershell-scripts-do-not-run

• Check whether the service Microsoft Intune Management Extension is running in endpoint.

• Intune Management extension polls for packages for every hour. We can do force polling by restarting the Microsoft 
Intune Management Extension service.

• Once the package gets installed, it takes at least five minutes to reflect in Apps section of Intune interface. Sort by Date 
created to list recently published packages.

FAQs
The following table provides answers to frequently asked questions regarding Intune application.

Table E-1 • FAQs

Question Answer

Do endpoints need to have 
PowerShell execution policy to 
allow script execution?

Not required to have execution permissions for a patch to get installed. We made 
Enforce script signature check and run script silently in detection scripts to No 
for an Intune application. Hence it bypasses the execution-policy and runs 
irrespective of the execution policy being set in endpoint.

Do any files be excluded from 
virus scanning in endpoints?

Antimalware settings should exclude the following Intune directories:

• On x64 client machines:

• C:\Program Files (x86)\Microsoft Intune Management Extension\Content

• C:\windows\IMECache

• On x86 client machines:

• C:\Program Files\Microsoft Intune Management Extension\Content

• C:\windows\IMECache

More details, see https://docs.microsoft.com/en-us/mem/intune/apps/apps-
win32-troubleshoot

Is it possible to deploy the agent 
via Intune?

Yes via a feature in the product introduced in the April release of the Patch 
Daemon (version 5.0.385 and above).

What permissions does the Patch 
Daemon account require? Does it 
require PowerShell script 
execution rights?

• It requires an account which has access directory as an administrator with 
rights to create new app registrations.

• It does not require PowerShell execution permissions as PowerShell is not 
leveraged when publishing a package to Intune.

https://docs.microsoft.com/en-us/mem/intune/apps/intune-management-extension#issue-powershell-scripts-do-not-run
https://docs.microsoft.com/en-us/mem/intune/apps/intune-management-extension#issue-powershell-scripts-do-not-run
https://docs.microsoft.com/en-us/mem/intune/apps/apps-win32-troubleshoot
https://docs.microsoft.com/en-us/mem/intune/apps/apps-win32-troubleshoot
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Patch Daemon
This section includes the following topics:

• Pre-requisites

• Publishing a Package from Patch Daemon without Local Administrator Rights

Pre-requisites
Patch Daemon requires the following pre-requisites:

• Software Vulnerability Management Patch Daemon needs RSAT (Remote Server Administration Tools) for Windows 
10, to manually install for Windows 1809 and below, download from https://www.microsoft.com/en-us/download/
details.aspx?id=45520. For latest Windows 10, Settings > Optional Features > Add Feature > RSAT: Windows Server 
Update Services Tools.

• Download SVM Patch Daemon at https://resources.flexera.com/tools/SVM/SVMClientToolkitInstall.msi

Publishing a Package from Patch Daemon without Local 
Administrator Rights

Perform the following steps to publish a package from Patch Daemon without local Admin rights.

Task To publish a package from Patch Daemon without Local Admin Rights:

1. Install the patch daemon, configure it using local Administrator account and perform the following steps:

a. Add your Flexera Software Vulnerability Manager Patch Daemon service account user (for example: test_user) 
to local Administrators and WSUS Administrators groups on your DC.

Note • Some of the security policies in environments do not allow adding users to the local Administrators group 
but only to WSUS Administrators. 

b. To resolve permission issues when you cannot add a user to the local Administrators group, you would need to 
configure the below settings in the machine where the patch daemon is installed to allow your user to publish a 
package successfully.

Give your service user account Full control over all the below items and perform all actions using an 
administrative account.

c. Ensure that test machine contains WSUS certificate. If not, please export the certificate from WSUS machine from 
path Trusted publishers and install in the test machines in Trusted root certification authority and Trusted 
publishers.

2. Registry

a. Add permission to the below registries to your service account (test_user) in the test machine where patch 
daemon is installed.

https://www.microsoft.com/en-us/download/details.aspx?id=45520
https://www.microsoft.com/en-us/download/details.aspx?id=45520
https://resources.flexera.com/tools/SVM/SVMClientToolkitInstall.msi
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HKEY_LOCAL_MACHINE\Software\Flexera

HKLM\SOFTWARE\Microsoft\EnterpriseCertificates\Disallowed

HKLM\SOFTWARE\Policies\Microsoft\SystemCertificates\Disallowed

HKLM\Software\Microsoft\SystemCertificates\Disallowed

HKLM\Software\Microsoft\Update Services\Server\Setup

b. Add permission to the below registries to your service account (test_user) in the WSUS machine.

HKLM\SOFTWARE\Classes\AppID

{8F5D3447-9CCE-455C-BAEF-55D42420143B}

You might have to take ownership of this key. A logged-in user, which is used to configure all permissions, needs 
full control of this key. This is required when configuring DCOM permissions. Settings for currently logged-in 
users can be changed back when all is completed. 

c.  Windows Explorer in test machine.

C:\ProgramData\Microsoft\Crypto

C:\ProgramData\Flexera Software\SVM Patch

d. Shares and groups

• The service user account needs to be added to WSUS administrators.

• WSUS administrators need to have full access to WSUS content location. Share and NTFS.

e. DCOM - Distributed Component Object Model in WSUS machine.

Open Dcomcnfg and go to Component Services > Computers > My Computer > DCOM Config, and modify 
WSUSCertServer security settings:

• Launch and Activation permissions - give Local Launch and Local Activation rights to WSUS administrators 
group/your service user

• Access permissions - give Local Access rights to WSUS administrators group/your service user.

• Reboot the machine, after changing DCOM settings.

3. Service Login and publishing.

a. Change logon user to the test_user and restart the service.

b. Once service restarted you can login to the test machine though your test user and publish patches.

Note • test_user does not have a privilege to restart patch daemon service.
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