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Appendix D Appendix D - Threat Intelligence
Threat Score Locations

| oa_wins %
Overview || Scan Result

E‘ Secure E‘ End-Of-Life |;£| Insecure Export ~
Name « Version State SAID Criticality (VW55 Base Score  Threat Score Issued Vulnerabilities
T-zip 16.x 16.0.0.0 - - - - -
Adobe Acrobat R{ Microsoft .NET F & 4.x x] -
Adobe Flash Playt vy from the context of Smart Group: All Products v -
Adobe Flash Playl ; N = -

Overview | Installations || All Advisories
Apple Bonjour for -
Apple Bonjour for V] secure V| End-ofLife [ Insecure Export = B
Apple Safari 5.x Host «  SAID Criticality Threat Score State Version Last Scan Path -
Apple Software U BAMG... - - - Secure 4.7.3062.0 10 days age  c:\windows\microsoft.net\framework\v4.0.30319\sm -
Fiddler 5.x BAMG... - - - Secure 4.7.3062.0 10 days age  c:\windows\mi crusoﬂ.net\assemhlv\gac_msil\smsvcl'A .
Google Chrome 7 BANG... - - - Secure 4.7.3062.0 10 days ago  cwindows\microsoft.net\framework64\v4.0.30319): ~
Google Toolbar 7 ©517-.  SAB6643 == 3 Insecure KB4471327, KB44809... 10daysage  c\windows\microsoft.net\framework64\vw4.0.30319\: -
Microsoft .NET Fr | CSI7--. SAB6643 == 3 Insecure KB4471327, KB44809... 10 days age  c:\windows\microsoft.net\frameworkiv4.0.3031%\sm 2
Microsoft .NET Fr | CSI7-... SAB6643 == 3 Insecure KB4471327, KB44809... 10 days age  c:\windows\microsoft.net\assembly\gac_msil\smswck 2
Microsoft .NET Fr | CSI7-... S5AB7523 == 2 Insecure KB4487017 10 days ago  c\windows\microsoft.net\framework64\v4.0.30319\: 2
Microsoft Access | | CSI7-... SAB7523 == 2 Insecure KB4487017 10 days age  c:'windows\microsoft.net\framework\v4.0.30319\sm B
Microsoft Excel 2{ | CSI7--.. SAB7523 == 2 Insecure KB4487017 10 days ago  c\windows\microsoft.net\assembly\gac_msil\smswct 6
Microsoft Excel 21 OS50 - - - Secure 4.0.30315.33440 10 days age  c:\windows\microsoft.net\assembly\gac_msil\smswch 6
Microsoft Interne | C5L7= - - - Secure 4.0.30319.33440 10 days ago  c:\windows\microsoft.net\framework\v4.0.30319\sm 12
Microsoft Internel | S50~ - = = Secure 4.0.30319.33440 10 days ago  c:windows\microsoft.net\framework64v4.0.30319\; 12
Microsoft Malwar | MAHC... SAB6643 == 3 Insecure KB4340006, KB43456_.. 10 days age  c:\windows\microsoft.net\assembly\gac_msil\smswck B
Microsoft Mahwar | MAHO... SAB6643 == 3 Insecure KB4340006, KB43456_. 10 days agn  c:\windows\microsoft.net\frameworkiv4.0.30319\sm B
Microsoft Malwan < 2 a
Microsoft OneNot | | | Page tlora| b b | & Displaying hosts 1 - 14 of 43 | _
Microsoft Outlool - J &
Microsoft Powe 6
— —
Microsoft Publisher 2016 [ 0365 16.0.9126.22495 Secure - - = - -
Microsoft Security Essentials 4.x  4.7.213.0 Secure - - - - -
1 | Page 1)ofg| b Bl | & Displaying products 1 - 27 of 191
Close

Advisory Summary Threat Score

After Clicking on any SAID, a popup appears with the Threat Score and other required details.
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Threat Score Locations

QA_WINS ®
Overview | Scan Result
[ secure [ ]End-OfLife [V insecure Export ~
Name « Version State SAID Criticality OS5 Base Score Threat Score Issued Wulnerabilitie
Microsoft .MET Framework 4.x 4.0.30319.33440 Insecure SAG6386 = 4 1298 days ago
Microsoft .NET Framework 4.x 4.0.30319.33440 Insecure SAG6386 L 4 1298 days ago
Microsoft .NET Framework 4.x 4.0.30319.33440 Insecure SA66386 = 4 1298 days ago
Microsoft Excel 2016 / 0365 16.0.9126.2295 Insecure SABGG4E [E— 4 108 days ago
Microsoft Excel 2016 [ 0365 16.0.9125.2295 Insecure SABGG648 == 4 108 days ago
Microsoft Internet Explorer 11.¢ 11.0.9600.15036 Insecure SABGT19 [E— 52 99 days ago
Microsoft Internet Explorer 11.x 11.0.9600.19036 Insecure SAB6719 = 52 99 days ago
Microsoft Outlook 2016 / 0365 16.0.9126.2295 Insecure SABGG48 [E— 4 108 days ago
Microsoft PowerPoint 2016 [ 0365 16.0.9126.2295 Insecure SAB6648 = 4 108 days ago
Microsoft Windows 8.1 Windows 8.1 Enterpri...  Insecure SAB6671 [E— 50 108 days ago
Microsoft Word 2016 / 0365 16.0.9126.2295 Insecure SAB6262 s 9 136 days ago
Mozilla SeaMaonkey 2.x 2.32 Insecure SAB4457 [E— 7 245 days ago
Microsoft PowerPoint 2016 [ 0365 *
View from the context of Smart Group: All Products v
Overview || Installations All Advisories
Export -
SAID + Advisory Description Criticality Threat Score  Advisory Publish...  Solution Status Attack Vector Zero Day CV55 Base Score Vulnerabilities
SABGGIE Microsoft Multiple Products Multiple Vu.. == 4 2018-12-11 Vendor Patched  From remote Mo
SAB5499 Microsoft Multiple Products Multiple vu.. == 5 2018-10-09 Vendor Patched From remote No "
SAB5074 Microsoft Multiple Products Multiple vu.. = 19 2018-09-11 Vendor Patched From remote No
SAB4672 Microsoft Multiple Products Multiple yu... = 7 2018-08-15 Vendor Patched From remote No
. . e
i ft Multiple | Multiple Vulnerabilities [=]| B3

Secunia Advisory Summary ~

Secunia Advisory ID:  spggeds |
Creation Date: 2018-12-11
Criticality: e - Highly critical
Threat Score: 4
Impact: Exposure of sensitive information
System access
Where: From remaote
Solution Status: Vendor Patched
Secunia CVSS3 Scores: Base: 8.8, Overall: 8.2 CVS5:3.0/AV: N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C v
CVE Reference(s): CVE-2018-8587
Close
Capture screens
The Threat Score appears for all the products on the Host Smart Group Scan Result page.
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Threat Score Locations

Showing All Sites
Host =
BANGHV_QA_WINSA
CSI7-W10-145
CSI7-WIN10-59
CSI7-WINS-181
localhost.localdomain
MAHOKWINS

PSCCM

QA_WINS
QA_WINBIE
QA_WINB_TEST
SBABAWINIOD
SEABA_DEV
SUSHMACSIWINT
SUSHMA_TESTWINS
sushma_winB14
SUSHMA_WINB1B
WIN-ANQ3VBP4RSE
WINB-205-5CCM

~ Showing All Platforms |
System Score  Last Sean Insecure

14th Mar, 2019 19:36 4

73% 14th Mar, 2019 19:35 11

2%

67%

61%

7%
65%

67%

68%

0%
7%

14th Mar, QA_WINS

14th Mar,
14th Mar,
14th Mar,
21st Mar,
20th Mar,
14th Mar,
14th Mar,
21st Mar,
14th Mar,
14th Mar,
21st Mar,
14th Mar,
21st Mar,

14th Mar,

Overview | Scan Result

[ secure  []End-orLife
Name &
Microsoft .NET Framework 4.x

Microsoft JNET Framework 4.x
Microsoft .NET Framework 4.x
Microsoft Excel 2016 [ 0365
Microsoft Excel 2016 / 0365
Microsoft Internet Explorer 11.x
Microsoft Internet Explorer 11
Microsoft Outlook 2016 [ 0365
Microsoft PowerPaint 2016 /.
Microsoft Windaws 8.1
Microsoft Word 2016 [ 0365

Mozilla SeaMonkey 2.x

I4 4 | Page 1loft1|

Search

End-Of-Life

[ insecure
Version
4.0.30319.33440
4.0.30319.33440
4.0.30319.33440
16.0.9126.2295
16.0.9126.2295
11.0.9600.19036
11.0.9600.19036
16.0.9126.2295
16.0.9126.2295
Windows 8.1 En...
16.0.9126.2295
2.32

W&

12

State

Insecure
Insecure
TInsecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure

TInsecure

Secure Total  Site Name Scan Engine Software Platform
103 112 abc System Center System Center
61 84 abc System Center System Center
3
Export -
SAID Criticality CVS5 Base Score  ThreatScore  Issued Vulnerabilities
SAG6386 = 4 1294 days ago 2
SAG63BE6 S— 4 1294 days ago 2 ~
SA66386 s 4 1294 days ago 2
SABGE4S S— 4 104 days ago 6
SABGE4S = 4 104 days ago 6
SAB7867 S— 3 12 days ago 12
SABTBE7 s 3 12 days ago 12
SABGE4S S— 4 104 days ago 6
SABGE4S = 4 104 days ago 6
SABG671 S— 59 104 days ago 10
SABG262 s 132 days ago 11
SAB4457 S— 7 241 days ago n v

Product Smart Group Threat Score

The Threat Score appears for all the products on the Product Smart Group Result page.

Smart Group Criteria Threat Score

When creating the Product Smart Group, the Threat Score option is available for the Criteria specification. The result is
displayed based on the selection. By default, the Threat Score Criteria is set to 70.
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Appendix D Appendix D - Threat Intelligence
Threat Score Locations

Flexera Package System (SPS) List Threat Score

The Threat Score appears in the Flexera Package System (SPS) list, which helps user to prioritize patches.

Software Vulnerability Manager

s Pcoge sy 5
‘ Dashboard Search Type: Product w || Search text Search | View from the context of Smart Group: All Products w || Configure View = New Custom Package
Product Vendor Patched Version Architecture SAID Criticality Threat Score + Detected
> @ Seanning & Product: Mozilla Thunderbird 60.x (1 Ttem)
Mozilla Thunderbird 60.x Mozilla Foundation ~ 60.5.1 Windows32-bit  SAB8057 == 17 0 days, 0 hours...
- Results
=& Product: Apple iTunes 12.x (1 Ttem)
. —
. I|‘l Reporting Apple iTunes 12.x Apple 12.9.3 Windows32-bit SAB7245 12 0 days, 0 hours.
& Product: Mozilla SeaMonkey 2.x (1 Item)
a n Patching Mozilla SeaMankey 2.x Mozilla Foundation ~ 2.49.4 Windows32-bit  5A84457 e 7 0 days, 0 hours...
Flexera Package System (SPS) =& Product: Adobe Shockwave Player 12.x (1 Item)
Patch Template Adabe Shockwave Player 12.x Adobe Systems 12.3.1.201 Windows32-bit ~ SAgopzg 0 SETED 3 0 days, 0 hours...
Agent Deployment
4 WSUS / System Center = Product: 7-zip 18.x (1 ITtem)
Available 7-zip 18X 18.05 Windowsé4-bit  SA82839 = 2 0 days, 0 hours...

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00 291



Appendix D Appendix D - Threat Intelligence
Threat Score Locations

292 SVMC-DECEMBER2021-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Appendix E - Troubleshooting
Techniques

This appendix explains Troubleshooting Techniques of the Software Vulnerability Manager:

Intune

Intune

Patch Daemon

This section includes the following topics:

Pre-requisites

Publishing

SVM Patch Configuration

SVM Patch Configuration / General Tab
Troubleshooting Tips

FAQs

Pre-requisites

Intune POC (Proof of Concept) requires the following prerequisites:

For Intune connection details, refer Add Intune API Application (Client) ID and Directory (Tenant) ID on Intune
Connection. For more details, see Intune Publishing and Set up a Distribution Connection in Flexera SVM Patch
Configuration for Microsoft Intune.

To get Application (Client) ID, Directory (Tenant) ID, and Client Secret app registration need to be done. For more
details, see App Registration and Create Client Secret.

Make sure that the following Intune Graph API Permission are available to the user. For more details, see API
Permissions.
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Appendix E Appendix E - Troubleshooting Techniques
Intune

® Make sure that you have at least five to eight distribution endpoints in your sample test environment.

® To enroll adevice/endpoint to an Intune follow this link https://docs.microsoft.com/en-us/mem/intune/user-help/
enroll-windows-10-device

®  For each endpoint, please ensure:

® Endpoints have been recently booted up to ensure there are no pending updates that could hinder Intune
publishing.

® The credentials that will publish to endpoint has permissions to run PowerShell scripts - not required.
e Ifinstalling Win32 apps then antimalware settings should exclude the following directories

On x64 client machines:

® (C:\Program Files (x86)\Microsoft Intune Management Extension\Content

® C:\windows\IMECache

On x86 client machines:

® C:\Program Files\Microsoft Intune Management Extension\Content

® (C:\windows\IMECache

Publishing

Once the pre-requisites are completed, you can begin publishing from the SVM console.
To create and publish the package, see Create and Publish the Package.

In Step 4 of the Publishing Wizard, use Schedule package to Patch Daemon and publish.
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Appendix E Appendix E - Troubleshooting Techniques
Intune

Step 4 of 4: Ap,

Here you configure the applicability rules for the package.

L Pt 1 e s U s s s,

Language Settings
Configure package applicability rules based on language:
[_] only make package applicable to computers with one of the selected languages.
Select Languages:  Language
Arabic
Chinese (Hong Kong SAR)
Chinese - (Simplified)
Chinese - (Traditional)

Czech v

[—

Export Patch Script

Before publishing XML patch script to your file system, you have the option to configure XML file. Note: As you might wish to share this package, for
example via the community forum, you can choose to not include the package files s binary and the applicability paths from Step 3, as your paths may
contain private user data.

[ Do not indude Step 3 Applicability Paths in XML File.

[+ Do not include package file(s) as binary in XML File.

Patch Template (Optional)
Save as template

Template Name: | Enter Template Name...

Publish Options
Select option for publishing Flexera package
Publish package using: () wSsUS (via Activex)
(®) Schedule package to Intune/WSUS
O Altiris
() Export Fatch Script
() Cabinet File (Export)

() save Template

Previous Publish | Cancel

SVM Patch Configuration

The Flexera SVM Patch Configuration Tool can control the publish into Intune.

[ Flexera SVM Patch Configuration — ] X

WSUS  Intune  Workspace ONE  SVM  General Output Window Clear Output

[5:34:52 AM] Executing the command:
PaollTasksNow

Distribution System

Distribution To: | Microscft Intune =

Logging

Log File: C:\ProgramData'\Flexera Software' SVM Patchsvmpatch_muttiple

Log Level: LogAlways ~
Check-In Settings

Check-n Frequency: |0 5| Days |0 |5|Hours (5 [ Minutes
Get all Latest Subscribed Packages

Force Check-In Now

For more information on Intune connection, see Flexera SVM Patch Configuration.

SVM Patch Configuration / General Tab

To set SVM Patch Configuration, perform the following steps.
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Intune
=
Task To configure:
1. Inthe General Tab set the Distribution To: Microsoft Intune.
2. You can click Force Check-In Now to distribute to Intune immediately or wait for the Check-In.
3. You can check log file (c:\ProgramData\Flexera Software\SVM Patch\svmpatch.log) for confirmation that publishing
happened to Intune. Here is a sample line:
[26/05/2021 16:09:35|V] [POST data]: {"data":{"package_id":"f8072330-ddd2-469f-8762-
e3cd28a2969d","error":""},"status":"success","task_type":"publish_package"}
4. You can then check for your app in Intune.
:::mm ﬁ A[;ps | All apps - X
a"m; ise Google Chenme Biux v. T A% 3pp (WARLY - o =
=
D Tent sdminsiistion
5. Now that your Application is in Intune, you can decide how to distribute.

Troubleshooting Tips

Following are the troubleshooting tips for Intune:

298

Intune log file location is C:\ProgramData\Microsoft\IntuneManagementExtension\Logs. For detailed debugging
check IntuneManagementExtension.log. Search for package name / Application ID.

Use %WinDir%\CCM\CMTrace.exe tool to read Intune logs.
Installation status of SPS package logged at C:\windows\SecuniaPackage.log

If install fails most time the reason is, the file in use by other application. In such cases, restart the machine. Some
other common reasons are listed here.
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Intune

® Debugging for PowerShell script not running, refer https://docs.microsoft.com/en-us/mem/intune/apps/intune-
management-extension#issue-powershell-scripts-do-not-run

® Check whether the service Microsoft Intune Management Extension is running in endpoint.

® Intune Management extension polls for packages for every hour. We can do force polling by restarting the Microsoft
Intune Management Extension service.

® Once the package gets installed, it takes at least five minutes to reflect in Apps section of Intune interface. Sort by Date
created to list recently published packages.

FAQs
The following table provides answers to frequently asked questions regarding Intune application.

Table E-1 - FAQs

Do endpoints need to have Not required to have execution permissions for a patch to get installed. We made
PowerShell execution policy to Enforce script signature check and run script silently in detection scripts to No
allow script execution? for an Intune application. Hence it bypasses the execution-policy and runs

irrespective of the execution policy being set in endpoint.

Do any files be excluded from Antimalware settings should exclude the following Intune directories:

virus scanning in endpoints?
g P ® Onx64 client machines:

® C:\Program Files (x86)\Microsoft Intune Management Extension\Content

® C:\windows\IMECache
® Onx86 client machines:

® C:\Program Files\Microsoft Intune Management Extension\Content

® C:\windows\IMECache

More details, see https://docs.microsoft.com/en-us/mem/intune/apps/apps-
win32-troubleshoot

Is it possible to deploy the agent  Yes via a feature in the product introduced in the April release of the Patch
via Intune? Daemon (version 5.0.385 and above).

What permissions does the Patch ® It requires an account which has access directory as an administrator with
Daemon account require? Does it rights to create new app registrations.
require PowerShell script

tion riehts? ® |tdoes not require PowerShell execution permissions as PowerShell is not
execution rights?

leveraged when publishing a package to Intune.
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Patch Daemon

This section includes the following topics:
®  Pre-requisites

® Publishing a Package from Patch Daemon without Local Administrator Rights

Pre-requisites
Patch Daemon requires the following pre-requisites:

® Software Vulnerability Management Patch Daemon needs RSAT (Remote Server Administration Tools) for Windows
10, to manually install for Windows 1809 and below, download from https://www.microsoft.com/en-us/download/
details.aspx?id=45520. For latest Windows 10, Settings > Optional Features > Add Feature > RSAT: Windows Server
Update Services Tools.

® Download SVM Patch Daemon at https://resources.flexera.com/tools/SVM/SVMClientToolkitInstall.msi

Publishing a Package from Patch Daemon without Local
Administrator Rights

Perform the following steps to publish a package from Patch Daemon without local Admin rights.

XSy

Task To publish a package from Patch Daemon without Local Admin Rights:
1. Install the patch daemon, configure it using local Administrator account and perform the following steps:

a. Add your Flexera Software Vulnerability Manager Patch Daemon service account user (for example: test_user)
to local Administrators and WSUS Administrators groups on your DC.

Note « Some of the security policies in environments do not allow adding users to the local Administrators group
but only to WSUS Administrators.

b. To resolve permission issues when you cannot add a user to the local Administrators group, you would need to
configure the below settings in the machine where the patch daemon is installed to allow your user to publish a
package successfully.

Give your service user account Full control over all the below items and perform all actions using an
administrative account.

c. Ensure that test machine contains WSUS certificate. If not, please export the certificate from WSUS machine from
path Trusted publishers and install in the test machines in Trusted root certification authority and Trusted
publishers.

2. Registry

a. Add permission to the below registries to your service account (test_user) in the test machine where patch
daemon isinstalled.
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HKEY_LOCAL_MACHINE\Software\Flexera
HKLM\SOFTWARE\Microsoft\EnterpriseCertificates\Disallowed
HKLM\SOFTWARE\Policies\Microsoft\SystemCertificates\Disallowed
HKLM\Software\Microsoft\SystemCertificates\Disallowed
HKLM\Software\Microsoft\Update Services\Server\Setup

b. Add permission to the below registries to your service account (test_user) in the WSUS machine.
HKLM\SOFTWARE\Classes\AppID
{8F5D3447-9CCE-455C-BAEF-55D42420143B}

You might have to take ownership of this key. A logged-in user, which is used to configure all permissions, needs
full control of this key. This is required when configuring DCOM permissions. Settings for currently logged-in
users can be changed back when all is completed.

c.  Windows Explorer in test machine.

C:\ProgramData\Microsoft\Crypto

C:\ProgramData\Flexera Software\SVM Patch
d. Sharesand groups

® The service user account needs to be added to WSUS administrators.

® WSUS administrators need to have full access to WSUS content location. Share and NTFS.
e. DCOM - Distributed Component Object Model in WSUS machine.

Open Dcomenfg and go to Component Services > Computers > My Computer > DCOM Config, and modify
WSUSCertServer security settings:

® launch and Activation permissions - give Local Launch and Local Activation rights to WSUS administrators
group/your service user

®  Access permissions - give Local Access rights to WSUS administrators group/your service user.
® Reboot the machine, after changing DCOM settings.
3. Service Login and publishing.
a. Change logon user to the test_user and restart the service.
b. Once service restarted you can login to the test machine though your test user and publish patches.

Note - test_user does not have a privilege to restart patch daemon service.
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