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Introduction

Flexera’s Software Vulnerability Manager (formerly called Software Vulnerability Manager 2019) is a
vulnerability and patch management software solution that facilitates a customized patch management
process. It combines vulnerability intelligence, vulnerability scanning, and patch creation with patch
deployment tool Integration to enable targeted, reliable, and cost-efficient patch management.

Vulnerability and patch management are critical components of any security infrastructure because they
enable proactive detection and remediation of vulnerabilities before they are actively exploited and your
security compromised. With Software Vulnerability Manager, IT operations and security teams are empowered
to prevent vulnerability threats from both Microsoft and non-Microsoft (third-party) product vulnerabilities,
covering Microsoft Windows, macOS, and Red Hat Enterprise Linux.

Software Vulnerability Manager integrates seamlessly with Microsoft® WSUS and System Center Configuration
Manager.
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New Features and Enhancements

Software Vulnerability Manager (Cloud Edition) includes the following new features and enhancements:
®  Publish Patches to VMware Workspace ONE

® SPS/VPM QuickPatch

®  Activity Log for Failed Login Attempts

® Binary Versions

Note « To see the following new features and enhancements in your Software Vulnerability Manager (Cloud
Edition) interface, you must refresh your browser’s cache (press Ctrl+F5).

Publish Patches to VMware Workspace ONE

Software Vulnerability Manager can now publish SPS and VPM patches to VMware Workspace ONE.

This new capability requires a new version of patch daemon, released as a part of SVM Toolkit that can be
downloaded at SVMClientToolkitInstall.msi

To publish patches to Workspace ONE, it will be necessary to configure patch daemon with valid Workspace
ONE connection details.

WSUS | Intune | Workspace ONE | SVM | General Output Window: _GearQM
Server:

Authertication Type: |
User Name: |

Password:

Tenart ID / API Key: |
Organization Group ID: | L

‘ Test Workspace ONE Connection ]

Once the connection to Workspace ONE is configured, you can use either Patch Automation or Create Update
Package wizard (ActiveX) to publish SPS and VPM patches to Workspace ONE.
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https://docs.flexera.com/csi/Content/helplibrary/Patch_Automation.htm
https://resources.flexera.com/tools/SVM/SVMClientToolkitInstall.msi

SPS/VPM QuickPatch

This update of Software Vulnerability Manager introduces QuickPatch. This is a new and quick way for non-IE
browsers to publish patches from SVM to an end-point management system with no dependency on ActiveX.
QuickPatch publishes patches to end-point management system via Patch Daemon using defaults (no

[ Software Vulnerability Manager ? Help ] Logout
Vendor Patch Module
. reenven Ysearch Type: Product v Search text Search | View from the context of Smart Group: Not Selected ~ | Configure View Export +
} Produ... Vendor Patched Version  Deployment Rea... SAID Criticality  Threat Sc..  Advisory Publish... Architecture Insecure End-Of Life Seaure Total
@ Scanning 1Pass... AgileBits 7.6.793.0 Yes - - . Windows 32-bit... 0 0 0 0
} 3DFZ.. 3Dflow il 4.530.0.0 Yes - - - - Windows 64-bit 0 0 0 0
Results 4KVi.. OpenMedia 4.15.1.4190 Yes - - - - Windows 64-bit 0 0 10 10
} 7 1000 Yes - - - - Windows 64-bit 2 1699 3 1734
Create Update Package
I“I Reporting Pt 9 looo Yes - - - - Windows 32-bit 0 a 2% 2
} View Installations 178.179 Yes - - - = Windows 64-bit 0 0 0 0
. n Patching Patch Information 2.630 Yes - - - Windows 32-bit 0 0 0 0
lers Package System (575) | ).630 Yes - B . Windows 64-bit 0 0 0 0
lexera Package System
Subsgribe to Patch 2603.0 Yes Sazgsss SR - 18th Feb, 2010...  Windows 64-bit 0 0 0 0
Patch Template
s e . ¥
Agent Deployment. Publish with QuickPatch  1403.0 Yes SA38558 18th Feb, 2010...  Windows 32-bit 0 0 0 0
Vendor Patch Module | Active.. Atomi Systems,.. 8320 Yes - - - - Windows 64-bit 0 0 0 0
Patch Deployment Status Adobe... Adobe 187.10.0 Yes - - - - Windows 32-bit... 0 0 2 2
4 WSUS / System Center Adopt... AdoptOpenIDK 11.0.10.9 Yes SA9g41Q =EEE 12 20th Oct, 2020...  Windows 64-bit 0 0 0 0
gva“‘ab'e Adopt... AdoptOpenIDK  11.0.10.9 Yes saogayo  =ETEm 12 20th Oct, 2020..  Windows 32-bit 0 0 0 0
eployment
Adopt... AdoptOpenIDK  12.0.2.10 Yes sSagedlp = 12 20th Oct, 2020...  Windows 64-bit 0 0 0 0
4 Configuration
External Package Signing Adopt... AdoptOpen)DK  12.0.2.10 Yes saoap =S 12 20th Oct, 2020...  Windows 32-bit 0 0 0 0
WSUS / System Center (Connected) Adopt.. AdoptOpenIDK  13.0.2.8 Yes saosep S 12 20th Oct, 2020...  Windows 64-bit 0 0 0 0
Alirs Configuration Adopt... AdoptOpen)DK  13.0.2.8 Yes Saggay EEm 12 20th Oct, 2020...  Windows 32-bit 0 0 0 0
| e '
& s Adopt... AdoptOpenIDK  14.0.2.12 Yes SA98410 12 20th Oct, 2020...  Windows 64-bit 0 0 0 0
) | Adopt... AdoptOpenIDK 14.0.2.12 Yes SAgg41Q ST 12 20th Oct, 2020...  Windows 32-bit 0 0 0 0
¥ Adopt... AdoptOpenIDK 15.02.7 Yes SA9g41p =TS 12 20th Oct, 2020...  Windows 64-bit 0 0 0 0
Configuration
2 || Adopt... AdoptOpenIDK 15.0.2.7 Yes Saggqyp SR 12 20th Oct, 2020...  Windows 32-bit 0 0 0 0
3 Software Vulnerability Manager ? Hep %] Logout
Menu Activity Log
. ey Showalllogs | From 2020-1223  [3| T0:2021-03-23 |4 | Search Type: || search text Search | Show Priorities »  Create Notiication Export +
Actity Name Actvty Status User Time - Actvty Information Host prionty
@ Scanning User Login Successful 192923 Mar, 2021 Authenticaton by cached UID tigh
User Login Successful 19:29 2310 Mar, 2021 Login (Software Vulnerabilty Marager) Medium
Resuls User Login Faled 1525 Zra Nar, 2021 Authenicaton by Passnord igh
User Login Failed 19:29 23rd Mar, 2021 Authentication by Password High
lul Reporting User Logout ‘Successtul 19:28 231 Mar, 2021 Logout (Software Vulnerabilty Manager) Lo
User Login Successful 19:25 237 Mar, 2021 Logi (Software Vulnerabilty Marager) Medium
Patching User Login Successful 19:25 2370 Mar, 2021 Authentication by cached UID Hah
User Login Successful 18:54 237 Mar, 2021 Authentication by cached UID High
Adminisration User Login Successful 18:54 237 Mar, 2021 Login (Software Vulnerabilty Manager) Medium
2 User Login Successful 18:31 2310 Mar, 2021 Logi (Software Vulnerabilty Marager) Medium
P Configuration User Login Successful 17:44 237 Mar, 2021 Logi (Software Vulnerabilty Marager) Medium
senes User Login Successful 17:44 2370 Mar, 2021 Authentication by cached UID Hgh
Log Messages User Login Successful 17:31 237 Mar, 2021 Logi (Software Vulnerabilty Marager) Medium
Activty Log User Login Successful 16:31 231 Mar, 2021 Logi (Software Vulnerabity Marager) Medim
4 security User Login Successful 16:30 237 Mar, 2021 Logi (Software Vulnerabilty Marager) Medium
Change Password User Login Successful 16:30 23rd Mar, 2021 Authentication by cached UID High
Passord Recovery Settings User Login Successful 16:28 2370 Mar, 2021 Login (Software Vulnerabilty Marager) Medium
User Login Successful 16:28 237 Mar, 2021 Authentication by cached UID High
Package Creation Successful 16:25 23rd Mar, 2021 Updete Adobe 4., version 16.x (Continuous) (SVM Medium
5PS Quakpatch Successful 16:18 2370 Mar, 2021 SPS QuikPatch: Adobe Acrobat Reader 4.x Medium
Package Creation Successful 15:52 237 Mar, 2021 Update Chrome for Business 32-bi, version 89.0.4369.90, Extremely Ciitical (SVM Patch D, Medium
User Login Successful 15:31 230 Mar, 2021 Login (Software Vulnerabilty Marager) Medium
User Login Successful 15:08 237 Mar, 2021 Authentication by cached UID High

Binary Versions

The following are the version of the binaries provided:

Binaries (ActiveX/Agent/Daemon) version: 7.6.0.15

Version Updated:

Software Vulnerability Manager Client Toolkit: 5.0.XXX (download SVM Client Toolkit).
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https://www.flexera.com/svm-download

Resolved Issues

The following table lists the customer issues that were resolved in Software Vulnerability Manager (Cloud

Edition):
Issue Description
10J-2175914 Error while publishing uninstall package using SVM Patch Daemon.

Community Blogs

Please subscribe to latest news on Software Vulnerability Manager by going to https://community.flexera.com/
t5/Software-Vulnerability/bg-p/SoftwareVulnerabilityManagementblog and clicking on subscribe.

Product Feedback

Have a suggestion for how we can improve this product? Please share your feedback with the product team by
visiting the Software Vulnerability Manager Forum in the Flexera Community:

https://community.flexera.com/t5/Software-Vulnerability/bd-p/SVM-Discussion
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https://community.flexera.com/t5/Software-Vulnerability/bd-p/SVM-Discussion
https://community.flexera.com/t5/Software-Vulnerability/bg-p/SoftwareVulnerabilityManagementblog
https://community.flexera.com/t5/Software-Vulnerability/bg-p/SoftwareVulnerabilityManagementblog

Legal Information

Copyright Notice
Copyright © 2021 Flexera

This publication contains proprietary and confidential information and creative works owned by Flexera and its
licensors, if any. Any use, copying, publication, distribution, display, modification, or transmission of such
publication in whole or in part in any form or by any means without the prior express written permission of
Flexera is strictly prohibited. Except where expressly provided by Flexera in writing, possession of this
publication shall not be construed to confer any license or rights under any Flexera intellectual property rights,
whether by estoppel, implication, or otherwise.

All copies of the technology and related information, if allowed by Flexera, must display this notice of copyright
and ownership in full.

Intellectual Property

For a list of trademarks and patents that are owned by Flexera, see https://www.flexera.com/legal/intellectual-
property.html. All other brand and product names mentioned in Flexera products, product documentation,
and marketing materials are the trademarks and registered trademarks of their respective owners.

Restricted Rights Legend

The Software is commercial computer software. If the user or licensee of the Software is an agency,
department, or other entity of the United States Government, the use, duplication, reproduction, release,
modification, disclosure, or transfer of the Software, or any related documentation of any kind, including
technical data and manuals, is restricted by a license agreement or by the terms of this Agreement in
accordance with Federal Acquisition Regulation 12.212 for civilian purposes and Defense Federal Acquisition
Regulation Supplement 227.7202 for military purposes. The Software was developed fully at private expense.
All other use is prohibited.
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https://www.flexera.com/legal/intellectual-property.html
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