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Software Vulnerability Manager (Cloud
Edition) Help Library

Flexera’s Software Vulnerability Manager is a Vulnerability and Patch Management Software Solution that facilitates a
customized Patch Management process. It combines Vulnerability Intelligence, Vulnerability Scanning, and Patch Creation
with Patch Deployment Tool Integration to enable targeted, reliable, and cost-efficient Patch Management.

Vulnerability and Patch Management are critical components of any security infrastructure because it enables proactive
detection and remediation of vulnerabilities before they are actively exploited and your security compromised. With
Software Vulnerability Manager, IT Operations and Security Teams are empowered to prevent vulnerability threats from
both Microsoft and non-Microsoft (third-party) product vulnerabilities, covering Microsoft Windows, Mac OS, and Red Hat
Enterprise Linux.

Software Vulnerability Manager integrates seamlessly with Microsoft® WSUS and System Center Configuration Manager.

Table 1-1 « Software Vulnerability Manager Cloud Edition Help Library

Topic Content

Introduction Provides an overview of Software Vulnerability Manager:
® The Scan Process - How Does it Work?
® Software Vulnerability Manager Software Vulnerability Management Life Cycle
®  System Requirements

®  System Architecture Overview
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Table 1-1 « Software Vulnerability Manager Cloud Edition Help Library (cont.)

Topic Content

Getting Started with Provides details of how to perform the following tasks:
Software Vulnerability

. Logging on to Software Vulnerability Manager Cloud Edition
Manager Cloud Edition

® Opening a Support Case

® Download and Install the Software Vulnerability Manager Plug-in

® Download and Install the Software Vulnerability Manager Daemon

® Download and Install the System Center Plug-in

® Download and Install the Software Vulnerability Manager Patch Publisher
® Download and Install the Software Vulnerability Manager Client ToolKit

®  Join Flexera’s Customer Community

The Dashboard Provides an overview of your hosts with the help of various “portlets”. Portlets are a
collection of components that graphically display key data and allow you to create
profiles which can display a unique combination of portlets.

Agent Details Provides details on the following:
® Agent Administrative Privileges
® Agent Data Collection
® Agent Thread Priority

® Agent Caching of Scan Rules
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Table 1-1 « Software Vulnerability Manager Cloud Edition Help Library (cont.)

Topic Content

Scanning Provides details on the following:
® Agent-based Scan - Requirements for Windows
® Agent-based Scan - Requirements for Mac OS X
® Agent-based Scan - Requirements for Red Hat Enterprise Linux (RHEL)
® Remote/Agent-less Scan - Requirements (Windows)
® Remote Scanning Via Software Vulnerability Manager (Agent-less Scan)
® System Center Inventory Import
® Remote Scanning Via Agents
®  Software Vulnerability Manager Agent Command Line Options
® Network Appliance Agents
® Scanning Via Local Agents
®  Run Scan from System Center Configuration Manager (SCCM)
® Scanning Mac OS X
®  Scanning Red Hat Enterprise Linux (RHEL)
®  Filter Scan Results
® Completed Scans

® [nventory Assessment

Results Provides details on the following:
® Sites
® Smart Groups
® Host Smart Groups
®  Product Smart Groups

® Advisory Smart Groups

Reporting Provides details on the following:
® Report Configuration
® Smart Group Notifications
®  Activity Log Notifications
® Database Access

® Scheduled Exports
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Table 1-1 « Software Vulnerability Manager Cloud Edition Help Library (cont.)

Topic Content

Patching Provides details on the following:
®  Flexera Package System (SPS)
® (Creating a Patch with the Flexera Software Package System (SPS)
® The SPS Package Creation Wizard
® Vendor Patch Module
® Agent Deployment
® Download Patch Publisher
®  Patch Publisher Connections
®  External Package Signing for Software Vulnerability Manager Client Toolkit
® Add Proxy Settings
® WSUS/System Center
® Creating the WSUS-CSI GPO Manually
® Deploying the Update Package Using WSUS
® Deploying the Update Package Using System Center
® [ntegrate SVM with WSUS/SCCM and Deploy a Patch
®  Patch Configuration
® Patch Template
® QuickPatch
®  Patch Automation
® Intune Publishing
® Workspace ONE Publishing
Administration Provides details on the following:
® Roles
® User Management
®  Active Directory
®  |P Access Management (Requires the Software Vulnerability Manager Plug-in)
® Password Policy Configuration

14
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Product Support Resources

Table 1-1 « Software Vulnerability Manager Cloud Edition Help Library (cont.)

Topic Content

Configuration

Provides details on the following:
®  Settings

® |LogMessages

® Activity Log

® Suggest Software

® Software Suggestions

®  Security

Appendix A - Partition
Management

Provides an Introduction and details of Partition Management.

Appendix B - About Secunia
Advisories

Explains Secunia Advisory terminology for:

® CVSS (Common Vulnerability Scoring System)
® CVE References

® Where (Attack Vector)

®  (riticality (Severity Rating)

® Impact (Consequence)

Appendix C - CSV Export File
Cross-References

When you export data from the Software Vulnerability Manager user interface to a CSV
file, some values may differ. Each data set in this appendix includes a cross-reference
table to explain the different values between the user interface and CSV file.

Appendix D - Threat
Intelligence

This appendix explains how the Software Vulnerability Manager Threat Intelligence
module helps the enterprises to manage their resources and Patching Vulnerabilities
more effectively.

Appendix E -
Troubleshooting
Techniques

This appendix explains the troubleshooting techniques of the Software Vulnerability
Manager.

Product Support Resources

The following resources are available to assist you with using this product:

®  Flexera Product Documentation

®  Flexera Community
®  Flexera Learning Center

®  Flexera Support

Software Vulnerability Manager (Cloud Edition) User Guide
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Contact Us

Flexera Product Documentation

Help is available from the Software Vulnerability Manager interface help icon located at the top right of the screen or click
fields labeled with a “(?)” to access the contextual help.

You can find documentation for all Flexera products on the Flexera Product Documentation site:

https://docs.flexera.com

Flexera Community

On the Flexera Community site, you can quickly find answers to your questions by searching content from other customers,
product experts, and thought leaders. You can also post questions on discussion forums for experts to answer. For each of
Flexera’s product solutions, you can access forums, blog posts, and knowledge base articles.

https://community.flexera.com

Flexera Learning Center

Flexera offers a variety of training courses—both instructor-led and online—to help you understand how to quickly get the
most out of your Flexera products. The Flexera Learning Center offers free, self-guided, online training classes. You can also
choose to participate in structured classroom training delivered as public classes. You can find a complete list of both
online content and public instructor-led training in the Learning Center.

https://learn.flexera.com

Flexera Support

For customers who have purchased a maintenance contract for their product(s), you can submit a support case or check
the status of an existing case by making selections on the Get Support menu of the Flexera Community.

https://community.flexera.com

Contact Us

16

Flexera is headquartered in Itasca, Illinois, and has offices worldwide. To contact us or to learn more about our products,
visit our website at:

http://www.flexera.com

You can also follow us on social media:
® Twitter

® Facebook

® LinkedIn

® YouTube

® |nstagram
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Introduction

This chapter introduces the following topics:

® The Scan Process - How Does it Work?

® Software Vulnerability Manager Software Vulnerability Management Life Cycle
®  System Requirements

® System Architecture Overview

The Scan Process - How Does it Work?

The first step in scanning a system is to collect specific metadata from primarily .EXE, .DLL, and .OCX files on the system
being scanned. Metadata is generic non-sensitive text strings embedded in the binary files from the vendors of the
products. This data is collected and then sent to our Secure Data Processing Cloud where it is processed and parsed.

The data is then matched against our File Signatures, which are rules that match the raw metadata to an actual product
installation.

Part of this matching process also results in an exact version being extracted from the metadata. This means that after the
initial parsing Software Vulnerability Manager knows exactly which products are on the system and their exact version - a
precise inventory of software on the system.

The inventory of software is then compared against the unique Secunia Advisory and Vulnerability Database, which
contains the most accurate and current Vulnerability Intelligence available.

The result is a precise inventory of products, their versions, the security state of each, along with a direct reference to any
corresponding Secunia Advisory detailing the exact vulnerabilities and their Secunia assessed criticality and impact.

Since the scan process works by looking at the actual files on the system being scanned, the result is extremely reliable as a
product cannot be installed on a system without the actual files required being present.

This in turn means that Software Vulnerability Manager rarely identifies false-positives and you can use the results from
Software Vulnerability Manager immediately without doing additional data mining.
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Software Vulnerability Manager Software Vulnerability Management Life Cycle

Software Vulnerability Manager is flexible and scalable when it comes to scanning a corporate network and you can choose
to use Agent, Agent-less, or a combination of both scanning methods in the same environment.

For further information about the different Software Vulnerability Manager scanning approaches, see Scanning.

The graphic below summarizes how the Software Vulnerability Manager Agent works and compares the three Scan Types.

HOW THE ASSESSMENT AGENT WORKS

1- checkin

2 — download of inspectionrules

Software Vulnerability Manager Software
Vulnerability Management Life Cycle

Software vulnerability management is a critical component of any security infrastructure because it enables proactive
detection and remediation of security vulnerabilities.

A process to identify vulnerable products, including products not authorized in an organization’s environment, paired with
effective patch management is an absolute must to reduce the window of exposure and eliminate the root cause of a
potential compromise.

Software Vulnerability Manager automates all steps of the software vulnerability management life cycle, allowing
organizations to strengthen the security of their networks.
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System Requirements

To use the Software Vulnerability Manager console, your system should meet the following requirements:
®  Minimum resolution: 1280x1024
® Internet Explorer 11/ Microsoft Edge with IE mode enabled (Scan results can also be viewed from other browsers)
® Internet connection capable of connecting to https://csi7.secunia.com
® The following addresses should be allow-listed in the Firewall/Proxy configuration:
® New CRL distribution URLs:
®  http://*.amazontrust.com
® http://s.ss2.us
e Ifyou require explicit URLs then allow below URLs:
®  http://crl.rootcal.amazontrust.com
® http://crl.scalb.amazontrust.com
® http://crl.rootg2.amazontrust.com
® http://s.ss2.us
®  Product URLs:
® https://csi7.secunia.com
® https://agent.csi7.secunia.com
® https://dl.csi7.secunia.com

®  https://*.secunia.com

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2022-UG00 19


http://crl3.digicert.com
http://crl4.digicert.com
https://csi7.secunia.com
crl.verisign.net
crl.verisign.net
crl.thawte.com
crl.verisign.net
crl.thawte.com

Chapter2 Introduction
System Requirements

® Timestamp URL:

® http://timestamp.digicert.com

Note « We recommend allowing domain name (timestamp.digicert.com).

®  First-Party cookie settings at least to Prompt (in Internet Explorer)

® Allow session cookies

® APDF reader

Before starting Software Vulnerability Manager, the following should also be present:
®  Permissions

® Software Vulnerability Manager with Scanning and Patching Capabilities

Permissions

To use the Software Vulnerability Manager console, the following permissions are required:

Table 2-1 « Permissions for Software Vulnerability Manager console

Permissions Description

SCCM/WSUS ® Connect and Select permissions—You need connect and select permissions
to the user (or service account) at the SQL Server Host of your System Center
database. See Download and Install the Software Vulnerability Manager
Daemon.

Note » This permission is optional if you are not using System Center.

® WSUS Administrator Group privileges—You will need WSUS Administrator
Group (located locally on your WSUS Server).

® Domain Administrator privileges for Group Policy Object creation— You
may need Domain Administrator privileges for Group Policy Object creation.
However, the Group Policy Object can be created manually. Thisis a one-time
configuration, so the rights are not required on a permanent basis.

Note « This permission is optional.

Intune Connect and select permissions at Set up a Distribution Connection for Microsoft
Intune.

Workspace ONE Connect and select permissions at Set up a Distribution Connection for Workspace
ONE.
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Software Vulnerability Manager with Scanning and Patching
Capabilities

=
Task To successfully scan and create updates, the following should also be present when using Software Vulnerability
Manager:
1. Internet Explorer 11 or higher with Software Vulnerability Manager Plug-in installed (in order for Software
Vulnerability Manager to connect to WSUS and to create packages successfully, Internet Explorer must be run as
administrator in most cases - right-click and select Run as administrator).
2. InInternet Explorer Tools > Internet options > Advanced, ensure Use TLS 1.2 are selected.
3. WSUS Administration Console matching your WSUS server's version.
4. Visual C++ Redistributable for Visual Studio 2012.
5. Microsoft .NET Framework runtime 4 or later.
6. Ifthe WSUS Self-Signed Certificate is going to be used, and the user wishes to provision the certificate through the
Patching > WSUS/System Center > Deployment function, Remote Registry service must be enabled on the clients.
7. Select the target hosts where the certificate is to be installed (CTRL+ mouse click for multiple selection), right-click
and select Verify and Install Certificate.
Note - Ifyour organization allows specific URL to access to the Internet, and you are having problems downloading or
verifying a patch, ensure the CRLs are allowed; examine the logs to identify the download's source, and examine the
certificate at that address for its CRL distribution points.
=
Task To successfully run patching on Windows 8.1 and Server 2012 R2:
1. Onthe Windows Server machine, from the Server Manager, go to Add Roles & Features > Features.
2. Select the Appropriate Installation Type (Role-Based & Feature Based as opposed to Remote Desktop Services
Installation).
3. Selectthe local server as the Destination Server for the installation.
4. Click Next to bypass the Server Roles menu and go to the Features menu.
5. Within the Features menu, scroll down the list and find the Remote Server Administration Tools (RSAT).
6. Expand the RSAT feature menu and locate the Role Administration Tools list of features.
7. Expand the list and find Windows Server Update Services Tools.
8. Enable this feature and all additional sub-features listed underneath it (APl and PowerShell cmdlets and User
Interface Management Console).
9. Proceed to the end of the Add Roles & Features Wizard by clicking Next and then Install.

10. Restart Windows and launch Software Vulnerability Manager from a web browser (for example Internet Explorer).

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2022-UG00 21



Chapter2 Introduction
System Architecture Overview

System Architecture Overview

The following screenshots provide a visual overview of the Software Vulnerability Manager system architecture.

SOFTWARE VULNERABILITY MANAGER (SVM) SYSTEM ARCHITECTURE / CLOUD

SVM BACK END

PATCHES SVM AGENT
SERVER

A2

SVM CONSOLE SVM DAEMON

SVM WEB
SERVER

https://dl.csi7.secunia.com

SVM PATCH

https://agent.csi7.secunia.com
PUBLISHER R

https://csi7.secunia.com
https://svm.flexera.com

DEPLOYMENT SVM CLIENT
SYSTEMS DATATOOL

CERT REVOCATION
CHECK
SVM AGENT

crl.verisign.net
erl.thawte.com
ws.symantec.com

SSL

CUSTOMER NETWORK
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Getting Started with
Software Vulnerability Manager
Cloud Edition

Welcome to Flexera! Thank you for purchasing Software Vulnerability Manager Cloud Edition.

This help section walks you through the steps for getting started with Software Vulnerability Manager Cloud Edition:

Logging on to Software Vulnerability Manager Cloud Edition

Opening a Support Case

Download and Install the Software Vulnerability Manager Plug-in
Download and Install the Software Vulnerability Manager Daemon
Download and Install the System Center Plug-in

Download and Install the Software Vulnerability Manager Patch Publisher
Download and Install the Software Vulnerability Manager Client ToolKit

Join Flexera’s Customer Community

Logging on to Software Vulnerability Manager
Cloud Edition

Software Vulnerability Manager is accessible via https://svm.flexera.com.

You will be prompted for authentication with your user name/password. Please use the credentials supplied by Flexera
personnel. The initial password issued by Flexera is a one-time only password that must be changed upon the first login.
The new password must contain a minimum of eight characters, or comply with the criteria defined in your custom
Password Policy Configuration.

0

Tip « Once you have changed your password, please set up your Password Recovery Settings, so that you can recover the
Root Admin password without having to open a support case to have the password reset.
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Logging on to Software Vulnerability Manager Cloud Edition

[

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2 hours of

inactivity.

Logging on to Software Vulnerability Manager Cloud Edition
Using Single Sign-On

Perform the following steps to login to Software Vulnerability Manager using single sign-on for Azure SSO or Okta users.

Task To login to Software Vulnerability Manager using single sign-on:

1. Onthe Login page, click Use Single Sign-On.

Forgot your password?

Use single sign-on

The Single sign-on login page prompts for authentication with your single sign-on email address.
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Opening a Support Case

Single sign-on
Enter your email address

Email

| want to use password sign-in

2. Enteravalid email address and click Login.
Once logged in, the Identity Provider page prompts for authentication with your user name/password.
3. Enteryourvalid user name and password, and then click Sign In.

Upon successful login, Software Vulnerability Manager is accessible.

[

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2 hours of
inactivity.

Opening a Support Case

If you have any questions or concerns regarding your Software Vulnerability Manager Cloud account, please open a
support case.

To watch the video which explains how to open a support case via Flexera’s Customer Community, click here.

Download and Install the Software Vulnerability
Manager Plug-in

The first time you login to Software Vulnerability Manager, click the link on the bottom of the page and follow the on-screen
instructions to download and install the Software Vulnerability Manager Plug-in to enable scanning and patching. Please
note that the Plug-in is only compatible with Internet Explorer version 8 or higher.

Software Vulnerability Manager Plug-in is installed locally and must be installed on the machine you are running the
Software Vulnerability Manager console from. Once the Software Vulnerability Manager Plug-in has been installed the
download link is removed from the page.
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Download and Install the Software Vulnerability Manager Daemon

If Internet Explorer is blocking the ActiveX Plug-in, follow the steps below to allow it to load:
1. Open Internet Explorer's Internet options.

2. Gotothe Security tab.

3. Select Trusted Sites.

4. Addyour server's IP or host name to the Trusted Sites.

5. Go back to the Security tab and click Custom level.

6. Scroll down to Initialize and script ActiveX controls not marked as safe for scripting and change the setting from
Disable to Prompt or Enable.

Download and Install the Software Vulnerability
Manager Daemon

26

The Software Vulnerability Manager Daemon is a stand-alone executable that executes various schedules configured in the
Software Vulnerability Manager console. It runs as a background service with no user interaction. To download the
Daemon, click here.

The Daemon integrates a number of local data sources in your network with the Flexera Cloud. It should be deployed to a
node in the network that has high availability (for example, the server running the System Center or SQL server).

Once deployed, the Daemon will regularly scan the following data sources, based on the configuration created in Software
Vulnerability Manager:

®  Active Directory
®  Microsoft® System Center Configuration Manager (“System Center”) Imports
® Scheduled Exports

® \WSUS State Change

[

Important « As the Daemon is connecting directly to the Flexera and System Center database servers unattended, Software
Vulnerability Manager’s System Center Inventory Import page should be configured to include System Center SQL Host, SQL
Port and SQL Database connection details prior to the installation of the Daemon to enable the latter to start executing
unattended schedules correctly and on time.

To be able to pass authentication at the SQL server during an unattended scheduled Import, the Daemon has to be installed
and configured with a user account that has been specifically assigned with Connect/Select permissions at the SQL Server
Management Studio software prior to the installation of the Daemon.

When scheduled imports require it, the Daemon connects directly to the System Center database. This may block upgrades of
System Center. Before upgrading System Center, make sure to stop the Daemon service, and start it again after the upgrade to
System Center is complete.

The Daemon should only be deployed once to avoid two instances competing to retrieve the schedules.

The user or service account that runs the Daemon must have:
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®  Run-as Service privileges

® \Write permission on the location where the exports should be placed and log file written for scheduled CSV file output
and log file creation

® Member of local WSUS group “WSUS Administrators”
® | DAP query privileges
® SQLDataReader privileges

® System Center Configuration Manager Read only Analyst privileges

Task To assign Connect and Select permissions to the user (or service account) that will be used to run the Daemon service:
1. Open SQL Server Management Studio software at the SQL Server Host.
2. Expand Databases and find the name of your System Center database.
3. Right-click the database name and select Properties.
4. Enter the Permissions section from the left-hand side menu.
5. Find the account that will be used to install the Daemon and click on it.

6. While highlighted, review the Explicit permissions of the account below and find and select the Connect and Select
check boxes.

7. Savethe configuration and exit the SQL Server Management Studio.
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Task To install the Daemon:

1. Double-click the Daemon installer icon and follow the wizard instructions.

[

Important - To run the Daemon service successfully note the followings:

®  SVM 2019 Daemon does not require elevated permissions to run once the service has been setup, but it requires that
the installation of it is performed by an account that is at least Local Administrator on the machine where the
service is to be installed.

® The Daemon's service account must not be restricted by a GPO configuration the ability to logon to the server
selected for installation of the Daemon. Such domain policy will prevent the Daemon to run as a service and would
therefore prevent it to perform intended functionality.

2. Accept the End User License Agreement and click Next.

3. Enterthe Daemon Proxy Settings (host name, port, user name and password), if required. The values in populated
fields are fetched from the current user’s Internet Explorer proxy settings. Click Next.

4. Enterthe User Name and Password of your Software Vulnerability Manager account and click Install.

[

Important « The Daemon executes scheduled tasks configured in Software Vulnerability Manager. Therefore, the
Software Vulnerability Manager user account used during the Daemon installation must to be the same one which set up

the scheduled tasks in Software Vulnerability Manager. It can be a user account or an administrator account in Software
Vulnerability Manager.

5. Enterthe credentials for the user account (or service account) that was setup beforehand to grant access for the
Daemon to the SQL Server Host. The user name must be entered in the <username>@<AD domain> format. Click Next.

6. Click Finish to close the Daemon setup.

For reference, the Daemon now outputs reports to a user-configured path. This path is set when the Daemon is installed
and there is a page in the installer to configure the path. Thefile created at that path gets the data and time appended to its
name, so for example, if the user sets the name to all_hosts.csv in Software Vulnerability Manager, then the resulting file
will actually be named all_hosts_2015-11-29_13-00_01.csv, or whatever the date and time were when the file was created.

Also note that, from Daemon version 2.0.0.6 onwards, if the user leaves the path empty when installing the Daemon, then
exporting reports won't work at all. To fix this later, the user will have to reinstall the Daemon and set the path in the
installer.

The Daemon uses the System Center SQL Database Settings that are specified in the Configure dialog. If those settings
haven't yet been specified when the Daemon has been run then it will check for them again in 10 minutes and every 10
minutes afterwards until it gets them.

The Daemon checks with Flexera every 10 minutes to download new schedules or fetch changes to existing schedules as
long as itis not in the process of processing scans and the results are displayed in Software Vulnerability Manager
Completed Scans page.
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Task To disable the daemon security protocol using (--ignore-crl, --ignore-ca, --ignore-cn), choose one of the
following options:

1. Add the security options to the image path of Windows service in the location:
System->CurrentControlSet->Flexera Software Corporate Inspector Daemon->ImagePath
Example of an ImagePath value:

"C:\Program Files\Flexera Software\Corporate Software Inspector Daemon\daemon.exe" --service-launch
--ignore-crl --ignore-ca --ignore-cn -d c:\log.txt -v

Name Type Dita

ab) (Default) REG_SZ (value not set)

4 DelayedAutostart REG DWORD 00000001 (1)

2| Description REG.SZ Exccutes SC2012 Import Schedules or the Flexera Software SC2012 Plugin

38 Displayhame REG 52 Flexera Corporate Scftware Inspector Daemon

) EnorControl REG_DWORD 0:00000001 (1)

REG EXPANDSZ "C:\Program Files\Flexera Software| Corporate Software Inspector Daemon'daemon.exe” --senvice-launch ~ignore-crl ignore-ca --ignore-cn -d ci\log bt -v
28| Objecttame REG.SZ sqlacmrdi2leb

st REG DWORD 00000002(2)

HType REG DWORD 00000010 (16)

2. Add the following options to the Daemon registry key:

[HKEY_CURRENT_USER\SOFTWARE\Secunia\Daemon]
"IgnoreCRL"= dword:00000001

"IgnoreUnknownCA"= dword:00000001

"IgnoreInvalidCN"= dword:00000001

The daemon will add the registry entries when you install it along with the security options as follows:
Daemon.exe -i --ignore-crl --ignore-ca --ignore-cn -R username:password

Note « Ifyou configure the registry settings manually, restart the service for the change to take effect.

Download and Install the System Center Plug-in

The System Center Plug-in should be installed on the same machine that the System Center Configuration Manager
console is installed. You can use the Plug-in on the System Center Configuration Manager Server or on a client machine
where the console is installed.

Download the installer from https://secuniaresearch.flexerasoftware.com/support/download,/.
Double-click the installer icon and follow the wizard instructions.

Launch the System Center Configuration Manager console. The Plug-in can be found under the Software Library > Flexera
Software folder.

Login with your Software Vulnerability Manager Account credentials (User name/Password).

The machine should have access to https://*.secunia.com.
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0

Tip « You can define the sorting of both lines and columns in any grid view to create the layout that best suits your needs. Click
the right hand side of any of the column headings to view the available display options. The column's position can be modified
by dragging and dropping the selected column to the desired position.

0

Tip - You can click Export in any grid view to save the displayed information as a CSV file. You can configure the file by hiding
columns in the grids prior to export.

Download and Install the Software Vulnerability
Manager Patch Publisher

30

To ease SVM Patch Publisher, you must download and install Software Vulnerability Manager Patch Publisher ToolKit. To
download this tool kit click here.

Upon installing the new tool, SVM Patch Publisher shortcut will be created on the desktop to launch the tool.

-
4

SV Patch
Fublisher

Prerequisites

The below prerequisites required to install Patch Publisher:

® OSWindows8.1or later

®  Windows 2012 R2 or later

® .Netframework version 4.7.2 or later

® RSAT should be enable and needs to be installed

® Architecture - 64 bit operating systems

® You caninstallin Local admin/domian admin

® OSRequirements (for WSUS Distribution System):
® |nstall Patch publisherin Windows Server 2012 or Windows 8.1, for Windows 2012 WSUS.
® |[nstall Patch Publisher in Windows Server 2016 or Windows 10, for Windows 2016 WSUS.

® |[nstall Patch Publisher in Windows Server 2019 or Windows 10, for Windows 2019 WSUS.

Download and Install the SVM Patch Publisher

To download and install the SVM Patch Publisher perform the following steps.
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Task To Download and install:
1. Download the Software Vulnerability Manager Patch Publisher from the SVM Patch Publisher Tool Kit.

2. Double click the set up file, you will be prompted to enter credentials. Click Install.

‘ﬂ SVM Patch Publisher - InstallShield Wizard 4

Ready to Install the Program

The wizard is ready to begin installation. @\

Click Install to begin the installation.

Launch Daemon as User

Enter a user name and password to run the Patch Automation Daemon service. Leave
it blank to log on as Local System account.

User Name: ||

Password: ||

InstallShield

< Back ansmll Cancel

0

Tip - On successful installation, one shortcut for Software Vulnerability Manager Patch Publisher will get created in your
desktop.

3. Onsuccessfulinstallation, click Finish. SVM Patch Publisher windows pane appears. For more information, see SVM
Patch Publisher.

Note - Ifyou are migrating Patch Daemon to SVM Patch Publisher, make sure that the SVM Test connections and Distribution
Connections are Test & Saved.

SVM Patch Publisher

SVM Patch Publisher inherits its current functionalities from the Patch Daemon. SVM Patch Publisher enables you to
configure connections to the SVM server and to the supported end point management systems. The tool polls SVM on a
configured frequency to look for new patches resulting either from a manual publish or Patch Automation to publish
patches to the specified end point management system.

The following section describes how to access the Patch Publisher.
®  Working with SVM Patch Publisher Interface

® SVM Connection Settings

Distribution Systems

Service Connections
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® Manage Patches

Working with SVM Patch Publisher Interface

The SVM Patch Publisher interface has various Ul elements. This section includes topics that explain how to perform basic
tasks and the use of these elements.

® Toolbarin the SVM Patch Publisher

®  Qutput/Progress windows in the SVM Patch Publisher

Toolbar in the SVM Patch Publisher

The SVM Patch Publisher has the following ribbon buttons:

Table 3-1 « SVM Patch Publisher / Ribbon Buttons

Buttons Description

Restart Service Click to restart the daemon service for the changes to take effect. Upon clicking
this button, the state of the service is checked.

Force Check-In Click and the pull the subscribed packages without waiting for the schedule time
from the server for the Daemon service to execute.

Save Click to save the changes to the settings file.

Agent Deployment Click to create the agent package.

Custom Package Click to create the custom package.

Suggest Software Used to request software application which are not available in the SVM. For more

information, see Suggest Software.

Help Click to openthe SYM help library.
Feedback Used to provide ideas and / or suggestions.
About SVM Patch Publisher Click to launch the SVM Patch Publisher window and view the information about
the tool.
Home

G SEH L x0HN O

Restart Force  Save Agent Custom Suggest Help Feedback AboutSVM Patch
Service  Check-n Deployment Package Software Publisher
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Output/Progress windows in the SVM Patch Publisher

When you perform any tasks like save, force check-in, and restart service on subscribed packages, the Output Window
appears at the bottom of the interface.

®  |iststhe Errors, Warnings, and other log messages that are generated while perform a task on subscribed package.

® Displays logs while performing functional testing of the subscribed package.

SVM Connection Settings

You can configure connections to the SVM server to the supported end point management systems. Perform the following
steps to configure the SVM connections.

Task To configure SVM connection:

1. On Settings menu, click SVM Connection in the left pane.

The SVM Connection page appears.

2. To configure the SVM connection, enter the following information:

Field Description

Server Type Select one of the following Server Type:
e Cloud
® On-Prem
Site URL Enter the URL for SVM Connection.
Use SSL Select the Use SSL Connection check box if your SVM Connection is configured to

accept SSL connections.

Credentials

Enter valid User Name and Password for the specific site url.

Check-In Settings

Set the frequencies to pull the relevant packages from the server.

Get all latest subscribed
packages

Select if you want to get latest subscribed packages.

Log Level

Set one of the Log levels:

® LogAlways
® (Critical

® Error

® Warning

® Informational

® \erbose
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3.

Description

You can edit the folder path to save the action logs of this Tool. By default, the folder

Service Log File

path will be:

C:\ProgramData\Flexera Software\SVM Patch\svmpatch.log

Ul Log File You can edit the folder path to save the action logs of this Tool. By default, the folder
path will be:
C:\ProgramData\Flexera Software\SVM Patch\patchpublisher.log

Proxy Settings You can configure a proxy server using the proxy settings. For more information, see

Configure SVM Patch Publisher Proxy Settings.

Note

« This feature is currently supported for the SYM and Workspace ONE

connections in the SVM Patch Publisher.

Test & Save Connection

Click to test to see if the settings that you entered can be used to successfully
connect to this SYM server.

On successful connection you will receive a Token in the Output Window.

Home

G =B AQ

#  CX ® |
Restart Force  Save Agent
Service  Checkin Deployment Package Software

Settings

SVM Connection

Distribution Systems

Service Connections
Manage Patches

Flexera Package System (SPS)
Patch Template

Agent Deployment

Vendor Patch Module

Bring Your Own Patch (BYOP)

output

[02:26:47] Testing SVM connection.

[02:26:47] Amempting to Connect to SVM Server:

[02:26:47] Successfully connected to:
[02:26:47] Connecton Successful.
[02:26:47] Token fetchad:

ocHN O

Help Feedback About SVM Patch

SVM Connection

Properties

iblisher

Server Type: Cloud

Site Url:

Credentials:

Username:

Password:
Check-In Settings

ChedkIn Frequency:

0 [3] Days

7] Use sSL

T, Test & Save Connection

5 3] Hours o [ Minutes

| Getalllatest subscribed packages

Logging Settings
UI Log File:

LogLevel:

Service Log File:

C:\ProgramData Flexera Software\SVM Patch\patchpublisher.log
LogAways

C:\ProgramData Flexera Software\SVM Patch\svmpatch.log

QUEMINThGG

[02:26:47] Finished testing SVM connection

Click Restart Service ribbon for the change to take effect.

Configure SVM Patch Publisher Proxy Settings

To configure a proxy server in SVM Patch Publisher, perform the following steps.

34
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Task To configure a proxy server:
1. On Settings menu, click SVM Connection in the left pane.
The SVM Connection page appears.
2. Enterthe Proxy Settings (Proxy host, Proxy port, Proxy username, and Proxy password) in the respective fields.

3. Click Test &Save Connection to see if the settings that you entered can be used to successfully connect to this SVM
server.

Home

GxXBR Qo AW @

Restart ~Force Save  Agent Custom Suggest Help Feedback AboutSVM Patch

Service | Chedk-in Deployment Package Software Publisher
Settings SVM Connection
Properties
SVM Connection
Server Type: Cloud
Distribution Systems Site Url: 7] Use sSL
Credentials:
Service Connections
Username:
Manage Patches Password: F— Test & Save Connection

Check-In Settings
Flexera Package System (SPS)
Check-In Frequency:

e 0 [5]Ders 5 [ Hours 0 [ Minutes

Agent Deployment
g ployt 7] Get al Iatest subscribed packages

Vendor Patch Module Logging Settings
Bring Your Own Patch (BYOP) U Log File: C: \ProgramData Flexera Software \SVM Patch \patchpublisher.log
Log Level: LogAlways
Service Log File: C:Pr Data Flexera g I
Proxy Settings
Proxy Host:
Proxy Port:
Proxy Username: SVM_proxyl

Proxy Password pr—

4. Click Restart Service ribbon for the change to take effect.

Distribution Systems

In Distribution Systems, you can configure multiple distribution connections.
This section includes the following topics:
® Adding a New Distribution Connection

® Deleting an Existing Distribution Connection

Adding a New Distribution Connection
You can add connections for the following Distribution Systems.
® Adding Windows Server Update Services (WSUS) Connection
® Adding Microsoft Intune Connection

® Adding VMWare Workspace ONE Connection
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® Adding BigFix Connection

Adding Windows Server Update Services (WSUS) Connection

To add Windows Server Update Services (WSUS) connection, perform the following steps.

Task To add WSUS connection:
1. On Settings menu, click Distribution Systems in the left pane.
The Distribution Systems pane appears.
2. Click Add New.
3. Use the following fields to add the Windows Server Update Services (WSUS) connection:
Field/Button Description
Distribution System Select distribution system type as Windows Server Update Services (WSUS).
Type
Connection Name Enter the connection name.
Server Enter the server details.
Port Enter the port number.
Use SSL Only select the Use SSL Connection check box if your WSUS is configured to accept
SSL connections.
Load Groups Click load group.
Groups to auto deploy Displays a list of computer groups configured in WSUS Server. Select the computer
groups which you wanted to deploy the packages.
Note - Only displayed when Load Groups button is clicked.
Cleanup packages files If you enable, old package will be removed during the publish. By default this option
on WSUS when removing  will be unchecked.
old patch
Sign packages manually Select Sign package manually check box to external package signing.
4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. You will receive a successful message in the Output Window.
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Home

G B Q # O Hw O

Restart Foce Save  Agent Custom Suggest Hep Feedback AboutSVMPatch
Service  Checkin Deployment Package Software Publisher

Distribution Systems

Settings
v [ Connections © AddNew © Delete
SVM Connection a8 vsus
Distrbution System Type: [Windows Server Update Services (WSUS)
Distribution Systems Connection Name™: WSsus
Service Connections e
Manage Patches Port®: 8530 [usess
Flexera Package System (SPS)
Groups to auto deploy: Computers Load Groups

Patch Template

Agent Deployment

Vendor Patch Module ] Cleanup padkage files on WSUS when removing old patch

Sign packages manually
Bring Your Own Patch (BYOF) Flexera SVM Patch Automation will connect to the WSUS server under the running Windows user context.

Output

[02:40:44] Atrempting to connect to Wsus server.
[02:40:44] Creating authentication context
[02:40:44] Successfully connected.

[02:40:44] ServerString: Default

[02:40:44] Serverid:

[02:40:44] TargetingMode: Server

[02:4 0

5. Onsuccessful connection, the WSUS Distribution System is added to the connection.

6. Restart the SVM Patch Publisher so that the selected groups will be assigned for the end point deployments.

Adding Microsoft Intune Connection

To add Microsoft connection, perform the following steps.

To add Microsoft Intune connection:

1. On Settings menu, click Distribution Systems in the left pane.
The Distribution Systems pane appears.

2. Click Add New.

3. Use the following fields to add the Microsoft Intune connection:

Field Description

Distribution System Select distribution system type as Microsoft Intune.

Type

Connection Name Enter name of the connection.

Application (client) ID Enter the registered application (client) id. For more information on generating

Application (client) Id, see App Registration.

Directory (tenant) ID Enter the registered directory (tenent) id. For more information on generating
Directory (tenant) Id, see App Registration.

Client Secret Enter client secret. For more information on generating Client Secret, see Create
Client Secret.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2022-UG00

37



Chapter 3 Getting Started with Software Vulnerability Manager Cloud Edition
Download and Install the Software Vulnerability Manager Patch Publisher

Field Description

App Category Enter the application category.

Assignment Groups Choose a group or multiple groups and make assignments for end point
deployments. For more information, see Assignment Groups.

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. You will receive a successful message in the Output Window.

Home

GSEQ FORAW O

Restart ~Force Save  Agent Custom Suggest Help Feedback AboutSVMPatch
i Publisher

Service| Checkn Deployment Package Software
Settings Distribution Systems
v [ Connections © AddNew € Delete
SVM Connection &) Intune-Win10
Distribution System Type: [Microsoft Intune
Distribution Systems Connecton Name™: Intune-Win10 ]
Service Connections Applcation (dient) ID=: ]

Manage Patches Directory (tenant) D= ]

Flexera Package System (SPS)

Cient Secret™: ]

Patch Template

App Category: J

Agent Deployment
Assignment Groups: AppPortl NotePad pius plus Notepad Instal

‘Vendor Patch Module

Bring Your Own Patch (BYOP)

output

|[02:50:48] Attempting to connect to Intune server with Client ID, Tenant ID, Client Secret details.
|[02:50:48] Creating authentication context.

|[02:50:48] Acquiring Token

|[02:50:49] Connection to Microsoft Intune succeeded.

|[02:50:49] saving distribution system connection details to SVM started.

|[02:50:50] Test Connection successtul

|[02:50:50] saving distribution system connection details to SVM completed.

Output

5. Onsuccessful connection, the Microsoft Intune Distribution System is added to the connections.

6. Click Restart Service ribbon for the change to take effect.

Adding VMWare Workspace ONE Connection

To add VMWare Workspace ONE connection, perform the following steps.

Task To add VMWare Workspace ONE connection:
1. On Settings menu, click Distribution Systems in the left pane.
The Distribution Systems pane appears.
2. Click Add New.

3. Use the following fields to add the VMWare Workspace ONE connection:

Field Description

Distribution System Select distribution system type as VMWare Workspace ONE.
Type
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Field Description

Connection Name Enter connection name.
Server Enter the server details.
Authentication Type Select one of the authentication type:

® Basic - If you select this authentication type, then enter the valid credentials of
the VMWare Workspace ONE.

® Certificate - If you select this option, you can select the registered certificate.

For more information, see Basic or Certificate Authentication Type.

Thumbprint Choose required certification for the authentication.

Note « This field appears only when you select Authentication Type as Certificate.

Tenant ID/API Key Enter the registered tenant id. For more information, see Create Tenant ID / API Key.
Organization Group ID Choose the required organization group id.
Assignment Groups Choose a group or multiple groups and make assignments for end point

deployments. For more details, see VMWare Workspace ONE Assignment Groups.

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. You will receive a successful message in the Output Window.

Home

GXE R PO RN ©

Restart ~ Force Save  Agent  Custom Suggest  Help Feedback About SVMPatch
Publisher

Service | Chedkn Deployment Package Software
Settings Distribution Systems
v [ Connections © AddNew @ Delete
SVM Connection £ wsOne-server
Distribution System Type: |VMware Workspace ONE
Distribution Systems Connection Name™: WSOne-Server
Service Connections
Server®:
Manage Patches
Authentication Type: Basic

Flexera Package System (SPS)
Usemame :

Patch Template

Password™;
Agent Deployment
Tenant ID/AP Key™:
Vendor Patch Module
Organization Group ID%: 64949
Bring Your Own Patch (BYOP)
Assignment Groups: SM_34(FLEXERA SOFTWARE LLC - 0062J00000nuB50QAL) AL
SM_32(FLEXERA SOFTWARE LLC - 0062100000nuB60QAU)
SM_22(FLEXERA SOFTWARE LLC - 0062100000nu850QAU)
SM_36(FLEXERA SOFTWARE LLC - 0062300000nuB60QAL)

Output

[03:32:38] Atrempting to connect to WorkspaceOne server:

I g Workspace One scation context.

[03:32:38] Invoking Workspace API call

[03:32:38] Connection to VMware Workspace ONE succeeded.

[03:32:38] Saving distribution system connection details to SVM started
[03:32:39] Test Connection Successful

[03:32:39] Saving distribution system connection details to SVM completed

Output

5. Onsuccessful connection, the VYMWare Workspace ONE Distribution System is added to the connection.

6. Click Restart Service ribbon for the change to take effect.
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VMWare Workspace ONE Assignment Groups

To make assignments for end point deployments in the SVM Patch Publisher for Workspace ONE publishing, perform the
following steps.

To make assignments for end point deployments in the SVM Patch Publisher:

1. InAssignment Groups (optional) field, click ellipsis icon. The VMWare Workspace ONE Smart Group window appears.
Select the desired groups from the list and then click Ok.

Home

GXBEQ o AN O

Restart  Force Save  Agent Custom Suggest Help Feedback AboutSVMPatch
Publisher

Service  Chedkin Deployment Package Software
Settings Distribution Systems
v [ Connections © AddNew @ Delete
SVM Connection 29 wsOne-server [ vMware Workspace ONE Smart Group - o X
Distrbution System Type:
Distribution Systems .
8] | Smart Group Name Smart Group GUID
Senvios Connedions Ea— FLEXERA SOFTWARE LLC - 00X /... bsc! » 3 B
h FLEXERA SOFTWARE LLC - 0062000000nUB60QAU /... S9908ff-f26e-4f01-a 1aa-68e293cco9ce
Manage Patches A eeaton Tyes AdminStudio QA Group(AdminStudio) <228216b-d031-437c-8dd6-6e2e5d7f1cc9
["]  AdminStudio QA Gr

Flexera Package System (SPS) | dminStudio QA Group
Username : | |~ | AdminStudio Smart Group(FLEXERA SOFTWARE LLC -.. 7d120e77-4f95-42e7-8659-e9c544fe0d0c

Patch Template FLEXERA SOFTWARE LLC - 0062J00000nuBSOQAU /...  73e95a0f-6f76-44c4-8904-3b75723779d1
Password™: Al Corporate Dedicated Devices(FLEXERA SOFTWAR. . 07ba797b-4d9f-452f-b30c-6eaf 26995432

Agent Deployment Al Corporate Shared Devices(FLEXERA SOFTWARE L. d98a 16de-c3c0-4ada-b4e0-9a44754138bb
Tenant ID/API Key*:

Vendor Patch Module ok Cancel
Organization Group ID™:

Bring Your Own Patch (BYOP)
Assignment Groups: SM_34(FLEXERA SOFTWARE LLC - 0062J00000nuBE0QAL) [l

SM_32(FLEXERA SOFTWARE LLC - 0062J00000nuB60QAU)
SM_22(FLEXERA SOFTWARE LLC - 0062J00000nuB60QAL)
SM_36(FLEXERA SOFTWARE LLC - 0062J00000nuB60QA)

Note « Make sure that the Assignment Groups are selected before restating the service.

2. Click Restart Service ribbon for the change to take effect.

3. Theselected groups will be assigned for the end point deployments.

Adding BigFix Connection

To add BigFix connection, perform the following steps.

To add BigFix connection:

1. On Settings menu, click Distribution Systems in the left pane.
The Distribution Systems pane appears.

2. Click Add New.

3. Use the following fields to add the BigFix connection:

Field/Button Description

Distribution System Select distribution system type as BigFix.
Type
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Connection Name Enter the connection name.

Server Enter the server details.

Port Enter the port number.

Username Enter valid user name.

Password Enter the password.

Enable SPS Package If you select this check box, logging will be available for the end user.
Logging

%ProgramData%\BigFix\Flexera

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. You will receive a successful message in the Output Window.

Home
v N =
c,d» =X H, ;@ = O ﬂ - o
Restart Force Save Agent Custom  Suggest Help Feedback About SVM Patch
Service | Checkdn Deployment Package Software
Settings Distribution Systems
v [ Connections : @ AddNew @ Delete
SVM Connection O BigFix-Win10

Distribution System Type: [BigFix
Distribution Systems
Connection Name™: BigFix-Win10
Service Connections
Server:
Manage Patches
Port:
Flexera Package System (SPS)

Username: Admin
Patch Template

Password:  [=eeeees=
Agent Deployment

| Enable SPS Package Logginy
Vendor Patch Module ckage Logging

Bring Your Own Patch (BYOP)

Output
[03:46:14] Atrempting to connect to BigFix server.
[03:46:15) Creating BigFix server connection
[03:46:15] Login succeeded: ok
[03:46:15] Connection to BigFix succeeded.
[03:46:15] Saving distribution system connection details to SVM started
[03:46:15] Test Connection Successful
[03:46:16] Saving distribution system connection details to SVM completed

Output

5. Onsuccessful connection, the BigFix is added to the connection.

6. Restart the SVM Patch Publisher so that the selected connection will be available.

Deleting an Existing Distribution Connection

To delete an existing Distribution Connection, perform the following steps.

To delete a connection:

1. Onthe Settings menu, click Distribution Systems. The list of connections appears under the Connections pane.

2. Selectrequired connection form the list and click Delete.
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Home
v [ N = o
G& (54 E& ; ® \;# 9 ﬂ -
Restart Force Save Agent Custom  Suggest Help Feedback About SVM Patch
Service | Checkin Deployment Package Software Publisher
Settings Distribution Systems

v [ Connections

SVM Connection © BigFix-Win10
Distribution Systems

Service Connections

Manage Patches

Flexera Package System (SPS)

Patch Template

Agent Deployment

Vendor Patch Module

Bring Your Own Patch (BYOP)

Output

[03:46:14] Atrempting to connct to BigFix server.
[03:46:15] Creating BigFix server connection

[03:46:15] Connection to BigFix succeeded.

[03:46:15] Saving distribution system connection details to SVM started
[03:46:15] Test Connection Successful.

[03:46:16] Saving distribution system connection details to SVM completed

Output

Click Yes and confirm to proceed the changes.

Distrbution System Type:

Connection Name™:

server:

Port:

Username:

Password:

| © A

BigFix

BigFix-Win10

| Enable SPS Package Logging

Upon confirming, the selected connection will be removed from the Connections pane.

Service Connections

You can configure connections to the AdminStudio server where you can request packages from Patch Publisher to the

AdminStudio.

Pre-requisite:

AdminStudio service connection requires the following pre-requisites:

42

SQL server Authentication should be done from AdminStudio.

®  Modify the changes in the shared file:

%ProgramFiles(x86)%\AdminStudio\2022\Common\AdminStudioHost.exe.config

® |Insert one of the following in the [ConnectionString] section of the Shared file, depending upon the

authentication type you are using:

Authentication Type Entry

Windows Authentication

<clear/>

<connectionStrings>

<add name="WebServiceCatalog" connectionString="Data Source=svm2018-
WIN10C.svm2019.test;User ID=svm2019\Administrator;Initial
Catalog=SVM2019;Integrated Security=SSPI;"/>

</connectionStrings>

SVMC-DECEMBER2022-UG00
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Authentication Type Entry

Server Authentication <connectionStrings>
<clear/>

<add name="WebServiceCatalog" connectionString="Data
Source=10.75.205.198;User ID=sa;Initial Catalog=SVM2;Password=Flexera!;"/>

</connectionStrings>

To configure the AdminStudio service connection, perform the following steps.

Task To configure the AdminStudio service connection:
1. On Settings menu, click Service Connections in the left pane.
The Service Connections page appears.
Home

GXEQ 0O HRAW O

Restart  Force Save  Agent  Custom Suggest Hep Feedback AboutSVM Patch

Service  Check+n Deployment Package Software Publisher
Settings Service Connections

o0 : @ AddNew @ Delete
SVM Connection L Connections

AdminStudio Connection
Distribution Systems

Connection Name: |

Service Connections
Hostname/IP:

Manage Patches

Flexera Package System (SPS)

Test & save Connection
Patch Template

Agent Deployment
Vendor Patch Module

Bring Your Own Patch (BYOF)

2. Entervalid connection name.
3. Entervalid Host name or IP address of the AdminStudio.

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. You will receive a successful message in the Output Window.
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Home

GRS FoHAR O

Restart Foce Save  Agent Custom Suggest Help Feedback AboutSVMPatch
Servie  Checkin Deployment Package Software Publisher

Service Connections

e © AddNew  © Delete
SVM Connection v [ Connections

Admintudo connection

Settings

AdminStudio Connection

Distribution Systems

Service Connections
Hostname/IP:

Manage Patches
Flexera Package System (SPS)
Test &save Connection
Patch Template
Agent Deployment

Vendor Patch Module

Bring Your Own Patch (BYOP)

Output

[10:26:36] Testing service connection details to SVM started.
[10:26:37] Test Service Connection Successtul.
[10:26:37] Testing service connaction details to SVM completed.

On successful connection, the AdminStudio service connection is added to the connections.

Click Restart Service ribbon for the change to take effect.

Manage Patches

You can now publish SPS/ VPM patches to multiple end point management systems like WSUS, Microsoft Intune, VMWare
Workspace ONE, and BigFix.

To publish patches, it will be necessary to configure SVM Connection and Distribution Connections. For more information,
see SVM Connection Settings and Distribution Systems.

The following views have been added under the Manage Patches menu:

Flexera Package System (SPS)
Patch Template

Agent Deployment

Vendor Patch Module

Bring Your Own Patch (BYOP)

Patch Deployment Status

Flexera Package System (SPS)

This view provides further information regarding:

44

Create Update Package
Create Uninstall Package

Create Custom Package
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Create Update Package

To create update package, perform the following steps:

Task To create update package:
1. On Manage Patches menu, click Flexera Package System (SPS) in the left pane.
The Flexera Package System (SPS) page appears.
2. Rightclick on a desired package and select Create Update Package from the context menu.

Home

G B L EoHN O

Restart ~Force Save  Agent  Custom Suggest Hep Feedback AboutSVMPatch
Service  Checkin Deployment Package Software

Settings Flexera Package System (SPS)
Smart Groups: | All Products ~| [ Configure view
SVM Connection

Find
Distribution Systems

Product Patched Versi.. | Vendor Architecture | SAID Critcaity | ThreatScore [Detected | Advisory Publ... Insecure End-Ofdife  |Seare Total Hosts Uninstalable:
Service Connections Adobe Brack... | 1.14.1 Adobe Windows 32-... | SA92461 Highly Critical 3/ 08th June, 2... | 10th Decemb. 1 [ [) 1 1 No
Adobe Acrob... 22.x (Contin... Adobe Windows 32-.. SA110399  ighly Critcal 8 27thSeptem... 09th August, ) s ) 5 5 No
Manage Patches ;
Amazon Corr... |8.34207.1  Amazon.com  Windows 32-.. SAI09724  Moderately C 20 02nd June, 2...| 19th Xy, 20 4 0 0 4 2 No
Amazon Corr... 8.342.07.1  Amazon. Windows 64-.. SA109724  Moderately C. 20 02nd June, 2...| 19th Xy, 20. s ) ) ) 3 N
Flexera Package System (SPS) = = 2 = 2 =
FlezlaFTP... | 3.48.0 Windows 64-.. SAS4916  Moderately - 08th June, 2...| 29th Apri, 2 1 0 0 1 1 Yes
Patch Template Mozila Frefox | 105.x/102.... Mozia Found... Windows 32-.. SA110841  Highly Critcal 23 25th July, 20... 20th Septem 0 3 0 3 2 Yes
[ ———— 5. Windows 64-.. SAII0841  Highly Critcal 23 27th Septem... 20th Septem 1 6 [ 7 6 Yes
Create Update Package
Agent Deployment Google Windows 64-.. SA110824  Highly Critcal 17 27th Septem... 14th Septem 0 2 ) 2 2 No
Apple(  Create Uninstall Package Windows 64-.. SAI08748  Highly Critical 7 08th June, 2...| 16th May, 20, 1 0 0 1 1 No
Vendor Patch Module Orade Create Custom Package \.. Windows 32-.. SA109945 Moderately C. 21 08th June, 2...  19th July, 20. 1 0 0 1 1 No
Orade Java.. [8u341 Orade Corpo... Windows 64-.. SAI09945  Moderately C 21 27th Septem... | 19th Xy, 20 3 0 0 3 2 No
CiaNer @R ) Orade Java... 8u341 Orade Corpo... Windows 64-.. SAI09945  Moderately C 21 08th June, 2. 19th Xy, 20. 4 0 ) 4 2 No
LbreOffice 6.x | 7.x The Docume... | Windows 32-... - - - 08th une, 2.. |- 1 0 0 1 1 No
Notepad++  7.x Windows 32-.. SA911IS  Highly Critical 2 24th Septem... 15th Septem 1 1 [) 2 2 No
Notepad++.. 7.7 Windows 64-.. SASILIS  Highly Critca 2 27th Septem... | 18th Septem 3 0 0 3 3 No
Brxchatre 4111 OrenOffcn | Windnwe - SAINGRI | bkl Crtenl £ 0Rth Ve 2 77t Santem ' n n ' ' e

The Create Update Package Wizard appears.
Follow the steps as specified in the Create Patch Wizard.
3. Onsuccessful action, package and wizard data will be saved.

4. On check-in, the saved package will be published to the specified end point management system.

Create Uninstall Package
Any Products that are listed as Yes in the Uninstallable column are eligible for creating an uninstall package.

For Products listed as No in the Uninstallable column you must customize the execution flow script to successfully
uninstall the product. This can be done by selecting the Edit Package Content check box in the Package Configuration
panel.

Note « Uninstall packages can be created only for SPS packages.

To create uninstall package, perform the following steps:

Task To create uninstall package:
1. On Manage Patches menu, click Flexera Package System (SPS) in the left pane.

The Flexera Package System (SPS) page appears.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2022-UG00 45



Chapter 3 Getting Started with Software Vulnerabi
Download and Install the Software Vulnerability Manager Patch Publisher

ity Manager Cloud Edition

2. Rightclick on adesired package and select Create Uninstall Package from the context menu.

Home

GsEHE L EoHNE O

Restart ~Force Save  Agent Custom Suggest Hep Feedback AboutSVMPatch
Publisher

Service | Chedcin Deployment Package Software
s Flexera Package System (SPS]
Settings ge oy: (SPs)
SmartGroups: | AllProducts -] [ Configure view
SVM Connection
Enter text to search. Find
Distribution Systems
Product Patched Versi.. | Vendor Architecture | SAID Critaty  |ThreatScore  [Detected  [AdvisoryPubl.. Inseare  |End-Ofiife  Seare Total Hosts Uninstalable:
T B Adobe Brack.. | 1.14.1 ‘adobe Windows 32-..| SA92461 ighty Critcal 3/08th June, 2.. | 10th Decemb 1 ) 0 1 1 No
Adobe Acrob... 22.x (Conti... Adobe Windows 32-.. SA10399  ighly Critcal 8 27th Septem... 09th August, ) s ) 5 5 No
Manage Patches
Amazon Corr... |8.34207.1  Amazon.com  Windows 32-.. SAI09724  Moderately C 20 02nd June, 2...| 19th Xy, 20 4 0 0 4 2 No
Amazon Corr... 8.342.07.1  Amazon. Windows 64-.. SA109724  Moderately C. 20 02nd June, 2...| 19th iy, 20. s 0 o s 3 No
Flexera Package System (SPS) =l Sl S =) = L
FlezlaFTP... | 3.48.0 Windows 64-.. SAS916  Moderately C. - 08th June, 2... | 29th Apri, 2. 1 0 0 1 1 Yes
Patch Template Mozila Feafne A0S v 1107 Moo Found.. Windows 32-.. SAI10841  Highly Critcal 23 25th Ly, 20... 20th Septem. 0 3 [} 3 2 Yes
Mozt CresteUpdatePackage g windows64-.. SA110841  Highly Critcal 23 27th Septem... 20th Septem 1 5 0 7 6 Yes
Agent Deployment Goog [ Create Uninstall Package Windows 64~ SA110824  Highly Critical 17 27t Septem...  14th Septem 0 2 ) 2 2 No
R tom Package Windows 64~ SAI08748  Highly Critical 7 08thJune, 2. 18th May, 20. 1 0 o 1 1 No
Vendor Patch Module Orade sava.. ours wraue worpo... Windows 32-.. SA109945  Moderately C 21 08th June, 2... 19th July, 20. 1 0 0 1 1 No
Orade Java.. | 8u3d1 Orade Corpo...| Windows 64-.. SAI09945  Moderately C 21 27th Septem... | 19th Xy, 20 3 0 0 3 2 No
e @i 2EE) Orade Java...  8u3d1 Orace Corpo... Windows 64-.. SAI09945  Moderately C 21 08th June, 2. 19th Xy, 20. 4 ) ) 4 2 No
LbreOffice 6. 7.x The Docume... | Windows 32-... - - - 08thune, 2.. |- 1 0 ) 1 1 No
Notepad++  7.x Windows 32-.. SAS111S  Highly Critical 2 24th Septem... 15th Septem 1 1 ) 2 2 No
Notepad++.. 7.7 Windows 64-.. SAS111S  Highly Critical 2 27th Septem.. 18th Septem 3 0 0 3 3 No
Brxcha e 4111 OrenOffen | Windnwe - SBINGRI | binkby Crtenl & 0Rth Ve 7 77t Santam ' n n ' ' e

The Create Uninstall Package Wizard appears.
Follow the steps as specified in the Create Patch Wizard.

3. Onsuccessful action, uninstall packages will be created.

Create Custom Package

You can create a new custom package for SPS patches. While creating a custom package, you need to add a download file
link and then update the script in the Package Content panel.

To create custom package, perform the following steps:

Task To create custom package:
1. On Manage Patches menu, click Flexera Package System (SPS) in the left pane.
The Flexera Package System (SPS) page appears.
2. Rightclick on adesired package and select Create Custom Package from the context menu.

GBS =0HE O

Restart ~Force Save  Agent Custom Suggest Hep Feedback AboutSVMPatch
Service  Checkin Deployment Package Software Publisher

Flexera Package System (SPS)

Settings
SmartGroups: | AllProducts -] [ Configure view
SVM Connection
Enter text to search. Find
Distribution Systems
Product Patched Versi... Vendor Architecture | SAID Critaty | ThreatScore  [Detected | Advisory Publ... Insecure End-Ofiife |Seare Total Hosts Uninstalable:
S0 B AdobeBrack.. | 1141 Adobe Windows 32-.. SAS2461 Highly Critical 3/ 08th June, 2. 10th Decemb. 1 0 0 1 1 No
Adobe Arob... 22.x (Contin... Adobe Windows 32-.. SA110399  Highly Critical 8 27th Septem... 09th August, 0 5 [} 5 5 No
Maniage Patches Amazon Corr... 8.342.07.1  Amazon.com  Windows 32-.. SAI09724  Moderately C 20 02nd June, 2...| 19th iy, 20 4 0 0 4 2 No
Flexera Package System (SPS) AmazonCorr... 8.342.07.1  Amazon.com  Windows64-. SAI09724  ModeratelyC.. 20 02nd June, 2..| 19th iy, 20. s 0 o s 3 No
FlezlaFTp..  3.48.0 Windows 64~ SAS4916 Moderately C - 08th June, 2...| 29th Aprl 2. 1 0 o 1 1 ves
Patch Template Mozil= Frafx 1S /107 MasiaFound. . Windows 32-.. SAL10841  Highly Critcal 23 25th July, 20... 20th Septem 0 3 o 3 2 Yes
Mozt CresteUpdatePackage g windows64-.. SAI10841  ighly Critcal 23 27t Septem... 20th Septem 1 6 0 7 6 Yes
Agent Deployment Goog  Create Uninstall Package Windows 64~ SA110824  Highly Critical 17 27t Septem... 14th Septem 0 2 [ 2 2 No
Apple Windows 64~ SAI08748  Highly Critical 7 08thJune, 2... 18th May, 20. 1 0 ) 1 1 No
Vendor Patch Module Orade sava~—wase Tiooe worpo... Windows 32-.. SA109945  Moderately C. 21 08th June, 2... 15th July, 20. 1 0 0 1 1 No
Orade Java... 8341 Orade Corpo... Windows 64-.. SA109945  Moderately C. 21 27th Septem... | 19th Xy, 20. 3 0 0 3 2 No
N en Gz ) Orade Java... 8u341 Orade Corpo... Windows 64-.. SAI09945  Moderately C 21 08th June, 2. 19t 1y, 20 4 0 ) 4 2 o
LibreOffice 6.x 7. The Docume... | Windows 32- - - 08th June, 2. - 1 0 o 1 1 No
Notepad++  7.x Windows 32-.. SAS111S  Highly Critcal 2 24th Septem... 18th Septem 1 1 o 2 2 No
Notepad++... 7.7 Windows 64-.. SAS111S  Highly Critcal 2 27th Septem.. 18th Septem 3 0 0 3 3 No
Brache e 4111 OrenOffics | Windnws - SAINARI | Hinklu Cribienl & 0%t ke 7| 77 Santam ' a n ' ' [
Output X

The Create Custom Package Wizard appears.
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Follow the steps as specified in the Create Patch Wizard.

3. Onsuccessful action, custom packages will be created.

Patch Template

The Patch Template view displays the SPS patches that are saved as Patch Templates. This view also enables you to edit
and publish templates to one of the configured endpoint management systems.

To edit and publish Patch Template, perform the following steps:

To edit or publish Patch Template:
1. On Manage Patches menu, click Patch Template in the left pane.
The Patch Template page appears.

2. Rightclick on a desired template and select Publish/Edit Template from the context menu.

Home

G X Q= » O
» X B So O

Restart Force Save Agent Custom Suggest Help Feedback AboutSVM Patch
Service  Check+n Deployment Package Software

Settings Patch Template

Enter text to search Find

SVM Connection

Template Name Product Name Vendor Patched Version Minimum Version Architecture Updated On Subscrbed Subscription Started

Distribution Systems
frefox Mozl Frefox 89.x Mozlla Foundation 101x/9LxER 8,000 Windows64-bit 24th Jn, 2022 No
Service Comections Firefox_7thSep Mozl Frefox 89.x Mozila Foundation 101x/9LxER 8,000 Windows64bit 07thSep, 2022 No
mozla th ,‘A,L -d60.x  Moala Foundation oL £0.0.00 Windows324it 27th 3n, 2022 No

Publish/Edit Template Windows

DTS notepad. 77 6000 Windonssbit 27 xn, 222 o
p9_frefoxt Mozl Frefox 89.x Mozl Foundation 101x/9LXER 8,000 Windows64bit 06th 3, 2022 No
Flexera Package System (SPS) sdsdscd Mozl Thunderbird Mozl Foundation a1 €000 Windows32it 13t Sep, 2022 No
Template._test Orade Java JOK 1.8.x ... Orade Corporation au3st 5000 Windows324it 29th X, 2022 No
Patch Template Update Amazon Corrett... Amazon Corretto 8.x Amazon.com 8.342.07.1 8.0.0.0 Windows64-bit 13th Jul, 2022 No
Jodate Google Chvome, .. Google Chrome Googe 105.x 101.0.0.0 Windowss4bit 22nd Sep, 2022 No
ISR DR Update Notepad++ 7.x,... Notepad++7.x Unknonn Vendor 77 7000 Windowss4-bit 22nd sep, 202 No
Update VLC MedaPlaye... WLCMedaPlayer 3.x  VideolAN 30.13 3000 Windowss4-bit osth 3, 2022 No

Vendor Patch Module

Bring Your Own Patch (BYOP)

The Create Template Package Wizard appears.

3. Follow the steps as specified in the Create Patch Wizard.

Agent Deployment

Agent Deployment view gives summary of the Software Vulnerability Manager agents currently installed on the endpoints
in the network. You can also create and publish the agent to the configured endpoint management system for deployment.

To create an Agent package, perform the following steps:

To create Agent package:
1. On Manage Patches menu, click Agent Deployment in the left pane.
The Agent Deployment page appears.

2. Click Create Agent Package.
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Agent Deployment

[ —

Below is a summary of the Software Vulnerability Manager Agents currently installed in the network.
NOTE: The statistics are based on scan results thus may be out of synchronisation with your WSUS/System Center server if a scan has not been recently performed.

Overall Agent Statistics Version Statistics for Installed Agents

Agent Installed: 14

(2v.7.6.0.19): 6

(2v.7.0.0.0 & < v.7.6.0.19): 8

Agent Not Installed: 12

The Create Agent Package Wizard appears.

3. Follow the steps as specified in the Create Patch Wizard.

Vendor Patch Module

This view provides further information regarding:
® (Create Update Package
® Patch Information

®  Product Display Criteria for Vendor Patch Module in the Patch Publisher

Create Update Package

To create update page, perform the following steps:

To create update page:
1. On Manage Patches menu, click Vendor Patch Module in the left pane.
The Vendor Patch Module page appears.

2. Rightclick on adesired package and select Create Update Package from the context menu.

48 SVMC-DECEMBER2022-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Home

G 5B L F O

Restart Foce Save  Agent Custom Suggest

Service  Checkin Deployment Package Software

Settings

SVM Connection

Distribution Systems

Service Connections
Manage Patches

Flexera Package System (SPS)
Patch Template

Agent Deployment

Vendor Patch Module

Bring Your Own Patch (BYOP)
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Hw O

Help Feedback About SVM Patch
Publisher

Vendor Patch Module

‘Smart Groups: |None ~ || Configure View

Enter text to seard Find
Product Vendor |Patched... |Deploym... |SAID Criticality |Threat ... |Advisory.
Publsh o Perish Tarmas.. 8.4.404.. Yes - - -
Everything Lite (x64) voidtooks | 1.4.1.10... Yes
Everything (x64) vodtools | 1.4.1.10... Yes
Phott = " 4400 Yes
uki  PatchInformation N 3430 Yes
Buk Rename Utity (x64) TGRMN.. 3.43.0  Yes
Controlup Agent for .NET Frame... Controll... 8.6.5.465 Yes
Teracopy for Windows CodeSe. 3920 Yes - -
Winsc MartnP.. 51960 Yes SA103441 2 10t Au
Go 1.18 (ARM64) Googe 11860 Yes - -

Brave Browser (x64) BraveS.. 1.43.93.0 Yes
VirtualBox x64 Orade 61220 Yes SA37363 |- - 16thNo.

The Create Patch Wizard appears.

3. Follow the steps as specified in the Create Patch Wizard.

4. Onsuccessful action, package and wizard data will be saved.

Architect.
Window.
Window.
Window.
Window.
Window.
Window.
Window.
Window.
Window.

Window

Window
Window.

Insecure

coomnoooooeoo o

End-Of L. | Seaure

Total

Hosts

Updated.
0 03d Au
0 09thse
0 09thSe
0 17th ki
0 29t
0 osthoct
0 osthoct
0 08th Au
0 15th i,
4 23dFe
0 08thSe
0 15thse
0 o1stMa

FieS... ~ | Subscribed | Subscription St.
L76M8 No -

L76M8 No

180MB No -

L85MB Yes 28th Sep, 2022
10.34M8 No -

10.38M8 No

10.38M8 No

10.45M8 | No

10.61M8 No

10.88M8 No

100.81M8 No

101698 No

101.80M8 No

5. Oncheck-in, the saved package will be published to the specified end point management system.

Patch Information

To view patch information,

perform the following steps:

To view patch information:

1. On Manage Patches menu, click Vendor Patch Module in the left pane.

The Vendor Patch Module page appears.

2. Rightclick on a desired package and select Patch Information from the context menu.

The patch information

popup appears.
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3 7-zip (x64) %
Product Name: 7-Zip (x64)

Vendor: Igor Paviov

Patched version: 21.07.00.0

Architecture: G4

Silent parameters: /qn REBOOT=ReallySuppress

Uninstall parameters: "{SystemRoot}\System32\msiexec.exe" (X {23170F69-40C1-2702-2107-0
File Size: 1.78 MB

Date modified: 13th Jan, 2022

Deployment ready: Yes

Download: Download

Close

Product Display Criteria for Vendor Patch Module in the Patch Publisher

You can configure the Vendor Patch Module view to display the patches based on the criteria selected in the Configure View

dialog.

To define a criteria, perform the following steps:

To define a criteria:

1. On Manage Patches menu, click Vendor Patch Module in the left pane.
The Vendor Patch Module page appears.

2. Click on the Configure View. The Configure View dialog box appears.

Home

G ERQ ®

» X B S 0O HN

Restart Force Save Agent Custom  Suggest Help Feedback About SVM Patch
Service  Check+n Deployment Package Software Publisher

Settings Vendor Patch Module

Smart Groups: [None. -

SVM Connection
Enter text to search. Find

Distribution Systems

Product [ confiqure View X |ore  [Totl  |Hosts |updated.. |Fies.. « |Subscribed | Subscription St
e B Publish or Perish 0 03dAu. | L76M8 No - -

Everything Lite (x64) D Al avaiable Vendor patrhes 0 09th Se. 1.76M8 No
Maniage Patches Everything (x64) Add more fiters 0 09thSe.  180MB No -

Photo Resizer Download avaiable 0 17th Jun. 1.85MB Yes 28th Sep, 2022

Flexera Package System (SPS)
0 thin.. 10.34M8 No

0 05thOct.. 10.33M8 No

Print Clent for Mcrosoft Winda]
Buk Rename Utiity (x86)

| Deployment ready patches
Patch Template

Buk Rename Utiity (x64) Only Mac patches 0 0SthOct.. 10.38M8 No
Agent Deployment Controlup Agent for .NET Framf 7]¥ide Microsoft products 0 08thAu. 10.45M8 No
Teracopy for Windows 0 15thd,. 10.61M8 No
Vendor Patch Module insce Highliht products for which update packages have been created <l ZxdFe.. | 10.88M8|No
Go 1.18 (ARM64) 0 O8thSe.. 100.81M8 No
Bing Your Oun Patch (60F) R o o ishse. D138 o
VirtualBox x64 s oA e RI7HTT™ =TTEETNG T WiRoW T T 0 OistMa.. 101.80M8 No
DBeaver Community Deeaver.. 22.2.10 Yes - - - Window o o 0 27thse.. 101.95M8 No
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3. Thefollowing display criteria are available.

Drop down Options

Show Select one of the following options:

® Allavailable Vendor patches—Displays all the list of out of the box patches
available in the module. (Default)

® Only those Detected in my environment—Displays a list of out of the box
patches available for applications which are already installed in the user
environment.

® Only those Not detected in my environment—Displays a list of out of the box
patches available for other applications which are not deployed in the user
environment.

Add more filters Select one or more following check boxes to add more criteria defined in the Show
drop down:

® Download available—Displays a list of out of the box patches available to
download.

® Deployment ready patches—Displays a list of deployable out of the box
patches which have no missing details. These patches are highlighted in Blue
colorin the products list and have a high rate of success in mass deployment.

® Only Mac patches—Displays a list of out of the box patches for MAC OS, You can
easily download them for deployment in your Mac management solution of
choice.

® Hide Microsoft products—Hides only a list of out of the box patches provided
by the vendor Microsoft.

® Highlight products for which packages have been created—Displays a list of
products in Green color for which packages have been created successfully.

4. After selecting the details, click Apply to display the selected criteria.

Automatic Publishing of Patches
You this page to subscribe / unsubscribe automatic publishing of the Patches.
®  Subscribe Automatic Publishing of Patches

® Unsubscribe Automatic Publishing of the Patches

Subscribe Automatic Publishing of Patches

Use this page to publish SPS and VPM patches automatically.
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Task To subscribe automatic publishing of patches:
1. Rightclick on any SPS template or VPM patch.
To use this option, navigate to Manage Patches >>Vendor Patch Module or Manage Patches >> Patch Template.
2. Select Subscribe to Patch option from the context menu.

Home

G SRS EF0oHN O

Restart Foce Save  Agent Custom Suggest Help Feedback AboutSVMPatch

Service | Chedkin Deployment Package Software
Settings Vendor Patch Module
Smart Groups: [None <] [ Configure View
SVM Connection
Enter text to search Find
Distribution Systems
Product Vendor |Patched... [Deploym...|SAID |Critcaty |Thveats... | Advsory... [Architect..|Inseare |End-Ofi..|seare |Totll |Hosts |Updated. |FieSze |Subscribed Subscripton st
T Bl CutePDF Writer AqoSof.. 40.12  Yes - T Window. ) 0 ) o 0 2¢hAu.  3.17M8 No - -
. Defragoler Priform... | 2.22.99... Yes - |- Window 0 0 0 0 0 2than. 7.12M8 Yes 02ndNov, 2022
rizislzisles DVD Fick Demis.. 1307 Yes - I Window 0 0 0 ) 0 SthAu.  1235M8 No -
EasyPHP De EyPP  17.0.00 Y Sa%4355 - 26th Apr... Window 0 0 0 0 0 1SthAu.  60.35M8 N
Flexera Package System (SPS) o6 Devserver - = ] b . °
Fiezia “+ — 36200 Yes Sas#016 - 29th Apr... Window. 1 0 2 3 3 Bhoct. 1L35MB No
Create Update Package .
Patch Template Google 43530 Yes - -[- Vindon 0 0 0 0 0 29thkn.. S8.07MB No -
HWINE Patch Information 7.30.0.0 Yes - - - Window. 0 0 0 0 0 2istSep 9.90M8 Yes 28th Oct, 2022
Agent Deployment icoud  [Subscribe to Patch . |7.210.23 Yes - -|- Window 0 0 0 0 0 28hoct.. 25.76M8 No
IfanView (<55) IS 460.0.0 Yes SAS4959 - 17thDe... | Window 0 0 0 ) 0 2Bhoct. 287V No -
Vendor Patch Module Tunes (x86) Apple Inc. | 12.12.6.1 Yes SA108748 7|18t Ma... | Window 0 0 0 0 0 25thOct.. 17L58MB Yes 28t Oct, 2022
Kes Samsung  3.2.160... Yes - i Vindow ) 0 0 ) 0 1thxn. 3887V No -
B O (RI0EY MySQL Workbench 5 Oade  5.2470 Yes Sas2940 3 15th Jan... Window 0 0 0 0 0 28th,.. 26.76M8 Yes 02nd Nov, 2022
NOD32 Antvius (x64) ESET 16.0.220 Yes SA3973%6 - 10thMa... Window ) 0 0 ) 0 26thoct.. 70.45M8 No
Patch Deployment Status
NOD32 Antvius (x36) ESET  16.0.220 Yes SA397%6 - 10thMa... Window 0 o 0 0 0 26thoct. 656848 No E
Notepad ++ (x86) DonHo 8460 Yes - I Window 4 4 s I 16 Bthse. 41348 Yes 31stoct, 2022

The Configure Subscription dialog box appears.

3. Click Select connection drop down and select required connections from the list.

Note - You can select multiple connections to publish.

4. Define the following:
Either one of the below preferences can be defined:

® Always publish a new patch when a new version is available—Publishes when new version of the patch is
available.

®  Only publish a new patch when any of the following are true: Publishes when any one of the defined
preferences are met.

®  SAID CVSS3score is greater than
® (Criticality is greater than
Extremely Critical
Highly Critical
Moderately Critical
Less Critical
Not Critical
® Threat score is greater than

® Patched version greater than—By default current version of a patch will be displayed
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Either one of these option must be selected to define the deployment schedule based on the above preferences:
®  Trigger subscription rule above now for the current version—Publishes the package right away

® Trigger subscription rule above next time a new version is available—Start publishes the package when
newer version is available

Either one of these option must be selected for package configure:
® Use Flexera custom naming—Saves as a Flexera custom name
® Silent Parameters—Saves custom silent parameters for VPM subscription

5. After selecting, click Save button.

IR configure Subscription - FileZilla (x64) - 0 b

Patch Publisher Connections(Required)

Select Connections Microsoft Intune ( Intune ) , VMWare Workpace... ~

Always publish a new patch when a new version is available

#) Only publish a new patch when any of the following are true:

SAID CVSS3 score is greater than o T -
Criticality is greater than Not Critical -
Threat score is greater than 0 .
Patched version is greater than 3.62.0.0

Trigger subscription rule above now for the current version

# | Trigger subscription rule above next time a new version is available

Package Configuration

Use Flexera custom naming

Silent Parameters /S INCRC

Save Cancel

6. Click OKand agree the confirmation dialog which appears.

7. Upon successful action, the Subscribe column will be changed to Yes, and the Subscription Started column will be
updated as per the subscription started date.

Unsubscribe Automatic Publishing of the Patches

Use this page to unsubscribe automatic publishing of the patches.
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Task To Unsubscribe:
1. Rightclick on any subscribed SPS template or VPM patch.
To use this option, navigate to Manage Patches >>Vendor Patch Module or Manage Patches >> Patch Template.
2. Select Edit Subscription option from the context menu.

Home

GER L oM O

Restart Foce Save  Agent Custom Suggest Help Feedback AboutSVMPatch
Publisher

Service  Checkin Deployment Package Software
Settings Vendor Patch Module
Smart Groups: | None ~ | | Configure View
SVM Connection
Enter text to search. Find
Distribution Systems
Product Vendor |Patched... Deploym.. |SAID |Criticality |Threats... Advisory... Architect...|Insecure |End-OfL...|Seawe [Total Hosts  |Updated... FieSze |Subscribed|SubscrptionSt..|
Sl sl Audacity (x86) Audacty |3.2.0 Yes - - Window. o o 0 [ 0 07hoct.. 12.42M8 Yes 28th Oct, 2022 };
BurnAware Free Bumawa... 15.9.0.0 Yes SA31950  Highly o - 24thSe... Window. 0 0 0 0 0 28thSe. 22.71MB Yes 31st Oct, 2022
Manage Patches CCleaner Priform... 6.05.10... Yes - |- Vindow, o 0 0 o 0 26thOct.. 50.05M8 No -
Flexera Package System (SPS) CutePDF Writer AcoSof.. 4.0.1.2 Yes - - Window. ) 0 0 0 0 24th Au. 3.17M8 No -
Defraggler Piriform. 2.2299.. Yes - -|- Window. 0 0 0 0 0 29th Jun. 7.12MB Yes 02nd Nov, 2022
Patch Template DVD Flick Dennis.. 1307 Yes - - - Window. ) 0 0 [] 0 19thAu. 1235M8 No
EasyPHP Devserver EasyPHP  17.0.0.0 Yes SA44355 - 26th Apr... Window. 0 0 0 0 0 19th Au 60.86MB No -
Agent Deployment FileZil~ - s 3.620.0 Yes SA94916 - 29th Apr... Window. 2 0 4 6 6 28th Oct. 11.35MB Yes 02nd Nov, 2022
Googh Create Update Package 4.3.53.0 Yes - e Window. 0 o o 0 0 25th Jun. 58.07MB No -
Vendor Patch Module HWINE Patch Information 7.30.0.0 Yes - -|- ‘Window. 0 0 0 0 0 2istSep. 9.90MB Yes 28th Oct, 2022
iCloud nc. 7.21.0.23 Yes - - - Window. 0 0 0 0 0 8thOct.. 25.76M8 No -
BONGROMIE R (BYOE) Irfanview (x5 wranski.. 46000 Yes SAS9959 | righ - 17thDe... Window. o o 0 o 0 Bhoct. 287M8 No =
Tunes (x86) AppleInc. | 12.12.6.1 Yes SA108748 | Hichly 7| 16thMa.... Window. 0 0 0 ) 0 25thOct.. 17L.58MB Yes 28th Oct, 2022
Patch Deployment Status
Kes Samsung  3.2.160.. Yes - - Window. 0 ) [ ) 0 1thkn.. 38.87MB No
3. On Configure Subscription dialog box, click Unsubscribe button.
I configure Subscription - FileZilla (x64) - 0 b
Subscription started on 2022-11-02 10:59:39
Patch Publisher Connections(Required)
Select Connections ‘ Microsoft Intune ( Intune ) , VMWare Workpace... ~
_ Always publish a new patch when a new version is available
(@) Only publish a new patch when any of the following are true:
SAID CVSS3 score is greater than D - ‘
Criticality is greater than [Not Critical -
Threat score is greater than 0 - ‘
Patched version is greater than 3.62.0.0 ‘
") Trigger subscription rule above now for the current version
®) Trigger subscription rule above next time a new version is available
Package Configuration
| |Use Flexera custom naming
Silent Parameters
Unsubscribe Save Cancel

Note « You can select multiple connections (if required).
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4. Click OKand agree the confirmation dialog which appears.

5. Upon successful action, the Subscribe column will be changed to No, and the Subscription Started column will be
empty.

Bring Your Own Patch (BYOP)

In this section, you can create and publish custom packages. You can also request packages from Patch Publisher to
AdminStudio.

This section includes the following topics:
® Create Custom Package

® Request Patch

Create Custom Package

In this section you can create and publish custom package. Perform the following steps, to create and publish custom
package.

To create and publish custom package:

1. On Manage Patches menu, click Bring Your Own Patch (BYOP) in the left pane.
The Bring Your Own Patch (BYOP) page appears.

2. Click the Custom Package in the toolbar.

Note « The Custom Package button gets enabled for the Flexera Package System (SPS) and Bring Your Own Patch
(BYOP) views.

Home
G B R (#oAm O
Restart Force  Save Agent Custom |Suggest Help Feedback About SVM Patch
Service  Checkin Deployment| Package [Software Publsher
Settings Bring Your Own Patch (BYOP)
View from the context of Smart Group: | All Products - Show All Packages
SVM Connection
Enter text to search. Find
Distribution Systems
Product Vendor | Patched V...| Advisory... |SAID Criticaty | Theeat Sc...|CVSS Bas... | CVSS28a...|CVSS3Ba... [Inseare  [End-OFife [Seare  [Totl  [Affected... [Download [Product Type
Service Connections 4 Video Downloader 4.x Open Me. - - - - 0 0 0 0 1 1 Program [<]
7-2ip 18.x o 0 0 0 1 1 Program
Manage Patches 7-2p 19.x o 0 0 0 2 2 Program
Flexera Package System (SPS) ActiveTd 8.x ActiveSta. - - = o 0 0 0 1 1 Program
Adobe Acrobat Reader 2017 17.x Adobe Adobe Ac... | SA107832 o 4 v3:7.8 o 7.8 1 0 0 1 Program
Patch Template Adobe Acrobat Reader 4.x Adobe - Not aritcal ) 0 0 1 0 1 Program
Adobe Acrobat Reader DC 20.x Adobe - Not critical o 0 0 1 0 1 ad | Program
Agent Deployment Adobe Acrobat Reader DC 21.x ‘Adobe - Not aitical [ 0 0 3 [ 3 Program
Adobe AIR 32.x Adobe - - 0 ) ) ) 1 1 Program
Vendor Patch Module Adobe Brackets 1.x Adabe Adobe Br... | SA92461  Hichly o 3 V388 0 88 1 0 0 1 Program
Adobe Digitl Editions 4.x Adobe - - ) 0 0 0 2 2 Program
Bring Your Own Patch (BYOF) Adobe Fiash Player 32.x Adobe - Not aitcal 0 ) 0 6 ) s Program
Adobe Shockwave Player 10.x Adobe - Not aitica ) 0 0 1 [} 1 owrload | Program
Adobe Shockwave Player 12.x Adobe - Not aitical [} ) 0 1 ) 1 1 Dowrload  Program
Amazon Corretto 8.x Amazon. Amazon... |SA109724 2 vars ) 75 13 0 3 1 4 Dowrload | Program
Apache log4j 1.2.x Apache S. = Not critical o 0 0 1 0 1 2 Program
Apache log4) 2.11.x Apache S. - Not critical - o 0 0 2 0 2 wnioad  Program
Apache log4) 2.13.x Apache S. ApacheL... SA105601 21 v3:7.5 o 7.5 2 0 0 2 Program
Apache log4j 2.16.x Apache S. Apache ... SA105601 21 v3:7.5 o 7.5 1 0 0 1 d  Program
Apache log4j 2.17.x Apache S. B o B o 0 0 0 1 1 Program
Apache log4j 2.3.x Apache S. - Not critical o 0 0 2 0 2 2 Download  Program
Apache logd) 2.8.x Apache S. - Not aritical 0 ) 0 8 0 s 2 Download | Program

The Create Custom Package Wizard appears.
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3. Follow the steps as specified in the Create Patch Wizard.

Request Patch

In this section, you will be able to send a request to AdminStudio for creating patches for the products which are not
covered by SPS and VPM patches. To send a request, perform the following steps.

To send a request:

1. On Manage Patches menu, click Bring Your Own Patch (BYOP) in the left pane.
The Bring Your Own Patch (BYOP) page appears.

2. Rightclick on a desired package and select Request Patch from the context menu.

The Request Patch dialog box appears.

Home

G B L FEoHNM O

Restart ~Force Save  Agent  Custom Suggest Hep Feedback AboutSVMPatch
Service  Checkin Deployment Package Software Publisher

Bring Your Own Patch (BYOP)

Settings
View from the context of Smart Group: | All Products -] [Show Al Packages
SVM Connection
Enter text to search. Find
Distribution Systems
Product Vendor | Patched V...| Advsory... [SAID Criticalty | Threat Sc... | CVSS Bas... [CVSS28a...|CVSS3Ba.. [Inseare | End-Ofife |Secre  [Total Affected... |Download | Product Type
S e 4 Video Dowrloader 4.x Open Me. o 0 o o 1 1 1 Dowrloa_. |Progam  [4]
{729 18.x 1 [ o o o 1 1 1 Download  Program
e 70 151 o o o o 2 2 : progam
Flexera Package System (SPS) ActiveTd 8.x Activesta - - - [ 0 0 [} 1 1 1 Program
Adobe Acrobat Reader 2017 17.x  Adobe Adobe Ac... SA107832  t4 4 3:7.8 [ 78 1 0 0 1 Program
Patch Template Adobe Acrobat Reader 4.x Adobe - Not artical [ 0 o 1 ) 1 Program
Adobe ArobatReader DC20.x | Adobe - Not artical o 0 o 1 0 1 1/ Download  Program
Agent Deployment Adobe AcrobatReader DC2Lx | Adobe - Not aritical o 0 o 1 [} 1 1 Dowrload | Program
Adobe AIR 32.x Adobe - - - o 0 0 0 1 1 Program
Vendor Patch Module Adobe Brackets 1.x Adobe Adobe Br.. SAS2961 Ho 3 vass ) 88 1 0 0 1 Program
Adobe Fash Player 32.x Adobe - Not aritica o 0 0 6 0 6 Program
Bring Your Own Patch (BYOF) Adobe Shodave Player 10.x Adobe - Not aitical [) 0 0 1 ) 1 Program
Adobe Shodwave Player 12.x Adobe - Not aritica o 0 o 1 ) 1 1| Download  Program
Amazon Corretto 8.x Amazon. Amazon... | SA109724 B vars [ 75 s 0 3 2 3| Download | Program

Note « Make sure that the AdminStudio Service Connection has been configured. For more information, see Service
Connections.

3. Click priority drop down and set the required priority value.

Note - Ifthe value of Priority is empty or invalid, then the default value will be used as a Priority. The default value of the
Priority will be 3.

4. Click Submit.
5. Click OKand agree the confirmation dialog which appears.
6. Upon successful action, packages are send to the AdminStudio.

7. Packages which are send to the AdminStudio can be seen under Backlog tab. You can now manage a simple backlog of
packaging requests directly within AdminStudio.
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5§ @ AdminStudio Application Manager -, .
Backlog
0
2O, R CRE®s Q F W &
Import  Add Edit Refresh Save
Apps List
= ‘A subscription to the Package Feed Module is required to execute or schedule automated package processing as new versions become available.
searct Note: (¥) - Packages support full automation. (#) - Packages support customization.
Product Name Vendor Version Priority  Version in Catalog Version in Package Feed Status Subscribe  Source
O  NoMatch
» Blender 3 ‘O No Match 7 Blender (x64) 2.934_MSI* No Match No Inventory.csv.
No Match
Chrome for Business Google 1 3 ® NoMatch # Chrome for Business 32-bit 930.4577.63 MSI* No Match No Inventory.csv

@ / Chrome for Business 64-bit 93.04577.63_MSI*

VLC Media Player (X86) VideoLAN 1 3 ® No Match o NoWerh No Match No Inventory.csv
# VLC media player (x36) 3.0.16.0_MSI*
®  NoMatch -
Firefox (English US) (x86) 92.0_EXE*
Firefox (English US) Mozilla 1 3 ® No Match Firefox (English UK) (x36) 92.0_EXE* No Match No Inventory.csv
Firefox (Dutch) (x86) 92.0_EXE*
Firefox (French) (x86) 92.0_EXE* -
Picasa Google 2 3 ® No Match e NoWeth No Match No Inventory.csv
Picasa 3.9.141259_EXE*
Notepad Don Ho 1 3 ® No Match ®  NoMatch No Match No Inventory.csv
®  NoMatch
7-2ip 18x 3 ® No Match # 7-Zip (x64) 19.00.00.0_MSI* No Match No Inventory.csv
# 7-Zip (x86) 19.00.00.0_MSI* —

Patch Deployment Status

The new Patch Deployment Status view under the Manage Patches menu displays the status and other details of the
patches published to an endpoint management system.

Home

GER L 0RAN O

Restart ~Force Save  Agent  Custom Suggest Help Feedback AboutSVMPatch

Service | Checkin Deployment Package Software
Settings Patch Deployment Status
Search Type: [padage - Search
SVM Connection
Package Name | Vendor Type Verson Pubishedto |Deployed to | Status TrggeredOn |Laststatusu...|Message |UnSigned Path |Sgned Path | Publshed from
Distribution Systems Update CPU- CPUID, Inc_ VPM Subscrp... 2.02 Success 26th Sep, 20.. 26th Sep, 20 -
Update WC.. VideolAN  SPSSubscp.. 3.0.130 Success 26th Sep, 20...| 26th Sep, 20
Service Connections Update Mozl Mozla Found... SPSWizard  60.999.999... | Intune Success 26th Sep, 20...| 26t Sep, 20.
Update 1es... AgleBits  VPMwizard  8.9.5.0 svm-ad.svm.... Al Computer Success 26th Sep, 20.. 26th Sep, 20.
Manage Patches Google VMwizard 3914259 | svm-ad.svm... AlComputer Success 26th Sep, 20...| 26th Sep, 20.
PSWird 7700 svm-ad.svm.. Al Computer Success 26th Sep, 20... 26th Sep, 20
Flexera Package System (SPS)
PSWird 7700 Intune Success 26th Sep, 20...| 26th Sep, 20
. PSWaard 7700 Intune Success 26th Sep, 20.. | 26th Sep, 20.
fanSdjsn  VPMwzard 46000  cllSawmd.. 6499 Success | 26th Sep, 20...| 26th Sep, 20
I Derims Samang  VPMwzard 32160842  cnilSawmd.. 64949 Success 26th Sep, 20... 26th Sep, 20.
Update Note... Unknown Ve... | SPSSubscrp... 7.7.0.0 Faled 26thSep, 20.. 27thSep, 20... :-214623%.
Vendor Patch Module vodoos  VPMwizard 1411020  cnilSawmd.. 64949 Success 27t Sep, 20...| 27th Sep, 20
UpdateEver... vodiools | VPMSubsap... 1411020 svm-ad.svm.... Al Computer Success 27th Sep, 20...| 27th Sep, 20
Bring Your Own Patch (BYOP) SPsWizard  6.999.999.999 BigFix Success 27th Sep, 20... 27th Sep, 20.
Update 1as.. AgleBits  VPMwizad  7.9.828.0  BoFix Success 27t Sep, 20...| 27th Sep, 20.
Patch Deployment Status Update Pas.. AgieBts  VPMSubsarp... 7.9.828 Success 27th Sep, 20...| 27th Sep, 20
Mozla Found... SPSWizard  89.9999.999... Bighix Success | 27th Sep, 20...| 27th Sep, 20.
Mozl Found... SPSWizard  89.9999.999 Success | 27th Se, 20... 12th Oct, 2022

Create Patch Wizard

The Create Patch Wizard is opened by clicking Create Update Package from the context menu of the selected patch.
The Create Patch Wizard includes the following panels:

® Package Configuration Panel

® Package Contents Panel

® Applicability Criteria - Paths Panel

® Applicability Criteria - Rules Panel

® Completing the wizard Panel

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2022-UG00 57



Chapter 3 Getting Started with Software Vulnerability Manager Cloud Edition
Download and Install the Software Vulnerability Manager Patch Publisher

Package Configuration Panel

On Package Configuration panel, no action is required. You should only check Edit Package Content (Optional), if you
want to view/edit the Package Contents.

B create Update Package Wizard - O

Create Patch Wizard

Package Configuration

Package Name: ) Update FileZilla FTP Client 3.x, version 3.48.0, Moderately Critical [
Description: o

Reference 1d: )

Edit Package Content: (@ v

Use Flexera Custom Naming: )

SPS Installer Parameters: )

The Package Configuration panel includes the following properties:

Table 3-2 « Create Patch Wizard / Package Configuration Panel

Property Description

Package Name By default the name of the package will be displayed. If required you can edit.
Description Enter description of the package.

Reference Id Enter the reference Id to the package.

Edit Package Content If you select this check box, you will get an option to view/edit the package

contents in the Package Contents panel.

Use Flexera Custom Naming If you select this check box, this will set the vendor attribute of the package to
Flexera and strip the product version from the product name. Choose this option
to over come limitations in the number of categories that can be published in the
SCCM.
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Table 3-2 « Create Patch Wizard / Package Configuration Panel

Property Description

SPS Installer Parameters Configure the following parameters if you want to pass to the installer. This set of
options are unique to this product.

® Select Installer—Select one of the following options:

® Attempt to select automatically
® |[nstall Stable version
® |Install ESR version
® (Clean Install Option—Select one of the following options:
® None

® Perform clean install

® Install/Update Options—Select the required options. Multiple options can be
selected.

Package Contents Panel

This Package Contents panel appears only when you check Edit Package Content option in the Package Configuration
Panel. No action is required, if required you can edit the contents.

[A Create Update Package Wizard - O X

@ Create Patch Wizard

Package Contents

Script Type: o Javasaipt - Language Awar

ly Critical”;

"No GUID supplied for

Files To Indude: 0

File(s) to indude in package Status
http: //dl.secunia.com/SPS fAdobeBrackets_1.14. 1_SPS.exe To be dynamicaly downloaded
Add Local File Add Download File Add Localisation (Language) File
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The Package Contents panel includes the following properties:

Table 3-3 « Create Patch Wizard / Package Contents Panel

Property Description

Script Type View/edit the execution flow and script type for this package.

Files To Include You are also able to change the files that are included in the SPS package, which
can either be local files or links to be dynamically downloaded upon publishing of
the package. You need to update the script accordingly.

Applicability Criteria - Paths Panel

On Applicability Criteria - Paths panel, no action is required. If required you can select the paths/locations to which this
package should be applied.

B Create Update Package Wizard - O X

@ Create Patch Wizard

Applicability Criteria - Paths

Always Install Option: o | Mark Package as "Always Installable™
Minimum Version: ) ‘1.0.0‘0 ‘
Secure Version: ‘ 1.14.1.0 ‘
FilePaths: ) Add Path | Show Advanced Options

" Path Information Advanced Option

[ pracketsiprackets.exe ' Default Install Path %PROGRAMFILES(X86)%

o C:\Program Files (x86)\Brackets\Brackets.exe 4 nfa

The Applicability Criteria - Paths panel includes the following properties:

Table 3-4 « Create Patch Wizard / Applicability Criteria - Paths Panel

Property Description

Mark Package as “Always For packages that should not have any paths for applicability, select the Mark
Installable” Package as “Always Installable” check box to ignore all paths.
Minimum Version Option Update the older products.
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Table 3-4 « Create Patch Wizard / Applicability Criteria - Paths Panel

Property Description

Secure Version Update to the secure version.
FilePaths Select the file path where the application should be installed.
Add Path Click to add path and the CSDIL values for a package.

Applicability Criteria - Rules Panel

On Applicability Criteria - Rules panel, no action is required. If required you can specify the rules.

[B] Create Agent Package Wizard - m] X

@ Create Patch Wizard

Applicability Criteria - Rules

Apply Package To: ) ) 32+t systems only
64-bit systems only
) Both 32-bit and 64-bit systems

Special Rule: o | |Reboot is required after package has been installed.
[] orly make package applicable to computers with one of the selected languages.
Select Languages: ) Arabic =
Chinese (Hong Kong SAR)
Chinese - (Simplified)
[ chinese - (Traditional)
[ czech
Danish
Dutch
[ Engiish
Finnish
French

German
et ]
Export Patch Script: o [ |Do not indude Step 3 Applicability Paths in XML File.
[] Do not indude package file(s) as binary in XML File

The Applicability Criteria - Rules panel includes the following properties:

Table 3-5 « Create Patch Wizard / Applicability Criteria - Rules Panel

Property Description

Apply Package To Select one of the required package limit:
®  32-bit system only
®  64-bit system only

® Both 32-bit and 64-bit systems

Select Languages Select the desired language to configure your package.

Special Rule Check this option, If a reboot is required after the package has been installed.
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Table 3-5 « Create Patch Wizard / Applicability Criteria - Rules Panel

Property Description

Export Patch Script The two options (Do not include Step 3 Applicability Paths in XML File and Do not
include the package file(s) as binary in XML File) are taken into consideration only
when exporting the package to the File System (Export), otherwise the selection
will be disregarded.

Completing the wizard Panel

On Completing the wizard panel, select the required connections, publish, and then click Finish to publish the selected
package to the specified end point management system.

B Create Update Package Wizard - O X

Create Patch Wizard

Completing the wizard

Publish package using: ) (@) Schedule Package to Patch Publisher
() Save as a Template

Select Connection: ) | -

Output

Building ouput from wizard pages...

Building ouput from wizard pages succeeded.
Publishing patch wizard information to SVM started.
Invoking publish APl succeeded.

Publishing wizard data to VM successful.

(NN EEEENEEENEEEENENENEENENENENEENENENENEENENENENEENENENENEENENENENEENENENEEEE Publish

The Completing the wizard panel includes the following properties:

Table 3-6 « Create Patch Wizard / Completing the wizard Panel

Property Description

Publish package using Select one of the required option:
® Schedule Package to Patch Publisher

® SaveasaTemplate
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Table 3-6 « Create Patch Wizard / Completing the wizard Panel

Property Description

Select Connection Select required connections:
e WSUS
® Intune

® Workspace ONE

® BigFix

Note » You can select multiple connections to publish.

Output Displays the output for the published package.

Suggest Software

You can use the Suggest Software to suggest a software that is not detected by SVM.

To specify SVM Suggest Software, perform the following steps.

Task To specify SVM Suggest Software:

1. Inthe SVM Patch Publisher ribbon, click Suggest Software button.

Home

G SH L 0 HNM O

Restart Force Save Agent Custom | Suggest Feedback About SVM Patch
Service = Check-n Deployment Package |Software Publisher

The SVM Software Suggestion Tool window appears.

2. The SVM Software Suggestion Tool window includes the following properties:

Property Description

Program File Click browse and select file from the preferred location.

Program Name Program name auto-populates with respect to the selected program file. Modify the
name (If required).

Program URL Specify the program URL.

Additional Information Add additional information (if required).

3. After entering the above details, click Send to Flexera button.
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4. Upon successful action, the details of the suggested software will be displayed in SVM new web interface under
Configuration > Software Suggestions.

Dashboard  Software Suggestions X

Expot v

Name 1 Version URL Email Status. Comment Created

so22057s [E——— Requestsont 210 20220325
ESeT Secuy 108250 s set o Requestsont 21090, 20220320
Gadwin ScreenRecorder 420 https://www.gadwin. com/screenrec. Request Sent 27th Jul, 2022 03:22

Quick Zip 51133 https://quick-zip.en softonic.com/ Request Sent 27th Jul, 2022 03:24

Softerra LDAP Administrator 415185110 http /v Idapadmin org/download Request Sent 27th Jul, 2022 0327

5. Byclicking on the View My Software Suggestions button, it navigates to the new SVM web interface > Configuration >
Software Suggestions page where the details of the software suggestion will be displayed.

ﬂ SVM Software Suggestion Tool - O X
This tool allows you to browse for an application you wish to submit to Flexera's SVM to consider adding to our database of security
products we detect. Please browse for the primary EXE of the application, then click Send to Flexera. You wil need to login to SVM
Patch Publisher before you can submit the data.

File Details
Program File | H Browse
Program Name INotePad |
Program URL | http://www.flexera.com |
Additional Information
View My Software Suggestions Send to Flexera

Download and Install the Software Vulnerability
Manager Client ToolKit

To ease patch automation and WSUS management you must download and install Software Vulnerability Manager
Client ToolKit. To download this tool kit, click here.

On successful installation of Software Vulnerability Manager Client ToolKit, below
tools will get installed and their respective shortcuts will be created in your desktop.
®  Flexera SVM Patch Configuration

®  Flexera WSUS Management Tool

® Flexera SVM Client Data Tool
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Note « The latest version of the SVM Client Toolkit does not consist of Flexera SVM Patch Configuration.

(o

Important « You must install Software Vulnerability Manager Patch Client ToolKit to utilize the Vendor Patch Module and
SPS Automation, see Automating Patch Deployment and Patch Automation.

Prerequisites
The below prerequisites are required:
® 64 Bit Operating System. Windows 7 +

® Windows Server Update Services (WSUS) administrative console (RSAT) needs to be installed. You need to install the
administrator tools version that corresponds to your WSUS server.

®  Access Privileges to run the Daemon as a service.

®  Access Privileges to makes changes to the WSUS server.
® Internet Connection - SSL/TCP to a SVM server.

® .NetFramework4.6.1 orabove.

® OSRequirements:

e |Install Software Vulnerability Manager Client ToolKit in Windows Server 2012 or Windows 8, for Windows 2012
WSUS.

® Install Software Vulnerability Manager Client ToolKit in Windows Server 2016 or Windows 10, for Windows 2016
WSUS.

e |Install Software Vulnerability Manager Client ToolKit in Windows Server 2019 or Windows 10, for Windows 2019
WSUS.

® |Install both the Software Vulnerability Manager Client ToolKit and WSUS in the same domain.

Task To download and install the tool kit follow the below steps

1. Download the Software Vulnerability Manager Patch Configuration Tool from the SVM Tool Kit. Save it in your desired
folder path.

2. Doubleclick the set up file, welcome wizard appears. Click Next.
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) Software Vulnerability Manager Client Toolkit - InstallShield Wiza...

(o}

Welcome to the InstallShield Wizard for
Software Vulnerability Manager Client Toolkit

The InstallShield{R) Wizard will install Software Vulnerability
Manager Client Toolkit on your computer. To continue, dick
Mext.

WARNING: This program is protected by copyright law and
international treaties.

3. You will be prompted to enter your system credentials. Click Install.

# Software Vulnerability Manager Client Toolkit - InstallShield Wiza...
Ready to Install the Program

The wizard is ready to begin installation. @\

Click Install to begin the installation.
Launch Daemon as User

Enter a user name and password to run the Patch Automation Daemon service. Leave
it blank to log on as Local System account.

User Name: I- - ——

Password: || LTTITTYIY)

Installshield

< Back Install Cancel

0

Tip « On successful installation, one shortcut for Flexera Software Vulnerability Manager Patch Configuration and
one shortcut for Flexera WSUS Management Tool will get created in your desktop.

4. Onsuccessful installation, click Finish. Flexera SVM Patch Configuration windows pane appears, see Flexera SVM
Patch Configuration.

Flexera SVM Patch Configuration

Flexera Software Vulnerability Manager Patch Configuration integrates Software Vulnerability Manager application with
the configured WSUS server to achieve the automation for subscribed packages.

On successful installation of Software Vulnerability Manager Client ToolKit, a shortcut with a name Flexera SVM Patch
Configuration will get created.
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Note « You will get 400 error message when the SVM Token has expired. To re-generate the token, follow the steps as
mentioned below in the SVM Connections (point 12 and 13).

Task To use Flexera Software Vulnerability Manager Patch Configuration follow the below steps:
1. Double click on the shortcut created on your desktop, Flexera SVM Patch Configuration windows pane appears.
2. Itconsist of five tabs:
® WSUStab
® Intunetab
® Workspace ONE tab
® SVYMtab

® General tab

[ Flexera SVM Patch Configuration - O X
WSUS Intune Workspace ONE SVM  General Output Window: | Clear Output |
Server: [
[] use SSL
Groups to auto deploy:
- Computers

[] Cleanup package files on WSS when removing old patch
[] Sian packages manually

Flexera SWVM Patch Automation will connect to the WSUS server under the running
Windows user context.

Load Groups

3. InWSUS Connection tab, enter the WSUS server details and the port number, click Load Groups.

4. In Groups to auto deploy, you can see the list of computer groups configured in WSUS Server.
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5. Select the computer groups which you wanted to deploy the packages. To know more about a package publishing,
see Automating Patch Deployment.

6. To external package signing, select Sign package manually option.

[3 Flexera SVM Patch Configuration - O x
WSUS Intune Workspace ONE  SVM  General Output Window: Clear Outout |
[6:49:45 AM] Attempting to connect to WSUS:
Server: I. TR TEIE LT psccm scom test:8530 Use SSL:False

[6:49:45 AM] Successfully connected

Port: to;psccm scem test: 8530

[6:49:45 AM] Connection Successful

[ Use ssL [6:49:45 AM] ServerString: Default
[6:459:45 AM] Serverld: e 76ae 74-10314a41-a747-
Groups to auto deploy: de17ef069db0
[6:49:45 AM] TargetingMode: Server
=[] All Computers ~ [6:49:45 AM] ProxyServerPort: 80
[ ]Unassigned Computers [6:49:45 AM] Attempting to obtain the computer
i Cwin7 target groups from WSUS.
:Dw'n‘lﬂ [6:49:45 AM] Number of computer target groups: 5
I win
[ Iwing8 v

[] Cleanup package files on WSS when removing old patch
[] Sian packages manually

Flexera SWVM Patch Automation will connect to the WSUS server under the running
Windows user context.

| Load Groups

7. InIntune Connection tab, you will be prompted to enter your Intune credentials like Application (Client) ID, Directory
(tenant), Client Secret. To know more details on configure Intune credentials, see Set up a Distribution Connection for
Microsoft Intune.

8. InAssignment Groups (optional) field, choose a group or multiple groups and make assignments for end point
deployments. For more information, see Assignment Groups.

9. Click Test Intune Connection button, on successful connection you will receive a successful message in the Output
Window.

68 SVMC-DECEMBER2022-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Chapter 3 Getting Started with Software Vulnerability Manager Cloud Edition
Download and Install the Software Vulnerability Manager Client ToolKit

[ Flexera SVM Patch Configuration — O ped
WSUS Intune  Workspace ONE SVM  General Output Window: | Clear Output |
[5:41 50 AM] Attempting tolconned to htulua server
Application (client) 1D: Idga:'" SR S 094 1118d99 ‘ with Client Id, Tenant Id, Client Secret details.

| [5:41:51 AM] Successfully connected to Intune

[Server,

[5:41:51 AM] Connection Successful

Directory fenant) ID: | 7d95 % & 0 6w b 3894a07cd 50

Client Secret: ’ooooooooooonooooooonoo-.ooooooonoo |

App Category: ’Hexera Packages |

AD SyncAdmins
ADSyncBrowse
Assignment Groups: | ADSyncOperators
AR Support Group
Artur_Device_Group

Test Intune Connection

10. In Workspace ONE tab, you will be prompted to enter the valid Workspace ONE connection details like Server name,

Authentication Type, Tenant ID/API Key, and selecting Organization Group ID. To know more details on configuration,
see Set up a Distribution Connection for Workspace ONE.

11. Click Test Workspace ONE Connection button, on successful connection you will receive a successful message in the
Output Window.

E Flexera SVM Patch Configuration

- O X
WSUS Intune Workspace ONE SVM  General Output Window: | Clear Outout |
[1:44:21 AM] Attempting to connect to Workspace
Server. [m"'" 0 40 com l gﬁ:’zml%'m%wm space
e | Basic e | ﬁriﬁze'lw:;‘l] Connection Successful
Uner Names: [ ————— [S‘Ie:'t:ozej AM] ProductMName: AirWatch Platform
Password: ssssssseee [1:44:21 AM] ProductVersion: 21.7.0.0

Tenart ID / API Key: | KL69He EUSe Y Owbzus8HOKv6vmtwgCVECGY3Sgxd/ Y|
Organization Group ID: 64349 1[-]

Test Workspace ONE Connection

12. In SVM Connection tab, you will be prompted to enter your Software Vulnerability Manager Cloud credentials.
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13. Click Test SVM Connection button, on successful connection you will receive a Token in the Output Window.

E Flexera SVM Patch Configuration

- O s
WSUS Intune Workspace ONE SVM  General Output Window: | Clear Output
[7:04:27 AM] Attempting to Connect to SVM Server:
Connect to On-Prem SVM Server https://csi7.ga secunia.com/
: [7:04:27 AM] Successfully connected
Site URL: (e o - | Lo hitps:// s s see 800 m/
r [7:04:27 AM] Connection Successful
Use SSL [7-04:27 AM] Token
Bx 7o AbgOduzirb F 1FDrduvLSnW.J 30idx TXYp Y2I80T
User Name: - hH1eAFcAgVRYXJYGFGOG T
Password: [esssesses .
Test SVM Connection
14. Inthe General tab, you can set any one of the below distribution system.
®  Windows Server Update Services (WSUS)
® Microsoft Intune
® VMWare Workspace ONE
E Flexera SVM Patch Configuration - O X
WSUS Intune Workspace ONE SVM  General Output Window: Cear Qutput
Distribution System
Distibution To: | Microsoft Intune vl
Windows Server Update Services (WSUS
Logging VMWare Workspace ONE
Log File: |C:\nga'nData\Flexera Software\SVM Patch‘\svmpatch log || |
loglevel: | LogAlways v
Check-In Settings

Checkeln Frequency: |0 [3{Days 5 |¢] Hours [0 |5| Minutes

[] Get all Latest Subscribed Packages

Force Check-In Now ‘

© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Product Version: 5.0.412
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15. You can edit the folder path to save the action logs of this Tool. By default, the folder path will be
C:\ProgramData\Flexera Software\SVM Patch\svmpatch.log.

16. You can set any one of the below preferences to save the log files:
® LogAlways
® (ritical
® Error
® Warning

® [Informational

® \erbose
ﬂ Flexera SVM Patch Configuration - O X
WSUS Intune Workspace ONE SVM  General Output Window: | QearOutput |
Distribution System
Distribution To: Microsoft Intune ™
Logging
Log File: \C:\ProgramData\Flexera Software\SVM Patch\svmpatch log ||
Log Level:

4 Hours [0 13| Minutes

Verb
Get al Latest Sumscroen
Force Check-In Now ‘
@ 2020 - 2021 Flexera. All rights reserved. Data Privacy., Product Version: 5.0.412

Note » The Log times will be in UTC format.

17. In Check-In Settings, you can set the frequencies to pull the relevant packages from the server.
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[ Flexera SVM Patch Configuration - | X
WSUS  Intune Workspace ONE SVM  General Output Window:  Clear Output
Distribution System i.‘.".‘.'.'_. - gty
1‘ A d) - - - -
Distribution To: Microsoft Intune “ i
{- M) . .—-' v -
— s 3 e S5 e
250 M0 o -
Log File: |C;\Pruga'nDa‘la\Flexera Software.SVM Patch‘svmpatch log || e : : : :::"Q‘-::‘ .
e
Log Level: LogAlways ~ : : :--’.. _- :,‘
- A ey, - SR P e g
Check-In Settings !“.":' - —
Check-n Frequency: 0 |2 Days |5 |%Hou's|0 | Minutes i-:u-_‘ - » S—
. o - -
Get all Latest Subscrbed Packages bias =
L - Py v - -
I Force Check-In Now I i . }
P - @ - - - -
b ’
[‘ . o -
IS T —
LT —
© 2020 - 2021 Flexera. All ights reserved. Data Privacy. Product Version: 5.0412 |, = 5wt = »

Note - Force Check-In Now button can be used to pull relevant packages immediately.

18. Click check box button if you want to get all latest subscribed packages.

19. To run the services, click close button. You will be prompted to enable Start SVM Patch Daemon in the closing
window. Click Yes to restart the Patch Daemon for the change to take effect.

Flexera SVM Patch Configurati..  — O X

Do you want to save changes?

[~ Start SVM Patch Daemon

Yes No Cancel

Note « If any changes added in the Workspace ONE tab or SVM tab, then make sure that Test Connection to be done and then
Restart the Patch Daemon for the changes to take effect.

Flexera WSUS Management Tool

Flexera WSUS Management Tool allows you to manage the packages and configuration settings of WSUS.

On successful installation of Software Vulnerability Manager Patch Configuration Tool, along with the Software
Vulnerability Manager Patch Configuration Tool shortcut, one shortcut for Flexera WSUS Management Tool will get
created in your desktop.
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It consist of two tabs:
®  Patching Information

® Configuration

Patching Information

Patching Information tab prompts you to connect to the WSUS server to view the packages, based on the selected filter
option, either 3rd party, Microsoft updates, or both. It also allows you to approve, delete, decline the selected patches and
select a computer groups where you want to deploy these approved patches, at the set deadline.

It consist of three sections:
®  Filter Update List
®  Group Approvals

® SetApproval Deadline
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=
Task To use WSUS Management Tool follow the below steps:
1. Double click on the shortcut Flexera WSUS Management Tool in your desktop, Windows Server Update Service
Management Tool home page opens.
M Windows Server Update Service Management Tool -0
WSUS Server |pscem scem test Pot |8530 [] Uss S5L
{Paiching réomaion | Confy
er Update List Group Approvals
Set Approval Deadline
12/ 972019
9:23:09PM s
Connect to Server and Refresh Approve Groups
State Title Vendor Approval Installed Pending Not Installed
In the Filter Update List, you can either select 3rd Party Patches, Microsoft Updates, and All. You can enter the patch
name or vendor name in the Text Filter box to fetch a quick patch list.
Click Connect to Server and Refresh, list of patches based on the selected Filter Update List appears.
Right click on a patch, you can perform a below function:
® Decline Selected Updates
® Delete Selected Items
®  Export SDP file
®  Properties
In Group Approval section, you can select a desired computer groups from the WSUS server.
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M Windows Server Update Service Management Tool -0
WSUS Server |pscem scom test Pott 8530 |[] Use s5L
Patching Infomation | Confi
Filter Update List
® rd Party [] Set Approval Deadine
© Mirosaft Updates SL]A Computers 12/ 972019 E
Om ‘[ ] Unassigned Computers @
Tm,m - . 92309 PM =
Totfiter s | “[Owin10
Connect to Server and Refresh wi | Aoprove Goups
Number of Updates Found: 30
State > Title Vendor Approval Installed Pending Not Installed o)

Ready Deployment package for Software ... Secunia Unknown 0
Ready Deployment package for Software ... Flexera Software Unknown 0
Ready Deployment package for Software ... Flexera Software Unknown 0
Ready Deployment package for Software ... Fexera Software Unknown 0
Ready Deployment package for Software ... Flexera Software Unknown 0
Ready Deployment package for Software ... Flexera Software Unknown 0
Ready Deployment package for Software ... Secunia Unknown 0
Ready Update 4K Video Downloader, ver...
Ready Update 7-Zip (x&4), version 19.00....
Ready Update 7-Zip (x64), version 19.00....
Ready Update 7-Zip (x64), version 19.00....

Decline Selected Updates
Delete Selected ltems
Export SDP file

anoa:caacnainaancac

[
0
0
Properties 0
Ready Update 7-Zip (x64), version 13.00.... L 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0
Ready Update 7-Zip (x64), version 19.00.... lgor Paviov Unknown 15 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0
Ready Update 7-Zip (x64), version 19.00.... lgor Paviov Unknown 15 0 v
< >

6. Select the Set Approval Deadline, you can set the date and time to deploy the approved patches.

0

Tip « WSUS management tool allows you to Approve, Decline, and Delete multiple patches at the same time.

A Windows Server Update Service Management Tool - b n
WSUS Server [pscom scomiest Port (8530 | Use ssL
Patching Irformation | Conf
Fiter Update List Group Approvals
(® 3rd Party = Computers Set Approval Deadiine
O Microsoft Updates =[] Al Computers -
On [ JUnassigned C s 1/ 172020 ]
- i 12:00:00 AM 5
Text Fitter: Flexera Dw,n? s
[Jwin10
Connect to Server and Refresh [wing | Approve Groups
Number of Updates Found: 30
State > Title Vendor Approval Installed Pending Not Installed (a]
Ready Deployment package for Software ... Secunia Unknown 0 0 13
Ready Deployment package for Software ... Flexera Software Unknown 0 0 18
Ready Deployment package for Software ... Flexera Software Unknown 0

Deploymert package for Software __

Deployment package for Software ... Flexera So&ware l.hk:nown

eacb Deployment package for Software __
Deploymert package for Software o 7|
Ready Update .NET Core Runtime 3.1 0& Microsoft ﬂppmvad D 0 D

Update 4K Video Downloader, ver.. DpenMedu Unknown
T e T S S S  S—
Update 7-Zip (<64) version 19.00... ___

Update 7 Zp (1:64) version 19 DU Igor Paviov Lhknown
___
Ready Update 7- Zp 6:64) version 19.00.... Igor Paviov Unknown 0
Ready Update 7-Zip (x64), version 19.00....  Igor Paviov Unknown 15 (] 0
Ready Update 7-Zip (x64), version 13.00....  Igor Paviov Unknown 15 0 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0 0
Ready Update 7-Zip (x64), version 19.00....  Igor Paviov Unknown 15 0 0
Ready Update 7-Zip (x64), version 19.00....  lgor Paviov Unknown 15 0 0 v
<

7. Toapprove the selected patches, click Approve Groups. You can see the Approved status from the Approval Column.
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Configuration

In Configuration tab, you can perform the below WSUS configuration actions:

® TestWSUS
® Test GPO Settings
°

® |nstall Signing Certificate

Generate New Signing Certificate

®  Export Signing Certificate from WSUS
® Delete Signing Certificate in WSUS
°

® Dump All GPO Informations

Create / Update SVM Group Policy Settings

6} Windows Server Update Service Management Tool

— O B

WSUS Server |pscem scem test

Pot [8530 [] Use SSL

Patching Information | Configuration
Operations to run:
Test WSUS Test GPO Settings

WSUS Certificate Functions
Generate New Signing Certificate
Set Extemal Signing Certificate
Path: || Browse
Password:

Set Signing Certfcate in WSUS

Install Signing Certficate
Export Signing Certificate from WSUS
Delete Signing Certfficate in WSUS
Group Policy Functions
GPO Name: 'WSUS - CSI

GPO to Support SCCM Patch Deployment
[] GPOto Install WSUS Certficate

Create / Update SVM Group Policy Settings
Dump All GPO Information

Output Window:

Flexera SVM Client Data Tool

Flexera SVM Client Data Tool will allow you to pull and store your SVM data in a Microsoft SQL database to keep for as long
as you wish.

76

On successful installation of Software Vulnerability Manager Client ToolKit, a new shortcut SVM Client Data tool will get
created in your desktop.

To pull data, perform the following process:

Create Database Connection
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® AddAccount

® Configure Logs Directory

® SyncData

Alongside the SVM Client Data Tool, PowerBI templates have been included. With these Power Bl templates, you can
generate trend reports for the existing data. For more information on generating reports, see Generating Data Trend
Reports.

Create Database Connection

To create a Database connection in Client Data Tool, perform the following steps.

Task To create a Database connection:
1. Double click on the shortcut created on your desktop, Flexera SVM Client Data windows pane appears.

2. Click Database Connection button. The Database Connection window appears.

A svM Client Data - O X
Add Database Connection I
Site URL: ‘htﬂ;s:ﬂ?.se{mﬂia.m | Sync Data |
ync Da
User Name: ‘ |
Password: ‘ [ patabase Connection %
‘ Add Account to Ui
Server: | |
Authentication: | ~|
Logs Directory: |C:__ e T
: Login ID: | |
Drag a column header here to group by that column Password: [ |
IUser Name | Site Url Device Laj Catalog: | |

b
[+] save & Connect automatically

[ Connect Create | | Close
M4 44 ¢« Recordlofl *» v w4 = F o/ x
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

3. In Server field, enter SQL Server name.
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4.

5.
6.

7.

8.

In Authentication field, you can select authentication type as either Server Authentication or Windows

Authentication.
A svM Client Data - a X
Add Account
I Database Connection I
Site URL: [htms:ﬂm‘?.seulia.mn ‘ \ F— |
User Name: ‘ ]
Password: ‘ [ Database Connection X
[ Add Account to L
Server: SVM-TESTA |
Authentication: | Windows Authentication |~
irectory: |C: s o ummm— o — "
Logs DX |C Server Authentication
Login ID:
Windows Authentication
Drag a column header here to group by that column Password:
User Name | Site Url Device Laf Catalog:
3
|| Save & Connect automatically
[ Connect | | Create l [ Close
e 4 ¢« Recordlofl » » »i 4 = 2 o/ x
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2
If you select Server Authentication, then enter Login ID and Password.
In Catalog field, enter the catalog name.
After entering the details, click Create button.
A svM Client Data - O X
Add Account
I Database Connection I
Site URL: | https: //csi7. secunia.com | \ F— |
User Name: ‘ ]
Password: ‘ [ patabase Connection X
[ Add Account to Ui
Server: | SVM-TESTA \
Authentication: | Server Authentication -
Logs Directory: | C: i
Login I0: [ |
Drag a column header here to group by that column Password: ‘ nuuun-1 ‘
User Name | Site Url Device Laf Catalog: \ua test ‘
3
[] save & Connect automatically
I Connect ‘ ‘ Create I [ Close
e 1 ¢« Recordlofl » » »id = 2 o/ x
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

Upon successful action, Database created in the Microsoft SQL Server.
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9. Once Database created, you can Connect to the Database.

Add Account

To add account in Client Data Tool, perform the following steps.

Note « Make sure that the Database is connected. For more information, see Create Database Connection.

To add account:
1. InAdd Account, by default Site URL will be displayed
2. Enterthe User Name and Password, and click Add Account to List button.

Added account will then be listed in the below section.

SVM Client Data - (] %
Add Account
[ Database Connection |
R httos: /R
‘ tos:/l | \ Sync Data |
User Name: o— e — e — |
Password: ‘ e —— | Cancal
i Add Account to List { \ Logs |
Logs Directory: |C:\L I S -|[ save
Drag a column header here to group by that column p
| User Name | Site Url Device LastRun Device History LastRun | Software History Las ‘ Status
v vommman hitps: /M | 10/25/20215:53AM | 10/25/2021 5:53AM | 10/25/2021 5:53 AM
M4 44 ¢« Recordlofl *» v w4 = F o/ x
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

Configure Logs Directory

To configure logs directory, perform the following steps.
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Task To configure Logs directory:

1. InLogs Directory field, enter desired path in the text box orclick =~ icon and select the path that you want to save
the log files generated.

2. Click Save button to take effect.

[ svM Client Data - 0O X
Add Account | )
Database Connection |
Site URL: https: f/csi7.secunia.com
‘ | Sync Data |
User Name: [ |
Password: ‘ [P —— | Cancel
‘ Add Account to List | |
Logs
| Logs Directory: |mmmmme = TEEmT o | Save |
Drag a column header here to group by that column p
I User Name I Site Url Device LastRun Device History LastRun | Software History Las \Status
N https: /N  10/28/20214:02 AM  10/28/20214:02AM | 10/28/2021 4:03 AM
M4 44 4« Recordlofl *» w4 = 2 o/ x
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

Sync Data

To pull data to Microsoft SQL server, perform the following steps.

Note « Make sure that the Database is connected and SVM account is added. For more information, see Create Database
Connection and Add Account.

Task To pull data to Microsoft SQL server:

1. InClient Data Tool, click Database Connection and connect to the database server. for more information, see Create
Database Connection.

2. Ifrequired, you can add multiple SVM accounts. For more details on adding the account, see Add Account.

3. Ifrequired, you can configure the log directory where the log files are getting generated. For more details, see
Configure Logs Directory.

4. Click the Sync Data button. It starts pulling data to the Database.
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5. Upon successful action, sync details will display in the below section.

[ svM Client Data — 0 X
Add Account | )
Database Connection |
Site URL: https: f/csi7.secunia.com
| ttps: | S |
L= - T W |
Password: ‘ e ——— | Cancal
‘ Add Account to List | |
Logs
Logs Directory: | C:\ I — - sae
Drag a column header here to group by that column ,0
User Name Site Url Device LastRun Device History LastRun | Software History Las {Status
P | —— https: /M. | 6/22/20215:24AM  |6/22/20215:24AM | 6/22/20215:24AM | Success
—— — hitps: /RN | 6/22/2021 5:24 AM 6/22/2021 5:24 AM 6/22/2021 5:24 AM Success
M4 44 4« Recordlofl *» w4 = 2 o/ x
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

6. Syncdata will be available in tables and views.

Connect~ ¥ " = 7 & &

= @ SYM2019-WIN10 (SOL Server 15.0.2000.5 - SVM201¢
= Databases
System Databases
Database Snapshots
B | SVM
Database Diagrams
Tables
Systern Tables
FileTables
External Tables
Graph Tables
B dbo.Device
FR dbo.DeviceHistory
FH dbo.History
ER dbo.PropertyValue
B dbo.SoftwareHistory
FF dbo.Userfccount
FH dbo.XPObjectType
= Views
Systern Views
dboswwDeviceStatusBySystemScore
dbowwProductCriticalityByDate
dboswProductStatusByDate
dbowwSoftwareCriticalityForDevices
External Resources

FEREEEEBE

B BB

BB

[E=]

B &H

] Svnonvms

7. You can manually sync data or you can schedule automation for the data sync. To schedule automation, see Schedule
Automation for Sync data.
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Schedule Automation for Sync data

To schedule automation for sync data, perform the following steps.

Task To schedule automation for Sync data:
1. Type Task Scheduler in the Windows Start menu and click on Task Scheduler to launch task scheduler.

2. OntheActions tab menu, select Create Task option. The Crete Task dialog box appears.

(@ Task Scheduler - X
File Action View Help
= Connect to Another Computer...
On ic Task... hary (Last refreshe /2021 6:30:05 PM)
Import Task..
— o Connect to Another Computer...
isplay All Running Tasks B . . i § o R .
ate P carry out you specify. To begin, click a command in the Action 9 i Task.
Disable All Tasks History B create Basic Task.
& Create Task...
AT Poount G . . . X . . . . . .
ored Library. perform 2n ops the y port Tk
menu.
Refresh

[ Display All Running Tasks

Help ) ] Disable All Tasks History

AT A nfiguration
Status of tasks that have started in the following time period: Last 24 hours - View »
Summary: 231 total - 1 running, 225 succeeded, 3 stopped, 2 failed G Refresh

Help

Task Name RunResult  Run Start Run End Triggered By -
) NET Framework NGEN v403031..
B NET Framework NGEN v403031..
AC Power Install (last run succee...
[ Adobe Acrobat Update Task (last...
B AdobeAAMUpdater-10-FLEXER...

@ 10

re=ns 2

et e

Summry: 122 total

Task Name Next Run Time, Triggers Location -
MicrosoftEdgeUpdateTaskMachine.. 6/28/2021 63052 PM At1030AM every day - - \

Office Serviceability Manager 6/28/2021 64015 PM At210PM every day - Af.. \Microsoft\Office

GoogleUpdateTaskMachineUA 6/28/2021 70552 PM At1005PM every day -\ v

Last refreshed at 6/28/2021 6:3005 PM

3. It consists of five tabs:
® General
® Triggers
® Actions
® Conditions

®  Settings
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(5 Create Task

General Triggers Actions Conditions Settings

Name: |

Location:  \

Author: FLEXERAY, s — —
Description:

Security options

When running the task, use the following user account:

FLEXERA), SENS——
®) Run only when user is logged on

(O Run whether user is logged on or not

Change User or Group...

Do not store password. The task will only have access to local computer resources.

[] Run with highest privileges

[] Hidden Configure for:  Windows Vista™, Windows Server™ 2008

Cancel

4. In Generaltab.

Software Vulnerability Manager (Cloud Edition) User Guide

In Name field, enter the task name.

In Description field, enter description for the task.

In Security options section, you can configure which administrator account can run the task.

Select the Run whether user is logged on or not option.

Select the Run with highest privileges option, If the task requires the highest privileges.

Select the Hidden option, If you want to hide the task.

The Configure for settings are changed only when you are required to use a different compatibility option.

Click Ok button.
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(5 ClientData Properties (Local Computer) 4

General Triggers Actions Conditions Settings History

Name: ClientData
Location:  \
Author: SVM2019\Administrator

Description: | to store SVM data

Security options

When running the task, use the following user account:

Administrator Change User or Group...
(O Run only when user is logged on

(® Run whether user is logged on or not

[[] Do not store password. The task will only have access to local computer resources,

] Run with highest privileges

[4] Hidden Configure for  Windows Vista™, Windows Server™ 2008 -

I 0K I Cancel

5. InTriggers tab.
® Click the New button. The New Trigger dialog box appears.
® Click the Begin the task drop-down and select one of the triggers from the list.

® Select Daily, Start date and time, and then enable the settings. Click Ok to schedule the task.

@ Create Task New Trigger X
General Triggers Actions Conditions| Beginthetask: Ona schedule -
Settings

When you create a task, you can specify

) Onetime Start: | 6/30/2021 T+ | |12:54:00 AM 5 ||:| Synchronize across time zones

rigger Details @ Daily
O Weekh Recur every: | days

O Monthly

Advanced settings
[] Delay task for up to (random delay): -
[[] Repeat task every: - vtk

stop all running tasks at end of repetition du

[[] Stop task if it runs longer than: 3 days]

D B(pire: 6/30/2022 12:54:25 AM : Synchronize across time zones

[4] Enabled

Edit... Deld

| 0K | ‘ Cancel

6. IntheAction tab.
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®  Click the New button. The New Action dialog box appears.

® Click the Action drop-down and select one of the actions from the list.

® Under the Settings section, in the Program/script field, specify the path for the application (SVMClientData.exe).
® Inthe Add arguments (optional) field, you can specify Sync Data.

® Inthe Startin (option) field, specify the installation folder of the SVMClientData.exe

®  After selecting the above fields, click the Ok button.

.jE._‘. Create Task New Action X
General Triggers Actions Conditions Setting You must specify what action this task will perform.

When you create a task, you must specify the al  Action:  Starta program =

Settings

Action Details )
Program/script:

‘ogram Files\Flexera Software\Client Toolkit\Client Data.exe| Browse...

Add arguments (optional): SyncData |

Start in (optional): Ira Software\Client Toolkil|

Gar.  Delee

7. After completing the steps, authenticate with your account credentials, and then the task will run automatically on
schedule or event using the specified settings.

Generating Data Trend Reports

With the Power Bl templates you can generate a trend reports for the existing data. To generate a data trend reports,
perform the following steps.

Task To generate Data Trend Reports:
1. Download Power Bl Desktop (https://powerbi.microsoft.com/en-us/downloads/).
2. Open the Power Bl Desktop.

3. Click on the File menu, select Import, and select Power Bl Template.
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4.

5.

©

New Import

Open report

Power Bl template
Save " | P

Save as

B Power Bl visual from file
Get data

@ Power Bl visual from AppSource

Power Query, Power Pivot, Power View
Publish

Options and settings

Get started

Select the desired template from the Client Data Tool\Report Templates\Power BI folder.

Note - Alongside the SVM Client Data Tool, Power Bl templates have been included.

Once the template is selected, change the database source as mentioned in the below steps:
® Click on the File menu, select Options and settings, and select Data source settings.

The Data source settings dialog box appears.
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®

New Options and settings
Open report

Opti
S {C:)} ptions

Save as

D?} Data source settings

Get data

Import
Export

Publish

Options and settings

Get started

® Inthe Data source settings, select Data sources in current file by clicking on the radio button, and click the
Change Sources button. The SQL Server database dialog box appears.

Data source settings

Manage settings for data sources that you have connected to using Power Bl Desktop.

¢ Data sources in current file O Glaobal permissions
Search data source settings ﬁ‘l
Change Source... | ‘ Export PBIDS ‘ ‘ Edit Permissions... ‘ ‘ Clear Permissions| - |

Close

® Inthe SQL Server database, enter the server (port) details and the database details. Click Ok button.
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SQL Server database

Server (i)
[ sve iy |

Database

A

» Advanced options

oK
® Upon successful action, the database source is updated.
Fle  Home Insert Modeling View Help Format  Data/Drill
cut 4= 4%
ul G bEe® L B 4Ad
e B Copy Get Excel PowerBl SQL Enter Dataverse Recent | TronsformRefresh  New Text More | New  Quick Publish
< Format painter | data~ datasets Server data sources~ | datav visual box visuals~ | measure measure !
Clipboard oata Queries nsert Cakeutations Sersiity | Share ~
W fDevices by Criticality @ - Productiame Crticatty Year Quatier Week Day 4 L N
et P e e L = < Visualizations > Fields >
Extramely Critical @ Highly Critical ' Moderately Critical 1 Less Critical @ Nt Crtical CSITWINDOWS10  Google Chroma 72x Exuemely Critical 2020 Qtr 1 |
CSTWINDOWS10  Google Chirome 72 Extremely Critical 2020 Qtr | 6 6
& ® 10 103 5 03| CSIPWINDOWSI0  Google Chrome 72.x Extremely Critical 2020 Qtr 1 7 1 < EBEMENB  5sam
= CSITWINDOWS10  Google Chrome 72.x Extremely Critical 2020 Qtr 1 3 1. - ] & ba B i 2
CSIWINDOWS10  Google Chrome 72x Extremely Critical 2020 Qtr 2 ) F ML QM - & wsoftwreric
S 5 .,
CSITWINDOWS10  Google Chrome 72x Extremely Critial 2020 Qtr 2 E R a B
CSITWINDOWS10  Google Chrome 72x Evemaly Crtcal 2020 Qu2 16 13 C¥amER
CSITWINDOWS10.  Google Chrome 72 Extremely Critical 2020 Qtr 2 20 15 EEERMNE
CSITWINDOWS10  Google Chrome 72x Extremely Critial 2020 Qtr 3 7 1 *
CHTWINDOWSI0 GoosleCvama 72 Exvamely Gl 020 Q'3 36 1 4NES
CSITWINDOWS10  Google Chrome 72x Extremel 2020 Qu3 34 18 ? @
CSITWINDOWS10  Google Chrome 72 Extrem 2020 Qu3 30 19
CSIPWINDOWS10  Google Chrome 72x Extromel 2020 Qu3 19
" CSITWINDOWS10  Google Chrome 72.x Extremely Critical 2020 Qtr 3 ET
g CSITWINDOWS10  Goagle Chrome 72x Extromely Critical 2020 Qua 46 11 Date i
'H CSITWINDOWS10  Google Chrome 72x Extremely Critical 2020 Qr 4 4% 1 Vear e
(= CSITWINDOWS10  Google Chrome 72 Extremely Critical 2020 Qur 4 4 2% Quarter *
CSITWINDOWS10 Google Chrome 72 Extremely Critical 2020 Qur 4 49 30 Wesk T
DESKTOP-ORIICTG  Adobe Flash Flayer 28 Extremely Critical 2020 Qtr 1 14
DESKTOP-ORIICTG  Adobe Fiash Flayer 28x Extremely Critical 2020 Qtr 1 6 6 Day VX
DESKTOP-ORSICTG  Adobe Flash Player 28x Extemely Critical 2020 Qur 1 T n
25 | DESKTOP-ORSLCTG  Adaoe Flash Prayet 28 Extremely Critical 2020 Qtr 1 ERE ) Legend
DESKIOP-ORSLCTG  Adoe Flash Player 28 Exremely Critial 2020 Qur 2 1
DESKTOP-ORILCTG  Adobe Flash Player 28x Extremely Critical 2020 Qur 2 a s Add data fields here
DESKTOP-ORICTG  Adobe Fiash Player 28x Extremely Critical 2020 Qe 2 % 13
DESKTOP-ORSLCTG  Adobe Flash Player 28 Exvemely Crineal 2020 Q2 20 15 e
DESKIOP-ORSLCTG  Adabe Flash Player 28x Extremely Critial 2020 Qtr 3 a1 Eererhy Gl o
DESKIOP-ORBLCTG  Adobe Flash Player 28 Extremely Critical 2020 Qtr 3 % 1
DESKTOP-ORSLCTG  Adooe Flash Plaver 28 Extremely Critical 2020 Qtr 3 34 18 Highly Critical e
DESKTOP-ORSICTG  Adobe Flash Player 28 Extremely Critical 2020 Qtr 3 0w Moderately Crtical '
DESKTOP-ORLCTG  Adobe Flash Player 28 Extremely Critieal 2020 Qtr 3 3 19 =
DESKTOP-ORSLCTG ~ Adobe Flash Player 28 Extremely Critical 2020 Qtr3 T Less Critical hitd
L Date Quarter Woek 4 DESKTOP-OR3LCTG _ Adobe Flash Player 28 Exremely Citcal 2020 Qe 4 46 11 Not Criical v
Pagel. § "'J Secondary values

7. You can generate reports:

® (Criticality status by device

Criticality status by product
® Device status by system score and date
® Secure status by product
8. Onthe File menu, click Save to save your changes.

9. OntheFile menu, click Save As. The Save As dialog box opens. The Save As dialog box lets you specify the name and
location where you want to save the template.

10. To export the report, select Export > Export to PDF from the File menu.
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©®

New Export
Open report

Power Bl template
Save 4 ‘ P

Sa
ave as or] Export to PDF

[

Get data

Publish

Options and settings

Get started

Join Flexera’s Customer Community

Join Flexera’s Customer Community - the place to go for case management, knowledge base articles, and product forums.
A community of customers is waiting to meet you! To get started:

® Register (https://rebrand.ly/welcome-to-flexera) for a Welcome to Flexera session. These sessions are hosted by our
Customer Success team. You’ll get a high level overview of Flexera and its product and support resources.

® Visit our Customer Community (https://community.flexera.com/t5/Software-Vulnerability-Manager/ct-p/Software-
Vulnerability-Manager). We extend case management privileges to two individuals per organization. If you need to
update your technical contacts in Flexera’s Customer Community, the following video explains how to do that: https:/
/www.youtube.com/watch?v=bSD28T432QA&list=PLCuhlHqgMRwWqqBAOs0_DKa30XElim50RR&index=6

® Anticipate an email from our Community containing your user credentials. Your organization’s administrative contact
(many times an individual in procurement or finance) has the ability to assign case management privileges.

® Request (https://community.flexerasoftware.com/register.php) access to our product forums! It’s a great way to
exchange best practices and tips and tricks with other customers like you!
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The Dashboard

The Dashboard provides an overview of your hosts with the help of various “portlets”. Portlets are a collection of
components that graphically display key data and allow you to create profiles which can display a unique combination of
portlets.

The first time you login to the Software Vulnerability Manager console the Dashboard page will only display the Overview
portlet. Select the Dashboard elements you want to view from the drop-down list on the upper left of the page. You can
then either save the profile or, if you have created several profiles, set it as the default profile. You can also delete, add a
new profile or reload the current profile view.

= [ sofvare Wlnrabity Manoger LY

%

Tip « Click ®lin any portlet to refresh the data displayed. You can further filter the data in portlets that allow Smart Group
selection.
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0

Tip « Click i any portlet for more detailed information on the data displayed.

Note « You can only load one unique portlet at a time.

0

Tip - You can toggle between Full screen and Standard views and click Export to download a PNG image of the current
Dashboard Profile.
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Agent Details

Software Vulnerability Manager Cloud Edition requires an Agent to be installed on your server to scan your environment for
vulnerabilities. Installing the Software Vulnerability Manager Agent file csia.exe requires administrative privileges. When
scanning your environment, the Agent collects data from each device that is scanned.

The following sections provide further details:
® Agent Administrative Privileges

® Agent Data Collection

® Agent Thread Priority

® Agent Caching of Scan Rules

Agent Administrative Privileges

The Software Vulnerability Manager Agent requires administrative or root privileges for the following functionality:
® Install or uninstall the service

® Update configuration data stored in per-machine locations (Examples: MachineGUID (written once); last scan time
(updated each scan))

® Scan the entire hard drive for vulnerable software (non-administrative users cannot read other users’ local files)

Note « At this time, it is not feasible to skip parts of this functionality when installing the Agent without administrative or root

privileges.
The Software Vulnerability Manager Agent requires network connectivity (HTTP/HTTPS) to https://csi7.secunia.com.

See the diagram below for an overview of the Software Vulnerability Manager Cloud System Architecture.
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INTELUGENCE BY SECUNIA RESEARCH
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SYSTEMS
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https://csi7.secunia.com

https://agent.cs,i'/'.secun|'a.comSVM EEER

Cert Revocation Check
crl verisign net

ﬂ crl thaute com
httpy//ftimestamp.digi
cert.com

Flexera

Agent Data Collection

After scanning your environment, the Software Vulnerability Manager Agent collects the following data, which is
summarized into a single POST to https://csi7.secunia.com. The Agent collects data from Windows, Red Hat Enterprise
Linux (RHEL) and Mac OS X operating systems. The data collected varies by operating system as described below.

94

All operating systems
® Machine name

°

°

® |Paddress

® MAC address

® Time (GMT, local)
Windows

® Distinguished name
°

°

MachineGUID (generated by Flexera)

System type (architecture / operating system)

List of security Knowledge Base articles installed or pending, source thereof

List of vulnerable and unrecognized applications from the File System scan:

Sends only:
®  File path
® Filesize
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® Metadata from the Portable Executable (PE) header to recognize known software (Examples: timestamp,
machine architecture)

® Metadata from the Version Block to recognize known software (Examples: product name, product version,
company name, original file name, internal name, file version, comments, file description, legal copyright,
legal trademarks, private build, special build)

®  Files collected are filtered by scan rules or type
® Locations of well-known system folders (Example: C:\Program Files)
® List of drives discovered or scanned

®  Processing time and other profiling measures

Red Hat Enterprise Linux (RHEL)
® |jstofinstalled Red Hat Package Managers (RPMs) from rpm

® |ist of packages with security updates using the Yellowdog Updater Modified (YUM) tool

Mac OS X
® |jst of applications from the File System scan of .plist sends only:
®  File path

® Metadata from the plist used to recognize known software (Examples: author; description; CFBundle: display
name, identifier, short version string, version, executable, get info string, name, package type;
NSHumanReadableCopyright)

® List of operating system updates queried from the system

Agent Thread Priority

Agent sets the lowest thread priority (THREAD_PRIORITY_IDLE) by default, and begins background processing mode so
that it can perform background work without significantly affecting activity in the foreground. The thread priority can be
changed via command line (--scan-thread-priority) or registry (ScanThreadPriority) as explained below:

All Agents-specifics

SVM Agents will begin background processing mode so that it can perform background work without significantly affecting
activity in the foreground. By default, SVM Agents for Windows, Linux, MAC OSX will be installed with lowest thread priority:

THREAD_PRIORITY_IDLE

Windows/Linux-specifics

The thread priority can be changed via the command line using the following optional command-line parameter supported
by the Agent for Windows/Linux:

--scan-thread-priority
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Windows-specifics
On Windows hosts (SVM Agent for Windows), the configuration of thread priority is more flexible.

You can also configure the default thread priority of your Agents through the Windows registry entry ScanThreadPriority by
specifying one of the following available values:

® 0: THREAD_PRIORITY_NORMAL

® 1: THREAD_PRIORITY_BELOW_NORMAL

® 2: THREAD_PRIORITY_LOWEST

® 3: THREAD_PRIORITY_IDLE

ScanThreadPriority is setup as a DWORD registry value in the Windows Registry.

The agent reads the setting from HKLM\SOFTWARE\Wow6432Node\Secunia\CSI Agent when running under the Local
System account, and from HKCU\SOFTWARE\Secunia\CSI Agent when running under a different domain service user
account.

See SetThreadPriority Windows API for more details about the parameters of thread priority.

The Software Vulnerability Agent doesn’t use the background processing mode when THREAD_PRIORITY_NORMAL is
specified.

MAC OSX-specifics

The scan thread priority for MAC OSX-based SVM Agents cannot be changed due to known performance problems when
different than the lowest thread is being used by the SVM Agent on OSX hosts.

Agent Caching of Scan Rules

96

New scan agents available with this release, will now cache scan rules. Agents servers will determine if the agent needs a
new set of rules and will only push these rules if needed. This will result in decrease in the amount of network traffic
generated by the scan agents which will be especially beneficial in very large environments. To take benefit of this
enhancement, the current version of the scan agent in your environment should be upgarded to the new version of the
agent-7.6.0.15
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Scanning

Software Vulnerability Manager allows scanning of target hosts using the following approaches:

® Single Host Agent-based scans are conducted by the Software Vulnerability Manager Agent that can be installed in
different modes: Single Host mode, Network Appliance mode, or Command Line mode.

® Alternatively, you can scan the target hosts by launching a scan from the system where the Software Vulnerability
Manager console is running. By using this approach, no software is installed in the target hosts. The scanning is
performed using standard operating system services. This scan is also referred to as a “remote scan”.

The various types of scan are listed and shown below:

® Agent-based Scan - Requirements for Windows

® Agent-based Scan - Requirements for Mac OS X

® Agent-based Scan - Requirements for Red Hat Enterprise Linux (RHEL)
® Remote/Agent-less Scan - Requirements (Windows)

® Remote Scanning Via Software Vulnerability Manager (Agent-less Scan)
® Remote Scanning Via Agents

®  Scanning Via Local Agents

®  Run Scan from System Center Configuration Manager (SCCM)

® Scanning Mac OS X

® Scanning Red Hat Enterprise Linux (RHEL)

Filter Scan Results
® Completed Scans
® [nventory Assessment

Below is a visual overview of the Software Vulnerability Manager scanning options:
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ASSESSMENT/SCANNING OPTIONS

HTTP(S) &
INVENTORY
IMPORT

HTTP(S)

HTTP(S) HTTR(S)

FLEXEra

Note - Ifthe WSUS Self-Signed Certificate will be used to sign the update packages created by Software Vulnerability
Manager, you can use a different certificate as an alternative.

[

Important « Administrators must ensure that Software Vulnerability Manager, and its scanning Agent respectively, have
access to all necessary system and online resources which allow the application to run as intended. The following addresses
should be allowed in the Firewall/Proxy configuration to ensure that the client system is allowed access to these online
resources: crl.verisign.net, crl.thawte.com, http://*.ws.symantec.com, and https://*.secunia.com/

Agent-based Scan - Requirements for Windows

The flexibility offered by Software Vulnerability Manager ensures that it can be easily adapted to your environment.

If you choose to scan using the installable Agent (Agent-based scans), as described in Single Host Agents, the following
requirements should be presentin the target hosts:

® Administrative privileges (to install the Software Vulnerability Manager Agent - csia.exe)

® Microsoft Windows Server 2008 R2, 2012, 2012 R2, 2016, 2019

®  Microsoft Windows Operating System 7 Service Pack 1, Windows 8.1, Windows 10, Windows 11
® Internet Connection - SSL 443/TCP to https://*.secunia.com/

® Windows Update Agent 2.0 or later
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Agent-based Scan - Requirements for Mac OS X

The following requirements should be met before installing the Single Host Agent on an Intel-based Mac OS X machine:
® Supported Systems:

® 10.8 Mountain Lion

® 10.9 Mavericks

® 10.10 Yosemite

® 10.11ElCapitan

® 10.12Sierra

® 10.13 High Sierra

® 10.14 Mojave

® 10.15Catalina

® 11BigSur

® 12.0 macOS Monterey

® 13.0 macOS Ventura
® Administrator privileges at minimum (‘root’ privileges required for the installation)
® Internet Connection - SSL 443/TCP to https://*.secunia.com/
® Theuserinstalling the Agent must have 'execute' permissions on the file (chmod +x)

Note - To install and scan Mac Agent in Mac OS Big Sur with ARM Architecture, you need to install Rosetta software.
softwareupdate --install-rosetta

Agent-based Scan - Requirements for Red Hat
Enterprise Linux (RHEL)

Note « The csia agent for RHEL is architecture independent (that is, it works for 32- and 64-bit).

To install the Single Host Agent on a Red Hat Enterprise Linux (RHEL) machine, the user:
®  Must be a member of the sudoer group.

®  Must have write access to the /etc/csiafolder to save configuration data.

® Must have a RHEL machine that supports the following operating systems:

® RHEL 6: requires bash, gzip, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32),
libuuid(x86-32), yum, yum-security
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® RHEL 7:requires: bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32), libuuid(x86-
32), yum

® RHEL 8:requires: bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32), libuuid(x86-
32), yum

For further RHEL agent installation information, see Installing the Software Vulnerability Manager Agent for Red Hat Linux.

Note « It may be possible to install the scan Agent on RHEL operating systems and configurations other than those described
above. However, these have not been tested and are not supported by Flexera.

Remote/Agent-less Scan - Requirements
(Windows)

If you prefer to scan without installing the Software Vulnerability Manager Agent (Agent-less scans), the following
requirements should be present in the target hosts:

®  Ports 139/TCP and 445/TCP open inbound (on hosts)

® Filesharing enabled on hosts

® Easy/simple file sharing disabled

® Windows Update Agent 2.0 or later

Required Windows services started on hosts:

®  Workstation service

® Serverservice

® Remote Registry service (by default is disabled on Win7/Vista)
® COM+services (COM+ System Application: Set to Automatic)

In order for a remote/Agent-less scan to succeed, the user executing the scan - whether that’s the user running the
Software Vulnerability Manager console or the user for the service running the network appliance - must have local
administrative privileges on the scanned hosts.

When performing Remote/Agent-less scans, the result may be displayed as Partial in the Completed Scans page. This is
caused by the Windows Firewall default settings that block the RPC dynamic ports.

On the host, in Windows Firewall, the user should create an inbound rule to allow inbound traffic for all products that use
RPC dynamic ports.

=
Task To create the rule:
1. From Windows Control Panel (View by Category) > System and Security > Windows Firewall, select Advanced settings
2. Select Inbound Rules in the Windows Firewall with Advanced Security on Local Computer pane and then select New
Rule in the Actions pane
3. The New Inbound Rule wizard opens
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4. Select Custom rule and click Next

5. Select All programs and click Next

6. Inthe Protocol and Ports window:

7. From the Protocol type: drop-down list, select TCP

8. From the Local port: drop-down list, select RPC Dynamic Ports

9. Click Next until the Profile window appears

10. Clear Private and Public, select Domain and click Next

11. Give the rule a name, for example: Software Vulnerability Manager
12. Click Finish

Once you have created the rule, use the Software Vulnerability Manager console to perform a remote scan of the PC. The
host will connect to Windows Update and the scan status should be displayed as Success in the Completed Scans page.

Remote Scanning Via Software Vulnerability
Manager (Agent-less Scan)

These scans are performed in an Agent-less manner and the credentials used by Software Vulnerability Manager to
authenticate on the target hosts will be the same as those of the user that launched the Software Vulnerability Manager
console.

This section describes the features for this Agent-Less Scan:
® Quick Scan
® Scan Groups

® Scan Progress

[

Important « Please consider the system requirements for the Scan Groups/Agent-less scans, described in Remote/Agent-less
Scan - Requirements (Windows).

Quick Scan

Use this page to conduct quick, on-demand, scans from your Software Vulnerability Manager console against remote hosts
on your network or your local PC. Enter the scan type and IP address range for the hosts you wish to scan in the Enter hosts
to scan screen and click Scan Hosts.

For local host scanning, click Include this computer in scan.
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Enter hosts to scan
Scan Type

(®) Type 2: All Paths (Recommended)
() Type 1: Default Paths

IP Range
From: | Enter IP address

To: |Enter IP address

IP Addresses or Computer names

Enter host names and ip addresses here

Scan this computer (localhost)

[ Include this computer in scan

| Scan 1 Host |

To make sure that you are able to remote scan the target host, please ensure that all the system requirements for the
remote scan are in place.

The progress can be seen under Scan Progress.

Scan Groups

This page displays a list of Scan Groups you have created. To start a scan, right-click the group name and select Scan
Group.

Scan 1 selected group  Mew Scan Group

Scan Group =

ChrisTe
Edit Group
Scan Group
Delete Group

If you are scanning remote hosts, your current login credentials, or the ones you supplied via “Run as...” will be used to
authenticate against the remote hosts when conducting the scan.

Click New Scan Group to create and configure a group of hosts to be scanned.

New Scan Group: #

Name & Scan Type IP Ranges IP Networks Hosts & IPs

Name: |

Scan Type: () Type 3: Inspect all .dll, .exe, and oo« files (Slow)
(®) Type 2: All Paths (Recommended)
() Type 1: Default Paths

Microsoft Update: Check for missing Microsoft security updates has been globally enabled by the
partition administrator.

| Cancel |
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After navigating through the different tabs: Name & Scan Type, IP Ranges, IP Networks and Hosts & IPs, click Save to create
the scan group.

Scan Progress

Use this page to track the scans being conducted. You can also configure the number of simultaneous scan threads (the
default value is set to 5) as described in Settings.

Overall Scan Progress
Time Elgpsed: 10 seconds
Scans Completed: 0
Scans Remaining: 1

Overal Scan Progress:

|- ‘
Thiead 10f5:

Thiead 2f5:
Theead 3 of5:
Thiead 4 of5:
Thread 5 of5:

Thiead 6 of5:

| Sop Al Stans |

System Center Inventory Import

Scan results are obtained from the data collected by the System Center software inventory agent, which avoids the need to
install the Software Vulnerability Manager Agent on each client.

To set up an import schedule, see System Center Import Schedules (Requires the Software Vulnerability Manager Daemon).

System Center integration requires the following prerequisites:

®  Setting up authentication. The user running the Software Vulnerability Manager console must have access to the
database containing the data of the System Center. For System Center Configuration Manager the database is named
CM_ssite_code> and for System Center Configuration Manager 2007 it is named SMS_<site_code>. To add

permissions, open SQL Server Management Studio, right-click the appropriate database, navigate to permissions and
add Connect and Select.

®  Setting up the software inventory agent. Assuming that the System Center site has been set up, open the System
Center console and ensure that the System Center client (agent) is installed on the hosts to be scanned. In System
Center Configuration Manager, go to Devices and right-click Install client. Then go to Administration > Client Settings >
Properties > Software Inventory. To configure the broadest possible pattern, select File Detail: full and add the
patterns *.dll, *.exe, *.ocx. Do not exclude the Windows directory. Less data will be generated by specifying a narrower
pattern, however, the quality of the scan result will suffer.

® |naddition, you might want to consider increasing the software inventory file size from the default of 5 MB to 12 MB.
To accomplish this, change the following registry key on the System Center Server:
HKLM\Software\Microsoft\SMS\Components\SMS_SOFTWARE_INVENTORY_PROCESSOR\Max File Size
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Click Configure System Center. In the Software Vulnerability Manager System Center Configuration page, enter the System
Center Server Name. Select the Use System Center Collection Name as Site name for imported hosts check box to use the
Collection name as a host's Site name during Collection import and click Save.

r i Center C i * 1
System Center SQL Database Settings

Choose automatic to get the SQL connection data from System Center server or specify your own connection data with
manual option.
(®) Automatic
System Center Server Name:

) Manual
System Center Import Settings
Choose whether or not to automatically create a Site name from the System Center Collection Mame and assign it to

imported hosts.
[+ Use System Center Collection Name as Site name for imported hosts

If you select Manual, enter the SQL Host, SQL Port and SQL Database connection data and click Save.

r 1] i Center G i B3 T

System Center SQL Database Settings

Choose automatic to get the SQL connection data from System Center server or specify your own connection data with
manual option.
() Automatic
(®) Manual
SQL Host:
SQL Port: | 1433

SQL Database: | CM_IND

System Center Import Settings

Choose whether or not to automatically create a Site name from the System Center Collection Name and assign it to
imported hosts.
[«] Use System Center Collection Name as Site name for imported hosts

L [ save J

In the System Center Inventory Import page, click Import Selected Collections or Import All Collections.

[

Important « The scan result is based on the data collected by the software inventory agent, which may not be of the same
quality as that of the Software Vulnerability Manager Agent (csia). This means that there could be discrepancies between a
scan performed by the System Center integration and the csia. It may also result in some products not being detected
correctly. For higher quality scan results Flexera recommends using the csia.

System Center Import Schedules (Requires the Software
Vulnerability Manager Daemon)

104

Click New System Center Import Schedule and enter:
The Schedule Name.
The Next Run date and time.

The Frequency (Hourly, Daily, Weekly or Monthly) that the import will be performed or select the One-Time Import check
box.
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Define the schedule for importing System Center scan data. After the schedule has been created you will be
prompted to add the collection whose scan data you want imported.

Schedule Name: | |

You must choose a

:ext Date and Time in
L the future.
Frequency:  Hourly ¥ or [ One-Time Import

| Save | | Close |

Click Add Collections and enter the Collections to include in the Import Schedule.

Right-click an Import Schedule in the grid to edit or delete the schedule.

Remote Scanning Via Agents

You can use Network Appliance Agents for scanning one or more networks at scheduled intervals without having to install
the Software Vulnerability Manager Agent in every single target host.

With the csia.exe installed in Network Appliance mode, you will have the ability to schedule remote scans.
The hosts to be scanned can be identified by an IP-range, IP-network or Host-name.

The Software Vulnerability Manager console allows you to easily manage the scans being performed by the Network
Appliance Agent.

[

Important - Please consider the system requirements for the Scan Groups/Agent-based scans, described in Agent-based
Scan - Requirements for Windows and Agent-based Scan - Requirements for Mac OS X.

Software Vulnerability Manager Agent Command
Line Options

You can use the following command line options for the Software Vulnerability Manager Agent.

® Help

® \ersion
® |nstall

® Uninstall

®  Modify Settings

®  Controlling the Service

® Scanning from the Command Line

® Randomizing the Agent Scan Schedule

® Agent Configuration Options
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Help

Run the Software Vulnerability Manager Agent to get instructions and a list of command line options (ignores all other
command line options, prints instructions and exits immediately). Also prints version as with
-V. Exclusive:

csia.exe -h

Version

Print the version number of the Software Vulnerability Manager Agent on the command line (exclusive):

csia.exe -V

Install

Install the Software Vulnerability Manager Agent from the command line, with configuration options. Installs as current
user, prompts for password, settings saved to HKCU:

csia.exe -i <config options>

Install the Software Vulnerability Manager Agent from the command line to run as LocalSystem, with configuration
options. Saves settings to HKLM:

csia.exe -i -L <config options>

Install the Software Vulnerability Manager Agent from the command line to run as <user>, with configuration options.
Prompts for password and saves settings to HKEY_<user>:

csia.exe -i -R <user> <config options>

Install the Software Vulnerability Manager Agent from the command line to run as <user>, with <password> with
configuration options. Saves settings to HKEY_<user>:

csia.exe -i -R <user>:<password> <config options>

Install the Software Vulnerability Manager Agent from the command line but not write anything to the registry (also works
with-Rand-L):

csia.exe -i -N

Uninstall

Uninstall the Software Vulnerability Manager Agent service, remove all settings and delete the key from the registry where
the service reads them from:

csia.exe -r
Note - The -L and -R options are irrelevant when uninstalling.
If the service is installed but cannot be removed, then the registry settings aren't removed.

If the service is not installed, does nothing.
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If the registry settings cannot be removed, a warning is given and the service is removed regardless.
To uninstall the Software Vulnerability Manager Agent service, while leaving the registry settings intact:
csia.exe -r -N

To remove the service, if installed, and delete the \Software\Secunia\Software Vulnerability Manager Agent registry key
from everywhere in the registry (exclusive):

csia.exe --delete-all-settings

Modify Settings

Save command line setting to the registry, so the service will use it. The settings are saved to the location based on where
installed the Software Vulnerability Manager Agent reads the settings from. If no agent is installed, or the settings cannot
be saved to the correct location, nothing is saved, an error is printed and the command aborts:

csia.exe -S <config option>

Controlling the Service

Starts the service if it is not running (exclusive):

csia.exe --start
csia.exe --restart

Stops the service if it is running (exclusive):

csia.exe --stop

Scanning from the Command Line

Run Software Vulnerability Manager Agent with immediate command line scan, with options. Ignores registry settings and
server settings:

csia.exe -c <config options>

Run Software Vulnerability Manager Agent locally in service mode as current user, reading options from command line,
registry and server, with command line options taking precedence, then server options, then registry options. To stop the
service once it is running, press CTRL+C:

csia.exe -fg <config options>

If possible, run the Software Vulnerability Manager Agent locally in service mode as a different user with -L and -R. This will
read options in exactly the same way as a service, with the exception of <config options> on the command line override
which, unlike a service, has no command line:

csia.exe -fg -L <config options>
csia.exe -fg -R <user> <config options>

Order of precedence:
®  Settings given on command line take precedence but, when running as a service, there is no command line.

®  Settings from server take precedence over settings read from registry.
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Randomizing the Agent Scan Schedule

Set up arandom scan schedule to stagger the scanning of multiple machines within a system. This command line applies

to all platforms.

csia.exe -c -si <scan interval upper limit>

“si” represents scan interval, and the scan interval’s upper limit can be set up by the number of minutes.

For example, csia.exe -c -si 120 would mean that the scanning agent will start scanning after a delay of random

minutes, which could be from 1 to 120 minutes.

Agent Configuration Options

The following table lists the Agent configuration options.

Table 6-1 « Agent Configuration Options

Configuration Option

Description

Program Options:

-A/--network-appliance

Run in Network Appliance mode.

-¢/--cli

Run software inspection from the command line using command-line settings and
server-supplied settings.

Exit codes returned:
0- SUCCESS
1-SERVER BUSY

2 - OPERATION FAILED

3- SERVICE FAILED

-d <path> --debug <path>

Write diagnostic information to the specified file.

--getfileinfo <path>

Directory for output file

-h/--help

Display this message and exit.

-n/--checkin-interval <interval>

Set the check-in interval for the service. This setting is in the format INTEGER
followed by M/H/D representing minutes, hours, or days.

Example: 10M for a 10-minute interval or 2H for a two-hour interval

-o/--outdir <path>

Directory for output file

-oc/--output-csv <file>

Output inspection results to a CSV file.

-ox/--output-xml <file>

Output inspection results to an XML file.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

Description

-si/--scantime_interval <minutes>

Set a random range to delay running software inspection. 0 means no random
range, or 1-60 minutes.

--skip-wait/--skipwait

Skip the initial 10 minute wait before the first check in.

-v --verbose

Display or log additional diagnostic information.

-V/--version

Display program version information and exit.

Use this option when you want to check the version of the agent.

Customer Area Option:

-g/--group <group>

Create host as a member of <group>in your Software Vulnerability Manager
Account (defaults to domain or langroup if unspecified).

Mac Agent Option:

--delete-all-settings

Deletes all information, including Globally Unique Identifiers (GUID), from the
system to ensure it is clean to accommodate a new installation.

Network Settings:

-D --direct-connection

Bypass proxy, use direct connection.

--forcehttps Force HTTPS, regardless of port.
When this option is not specified, we default HTTPS on port 443 and HTTP on
other ports. This option is for debugging purposes.

--ignore-ca Ignore unknown certificate authority.

--ignore-cn Ignore invalid Common Name in cert.

--ignore-crl Ignore Certificate Revocation list.

--pac-url <url>

Proxy Autoconfig url

--request-timeout <minutes>

Sets a timeout on network connections. Set for 1-10 minutes or use 0 for no
timeout.

Use this option to increase the timeout period of HTTP requests to prevent the
timeout error when the server does not respond in 2 minutes.

-U <user:pass> --proxy-user
<user:pass>

Set proxy credentials (saved in encrypted form).
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

--use-network-winhttp

Description

Enable WinHttp network stack (default).

Use WinHTTP when you want the agent to control the behaviors of the HTTP
Internet protocol. We default WinHTTP to force using TLS 1.2. Also, the command
line options for proxy such as -x, -U, and -D are designed to work in conjunction
with WinHTTP. This option is for debugging purposes.

--use-network-wininet

Enable WinInet network stack.

Use WinINet when you want to control the behaviors of HTTP Internet protocol
using the Internet Options. Since WinINet does not have services support, the
agent running as a service ignores this option. This option is for debugging
purposes.

-X <proxy:port> --proxy
<proxy:port>

Set proxy.

Proxy Options:

-D/--direct-connection

Force direct connection, overriding default internet proxy settings.

--pac-url <URL>

Specify the URL of the Proxy Auto Configuration file (.pac/.dat).

-U/--proxy-user <user[:pass]>

Specify Proxy authentication.

-x/--proxy <host[:port]>

Use HTTP proxy on given port.

Scan Options:

--check-wmi

Use WMI to get Windows updates.

Use this option to query Windows updates on SCCM using WMI in addition to a
query using Windows Update Agent.

This option could be used to see if the SCCM client on the device/host can be used
for reporting missing KBs.

-t/--type

Software Inspection Type: 1, 2 (default), or 3.

1: Inspect applications in default locations only.
2: Inspect applications in non-default locations.
3:Inspect all .dll, .exe, and .ocx files.

For details, see Scan Types.

-w/--no-os-update/--no-win-
update

Do not connect to Windows Update.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

Description

--wua-proxy <0,1 or host[:port]>

Configure proxy settings for Windows Update.
0: Use the default setting.
1: Use the proxy configured with -x/--proxy.

<host[:port]> Manually set the proxy host and port.

Scan settings that server can
override:

-g <group> --group <group>

Group name for association

-n <minutes>M --checkin-interval
<minutes>M

-n <hours>H --checkin-interval
<hours>H

Set Check-in interval.

-w --no-win-update --no-os-update

Disable windows update check.

Security Options:

--ignore-ca Ignore Unknown SSL Certificate Authority (CA).
--ignore-crl Ignore SSL Certificate Revocation Check.
--ignore-cn Ignore Invalid SSL Certificate Common Name (CN).
Server Options:

--userid <userid>

Set the Software Vulnerability Manager access user ID.

--token <token>

Set the Software Vulnerability Manager access token.

--host <hostname>

Set the Server hostname.

--port <port>

Set the Server port.

Service Options:

--delete-all-settings

Delete all settings related to this program from the registry.

Deletes these settings from all registry keys.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

--dry-run/--dryrun

Description

Run up to the point of scanning without writing any changes and then exit (useful
to log the configuration).

Use this option to examine if the agent is able to run and communicate with the
server. It will exit before scanning and won't make any changes to the system. You
can use this option along with -c.

-i/--install

Install service.

-L/--localsystem

Run the service as the LocalSystem user.

--manual

When installing, set service to only be started manually, rather than automatically

-N/--no-registry-write

When installing, do not write any settings to registry.

When removing, do not delete settings from registry.

-p/--copy <dest>

Before installing, copy executable file to <dest>and install the service to run from
<dest>.

-r/--remove

Remove service.

-R/--runas <user[:pass]>

Specify the user the service should run as.

For a domain user type "user@domain" or "domain\user"

-S/--only-save-settings

Only save settings from the command line to registry, as the relevant user.
Does not run, install or remove.

Use this option when you want to modify the agent registry settings after the
agent is installed. You need to restart the agent service to make the changes
effective.

This option could be used to edit the server options like userid/token/host/port
stored in the registry.

This setting is the opposite of “-N” options. If -N is used, no registry setting will be
edited.

Service Recovery Settings:

--service-failure-actions <actions>

Failure actions and their delay time (in milliseconds), separated by / (forward
slash) - e.g., run/5000/reboot/800. Valid actions are <run|restart|reboot>.
(Must be used in conjunction with the --service-failure-reset option)

--service-failure-command
<command line>

Command line to be run on failure.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

Description

--service-failure-flag

Changes the failure actions flag setting of a service. If this setting is not specified,
the Service Control Manager (SCM) enables configured failure actions on the
service only if the service process terminates with the service in a state other than
SERVICE_STOPPED. If this setting is specified, the SCM enables configured failure
actions on the service if the service enters the SERVICE_STOPPED state with a
Win32 exit code other than 0 in addition to the service process termination as
above. This setting is ignored if the service does not have any failure actions
configured.

--service-failure-reboot <message>

Message broadcast before rebooting on failure.

--service-failure-reset <period>

Length of period of no failures (in seconds) after which to reset the failure count to
0 (may be INFINITE).
(Must be used in conjunction with --service-failure-actions)

Network Appliance Agents

Use this page to view a list of the hosts which have Network Appliance Agents installed. Right-click a host to configure the
Network Appliance Agent installed on that host.

@& Dashboard

@, Scanning

Remote Scans Via Agents
Network Agent
Network Groups

Download Agent

Dashboard Network Appliance Agents X

Search for host name m

Host 1

WANE £t Configuration |

Edit Site Configuration

Remove

To scan using a Network Appliance Agent you must:

® |Install the Agent in Network Appliance mode

® Create a Network Appliance Scan Group

A schedule links the above to perform scans of the group at set intervals.

To create a target group to be scanned by a Network Appliance agent, see Network Appliance Groups.

To download the network agent, see Download Network Agent.
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Network Appliance Groups

Use this page to create a target group that will be scanned by a Network Appliance Agent. Click New Group to create a new
target group that will be remotely scanned by one of the Network Appliance Agents previously installed.

Download Network Agent

Use this page to download the csia.exe file as well as read an explanation on how to install the Network Appliance Agent.

[

Important - Ensure that the Agent file csia.exe is available in the system that will host the Agent in Network Appliance mode.

Example: If you want to scan three different networks (for example Germany, United States, and United Kingdom) without
having to install the Agent in Single Host mode, then you can install three instances of csia.exe in Network Appliance mode,
one on each network.

Afterwards you will be able to scan all the hosts on the three locations at scheduled intervals by creating the appropriate

scan groups in Network Appliance Groups and assigning each group to its respective and previously installed Network
Appliance Agent.

Result: 15 minutes after installing a csia.exe in Network Appliance mode, the Network Appliance Agent will appear in
Scanning > Remote Scanning Via Agents > Network Appliance Agents.

To specify the target host to be scanned by the Network Appliance Agent, please configure the scan group in Scanning >
Remote Scanning Via Agents > Network Appliance Groups.

Install the Network Appliance Agent from the command prompt using:
>csia.exe -A —i
It is essential that the csia.exe is installed with the correct credentials.

The user installing the Network Appliance Agent must have administrator rights to all the target hosts that will be scanned
by the Network Appliance Agent.

Example of an installation:

C:sJDocuments and Settings“Administratorcd "“Program Files“Secunia“~CSI"

C:sProgram FilessSecunia“~C8I>csia.exe —A —-i
Enter password for user 'Administrator’:
Starting ‘'Secunia CS5I Agent’ service
'Secunia CE] Agent’ service started
*Secunia CS51 Agent’ successfully installed

C:Program Files“Secunia~C8I>

Scanning Via Local Agents

114

Software Vulnerability Manager provides different scan approaches, enabling you to select the one that best suits your
environment. The Agent-based deployment is more robust and flexible for segmented networks or networks with mobile
clients (for example, laptops). Once installed, the Agent will run silently in the background.
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This is the recommended scanning approach due to its flexibility, usage convenience, and performance.

(o

Important « Please consider the system requirements for the Scan Groups/Agent-based scans, described in:

® Agent-based Scan - Requirements for Windows

® Agent-based Scan - Requirements for Mac OS X

® Agent-based Scan - Requirements for Red Hat Enterprise Linux (RHEL)

The Scan Process - How Does it Work? graphic references agent configuration options that are compared in Scan Types.

To scan using the Agent installed in Single Host mode, see Single Host Agents.

To download the local agent, see Download Local Agent.

Scan Types

When configuring the agent, you will be asked to select an Inspection Type or scan type, which are compared below.

Table 6-2 « Scan Types

Scan Type

Minimal Scan - Scan Type 1

Folders Searched

Default folders only

Example: Program Files

File Name Match

File names are matched
first; then metadata is
matched

Example: c: \Program
Files\Mozilla
Firefox\Firefox.exe

Applications Detected

Known applications in
predefined locations on a
host

Optimal Scan - Scan Type 2

Note « Scan Type 2 is the
default scan type.

All files and folders

File names are matched
first; then metadata is
matched

Example: c:\Custom
Mozilla Firefox
Folder\Firefox.exe

Known applications in
any location (“portable
applications”) on a host

Full Scan - Scan Type 3

All files and folders

Metadata only

Example: c: \Custom
Mozilla Firefox
Folder\myFirefox.exe

Renamed applications
that match a pattern
detected in the first two
scan types such as .exe,
.dll, and .ocx in any
location on a host

Single Host Agents

This page allows you to:
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® Search for a site name to edit the configuration for agents joined to different sites.

® Manage configurations and schedule scans for the hosts where the Agent is installed as a service in Single Host mode.

Task

To search for a site name to edit the configuration for agents joined to different sites:

1. Navigate to the Single Host Agents view.

Scans Via Local Agents Agents for this account

Single Host Agents Search for host name.... m

Download Agent

2. Inthe Scan 1 selected host search box, enter the site name and host name using the “OR” condition to show the
respective result.

Task

116

To manage the configuration of the selected Agent and change its settings (Inspection type, Check-in frequency, Days
between scans):

1. Double-click a host or Right-click a host name and select Edit Configuration.

@ Dashboard Dashboard  Single Host Agents %
@ Scanning Agent Status Overview
R Agents in your partition Recommendation
(75%)3 Error: Something is wrong with the Agent, a new scan is needed, or a newer agent must be installed
Network Agent
(©%)0 Warning: Something may be wrong with the Agent, a new scan is suggested, or a newer agent should be installed
etk Ce (25%)1 OK: Everything appears to function correctly

Agents for this account

Search for host name. Export v

St Host T site Platform LastAgent Check-In | Last Scan Next Scan Agent Version
Hm_ mlj e L“| Edt Co ] | NotregisteredinA...  Red Hat Linux 25th Nov, 2021 15...  19th Nov, 202115 26th Nov, 2021 15:... 76018
Scan Paths (0) D cat Ste Confguration Not registered inA...  Windows 4th Nov, 2021 16:21 As so0n as possible 76.0.18
Custom Scan Rules Sl scan Now Not registered inA...  Red Hat Linux 20th Sep, 2021 17...  28th Sep, 2021 15...  As soon as possible 76018
o e S Remove Computers Windows 15th Nov, 2021 14 As s00n as possible 76018

The Agent Configuration for Host wizard opens.
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Agent Configuration for Host: @ n

Configure details regarding the inspection conducted on the hosts running the Agent. The changes will
automatically be updated in the database and applied to the Agents the next time they check-in with
Software Vulnerability Manager.

Inspection Type

Agent Check-In Frequency

Agent check-in 25
frequency:

&

Time unit: M:Minutes hd

Schedule Scans

Days between 7
scans

Start the scan
after

Schedule Next Scan

[J Scan host as soon as possible

Or insert date

) 2021-11-19 15:52
and time:

Save Configuration

2. Change the below settings as required:
® Inspection Type
® Agent Check-In Frequency
® Schedule Scans
® Schedule Next Scan

3. Select Save Configuration to save the changes.
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Task To manage the configuration of the selected Site and change its settings (Inspection type, Check-in frequency, Days
between scans):

1. Right-click a host name and select Edit Site Configuration to manage the configuration for all the hosts in that Site.

@ Dashboard Dashboard  Single Host Agents %
@ Scanning Agent Status Overview
. Agents in your partition Recommendation
(75%)3 Error: Something is wrong with the Agent, a new scan is needed, or a newer agent must be installed
Network Agent
(0%)0 Warning: Something may be wrong with the Agent, a new scan is suggested, or a newer agent should be installed
CEmEeTD (25%)1 OK: Everything appears to function correctly
Download Agent Tatat " e
Agents for this account
Download Agent
Host 1 Site Platform Last Agent Check-In ~ Last Scan Next Scan Agent Version
Filter Scan Results = . . .
dit Configu B | Not registered inA...  Red Hat Linux 25th Nov, 2021 15.... 19th Nov, 2021 15....  26th Nov, 2021 15:... 76018
Scan Paths (0)
) D 7
EatSie Configuration Not registered inA._.  Windows 4th Nov, 2021 16:21 As s00n as possible 60.18
Custom Scan Rules SUscan Now Not registered inA...  Red Hat Linux 20th Sep, 202117...  28th Sep, 202115 As soon as possible 76018
S| Remove Computers Windows 15th Nov, 2021 14. As so0n as possible 76018

2. Select Yesin the Confirm Edit alert box.

Confirm Edit

e Confirm that you wish to edit/overwrite the scheduling settings for the standalone agents

within the specified site?
[ o |

3. Agent Configuration for site wizard opens, you can change the below settings as required:
® Inspection Type
® Agentcheck-in frequency
® Schedule Scans
® Schedule Next Scan

Note - ASite is linked to multiple hosts, Edit Site configuration reflects the setting changes in all the hosts in that Site.
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Agent Configuration for site- Not registered in Active Directory

Configure details regarding the inspection conducted on the hosts running the Agent. The changes will
automatically be updated in the database and applied to the Agents the next time they check-in with
Software Vulnerability Manager

Inspection Type

Agent Check-In Frequency

Agent check-in 25
frequency

L 2

Time unit: M:Minutes v

Schedule Scans

Days between 7
scans:

Start the scan
after:
Schedule Next Scan

[J Scan host as soon as possible

Or insert date

j 2021-10-06 15:41
and time:

Save Configuration

4. Select Save Configuration to save the changes.

[

Important « When selecting options under Edit Site Configuration, note that:

® Anyedits to the scan schedule will come into affect only after the currently scheduled scan has completed. Each agent
could potentially have a scan scheduled at different times. Therefore, any new scan configuration edit will affect the scan
schedule at various times.

®  Anyedits made to the Agent Check-In Frequency option or selecting the Schedule Next Scan option Scan host as soon
as possible will come into effect only after an agent has checked in as per the previously set scan frequency.

® The scan configuration settings set on the Software Vulnerability Manager website are not automatically transmitted to
the agents. The agents have to connect to the Software Vulnerability Manager website as per their prior scheduled Agent
Check-In Frequency before the agents become aware of the new scan configuration edits.

The hosts scanned with the csia.exe will be grouped by Site. By default the domain name will be used as a Site name.

To change a Site name, please refer to Sites. You can also specify a Site name when installing the Agent, by using the -g
parameter or by specifying a site name in the additional parameters when creating the Agent deployment package
described in Agent Deployment.
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Note « When the agent runs as a service agent, It reads CSIAUser, CSIAToken, CSIAHost, CSIAPort, ProxyURL, and other
optional settings from registry HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Secunia\CSI Agent.

When the agent runs manually from the command line, the agent reads only CSIAUser, CSIAToken, CSIAHost, and CSIAPort
from the registry unless required settings are specified on the command line or embedded in the executable. Other optional
settings such has ProxyURL to be specified on the command line. The Agent doesn't read them from the registry.

5. The color coding are as mentioned below:

® LastAgent Check-In
e |fdateis morethan 7 days (604800 seconds) => Red
® [fdateis more than 1 day (86400 seconds) => Yellow
e |[fdateislessthan 1day=>Green

® lastScan
® [fdateis more than 32 days (2764800 seconds) => Red
e |fdateis more than 8 day (691200 seconds) => Yellow

® |[fdateislessthan 8 day=>Green

Dashboard Dashboard  Single Host Agents %

@ Scanning Agent Status Overview

Agents in your partition Recommendation

(75%)3 Error: Something is wrong with the Agent, a new scan is needed, or a newer agent must be installed

(0%)0 Warning: Something may be wrong with the Agent, a new scan is suggested, or a newer agent should be installed
(25%)1 OK: Everything appears to function correctly

Tatat

Agents for this account

BRI | search for host name Ex Export v
Host 1 Site Platform LastAgent Check-In | Last Scan Next Scan Agent Version
csit php?.com Not registered inA...  Red Hat Linux 250 Noy, 2021 15...  19th Nov, 2021 15:..| ~ 26th Nov, 2021 15.... 760.18
DESKTOP-L6TD3D9 Not registered inA...  Windows 4th Noy, 2021 16:21 As s00n s possible 76018

Not registered in A. Red Hat Linux 20th Sep, 2021 17. 28th Sep, 2021 15 As soon as possible 76.0.18
Computers Windows 15th Nov, 2021 14 As s00n as possible 76.0.18

Download Local Agent

Use this page to download the signed and unsigned Agents (csia.exe) as well as read an explanation on how to install the
Agent in Single Host mode. For the signed Agents you shall download the token file csia_token. ini.

The following unsigned Agents are available:
® Download Agents with Token
®  Microsoft Windows
® Macintosh OS X - 64bit
® Macintosh OS X - 32bit (ver. 7.6.0.7)
® Red Hat Linux 7.x
® Red Hat Linux 6.x

The following Signed Agents are available:
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® Download Signed Agents without Token
®  Microsoft Windows

® Macintosh OS X - 64bit

[

Important « Note the following for Signed Agents:

® Toinstall signed agent for Windows, download csia_token.ini and place it in the same folder where agent is saved.

® Toinstall signed agent for MacOS, see Prepare Your Mac.

If your intention is to deploy the Software Vulnerability Manager Agent through WSUS/System Center please refer to Agent
Deployment for further information.

[

Important « Ensure that the Agent (csia.exe) is available in a local folder on the target PC before installing.

Example

Install the csia. exe (Agent) in Single Host mode; download the Agent from the Software Vulnerability Manager console
under Scanning > Scanning via Local Agents > Download Local Agent.

@ Dashboard Dashboard Download Local Agent x

@ Scanning

Recommended For

e Laptops and hosts that can not be scanned remotely, .. hosts that are not always online

Network Agent Example

Install the Agent in Single Host mode on corporate laptops. Everytime the laptops connects to the Internet they will check-in with server to verify if a new scan should be done. After scanning, the results will automatically
Network Groups show up in the Resuits Database. Thus enabling you full control to scan and view results of hosts that are not always connected to your network
Dovnload Agent Result

Scans Via Local Agents Hosts scanned in Single Host mode will show in the Results Database similar to all other scan result. When and how they are scanned can be remotely controlled and configured from the Agent Management window,
. . - where the hosts automatically appear after being setup with the agent.
Instructions

1. Download the Agent using the links shown below.

ownload Ag:
2. Transfer the Agent to the host where it should be installed

Filter Scan Results 3. Login to the host and install the agent. For help, press F1

Scan Paths (0) 4. Signed agents obtain the tokens from external configuration file, csia.ini

Download Agents with Token

Cusl can Rules
Microsoft Windows (ver. 7.6.0.18) (2)
Complete s Macintosh OS X - 64bit (ver. 7.6.0.18) (2)
Macintosh OS X - 32bit (ver. 7.6.0.7) (2)
Results Red Hat Linux 7 x (ver. 7.6.0.18) (2)

Red Hat Linux 6 x (ver. 7.6.0.18) (2)

Reporting Download Signed Agents without Token
Microsoft Windows (ver. 7.6.0.18) (2)

Patching Macintosh OS X - 64bit (ver. 7.6.0.18) (2)

Configuration file: csia_token.ini

Administration
Email Agent details

Email age! etails.
Configuration mall agent defal
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= csia.exe Properties X

General Compatibility Security Details Previous Versions

csia.exe

)

Type offile: Application (.exe)

Description: Flexera Software Corporate Software Inspector Agent
Location: C:\Users\MKoppen\Downloads
Size: 894 KB (915,968 bytes)

Size ondisk 896 KB (917,504 bytes)

Created: Today, November 27, 2017, 1T minute ago
Modified: Today, November 27, 2017, T minute ago

Accessed: Today, November 27, 2017, T minute ago

Attributes: [JRead-only [ _]Hidden Advanced...

Security: This file came from another computer
and might be blocked to help protect Unblock
this computer.

Note - Make sure to right click on the .exe in the deployment share to “Unblock” it. Click Apply > OK.

Once the Agent is installed, every time, for example, the laptop goes online (Internet connection) it will verify if a new scan
should be conducted.

After scanning, the result will be displayed in Scanning > Completed Scans in the Software Vulnerability Manager console.

[

Important « When the Agent is installed a unique identifier is generated so that each Agent has its own unique ID. For this
reason, the Agent should not be included in OS images. Doing so will result in having several instances of the same Agent and
in the inability to correlate the scan results with the scanned hosts.

Result
Hosts scanned with the Agent in Single Host mode will be displayed in Results > Host Smart Groups.

When and how the hosts are scanned can be controlled from the Software Vulnerability Manager console under Single Host
Agents. Right-click a host name and select Edit Configuration to change the Agent settings.

Install the Agent from the command prompt with Local Admin account using:
csia.exe -i -L

Example of an installation:
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C:~Documents and Settings~Administrator>cd "“Program Files“Secunia~C5I"

C:“Program Files“Secunia“~CSI*csia.exe —i -L
Starting ‘Secunia C8I Agent’ service
‘Secunia C8I Agent’ service started
'Secunia C8I Agent’ successfully installed

C:“Program Files“Secunia“~C8I>

By using the -L parameter, the Agent will be installed as a service running under the LocalService user account. For further
information, refer to: http://msdn.microsoft.com/en-us/library/windows/desktop/ms684190%28v=vs.85%29.aspx

If you are a member of a domain and you do not use the -L switch, the service will be installed under the user account
performing this action, granting the “logon as a service” privilege.

However, this privilege is usually removed in the next GPO background refresh since domain policies will not allow it. As a
consequence, the Agent will stop working after the privilege has been removed.

Refer to Agent Deployment to deploy the csia.exe through WSUS/System Center for further information of how to deploy
the csia.exe via Group Policy.

[

Important - The csia.exe file is a customized executable, unique and private for your Software Vulnerability Manager
account. This means that the csia.exe automatically links all scan results to your Software Vulnerability Manager account.

Once the Agent is installed it will automatically scan after ten minutes. You can also initiate an on demand scan by

executing csia.exe —c.

Run Scan from System Center Configuration
Manager (SCCM)

The Software Vulnerability Manager Agent does not have to be installed on the local host to do a scan. You can create a
traditional package in SCCM and run the scan on a weekly basis. To do this, you first need to be able to connect to https://
csi7.secunia.com.

To run the Software Vulnerability Manager Agent inside an SCCM package:

1. Download the latest Software Vulnerability Manager Agent as per Download Local Agent.

2. Launch the ConfigMgr console. Select Software Library > Application Management > Packages.
3. From theribbon, click Create Package.

4. Complete the package information and click Next.
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\-} Create Package and Program Wizard K
a

g Package
Specify information about this package

Program Type
Standard Program

Requirements Enter a name and other details for the new package. To take full advantage of new features that include the
Application Catalog, use an application instead.

Summary
Progress
Tomrern Name: |F|aoa|a CSl Scan Package
Description:
Manufacturer: |F|axera
- Veen: 75011
[] This package contains source files
Source folder:
‘\\:cm]G\SauDe\Padcage:\CSI_Agerl | f Browse.. i

< Previous Next > Summary Cancel

5. Onthe Program Type page, ensure Standard Program is selected and click Next.
6. Onthe Standard Program page, configure the following settings and click Next.
® Name: CSI Scan

® Command Line: csia.exe -c -si 120 -v -d c:\windows\temp\csiscan.log (creates a scan logfile up to 16
MB in size)

® Run:Hidden

®  Program can run: Whether or not a user is logged on
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ﬂ Create Package and Program Wizard

@ Standard Program

Package Specify information about this standard program
Program Type
dard Program
Requirements Name: |CSI Scan |
LI Command ine: [csia.exe <  d c:\windowstemp\csiscan Jog | Bowse. |
Progress
i Startup folder: \ |
Completion
Run: | Hidden |
Program can run: \meiwornotaussisbmedm bl
Run mode: Run with administrative rights b

[] Allow users to view and interact with the program installation

Drive mode: Runs with UNC name v

Reconnect to distribution point at log on

< Previous | Next > Summary Cancel

7. Onthe Requirements page, complete the requirements as shown below and click Next.

(5 create Package and Program Wizard X
@ Requirements

boazre Specify the requirements for this standard program

Program Type

Standard Program
Summat

ry Browse

Progress

Completion

Aiways run this program first
Platfom requirements
@ This program can run on any platform

O This program can un only on specfied platforms

All Windows RT ~
All Windows RT 8.1

All Windows 10 (32b#)

Al Windows 10 (64-bi)

Al Windows 7 (458)

Al Windows 8 (64bit)

All Windows 8.7 (64-bt)

Windows Embedded 8 Industry (6452)

Windows Embedded 8 Standard (64-bit)

Windows Embedded 8.1 Industry (64-t) v
T o
Maximum allowed run time (minutes): 60 “

<Previous | [ Net> || summary Cancel

8. Finish the wizard.

9. Distribute the package to all Distribution Points or groups using the Distribute Content feature.
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!}* Manage Access Accounts
E. Create Prestaged Content File

Create Program

=

Export
Refresh F5
Delete Delete

Deploy
Distribute Content

B X2 3

Task To create the initial scan and the weekly reoccurring scan:
1. Select the Package and click Deploy on the ribbon.
2. Onthe General page, select the target collection and click Next.
3. Onthe Content page, verify that the content is distributed and click Next.

4. Onthe Deployment Settings page, ensure the purpose is Required and click Next.

5. Onthe Scheduling page, in the Assignment schedule click New. Schedule a scan for as soon as possible and create a
weekly scanning schedule. Also configure the Rerun behavior deployment to Always rerun program.

= Deploy Software Wizard X

8’ Scheduling

. Specify the schedule for this deployment

Content

Deployment Settings
This program will be available as soon as it has been distributed to the content servers unless it is scheduled fora
User Experience Iater time below. For required applications, specify the assignment schedule.

Distribution Points

Summary [ Schedule when this deployment will become available:
Progress [11A772017 10:01 AM &]] (] utC
ORI [ Schedule when this deployment wil expire:

[111772017 10:01 AM ] O

As soon as possible
QOccurs every 1 weeks on Friday effective 11/17/2017 10:02 AM

Rerun behavior: Always rerun program e

< Previous Next > Summary Cancel

0

Tip « For larger environments, it is recommended to spread out the execution schedule of the scan package to avoid spikes of

network traffic.
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6. Onthe user Experience page, click Next.
7. Onthe user Distribution Points page, select Download content, and click Next.

w» Deploy Software Wizard

9! Distribution Points

General Specify how to run the content for this program according to the type of boundary

Content the client is connected to

Deployment Settings
LA Select the deployment option to use when a client uses a distibution point from a cumrent boundary group.
User Experience
Depioymertctors
Summary Download content from distribution point and run locally )
Progress Select the deployment option to use when a client uses a distribution point from a neighbor boundary group orthe
default site boundary group.
Completion
Deployment options:

Download content from distribution point and run locally

This option allows clients that use Windows BranchCache to download content from on-premises distribution points.
Content downloads from cloud-based distribution points can always be shared by clients that use Windows
BranchCache.

[J Allow clients to share content with other clients on the same subnet
D Allow clients to use distribution points from the default site boundary group

< Previous Next > Summary Cancel

8. Finish the wizard.

You can now monitor the scanning results from the Software Vulnerability Manager console.

Scanning Mac OS X

To scan Apple Mac OS X machines, you need to deploy the Single Host Agent locally on the target system.

The installation can only be done under the Mac Terminal, as the Agent will be installed as a daemon (service) under the
LocalSystem account.

Installation of Local Services on Mac OS X systems requires root privileges. The ‘root’ account is disabled by default on Mac
systems; therefore you need to enable it to proceed.

Before scanning Mac OS X machines, please see the following sections:

® Download the Software Vulnerability Manager Agent for Apple Mac OS X

® Prepare Your Mac

® |[nstall the Mac Agent

Download the Software Vulnerability Manager Agent for
Apple Mac OS X

The Software Vulnerability Manager Agent for Mac OS X (csia) is a small, simple, customizable and extremely powerful

Software Vulnerability Manager scan engine that offers a fully featured command line interface (CLI) to the Software
Vulnerability Manager scanning functionality.
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This allows you to run Software Vulnerability Manager scans directly from the command line, or to launch scans by using
the Software Vulnerability Manager console.

You can download the Agent binary under Scanning > Scanning via Local Agents > Download Local Agents.

(o

Important « Ensure that the Agent is always available in a local folder on the target host.

Prepare Your Mac

128

Installation of daemons (services) on Mac OS X systems requires root account privileges. This means that root account
should always be used when installing the Software Vulnerability Manager Agent.

You can switch to your local root account by using the command “su root” in your Mac Terminal. You will be prompted to
provide the password for the root account.

bash-3.2% su root
Password:

Provide the password for “root” if you know it. If you are not certain about the password, you may want to try entering
“toor”, which is the default password for the root account, or you may also try with the current password of your
Administrator account. Both ways may work, but if the account is disabled on the system, none of the passwords would
work.

[

Important « The Terminal window will not display the password you typed in. Once you have entered the password correctly,

press ENTER and wait for confirmation.

If you do not know the password for the root account, or the latter is currently disabled, you can perform the following
actions to enable the account and set a new password:

® Open Terminal

® Type sudo passwd root

®  Provide a new password

For more details on how to enable root account on Mac OS X systems, please refer to:

http://support.apple.com/kb/ht1528

[

Important « If you cannot enable the “root” account on the Mac, or you prefer to not use it directly, you can alternatively use
the “sudo” switch before each command associated with Agent activities. For example: “sudo ./csia -i -L” can be used to
install the Agent on the system.

Once you are ready with setting/logging the root account you are one step away from installing the Agent.

When you download the Agent on a Mac system, normally the file is being set with limited file permissions on the system.
You must check whether the file is allowed execution on the system by using the “Is -1” command which will list the file and
will show its file permissions.
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—rwxrwxrwx 1 csc staff BB3460 May 30 11:84 csia
—rwxr-xr—x@ 1 csc  staff BA3460 Jun 11 13:84 csia cschB

In case the permissions do not include execute rights (the “x” character) for any user, you should set them for the root
account by using the chmod +x command.

chmod +x csia
(If you are not using the root account, add sudo before chmod)

Note « For MacOS Catalina and Mojave note the following:

® |n Scanning > Scanning Via Local Agents > Download Agent, download the disk image and csia_token.ini.

@ Dashboard Dashboard Download Local Agent x

@ Scanning

Recommended For

O Laptops and hosts that can not be scanned remotely, e.g. hosts that are not always online

Network Agent Example

Install the Agent in Single Host mode on corporate laptops. Everytime the laptops connects to the Internet they will check-in with server to verify if a new scan should be done. After scanning, the results will automatically
Network Groups show up in the Resuits Database. Thus enabling you full control to scan and view results of hosts that are not always connected to your network
Dovnload Agent Result

Hosts scanned in Single Host mode will show in the Results Database similar to all other scan result. When and how they are scanned can be remotely controlled and configured from the Agent Management window,
where the hosts automatically appear after being setup with the agent

Instructions
1. Download the Agent using the links shown below.

2. Transfer the Agent to the host where it should be installed

3. Login to the host and install the agent. For help, press F1
) 4. Signed agents obtain the tokens from external configuration file, csia.ini
Download Agents with Token

Microsoft Windows (ver. 7.6.0.18) (2)
Complet s Macintosh OS X - 64bit (ver. 7.6.0.18) (2)
Macintosh OS X - 32bit (ver. 7.6.0.7) (2)
Results Red Hat Linux 7. (ver. 7.6.0.18) (2)
Red Hat Linux 6 x (ver 7.6.0.18) (2)

C can Rules

Reporting Download Signed Agents without Token

Microsoft Windows (ver. 7.6.0.18) (2)

Patching Macintosh OS X - 64bit (ver. 7.6.0.18) (2)

Configuration file: csia_token.ini

Administration
Email Agent details

il It
Configuration Ena agentdetals

® Double-click the downloaded disk image to view the csia executable file.

® Drag & drop the csia executable file and csia_token.ini to your desired location to install the Mac agent.

Mac Agent Code Signing on Privacy Preferences Policy Control (PPPC)

The Privacy Preferences Policy Control (PPPC) profile payload allows granting or denying of privacy access for specific
applications to certain privacy features on macOS.

To obtain the agent code signing information, follow the below steps:

Task To obtain the agent code signing information:
1. Download Mac agent without token (csia.dmg) and run.
2. Navigate to csia binary location and run.

sh-3.2# codesign -dr - csia Executable=/Users/administrator/Downloads/csia designated => identifier
csia and anchor apple generic and certificate 1[field.1.2.840.113635.100.6.2.6] /* exists / and
certificate leaf[field.1.2.840.113635.100.6.1.13] / exists */ and certificate leaf[subject.OU] =
QDOWNRE2L6

3. Placed the outputin the Code Requirements section of PPPC configuration.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2022-UG00 129



Chapter6 Scanning
Scanning Red Hat Enterprise Linux (RHEL)

Install the Mac Agent

The traditional way of installing the Software Vulnerability Manager Agent is as a daemon (similar to local service in
Windows) as it will operate under the Mac OS X LocalSystem account.

Task Install the binary by using the Mac Terminal services as follows:

1. Open Terminal:
® sudo su
®  Pass: (Administrator password)
® whoami (should be root)

2. Browse to the directory where you have placed the csia binary file:
® chmod +x csia
® Type the following command to install the Agent: sudo ./csia -i

® Type the following command to launch the Agent scan: . /csia -c

C5C-Mac:Downloads csc$ sudo .fcsia -1

[81/28 13:40:49,.294] Initializing Flexera Software Corporate Softwa
[B1/28 13:48:48,311] GUID : F34DGBESR-AFC4-4B1C-AGBT-4D3CACIBEAGE43
[81/28 13:4@:49,318] 'com.secunia.csia' service started

The Agent shows in the Software Vulnerability Manager console approximately 15 minutes after the installation.

Use the “-h” switch to see a full list of parameters supported by the Agent.

Scanning Red Hat Enterprise Linux (RHEL)

Red Hat Enterprise Linux (RHEL) 6, 7, and 8 are the only operating systems officially supported by Flexera for the Software
Vulnerability Manager RHEL scan Agent. It may be possible to install the scan Agent on operating systems and
configurations other than those described. However, these have not been tested and are not supported by Flexera.

The scan Agent for RHEL uses the inventory which is already present (RPM) and displays this in the Software Vulnerability
Manager after being processed by Flexera Detection/Version Rules. To download the Software Vulnerability Manager Agent
for Red Hat Linux, go to Scanning > Scanning via Local Agents > Download Local Agents. For further information, see
Installing the Software Vulnerability Manager Agent for Red Hat Linux.

Installing the Software Vulnerability Manager Agent for Red
Hat Linux

Note -« This is a sample reference implementation that you can use to help guide your setup.
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To install the Software Vulnerability Manager Agent for Red Hat Linux:

The RHEL 6 Agent requires: bash, gzip, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32),
libuuid(x86-32), yum, yum-security.

In RHEL7 machine bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32), libuuid(x86-32), yum.

In RHEL8 machines bash, sed, gawk, procps-ng, policycoreutils-python-utils,glibc(x86-32),libcurl(x86-32), libconfig(x86-
32), libuuid, yum.

Login as root at the RHEL machine and install/update the package (the same command line option works for both cases):

su root
yum localinstall --nogpgcheck <path>/csia_linux-7.x.X.xx-x.noarch.rpm

Specifying proxy settings for the scanner (recommended method):
You can update the proxy setting to override the environment variables:
Update the proxy setting in the configuration file /etc/csia/csia.conf

Login as root and restart the scanner service:

su root
service com.secunia.csia restart (RHEL 6)

OR
systemctl restart com.secunia.csia.service (RHEL 7)

OR

systemctl restart com.secunia.csia.service (RHEL 8)

Specifying the LAN Group of the machine:

This setting will be overridden if the DNS domain name of the machine is publicly available (check with the
“dnsdomainname” command).

Update the LanGroup setting in the configuration file /etc/csia/csia.conf
Login as root and restart the scanner service:

su root
service com.secunia.csia restart (RHEL 6)

OR
systemctl restart com.secunia.csia.service (RHEL 7)

OR

systemctl restart com.secunia.csia.service (RHEL 8)

Immediately update the RHEL Agent configuration:

If you have set the Agent check-in time to, for example, 1 day, it will be 1 day until the RHEL Agent picks up any
configuration changes. If you want the RHEL Agent to immediately adapt to configuration changes, you can use the
commands below to accomplish this by simply restarting the Agent service.

Login as root and restart the scanner service:
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su root
service com.secunia.csia restart (RHEL 6)

OR
systemctl restart com.secunia.csia.service (RHEL 7)
OR

systemctl restart com.secunia.csia.service (RHEL 8)

Uninstalling:
Login as root and uninstall the scanner RPM package:

su root
rpm -e csia_linux

(o

Important « Software Vulnerability Manager supports scanning Red Hat Enterprise Linux 8.

Scan Results

Software Vulnerability Manager has the following scan features to restrict the locations inspected by the scan and to create
and maintain custom rules for scanning customer created programs, drivers, and Plug-ins.

® Scan Paths

® Custom Scan Rules

Scan Paths

132

Use this feature to create either a Allow list or Block list of paths/locations to restrict the locations inspected by the
Software Vulnerability Manager scan.

You can add environment variables to the Allow list and Block list in the Scan Paths view. The environment variables will be
resolved to the full path by the windows agent while scanning a host and will appropriately be either scanned or skipped.

For Example:

If %windir% is added to the Block list in the Scan Paths, then the agent will skip C:\Windows folder and its subfolders
while scanning a host.

Click Add Allow list Rule or Add Block list Rule and enter the Name, Path and Site (optional) details.

Note - By checking the Log blocked paths when found option, while adding a path to the Blocked List, the paths will be
recorded for your awareness. The products associated with logged paths will be available in the Completed Scans under the
Blocked Results tab. These paths will not be considered for the applicability rules while generating an SPS patch.
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Note « If masking is enabled and you wish to log an absolute path which is maskable, then such a path will not be excluded
from the Scan Results.

New Scan Path

Name:

Path:

Site (optional):

rule for Block List

VLC
Note: Paths are case-insensitive

C:\Pragrams Files\Wideo'WLC\

[+ Log blocked paths when found

Preview Impact List

Save Cancel

[

Important « This feature is applicable to RHEL only if Log blocked paths when found option enabled in the Block List.

If using the Allow list, all the locations listed will be inspected by the scanner and any other locations are excluded from
Software Vulnerability Manager inspections.

If using the Block list, all the locations/paths block-listed will be ignored and any other paths are inspected by the Software

Vulnerability Manager scan.

[

Important « Use this feature with caution. By using the Scan Path Rules some of your paths will be excluded from the scan
and Software Vulnerability Manager will not alert you towards excluded insecure products, even if they potentially expose

your hosts to security threats.

All logged paths will be set to Yes in the new column named Logged in the Block List view.

Dashboard Scan Paths. &3

O Mtow it © BlockList

Name 1
Gt
Mac

One Drive.
OneDiive-

Python

User Profile

Path 1

\program files\gitmingw64\binitcishB6.exe.

CProgram Fil
%LOCALAPP!

USERPROF!

op n Launch
%USERPROFILE%WppDatalLocallPrograms\Python!Python35\python35 i
%USERPROFILE%

Site

ogged

MacSite

FFFFEEFF

Important - |t is not possible to simultaneously use both a Block list and a Allow list.
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Completed Scans

Note « To exclude Microsoft One Drive files from agent scan, add "\OneDrive\" to you block list.

To exclude Dropbox files from agent scan, add "\Dropbox\" to you block list.

To exclude Box.net files from agent scan, add "\Box\" to you block list.

Custom Scan Rules

Use the Custom Scan Rules page to create and maintain custom rules for scanning customer created programs, drivers,
and plug-ins. Click New Custom Scan Rule and enter a Name for the rule and the Filename to scan. Click Browse to search

for the file you want to add to the rule.

Custom Scan Rule

Name:

Filename:

Browse...

Cancel

Right-click a rule in the grid to edit or delete the rule.

[

Important « The file to be scanned must contain valid File Version Information.

Completed Scans

Use this page to view a summary of the scans conducted. Double-click an entry for further details or right-click and select

134

View Scan Result.

X

Dashboard Dashboard ~ Completed Scans

@ Scanning

2021-11-11 20211125

Remote Scans Via Agents Time 1 Host

Network Agent 19th Nov, 2021 15:53

[ 15th Nov, 2021 15:06
Download Agent View Scan Result
Scans Via Local Agents

Single Host Agents

Download Agent

Filter Scan Results

Results
4 Reporting
Patching

Administration

csi7php7.com

|3LMIA“_’IM.1_I.L&’7 csi7.php7.com

& | Search for host name

Scan Status | Result Exists
Success: OK  Yes
Success: OK  Yes

Success: OK  Yes

SVMC-DECEMBER2022-UG00

Scan Type

Export v

Zombie Insecure End-of-Life Secure Total
3 included 62 6 224 202
2 included 44 18 336 398
3 included 62 6 224 292
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Overview Scan Results Blocked Results

Host Details
Host
Domain
Site
Scan Details
Last Scan
Last Scan Type
Scans Conducted
Scan & Vulnerabilities
Flexera System Score:
Vulnerabilities
State of Product
Insecure
End-of-Life
Secure

81A
SCCM
SCCM

21st Mar, 2022 20:19
2
5

84%
221

26
21
243

Total

290

@ Secure (243) O End-of-Life (21) @ Insecure (26) ]

Scan Status:

Success

The scan was completed successfully.

Partial

The Software Vulnerability Manager scans consists of two parts; the first part is the scan of third-party applications, the
second part is collecting information about Microsoft patching status from the Windows Update Agent (WUA).

If the Software Vulnerability Manager scan engine is not able to obtain the required information from the WUA, the scan
result will be Partial. Check the setting that controls the behavior of the WUA when a scan is completed (refer to Settings for
further information).

Failed

Software Vulnerability Manager was not able to connect to the remote target to perform the scan. Refer to Remote/Agent-
less Scan - Requirements (Windows) for further information.

Possible Reasons for Scan Status

After you complete a scan, you will see a Completed Scans page. This page includes a Scan Status column. The following
table explains the possible reasons for the Scan Status.

Table 6-3 « Possible Reasons for Scan Status

Scan Status Possible Reasons

Success: OK Scan executed successfully.
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Table 6-3 « (cont.)Possible Reasons for Scan Status

Scan Status Possible Reasons

Partial Success Scan executed with partial success.

Partial: Windows Update  The scan was partially successful. An error occurred during the Windows update
Failed check due to possibly one or all of the following reasons:

1. Itappearsthatthe RPC service is not running or that the Host is firewalled to
disallow access to the RPC service.

2. You do not appear to have specified the correct login credentials to perform
Windows Update checks on the Host.

3. Checkthat the Windows Update service is running on the Host and that you
use the correct administrative login credentials.

NOTE: This means that certain Microsoft products for this Host are listed with a
potential incorrect security state.

Failure Scan failed.
Failed: License Limit You have reached the limit of your CSI License Key. To resolve this issue:
Reached

1. Please make sure that you have removed all retired machines from your CSI
console using the database cleanup tool.

2. You may need to purchase more host licenses. Please contact
sales@flexera.com for more licenses.

Failed: No Connection Could not connect to Host. Check that the Host is not blocked by a firewall.
Failed: Resolving Host Could not resolve Host. Please verify that you typed the host name correctly.
Failed: Access Denied The scan failed. Please verify that you are using the correct administrative login

credentials for the Host.

Failed: Error Connecting  Check that you have sufficient privileges to access the Host. Check that the Host
is not blocked by a firewall.

Failed: Partial Success The scan started, but it could not be completed due to possibly one or all of the
following reasons:

1. Please verify that you are using the correct administrative login credentials
for the Host.

2. ‘Easy File Sharing’ is disabled on the Host.

3. TheHostis not blocked by a firewall.

Failed: No Data The scan started, but it could not be completed. Please verify that you are using
Retrieved the correct administrative login credentials for the Host. ‘Easy File Sharing’ is
disabled on the Host. The Host is not blocked by a firewall.

Failed: IP/AD The user who installed the agent on the specific machine is not allowed to scan a
Restrictions machine with that IP address.
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Table 6-3 « (cont.)Possible Reasons for Scan Status

Scan Status Possible Reasons

Failed: Communications  There has been a communications error between the agent and the Host. This
Error could be a temporary issue, so rescanning may resolve this issue.

Inventory Assessment

This beta feature provides directional (less definitive than file-level scan using file signatures) inventory assessment results
depending largely upon the detail of the version information contained in the supplied inventory data.

Use this page to view and import inventory files. This section includes the following topics:
® ImportInventory

® View Inventory Result

Prerequisites

The CSV file can have any number of columns. However it is mandatory that it has columns representing Product, Vendor,
and Version. These columns will be imported into the inventory list.

Import Inventory

The file containing the software inventory is expected to be in the .csv format. To import the csv file, perform the following
steps.

To import a inventory file:
1. Click Inventory Assessment under Scanning menu in the left navigation pane.
2. Click Import Inventory in the Inventory Assessment (Beta) page.

@ Dashboard Dashboard  Inventory Assessment (Beta)

@ Scanning 2022-08-15 & 20220829 | | search m il |Click here to lear more about known limitation and planned future enhancements Export ¥

ans Via Agents Time | Inventory Name Inventory S Insecure End-of-Life Secure | Potentiall Unknown Invalid Total

29th Aug, 2022 12:06 Test_Inventory3 Success 5 6 8 3 2 0 24

29th Aug, 2022 12:05 Test_Inventory2 Success 5 6 8 3 2 0 24
29th Aug, 2022 12:05 Test_inventory1 Success. 17 0 72 14 1 0 104

wnload Agent
ults

an Paths (0)

B Results

The Import Inventory dialog appears.
3. Name of the Inventory appears or (if required) enter the inventory name.

4. Click Browse and select the CSV file which has the inventory list.
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Note « It is mandatory that it has columns representing Product, Vendor, and Version.

5. Afterimporting the inventory file, click Confirm.

Import Inventory
Name: firefox csv

etesya firefox.csv

Note: The csv file imported must have a minimum of three
columns mandatorily named as Product Vendor and Version,to
see better vulnerability assessment of inventory.

6. Click Submit.

7. Click OK, and exit the dialog box.

Success

o Inventory has been saved.

8. Upon successful import, all entries present in the CSV file will be displayed in the Inventory Assessment (Beta) page.
Under Inventory Status column you can view the status of the imported file as, In Queued, In Progress, Success, and
Failed.

View Inventory Result

Use this page to view a summary of the inventory list. Double-click an entry for further details or right-click and select View
Inventory Result.

Overview

Use this page to view the overview information of the inventory data.
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firefox
Overview Inventory Results Unknown Results
——
Inventory Details 5%
Time 29th Aug, 2022 14:10
Valid Records: 22
Invalid Records: 0
Total Records 22

Inventory Advisories
Advisories 4

Inventory Assessment Details

Secure: 8
Insecure 4
EOL. 6
Potentially Insecure: 3
Unknown 1
Total 22

@ Secure (8) ® Insecure (4)

© Unknown (1)
© End-of-Life (6) @ Potential Insecure (3)

Inventory Results
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Use this page to view the inventory results of the inventory data. These advisories can be filtered by Secure, End-Of-Life,

Insecure, and Potentially Insecure.

Overview Inventory Results Unknown Results
———

& Secure & End-Of-life & Insecure ¥ Potentially Insecure

Product Name T Version State SAID Criticality CVS...
Google Chrome 104.0.5112.102 Insecure 5411
Google Chrome 104.0.5111 Insecure SA11.
Google Chrome 104.0.5112.103 Secure

Google Chrome 104.0.5114.102 Secure -
Google Chrome 104.0 Potentially Insecurs

Google Chrome 104 Potentially Insecure -
Microsoft Access 2019/ .. 16.0.15330.2.. Insecure 5411
Microsoft Access 2019/ ... 16.0.15330.2.. Insecure SA11.
Microsoft Edge {Chromi 104.0.1293.63 Secure

Microsoft Edge (Chromi... 104.0.1293.54 Insecure SAM..
Microsoft Edge (Chromi... 104.0.1293.63 Secure

Microsoft Edge {(Chromi 104.0.1293.63 Secure -
Microsoft Excel 2019/ 0., 16.0.15330.2.. Insecure 5411
Microsoft Excel 2019/ 0.,  16.0.15330.2.. Insecure SA11.
Microsoft Excel 2019/ 0 . 16.0.15330.2 Insecure sA11
Microsoft Excel 2019/ 0...  16.0.15330.2.. Insecure SA11
Mozilla Firefox 91.13 Secure

Mozilla Firefox 91 Potentially Insecure

Mozilla Firefox 91.13.252 Secure

Unknown Results

Use this page to view the unknown information of the inventory data.
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Sample Inventory

[J Show enly invalid records

Product T Version

MegaStat 10.2 Release .. 10.2 Release ...

Mein CEWE FOTOBUCH 516
Mitel Collaboration Adva.. 201220

MixPad Audio Mixer
MKS Toolkit 9.2 9.2.0200
Page 1 of 1

Overview Inventory Results Unknown Results

Vendor

McGraw-Hill/lrwin

CEWE Stiftung u Co. KGaA
Mitel Networks

NCH Software

Mortice Kern Systems

Q
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Results

After scanning your system, you can use the following options to view your scan results:
® Sites

® Smart Groups

® Host Smart Groups

® Product Smart Groups

® Advisory Smart Groups

Sites

Use this page to view the Sites maintained within your account. You can double-click a Site name to see all the hosts
grouped under that Site name.

Right-click a Site to view its Hosts or delete the Site.

Scanned hosts will be grouped in a Site with the same name as the domain they log on to.

[

Important « Switching to Active Directory will remove your current Sites structure (your existing data will be backed up).

Smart Groups

Smart Groups are the medium by which a Software Vulnerability Manager user views scan results. You are able to see the
hosts, products, and associated advisories that are available to you, based on your view of the network as configured by
your administrator. Furthermore, you are able to create custom filtered views of each of these using a variety of predefined
criteria. The All Hosts, All Products, and All Advisory default Smart Groups are created by Flexera, and cannot be edited or
deleted. They represent an unfiltered view for their respective content. Use the filters when creating additional Smart
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Smart Groups

142

Groups to effectively customize the data you are most interested in, and want to see, create reports on, receive alerts and
notifications about, and see dashboard portlet data on. Smart Groups are the basis by which most data in Software
Vulnerability Manager is viewed, and can be used effectively to optimize your workflow.

Note » Smart Groups are generated periodically, and the data you see is only as current as the last time the Smart Group was
compiled. At any time you can queue the recompilation of a Smart Group to get the most current data.

Within the Smart Group grids, you can double-click to view/edit an existing group’s configuration. Alternatively, right-click
a Smart Group to view, edit, compile or delete the group.

Select a Smart Group and click Queue For Compilation to update the data and notifications for the group. The group will
usually update within minutes.

Click Create New Smart Group to configure a new Smart Group. Click + and - to add or remove criteria.

Click Templates, where available, to open the Smart Group Example Use Cases page. Select an appropriate use case and
click Use Template to populate the Smart Group Overview and Configuration page, which you can then edit to match your
specific requirements.

Configure New Smart Group

Smart Group
Name:

Description Enter an (optional) description for this Smart Group...

Business Impact: Critical hd

Contains that match: all = of the following criteria:

Criteria

L
-+

System Score - 5 atleast - 80

Customize Columns

(O SelectAll (®) Select Custom

[ System Score [ Last Scan @ Insecure [ End-Of-lLife & Secure (& Total (& Site Name [ Scan Engine [ Software Platform

Lo |

Important « If you edit a configured Smart Group, all existing log files and notifications for the Smart Group will be deleted.
New logs will be created after your changes have been saved.
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[

Important « Content can be available in multiple Smart Groups at the same time. For example, if you have a Smart Group
showing all insecure products and another showing all products from Adobe, then if a host has an Adobe product installed
that is insecure, this will be displayed in both Smart Groups. Also note that when you first run a scan you won’t see the hosts in
All Hosts, or any reports, until the Smart Group is compiled.

Note - You can click Export to export a single page, all pages or schedule an export. The exports are saved in CSV format.

Host Smart Groups

This section describes how to:

® Create a New Host Smart Group (see Create a New Host Smart Group)

® View existing configured Host Smart Groups (see Overview and Configuration)
® Configure new Host Smart Groups (see Configured Host Smart Groups)

®  Filter Host Smart Groups on missing Microsoft Knowledge Base (KB) articles

®  Filter Host Smart Groups on Operating System Build Version

Create a New Host Smart Group

This page describes how to create a new Host Smart Group.

Task To create a new Host Smart Group:

1. Navigate to Host Smart Groups > Create & Edit.

B Resulis

Sites

Host Smart Groups (1) v

_

All Hosts (3)
Product Smart Groups (4) P

Advisory Smart Groups ... P

2. Alist of created Host Smart Groups appears. To create a new Smart Group, click Create New Smart Group link.
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3.

144

4.

5.

@ Dashboard Dashboard Host: Create & Edit %
@ Scanning Create New Smart Group ‘

Name T Description Business Impact Compilation
B Results

All Hosts Smart Group conta Complete

s
nart Groups (1)
Create & Edit
Al Hosts (3)

Product Smart Groups (4)

Advisory Smart Groups

Reporting

Patching

Administration

Configuration

The Configure New Smart Group dialog box opens.

Data Last Compiled

25th Nov, 2021 18:26

Export v

Modified Date Average Score Hosts Installations

29th Sep, 2021 1452 3 252

Configure New Smart Group

Smart Group
Name:

Description
Business Impact: Critical -

Contains that match all « of the following criteria

is atleast - 80

4

System Score -

(®) Select All () Select Custom

Enter an (optional) description for this Smart Group...

Close

Enter the valid name in the Smart Group Name field.

Enter the description of the smart group (optional) in the Description field.
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6. From the Business Impact list, select the type of impact you want to add. You have the following options:

Table 7-1 « Business Impact list

Impact Type Description

Critical This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the red color.

High This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the orange color.

Medium This value is typically used for remotely exploitable Denial of Service
vulnerabilities and for vulnerabilities that allow system compromises but require
user interaction. It resembles the yellow color.

Minor This value is typically used for cross-site scripting vulnerabilities and privilege
escalation vulnerabilities. It resembles the light green color.

Low This value is typically used for very limited privilege escalation vulnerabilities and

locally exploitable Denial of Service vulnerabilities. It resembles the green color.

7. From the Criteria list, select the type of smart group criteria you want to add. You have the following options:

Table 7-2 « Smart Group Criteria Options

Smart Group Criteria

Description

System Score

Filter by system score.

System Platform

Filter by system platform.

Last Scan Date

Filter by last scan date of the host.

Site Filter by site name.

Host Filter by host name.

Missing KB Article Filter hosts with missing Microsoft KB article.

CVE Number Filter host by CVE Number from selected CVE list.

Host Name Filter host name using begins with, starts with, and contains condition.
This filter supports options like contains, starts with, and equals. Then enter the
Host name in the text field.

Site Name Filter site name using begins with, starts with, and contains condition.

This filter supports options like contains, starts with, and equals. Then enter the
Site name in the text field.
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Table 7-2 « Smart Group Criteria Options

Smart Group Criteria Description
Operating System Filter by operating system from selected list.
Operating System Build Filter by specific version of the Operating System.

For more details, see Filter Host Smart Groups on Operating System Build Version.

8. After updating the above fields, click Save button to create a new Host Smart Group.

Overview and Configuration

This page describes how to view existing configure Host Smart Groups and to configure new Host Smart Groups.

To view the existing configured Host Smart Groups and configure new Smart Groups:

1. Navigate to Host Smart Groups > Create & Edit.

B Resulis

Host Smart Groups (1)
Create & Edit
All Hosts (3)

Product Smart Groups (4) P

Advisory Smart Groups ... P

2. Right-click anitemin the grid to view, edit, compile or delete the Smart Group.

@ Dashboard Dashboard Host: Create & Edit %

Name T Description Business Impact Compilation Data Last Compiled Modified Date Average Score Hosts. Installations
[AnHosts | smantGrowconta.. < Complete 25th Nov, 2021 19:26  29th Sep, 2021 14:52 3 252
busig | o Crom Contguatn Complete 25th Nov. 2021 07:16  27th Mar. 2019 16:16 9% 144 379

View Smart Group Contents

B Results

Queue Smart Group For Compilation

Delete Smart Group

3.  When the View/Edit Smart Group menu appears, make the needed changes to the Smart Group.

Note « All Hosts is the default Smart Group and cannot be edited or deleted.
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Configured Host Smart Groups

Use this page to view the information for each Host Smart Group you created. Right-click an item in the grid to view the
scan result or delete the selected host.

x

@ Dashboard Dashboard  Host: All Hosts
Scanning Showing Al Sites ¥ Showing All Platforms Search Last Compiled: 25th Nov, 2021 20:26 Export v
Results Host T System Score Last Scan Insecure End-Of-Life Secure Total Site Name Scan Engine Software Platform
s CSIT_ gy Scan Result | 20th Sep, 2021 . 6 11 73 9 sccum 76015 Windows
o DESK Dejete Host 25th Nov, 2021 9 3 72 84 WORKGROUP 76015 Windows
HostSnart Cons OIS DESKTOP-VOS 20th Sep, 2021 8 2 68 78 WORKGROUP 760.15 Windows

Create & Edit

Al Hosts (3)

Filter Host Smart Groups on missing Microsoft Knowledge
Base (KB) articles

One option for filtering Host Smart Group information is by Microsoft KB articles to create a report of hosts that are missing
one or several specific KB articles. This filtering can be used for new or existing Host Smart Groups.

Task To create a new Host Smart Group for missing Microsoft KB articles:

=Y

. Navigate to Host Smart Groups > Create & Edit.
2. Inthe Criteria field, select the Missing KB Article and the appropriate in or Not in option.
3. Inthe KB Article Selection, search for the available KB articles.

4. Place a check mark in front of the appropriate KB article to include in the Host Smart Group and click Save.

Search Search

Available KB Articles Selected KB Articles

KB Article

Q

KB Article

(

KB5004954
KB5003681
KB5003671
KB5003636
KB5003220
KB5003209
KB5003165
KB5001393
KB5001382
KB5000853
KB5000848
KB5000809

KB5003681
KB5004954
KB5003209

alls]  [sl=Ms] @
CO Y]

000

m]
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[

Important « The following conditions affect the availability of selecting and listing missing Microsoft KB’s.

1. Theselection of a particular KB in the Available KB Articles field is based on whether the PC’s in the partition
currently have a list of missing KB’s.

2. When anew KBis released, it will appear using the in criteria filter after the scan is completed. To include future KB’s,
use the Not in filter and choose the oldest Available KB Articles list.

3. Only machines with missing KB’s will be listed in the new host smart group. If a machine does not have any missing
KB’s, then the KB will not be listed in either the in or Not in filter.

Task To create a report of missing Microsoft KB articles:

=Y

. Navigate to the Completed Scans view.

2. Click Export to save the report as a CSV file.

Overview Scan Results
—

(0 Secure & End-Oflife & Insecure Export =
Name T Version State SAID Criticality CVSSB.. ThreatS.. Issued Vulner... Missing M.
Microsoft Access 2019 / 16.0.138 Insecure SA104635 — E—— 86 17 days 4
Microsoft Excel 2019/ 0. 16.0.138 Insecure SA104635 S 86 17 days 4
Microsoft Excel 2019/ 0.. 16.0.138...  Insecure SA104635 S 86 17 days .. 4
Microsoft Malware Prote. 1.1.1380 Insecure SA104932 —— 2 17 days 1
Microsoft Malware Prote. 1.1.1380...  Insecure SA104932 - ——— 2 17 days .. 1
Microsoft Qutlook 2019 / 16.0.138 Insecure SA104635 S 86 17 days 4
Microsoft PowerPoint 20...  16.0.138...  Insecure SA104535 NS 86 17days.. 4
Microsoft Publisher 2019 16.0.138 Insecure SA104635 — — 86 17 days 4
Microsoft Silverlight 5.x 5.1.3051... - -
Microsoft Skype for Busi 16.0.138 Insecure SA10435 — —— 86 17 days 4
Microsoft Skype for Busi. 16.0.138...  Insecure SA104535 S 86 17days .. 4
Microsoft Windows 8.1 Windows_ Insecure SA104961 87 17 days 15 5007247
Microsoft Word 2019/0...  16.0.138...  Insecure SA104635 NS 86 17 days .. 4
Mozilla Firefox 76.x 76017 - - - -
Mozilla Firefox 79.x 79.0.0.7... = = = =
Mozilla Firefox 92 x 9201 - - - -
Mozilla SeaMonkey 2.x 2531 Insecure SA105229 20 10 days 3
Mozilla Thunderbird 78.x 78.14.0.... - - -
OneNote for Windows 10 16.0.138 Insecure SA104635 S 86 17 days 4

Page 1 of 2 > » g Displaying products 1 - 30 of 44

Close

Filter Host Smart Groups on Operating System Build Version

One option for filtering Host Smart Group information is by Operating System Build. This filtering can be used for new or
existing Host Smart Groups.

To create a new Host Smart Group for Operating System Build:
1. Navigate to Host Smart Groups > Create & Edit.

2. Inthe Criteria field, select the Operating System Build and the appropriate in or Not in option.
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Configure New Smart Group
Smart Group

Description: Enter an (optional) description for this Smart Group.

Business Impact Critical -

Contains that match: all ~  of the following criteria:

Operating System - (0 selected...) ‘

@® SelectAll O Select Custom

3. Inthe Operating System Build Selection, search for the available Operating System Builds.

4. Place acheck mark in front of the appropriate Operating System Builds to include in the Host Smart Group and click
Save.

Search Search

Available Operating Systems Selected Operating Systems

Operating System Operating System

Red Hat Enterprise Linux Server 6 Red Hat Enterprise Linux Server 6

Linux Kernel 2.6.x Linux Kernel 2.6 x

Red Hat Enterprise Linux Server 7 Microsoft Windows 8.1

QRERQ

Linux Kernel 3.10.x Microsoft Windows 10
Red Hat Enterprise Linux 8

Microsoft Windows Server 2016

Microsoft Windows 8.1

Microsoft Windows 10

Microsoft Windows 7

UUE@UU 0O O EE O

Microsoft Windows Server 2012

Page 1 of 2 > > Displaying Available Operating Systems 1 - 10 of 14

Save Cancel

(¢

Product Smart Groups

This section describes how to:
® Create a new Product Smart Group (See Create a New Product Smart Group)
® View existing configured Product Smart Groups (see Overview and Configuration)

® Configure new Product Smart Groups (see Configured Product Smart Groups)
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®  Filter Product Smart Groups on Operating System Build Version

Create a New Product Smart Group

This page describes how to create a new Product Smart Group.

To create a new Product Smart Group:

1. Navigate to Product Smart Groups > Create & Edit.

B Results

Sites

Host Smart Groups (1) b

Product Smart Groups (4) ¥

Create & Edit

All Products (72)
End-Of-Life Product. ..
Insecure Products (14)
Patched Products (53)

Advisory Smart Groups ... P

2. Alist of created Product Smart Groups appears. To create a new Smart Group, click Create New Smart Group link.

The Configure New Smart Group dialog box opens.

@ Dashboard Dashboard  Product: Create & Edit
@ Scanning Create New Smart Group ‘
8 Results Name 1 Description

Al Products Smart Group conta

End-Of-Life Products ~ Smart Group conta
Host Smart Groups (1) > [SIUSSSTSIIES Smart Group conta
Product Smart Groups (4) v RIS IEEISS Smart Group conta

Create & Edit

All Products (72)

End-Of-Life Product

Insecure Products (14)

Patched Products (53)

Advisory Smart Groups ..

Business Impact

Compilation
Complete
Complete
Complete

Complete

3. Enterthevalid name in the Smart Group Name field.

Data Last Compiled

26th Nov, 2021 17:28
26th Nov, 2021 17:28
26th Nov, 2021 17:28
26th Nov, 2021 17:28

Unique Products

4. Enterthe description of the smart group (optional) in the Description field.

150
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Installations

Hosts.

PN

Export
Modified Date

29th Sep, 2021 14
20th Sep, 2021 14
29th Sep, 2021 14
20th Sep, 2021 14
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5. From the Business Impact list, select the type of impact you want to add. You have the following options:

Table 7-3 « Business Impact list

Impact Type Description

Critical This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the red color.

High This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the orange color.

Medium This value is typically used for remotely exploitable Denial of Service
vulnerabilities and for vulnerabilities that allow system compromises but require
user interaction. It resembles the yellow color.

Minor This value is typically used for cross-site scripting vulnerabilities and privilege
escalation vulnerabilities. It resembles the light green color.

Low This value is typically used for very limited privilege escalation vulnerabilities and

locally exploitable Denial of Service vulnerabilities. It resembles the green color.

6. From the Criteria list, select the type of smart group criteria you want to add. You have the following options:

Table 7-4 « Product Smart Group Criteria Options

Smart Group Criteria

Description

Product Status

Filter by product status.

Criticality

Filter by criticality.

Threat Score

Filter by threat scores.

SAID Creation Date

Filter by SAILD creation date.

Last Scan Date

Filter by last scan date of the host.

Silent Installation Filter by silent installation.
Site Filter by site name.

Host Filter by host name.
Product Filter by product name.
System Platform Filter by system platform.
Software Type Filter by software type.
CVSS2 Score Filter by CVSS2 score.

Software Vulnerability Manager (Cloud Edition) User Guide

SVMC-DECEMBER2022-UG00 151



Chapter 7 Results
Product Smart Groups

Table 7-4 « Product Smart Group Criteria Options

Smart Group Criteria

Description

CVSS3 Score

Filter by CVSS3 score.

Product Name

Filter product name using begins with, starts with and contains condition. Then
enter the Product name in the text field

Host Name Filter host name using begins with, starts with and contains condition. Then
enter the Host name in the text field.

Site Name Filter site name using begins with, starts with and contains condition. Then
enter the Site name in the text field.

Vendor Name Filter vendor name using begins with, starts with and contains condition. Then
enter the Vendor name in the text field.

Operating System Filter by operating system from selected list.

Operating System Build

Filter by specific version of the Operating System.

Fore more information, see Filter Product Smart Groups on Operating System
Build Version.

7. After updating the above fields, click Save button to create a new Product Smart Group.

Configure New Smart Group
Smart Group
Name
Description: Enter an (optional) description for this Smart Group.
Business Impact: Critical hd
Contains that match all «  of the following criteria:
Criteria
ProductStatus ~ ~ is End-OfLife - [+ |
Customize Columns
(®) Select All (O Select Custom
Tors
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Use this page to view the existing configured Product Smart Groups and to configure new Smart Groups. Right-click an

Chapter 7 Results
Product Smart Groups

item in the grid to view, edit, compile or delete the Smart Group. To filter Product Smart Groups by the Last Scan Date, see

Last Scan Date for Product Smart Groups.

All Products is the default Smart Group and cannot be edited or deleted.

The other default Smart Groups for End-Of-Life Products, Insecure Products, and Patched Products have been pre-created
for you by Flexera. You can right-click to view, edit, compile or delete these Smart Groups.

Dashboard Dashboard  Product: Create & Edit %
@ Scanning Create New Smart Group
e Neme 1 Description Business Impact  Compilation
All Products Smart Group conta, S— Complete
(EIEHOTLED FEIES E View/Edit Smart Group Configuration EoiEis
art Groups (1) Insecure Products  § Complete

= View Smart Group Contents

Product Smart Groups (4) v [EREISICEICRTES Complete

 Queue Smart Group For Compiltion
Create & Edit Delete Smart Group

All Products (72)

End-Of-Life Product.

Insecure Products (14)

Patched Products (53)

Advisory Smart Groups ... b

Last Scan Date for Product Smart Groups

Product Smart Groups can be filtered by Last Scan Date. This filter option lists products that were detected within a

Data Last Compiled
26th Nov, 2021 17:46
26th Nov, 2021 17:46
26th Nov, 2021 17:46
26th Nov, 2021 17:46

Unique Products

Installations Hosts.
332
19
24
289

S N

Export v
Modified Date

29th Sep, 2021 14

20th Sep, 2021 14:...

29th Sep, 2021 14.
20th Sep, 2021 14

specified time interval using one of the following Last Scan Date options: exactly, prior to, after, older than, and within last.

For example: if machinel was scanned on 26 November 2021 and a product was detected, then the product will be a result

when searched using a Last Scan Date greater than 25 November 2021.

Configure New Smart Group

Smart Group
Name
Description: Enter an (optional) description for this Smart Group.
Business Impact: Critical -
Contains that match all «  of the following criteria:
Criteria
Last Scan Date v is priorto A4 2021-11-26 ﬁ

Customize Columns

(®) Select All (O Select Custom
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Configured Product Smart Groups

Use this page to view the information for each Product Smart Group you created. Right-click an item in the grid and select
View Installations.to display the installation details.

154

X

Dashboard Dashboard  Product: All Products
Scanning Show All Packages ¥ Search  Last Compiled: 26th Nov, 2021 17:46 Export v
Results Product Nam PatchVe... | SAID Advisory. Criticality  Threat cvss Vendor Insecure | End-O. Secure Total  Affect Download | Product
EZOAviow instatations_ 1= 0 1 0 1 1 Download  Program
7-2ip 19 0 0 3 3 2 Downloa.. Program
Adobe A 2021.00. SA1041 Adobe A — 8 v3: 8.8 SR 1 0 1 2 2 Download  Program
AdobeB.. 1141 Adobe 0 0 2 2 2 Download  Program
Create & Edit Adobe FI. Product Adobe 0 3 0 3 1 Download  Program
RS Amazon 1.0138.1 Amazon 0 0 1 1 1 Downloa.. Program
Amazon 8312071  SA104602  Amazon 2 V3168 Amazon 3 0 3 6 2 Download  Program
End-Of-Life Product.
Apple iT. 12.12 SA104253  AppleiT. —— 6 v3: 8.8 N 1 0 0 1 1 Download  Program
Insecure Products (14) Blender 2 x Blender 0 0 3 3 2 Downloa Program
Patched Producs (53) CPU-Z 1x CPUID 0 0 1 1 1 Program
Advisory Smart Groups . > IR S X eMule 0 0 1 1 1 Download  Program
FileZilla 3480 0 0 2 2 2 Download  Program
FileZilla 0959 SAT3342  FileZila 7 2 0 0 2 1 Download  Program
Reporting Firebid2x 257 Firebird 0 0 2 2 2 Downloa Program
Google 94x Google 0 1 0 1 1 Downloa Program
Patching Google 96.0.466 Google 0 0 1 1 1 Downloa.. Program
Administration Google 733 Google 0 0 1 1 1 Download  Program
Google Product Google 0 2 0 2 1 Downloa.. Program
Configuration KeePass... 1.1.80 0 0 1 1 1 Downloa.. Program
LibreOffi..  6.4.4 SAGS673  LibreOffi 4 3133 The Doc 1 0 0 1 1 Download  Proaram
Page 1 o3 [ > » | & Displaying Smart Group's Products 1 - 30 of 72
Adialog box opens with the installation details of the selected item.
7-zip 16.x
View from the context of Smart Group: = All Products -
Overview Installations All Advisories
—
[ Secure @ End-Of-life & Insecure Export w
Host T SAID Criticality Threat S State Version Missing MS KB Last Scan Path
BLR-DT-101 - 16.4.00 15 months ago C:\Program Files\7-Zip\7zFM.exe
CSIT_QA_W l:l - 16.0.0.0 14 months agoe c\program files\7-zip\7zfm exe
DR-APPSER.. - 16400 8 months ago c\program files\7-zip\7zfm exe
QA_WIN81 - Secure 16.0.0.0 23 months age  c:\program files (x86)\7-zip\7zfm.exe
Page 1 of 1 & Displaying hosts 1 -4 of 4

Note » For RedHat Linux 6, RedHat Linux 7, and Microsoft products updating via KB will have blank Patched version in
Product Smartgroups.
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Filter Product Smart Groups on Operating System Build
Version

One option for filtering Product Smart Group information is by Operating System Build. This filtering can be used for new or
existing Product Smart Groups.

Task To create a new Product Smart Group for Operating System Build:

1. Navigate to Product Smart Groups > Create & Edit.

2. Inthe Criteria field, select the Operating System Build and the appropriate in or Not in option.

Configure New Smart Group

Smart Group
Name
Description: Enter an (optional) description for this Smart Group.
Business Impact: Critical hd
Contains that match all «  of the following criteria:
Criteria
Operating System v is in - ( 0 selected...) n -
Customize Columns
(®) Select All (O Select Custom

3. Inthe Operating System Build Selection, search for the available Operating System Builds.

4. Place a check mark in front of the appropriate Operating System Builds to include in the Product Smart Group and
click save.
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X
Search.. Search
Available Operating Systems Selected Operating Systems
(0  Operating System [ | Operating System

O  Linux Kemel 2 6.x

[J  Microsoft Windows 8.1
[0  Microsoft Windows 10

[0 Microsoft Windows Server 2012

Page 1 of 2 > »

(]

Displaying Available Operating Systems 1 - 10 of 14

Save Cancel

Advisory Smart Groups

This section describes how to:
® (Create a new Advisory Smart Group (See Create a New Advisory Smart Group)
® View existing configured Advisory Smart Groups (see Overview and Configuration)

® Configure new Advisory Smart Groups (see Configured Advisory Smart Groups)

Create a New Advisory Smart Group

This page describes how to create a new Advisory Smart Group.
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Task To create a new Advisory Smart Group:

1. Navigate to Advisory Smart Groups > Create & Edit.

@ Dashboard

@, Scanning

B Resulis

Host Smart Groups (1) »

Product Smart Groups (4) P

Advisory Smart Groups ... *
All Advisories (14)

Zero-Day Advisories. .

2. Alist of created Advisory Smart Groups appears. To create a new Smart Group, click Create New Smart Group link.
The Configure New Smart Group dialog box opens.

x

B Dashboard Dashboard  Advisory: Create & Edit
Scanning Create New Smart Group. Export v
Results Name 1 Description BusinessIm... = Compilation | DatalastC..  Modified Date Advisories | Vulnerabil Hosts Products | Installations | Zero-Day
All Advisories  Smart Group... S Complete 26th Nov, 20 291h Sep, 20. 14 86 4 14 2 0
ZeroDayA.  SmartGroup. S | Complete 26th Nov, 20...  29th Sep, 20. 0 0 0 0 0 0

art Groups (1)

3. Enterthevalid name in the Smart Group Name field.
4. Enterthe description of the smart group (optional) in the Description field.

5. From the Business Impact list, select the type of impact you want to add. You have the following options:

Impact Type Description

Critical This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the red color.

High This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the orange color.

Medium This value is typically used for remotely exploitable Denial of Service vulnerabilities
and for vulnerabilities that allow system compromises but require user interaction. It
resembles the yellow color.
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Impact Type Description

Minor This value is typically used for cross-site scripting vulnerabilities and privilege
escalation vulnerabilities. It resembles the light green color.

Low This value is typically used for very limited privilege escalation vulnerabilities and
locally exploitable Denial of Service vulnerabilities. It resembles the green color.

6. From the Criteria list, select the type of smart group criteria you want to add. You have the following options:

Smart Group Criteria

Description

Criticality Filter by criticality.
Threat Score Filter by threat scores.
Advisory Published Filters by Advisory published date.

Zero-Day Status

Filters by zero-day or non-zero day.

Impact Type Filters by Impact type of the advisory.
Attack Vector Filters by on attack vector.
CVSS Base Score Filters by CVSS2 or CVSS3 score.

Solution Status

Filters by solution Status.

CVSS2 Score

Filters by CVSS2 score.

CVSS3 Score Filters by CVSS3 score.

7. After updating the above fields, click Save button to create a new Advisory Smart Group.

Overview and Configuration

Use this page to view the existing configured Advisory Smart Groups and to configure new Smart Groups. Right-click an
item in the grid to view, edit, compile or delete the Smart Group.

All Advisories is the default Smart Group and cannot be edited or deleted. For further details, see View/Edit Smart Group

Configuration.

@ Dashboard Dashboard  Advisory: Create & Edit <

& Results Name T Description Business Im. Compilation Data Last C Modified Date Advisories Vulnerabili. Hosts Products Installations Zero-Day
All Advisories  Smart Group. —— Complete 26th Nov, 20. 29th Sep, 20. 14 86 4 14 24 0
(20 cman Goup Comauianon T ComBle 200Nax 20, 20 59,20.. o o o o ° o

View Smart Group Contents
Queue Smart Group For Compilation

art Group cannot be deleted

Zero-Day Advisories reference a vulnerability that is actively exploited prior to its disclosure. These advisories can be
filtered by Advisories that Affected You and All Advisories.
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@ Dashboard Dashboard

Zero-Day Advisories

@ Scanning Scope of Data:  (2) Advisories that Affected You O Al Advisoires

B Resuts Zero-Day SAID  Advisory Description

SA104568
SA104567
SA104124
SA104120
SA103660
SA103133
SA103132
SA102675
SA102392
SA102390
SA102083
SA101469
Patching SA101465
SA100914
Administration SA100521
SA100008
Configuration SA08970
SAWBT15
SAS7080
SAQ7079

W Reporting

Microsoft Windows Server 2012 / Windows RT 8.1/8.1 Multiple Vulnerabilities
Microsoft Windows Server 2016 / Windows 10 Muliple Vulnerabilities
Microsoft Windows Server 2012 / Windows RT 8.1/ 8.1 Multiple Vulnerabilities

Criticality

Microsoft Windows Server 2019 / 2016 / Windows 10 Multiple
Microsoft Windows Server 2019 / 2016 / Windows 10 Multiple Vulnerabilities
Microsoft Windows Server 2012 / Windows RT 8.1/ 8.1 Muliple Vulnerabilities
Microsoft Windows Server 2016 / Windows 10 Muliple Vulnerabilities

Google Chrome Multiple Vulnerabilities

Microsoft Windows Server 2012 / Windows RT 8.1/ 8.1 Multiple Vulnerabilities

Microsoft Windows Server 2019 / 2016 / Windows 10 Mutiple
Adobe Acrobat Reader / Acrobat Multiple Vulnerabilties
Microsoft Windows Server 2016 / Windows 10 Multiple Vulnerabilties
Microsoft Edge (Chromium-Based) Arbitrary Code Execution Vulnerabilty
Microsoft Internet Explorer Multiple Arbitrary Code Execution Vulnerabilities
Microsoft Windows Server 2019 / 2016 / Windows 10 Multiple Vulnerabilities
Microsoft Multiple Products Privilege Escalation Vulnerabilty

Microsoft Windows Server 2012 / Windows RT 8.1/8.1 Multiple Vulnerabilities
Microsoft Windows Server 2016 / Windows 10 Multiple Vuinerabilties
Microsoft Windows Server 2012 / Windows RT 8.1/8.1 Multiple Vulnerabilities
Microsoft Windows Server 2016 / Windows 10 Multiple Vuinerabilties

Page 1 of2 | > » &

View/Edit Smart Group Configuration

For each Smart Group, you can create or edit the advisory criteria using the Zero-Day Status and Advisory Published
criteria. Both criteria include dates, which are created using the Coordinated Universal Time (UTC). Therefore, the local
zone date of the user could be different from the zone the advisory data was saved in, which may lead to a difference in

advisory lists.

Advisory Published
12th Oct, 2021
12th Oct, 2021
14th Sep, 2021
14th Sep, 2021
10th Aug, 2021
13th Jul, 2021
13th Jul, 2021
13th Sep, 2021
8th Jun, 2021
8th Jun, 2021
11th May, 2021
13th Apr, 2021
19th Apr, 2021
9th Mar, 2021
9th Feb, 2021
12th Jan, 2021
10th Nov, 2020
1st Nov, 2020
11th Aug, 2020
11th Aua. 2020
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Export v
Threat Score Vulnerabilies  Affected Installa

99 28 1
99 44 3
99 26 1
99 34 3
99 27 3
99 49 1
99 82 3
90 1 1
99 19 1
99 26 3
83 14 4
99 79 3
84 1 7
92 2 8
99 28 3
80 1 21
91 33 1
99 53 3
99 58 1
99 88 3

Displaying Zero-Day Advisories 1 - 30 of 50

In the View/Edit Smart Group menu, you can filter results by date for the following criteria: Advisory Published, Last Scan

Date, and Secunia Advisory ID (SAID) Creation Date. This filtering by date creates a list of all Advisories published on that

date.

Save/Edit Smart Group

Advisory Published = s | prior to

Customize Columns

(® SelectAll O Select Custom

Smart Group
impactType
Name: P e
Description Enter an (optional) description for this Smart Group.
Business Impact: Low -
Contains that match: all w  of the following criteria:
Criteria

w  2019-03-27

i3

Configured Advisory Smart Groups

Use this page to view the information for each Advisory Smart Group you created. Click a Secunia Advisory ID (SAID) in the
grid to display the details. For further details, see View All Advisories.
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Dashboard Dashboard  Advisory: All Advisories
Scanning Search Type: | CVE - Search  Last Compiled: 26th Nov, 2021 19:46 Export v
Results SAID Advisory Description T Citicality Threa Zero-Day | Advisor..  Vulne Solutio cvs. Attack Impact Instal Prod Hosts
SA104 Adobe Acrobat Reader /A, ~ Se—" 8 No 14th Se 18 Vendor FromR...  SystemAcc 1 1
SA104 Amazon Corretto Multiple 23 No 20th Oc 11 Vendor FromR...  Exposure of 3 1
glosShatc s SA104 Apple iTunes Multiple Arbi... ~ SE— 6 No 21stSe 4 Vendor FromR..  SystemAcc 1 1
Product Smart Groups (4) SA73342  FileZila Server OpenSSL 7 No 28th Oc 7 Vendor FromR...  Exposure of 2 1
S SA95673  LibreOffice Multiple Secur 4 No 9th Jun, 2 Vendor FromR...  Security Byy 1 1
GO SA105 Microsoft Edge (Chromiu. — 8 No 22nd N 20  Vendor FromR. undefined, ¢ 2 1 1
SA103 Microsoft Multiple Product 2 No 10th Au 1 Vendor From L Privilege Es 2 1 1
SA104. Mozilla Firefox ESR Multi — 23 No 2nd No. 10 Vendor From R Security Byy 1 1 1
Zero-Day Advisori SA104 Mozilla SeaMonkey Multi ——— 17 No 28th Se 3 Vendor FromR. Security Byy 1 1 1
SA103 Mozilla Thunderbird Mutt — 17 No 8th Sep. 3 Vendor XX rFomR..  Securty By 1 1 1
— SA91115  Notepad++ Scintilla Mem — 2 No 18th Se 1 Vendor BEE] rFomR.  SystemAcc 2 1 2
eporting
SA103 OpenVPN Security Bypas 2 No 6th Jul, 1 Vendor Va5l FromL..  Security By 2 1 1
Patching SA102 VLC Media Player Multipl - No 10th Ma 4 Vendor FromR...  undefined, ¢ 2 1 2
SA103 WinSCP URL Handiing Ar. 3 No 10th Au 1 Vendor EEX] FomR..  SystemAcc 3 1 2

Administration

Configuration

View All Advisories

160

Under the Configured Advisory Group view is a listing of All Advisories. For each advisory, you can click the corresponding
number listed in the Installations, Products, and Hosts columns. After clicking the number in the Installations column,
you will see a list of affected installations per host.

SA103765 Affected Installations

Product Version Host 1
Adobe Acrobat Reader DC 21.x 21520058.47883...  DESKTOP-V0SO.
Adobe Acrobat Reader DC 21.x 21520048.43252...  SVM-TESTA

Page 1 of 1 Displaying Installations Affected By Advisory 1-2 of 2

The All Advisories list affecting a product shows all current and past advisories that affect a product. Note that the Secunia
Advisory ID number (SAID) listed under the SAID column could be related to different platforms.

Adobe Acrobat Reader DC 21.x
View from the context of Smart Group: | All Products -

Overview Installations All Advisories

Export w
SAD | Advisory Criticality Threat S.. Advisory Solution S.. Attack Ve Zero Day CVssBa. Vuinera,

SA1041T1 Adobe Acr. -——— 8 20210914  VendorPa.. Fromremote No 20
SA103765 Adobe Acr... ~S—— 80 2021-10-12 VendorPa...  Fromremote No 4
SA102993 Adobe Acr. — 61 2021-07-13 VendorPa_.  Fromremote No 16
SA102334 Adobe Acr. — 8 2021-06-08 VendorPa_.  Fromremote No 5
5A102083 Adobe Acr. — 83 2021-05-11 VendorPa . Fromremote Yes 14

Page 1 o

Q

Displaying advisories 1 -5 of 5
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Reporting

This chapter describes the following Software Vulnerability Manager reporting features:
® Report Configuration

® Smart Group Notifications

® Activity Log Notifications

® Database Access

® Scheduled Exports

Report Configuration

Use this page to view a list of reports that have been configured and scheduled for generation. You can configure a new
report by clicking Generate New Report or right-click an existing report to view, edit or delete it. The Software Vulnerability
Manager reporting capabilities allow the user to schedule and fully customize the intended report.

Task To configure a report:

1. Choose between PDF and CSV as the format for the report.

Report Format

Specify the format for the report.

Select Reporting Format. v
PDF
csv

Note « When using the CSV option for the report format, unused options are disabled. For more information, see Select
the CSV Option for the Report Format.
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2. Choose between a One-time only report or a recurring one (daily, weekly, monthly) and click Configure to select the
report distribution date or frequency schedule.

Report Generation Schedule

Specify the generation schedule for the report. Configure the details using the button to the right. Note: a report will always use the most current data
available at the time of generation

() One-Time Report - Generate only one report at a specific time

(=) Recurring Report - Generate based on the a configured recurrence schedule.

Configure

Reports will be generated on Saturday November 27th, 2021, and every 1 month thereafter.

3. Choose to include the Executive Summary Report which provides an overall summary with the general state of
vulnerability and patch management.

Executive Summary Report
Here you can choose to include the Executive Summary Report. This is an overall summary document of the general state of vulnerability and patch

management taday, and the security state of your system in the context of current threats, methods for securing and staying secure, and the consequences
and implications of a proper patch management solution versus not choosing such a solution.

[ Include Executive Summary Report

4. Choose the dashboard profile to be included in the report.

Dashboard Profiles

Specify the dashboard profile to be included in the report.

Search Search
Available Dashboard Profiles Selected Dashboard Profiles
©  Profile & | Profile

Displaying Available Dashboard Profiles 1 - 1 of 1

(]

Page 1 of 1

5. Choose which sites should be included together with which statistics to include.
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Site Level Statistics
Select Sites
Specify the sites whose data will be used for the report
(3) All sites for all selected users
() Use a custom selected group of sites

() Use a custom selected group of host-smart groups

Using data from all sites for users selected above (default)
Site Level Statistics to Include
Specify the site-level statistics that will be included in the report. If none of the statistics is selected, this section will not be included into the report
() Overall Summary Statistics
() Qverall Criticality Statistics
[ Overall Impact Statistics
() Overall Attack Vector Statistics
() By-Site Statistics on Secure Products
() By-Site Statistics on Insecure Products
() By-Site Statistics on End-of-Life Products

[ Include Detailed Site Specific Data for Each Site

6. Choose a Host Smart Group to be included together with which statistics to include.

Host Level Statistics

Specify the hosts whose data will be used for the report by selecting a smartgroup.

All Hosts v

Specify the statistics that will be included for each selected host in the report.

() Overall Summary Statistics

) Add Host Details

Additional filter: Only include insecure installations with a rating of: of Above.

7. Choose a Product Smart Group to be included together with which statistics to include.

Product Level Statistics

Specify the products whose data will be used for the report by selecting a smartgroup

All Products v

Specify the statistics that will be included for each selected product in the report
() Overall Summary Statistics

[ Add Product Details

Additional filter: Only include insecure installations with a rating of: or Above
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166

8. Choose the email address of the person(s) receiving the report or, if you do not want to send the report via email, do
not select any recipients.

Select Email Recipients

If you wish to receive the reports via email, please specify at least one email recipient below. If you do not want to send the report via email, do not select
any recipient.

[J Use default recipients defined in Settings page

Search Search
Available Email Recipients Selected Email Recipients
() ' Name Email J Name Email
O - ¢ “lera.com
] - W @flexera.com
Page 1 of 1 S Displaying Available Email Recipients 1 -2 of 2

9. Choose the name for the PDF file, set the report title, and specify if you would like to include the report parameters in
the report itself. All the reports available through this feature are provided in a PDF format and will be emailed to the
defined email addresses in accordance with the schedule and recurrence specified. Once generated, a report can also
be downloaded directly from the main page.

General Configuration Options

Report File Name
Here you can specify a custom output file name for the generated report.

[ Set the file name for the PDF report file generated

Report Title
Here you can specify a custom title for the front page of the report.

[ Set the report title

Report Title: | Flexera Custom Report

Publish Report Parameters
Here you can choose whether the report parameters (configured here) should be included in the report for reference.

() Show Report Options and Generation Parameters

(o

Important « The emails containing the PDF reports will be sent from the Flexera Data Cloud - no-reply@flexerasoftware.com.
Be aware that the email server from the recipient may block/filter the email if, for example, the size of the attachment exceeds
a certain pre-defined threshold. If no email is being received, please check the email Spam filter and/or the Junk folder in the
email client.

Select the CSV Option for the Report Format
When you select the CSV option for the report format, the following sections and options are disabled:

® Executive Summary Report, Dashboard Profiles, Site Level Statistics, and Overall Summary Statistics Check box
for both Host Level Statistics and Product Level Statistics are disabled.
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Configure New Report

Report Format

Specify the format for the report.

Ccsv v

When using the CSV option for the report format, all configured sections will be rendered into a separate CSV file and then compressed into a single ZIP file
Please note that some of the configuration options below will have no effect on the resulting data in the CSV files.

Report Generation Schedule

Specify the generation schedule for the report. Configure the details using the button to the right. Note: a report will always use the most current data
available at the time of generation

(O One-Time Report - Generate only one report at a specific time

(®) Recurring Report - Generate based on the a configured recurrence schedule.
Configure
Reports will be generated on Saturday November 27th, 2021, and every 1 month thereafter.
Executive Summary Report

Here you can choose fo include the Executive Summary Report. This is an overall summary document of the general state of vulnerability and patch
management today, and the security state of your system in the context of current threats, methods for securing and staying secure, and the consequences
and implications of a proper patch management solution versus not choosing such a solution

Dashboard Profiles

Specify the dashboard profile to be included in the report.

® Insecure Installation Details for both Host Level Statistics and Product Level Statistics are enabled only when you
select Add Product Details and Add Host Details respectively.

Configure New Report

Host Level Statistics

Specify the hosts whose data will be used for the report by selecting a smartgroup

All Hosts -

Specify the statistics that will be included for each selected host in the report.

[+ Add Host Details

[ Insecure Installation Details

Additional filter- Only include insecure installations with a rating of = Show Al ¥  orAbove
[} End-of-Life Installation Details

[ Secure Installation Details

Product Level Statistics

Specify the products whose data will be used for the report by selecting a smartgroup.

All Products v

Specify the statistics that will be included for each selected product in the report

[ Add Product Details

[ Insecure Installation Details

Additional filter- Only include insecure installations with a rating of = Show Al ¥  orAbove

(0 End-of-Life Installation Details
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® PDF Filename tab and Publish Report Parameters sections are disabled.

General Configuration Options

Here you can specify a custom output file name for the generated report.

Report Title
Here you can specify a custom title for the front page of the report.

[+ Set the report title.

Report Title: | Flexera Custom Report

Here you can choose whether the report parameters (configured here) should be included in the report for reference

Smart Group Notifications

Use this page to create and configure reminders, notifications, and alerts for a Smart Group based on the current state or

changes to a group.

Click Configure New Notification, enter the required information and then click Save.

Configure New Notification

Notification Details

Name Enter a name (or short description) for this notification..

Smart Group: | Select a Smart Group

pey

Choose the conditions under which you will receive an Alert.

Recipients Selection

Select Email Recipients

[J Use default recipients defined in Settings page

Name & Applicability
‘You must give this notification a name (or short desription) to be used when receiving alerts. Here you will also select the Events for which the nofification will apply.

If you wish to receive the reports via email, please specify at least one email recipient below. If you do not want to send the report via email, do not select any recipient.

Search... Search
Available Email Recipients Selected Email Recipients
O | Name Email O Name Email

Activity Log Notifications

Use this page to schedule multiple notification digest for the respective events through emails.
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Creating Notifications for the Activity Log

Task To create Notifications:
1. Click Create Notification. The Configure New Log Notifications dialog box opens.

# Dashboard Dashboard  Activity Log Notifications X

Name | Activity Log Monitored Next Scheduled Check Aways Notify Frequency Date Created/Modified

Results

No Notifications configured

4 Reporting

ot Configuration

‘Smart Group Notifications

Database Cleanup.

Scheduled Exports

2. Describe notification name, select the required events, and then select notification schedules.

3. These email notifications can be scheduled on an Hourly, Daily, Weekly, or Monthly basis. If you select Daily, or
Weekly, or Monthly option, then you choose the time duration for the selected day.

4. Choose the recipients and then click Save.

Configure New Log Notification

Notification Details

Name & Applicability
You must give this notification a name (or short description) to be used when receiving alerts. Here you will also select the Events for which the notification will apply.

Name: Enter a name (or short description) for this notification

Event Selection

Select events

Available Events Selected Events

0O  Name O | Name

Add Allow List Scan Path

Add Block List Scan Path

Agent Details Email

Collect Network Information
Contact Verification

Create Customer Detection Rule
Create Patch Template

Create Report

JOO0OO0O0OO0DO0OO0OO

Prnntn Crnn Meain

Alert Conditions.
How often should this nofification rule run? Scheduled is based on when the rule is saved/modified:

Choose Frequency - Choose time -
[J NOTIFY me when the conditions are NOT met. |.e., leave unchecked for a 'no news is good news' policy.

Recipients Selection

Database Access

® To access Flexera’s SQL database, see Database Console.

® To delete hosts from your Software Vulnerability Manager account by configuring rules that check for certain criteria,
see Database Cleanup.
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Database Console

Use this page to access Flexera’s SQL database. You can access the content of each table by selecting the table name in the
Tables pane. Expand the table name to view the objects and data types within that table.

To create an SQL query, right-click a table and select Show Data to automatically create a SELECT * FROM table query from
the specific table. You can also right-click a table and select Schedule Query to create Scheduled Exports for the table and
save the output to a CSV file.

The Details and Results panes display the status of the query.

Dashboard Dashboard  Database Console %
@ Scanning Tables Details

£ W vw_Cs|_devices

& Results B8 v o oovco v ;  Time 1 Status Table Query
= = Show Data

3 Success SELECT * from vw_csi_devices_cve

L4 Reporting Schedule Query

B vw_host_insecure
8 vw_host_unpatched_os

Refresh Clear

Results

Export v
nsi_device_id host site cve
1 % sceum CVE-2021-38492,C
2 1 WORKGROUP CVE-2021-38503,C.
# Patching 3 I WORKGROUP CVE-2021-39836,C
4

SCCM CVE-2021-3331
& Administration

& Configuration

Summary of the SQL Data in the Database Console Tables

The following table lists the SQL Data in the Database Console Tables:

SQL Data Description

vw_csi_devices List of hosts with mac address & ip address

vw_csi_devices List of hosts affected by CVE
_cve

vw_host_eol List hosts with End of Life software

vw_host_unpat List hosts with insecure operating system and operating system version
ched_os

vw_host_insec List hosts with insecure software and software version
ure

Database Cleanup

170

Use this page to delete hosts from your Software Vulnerability Manager account by configuring rules that check for certain
criteria.

You can use this page, for example, to delete all the hosts that have not been scanned for more than 15 days.
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Click Add Rule, enter the required information, and then click Save.

New Rule

Action Delete Host
Name: 15 Days Rule

Criterion: Last Scanned Time ~ Morethan |15

Save Cancel

The rules can be based on Last Scan Time, Last Check-in Time or for Host that have been Never Scanned. Once a rule has
been configured you can see which Affected Hosts meet the criteria defined in the rule and will be deleted from your
Software Vulnerability Manager account.

Once you have checked the hosts to be deleted you can choose to run the rule. Right-click the rule name and select
Execute Rule.

Dashboard Database Cleanup

Rules

Name 1

15 Days Rule

Execute Rule

Delete Rule

Scheduled Exports

Use this page to view, edit or delete automated data extraction schedules.

[

Important - To schedule exports you must first download and install the Software Vulnerability Manager Daemon from
https://www.flexera.com/svm-download.

Right-click a table in the Database Console and select Schedule Query. You can configure the file by hiding columns in the
grids prior to export.

In the Export Schedule Setup screen, enter:
® The Name of the scheduled export.
® The Filename that you want to save the CSV file as.

® The Next Run date and time.
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® The Frequency (Hourly, Daily, Weekly or Monthly) that the export will be performed or select the One-Time Export
check box.

Export Schedule Setup

Action

Name: Enter a name (or short description) for this scheduled export.
Table scheduled_exports

Cutput

Filename: Enter a filename ending with .csv extension

Schedule

These settings define the schedule at which the export will be performed

MNext run: 2021-11-27 BB | 20:30 hd

Frequency: - + or [J One-Time Export

e

Right-click a Scheduled Export in the grid to edit or delete the export.
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Patching

After scanning your system and analyzing the appropriate vulnerabilities to patch, the next step is to patch your system.

The following topics describe how to configure and deploy Software Vulnerability Manager’s patching function.

Flexera Package System (SPS)

Creating a Patch with the Flexera Software Package System (SPS)
The SPS Package Creation Wizard

Vendor Patch Module

External Package Signing for Software Vulnerability Manager Client Toolkit
Download Patch Publisher

Patch Publisher Connections

Agent Deployment

Add Proxy Settings

WSUS/System Center

Creating the WSUS-CSI GPO Manually

Deploying the Update Package Using WSUS

Deploying the Update Package Using System Center

Patch Configuration

Patch Template

QuickPatch

Patch Automation

Intune Publishing

Workspace ONE Publishing
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Flexera Package System (SPS)

This section provides further information regarding:
®  Flexera SPS Page Features

® SPS Concepts and Terminology

Flexera SPS Page Features

The