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8. Inthe Private key protection page, enter the certificate password, and then click Next.

X
€ &= Centificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ Display Password
Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[[]Protect private key using virtualized-based security(Non-exportable)

[ Indude all extended properties.

N

Figure 9-27: Enter Certificate Password

9.

Personal folder were you can install the certificate. Click Next.

10. Click Finish to import the certificate.

€ & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Stor

Content PFX
File Name C:\Jsers\h s Spmsnchi\Downloads \CN=122264

| Cancel

Figure 9-28: Click Finish
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Workspace ONE Publishing

In the Certificate Store page, select Place all Certificate in the following store radio button, and then browse to the
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Workspace ONE Publishing

11. Click Ok and agree the confirmation dialog which appears.

12. Inthe Flexera SVM Patch Configuration, click Thumbprint, browse and select the Certificate.

B Flexera SVM Patch Configuration - O ped
WSUS Intune Workspace ONE SVM  General Output Window: | Clear Outpt |
Certificates - Local Computer - m} X

Server: {:leS,awmdm‘cm'l I a8 P

Authertication Type:  Certificate v | Select a client certificate that you want to authenticate into the Workspace ONE AP server.
Thumbprint: -
65DDE6189BF3DS9ASAFSCBEDDAZEEA47258F 364B I " Thumbprink Subject

— |

65DDE6189BF3D99ASAFSCBEDDA2EEA47258... | CN=10.20.150.53, CN=svm+esta

Tenart D/ AP Key: | ]
Organization Group 1D: ‘ I

0K Cancel
Test Workspace ONE Connection

Figure 9-29: Browse and select Certificate

13. Inthe SVM Patch Publisher, click Thumbprint, browse and select the Certificate.

Figure 9-30: Select Certificate

Create Tenant ID / API Key

To obtain Tenant ID / API Key for the registered account, perform the following steps.

Task To obtain Tenant ID / APl Key:
1. Inthe application page, select GROUPS & SETTINGS from the left panel.

The Groups & Settings page appears.
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Roles
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User
Dashboard,
Reporting,
User Receive Notifications
Dashboard,
Patching, Ll
. . . Vulnerability
User Receive Notifications Manager
Dashboard, e
Resu |t5JI Vulnerability

Manager

Receive Notifications

User
Dashboard, le‘:::‘:b:;w
Scanning, Manager

Receive Notifications Softwars

Vulnerability
Manager

Vulnerability
Manager

Administrator
Dashboard,
Scanning, Results,

Reporting, Patching,

Receive Notifications,
User Management,

Configuration

The roles are as follows:
®  Scanning—Allows the user to scan hosts and view the Scanning menu of Software Vulnerability Manager.

®  Filter Scan Results - Allows the user to access and configure Allow list and Block list filtering and Custom Scan
Results.

® Patching—Allows the user to access the Patching module.
® Results—Allows the user to view scan results via, for example, Smart Groups.

® Reporting—Allows the user to access various reporting options and the Database Console and Database Cleanup
menus.

® Database Access—Allows the user to access the Database Console and schedule exports. There are no options to
restrict the user’s network access if this option is selected.

® Read Only—Prohibits the user from making any changes that write data to the Flexera Software Cloud. Read Only
users do not have Scanning or Patching capabilities.

® Restricted—Users are read only users with limited functionality. A Restricted user is unable to view the default set of
Smart Groups and are restricted to:

® Viewingonly the Custom Smart Groups that have been created for them,
® Viewingthe Reports that have been created for them.

® Changing their password.
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User Management

Only the Root Administrator can access the Active Directory and Password Policy Configuration. Administrative users have
additional capabilities that allow:

®  Configuring Software Vulnerability Manager
® Creating users and assigning their roles and restrictions
®  Assigning License limits

None of the access limitations apply to an administrative user and they can view all Hosts and Results.

User Management

Use this page to administer your Software Vulnerability Manager users.
® (Create a New Administrator

® (Create a New User

Create a New Administrator

Click Create New Administrator and fill in the form, providing all the necessary details about the administrative user and
include the limits to assign to the user.

An email will be sent to the user containing a welcome message and their Software Vulnerability Manager login credentials.

Right-click an existing account to view, edit or delete the account.

Create a New User

To create a new user account, click Create New User and fill in the form, providing all the necessary details about the user.
Select the User Roles & Permissions to assign the roles to the user.
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Create New User X

4 | Account Details

MName: | Please enter a name for this account

Username: | Please enter a username for this account
Email: | Please enter an account email address

[C] Use 550 for authentication
[ Allow User to see the Completed Scans and Single Host Agents from all other Users
Host License Limit: [ No Limit (99006 Host Licenses Available)

- | Recipient Details

Enter an email address and (optionally) a mobile number to be used for emails, notifications and alerts the Flexera Software
Vulnerability Manager can be configured to send.

Email: | Please enter a recipient email address | Use Above Emalil |

Mobile Number: (| .. v )

4 |User Roles & Permissions

Configure the specific roles and permissions for this user. Note that Read-Only and Restricted users have restrictions on what
roles they may be granted, and even within certain roles, there are actions and views they will not have access to. Restricted
users are limited to logging in, changing their password and only viewing their Smart Groups and Reports.

Write Permissions: (@) Read / Write (T Read Only () Restricted

Roles & Sub-Roles
[[] Scanning [T Reporting
[ Patching
[ Results

A confirmation email with activation instructions will be sent to the email address provided.

Select the check boxes under Restrict User’s Network Access to specify which network endpoints you would like to allow
the user to have access to. You can use existing configured Host name or IP Based Restrictions. Please note that Host
names must be entered with the langroup(domain) in the format hostname.langroup. Using only the Host name will not
work as you could have the same Host name in different domains which will allow users to see hosts they might not be
permitted to see.

Note - Restrict User’s Network Access options are not available when a Database Access Role is granted.

Create a New User for Single Sign-On (SSO)

To create a new user account, click Create New User and fill in the form, providing all the necessary details about the user.
Select Use SSO for authentication and then select the User Roles & Permissions to assign the roles to the user.
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Active Directory

[ Create New User X
« | Account Details

| Name:  test123
Username: test123@example.com
Email: | test123@example.com
Use 550 for authentication

Allow User to see the Complete Scans and Single Host Agents from all other Users
Host License Limit: ¥ No Limit (402 Host Licenses Available)

‘ | Recipient Details

| Enter an email address and (optionally) a mobile number to be usad for emails, notifications and alerts the Flexera Software
Vulnerability Manager can be configured to send.

Email: | test123@example.com Use Above Email

Mobile Number: { |91 v | )|1234567890|

4 User Roles & Permissions
Configure the specific roles and permissions for this user. Note that Read-Only and Restricted users have restrictions on what
roles they may be granted, and even within certain roles, there are actions and views they will not have access to. Restricted
users are limitad to logging in, changing their password and only viewing their Smart Groups and Reports.

Write Permissions: (@) Read / Write  (_) Read Only () Restricted

Scanning Reporting

Filter Scan [_] Database Access
Results

Patching

Results

& Restrict User's Network Access
You can limit this user’s access and view of the network by restricting their scope using the following filters:

‘ ~ | Restrict On AD =

| Save Close

[

Active Directory

As a Root Administrator, you can select Enable Active Directory integration to allow your group policies to be automatically
updated in Software Vulnerability Manager when changes are made to the Active Directory.

[

Important « Switching to Active Directory will hide your current Sites structure and the Results > Sites menu. For these to be
displayed you must disable the Active Directory integration, logout, and then login to Software Vulnerability Manager. It is
NOT recommended to toggle Active Directory on and off unnecessarily.

Note « Inthe SVM new User Interface, you can now configure Active Directory scan and use the schedule options to set Active
Directory scans at selected intervals using daemon. Manual scan can not be done.
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IP Access Management (Requires the Software Vulnerability Manager Plug-in)

Requirements to integrate Software Vulnerability Manager with the Active Directory Domain:

® Active Directory Domain environment

® Domain User privileges

®  Port 3268 (msft-gc protocol) open between Domain Controller and Software Vulnerability Manager Host

Enabling Active Directory imports all discovered computer objects in the Active Directory Schema. Disabling Active
Directory does not delete the computer objects in Software Vulnerability Manager. Deleting sensitive computer
information in Software Vulnerability Manager must be done manually by the user.

Use the options below to control which Active Directory paths will be scanned. The Active Directory scanner will attempt to
fetch the widest structure possible starting from the provided root location. The scanner only analyses Domain Controllers
and Organizational Units.

All accessible branches - By looking at the Active Directory Partitions, the scanner determines the accessible Domain
Controllers that can be scanned.

Specific Domain Controller - You can specify a certain Domain Controller to be scanned. It must be accessible from the host
running Software Vulnerability Manager. Select Set nETBIOSName manually to enter the nETBIOSName of the Domain
Controller.

The view options help you control how the elements of the Active Directory are displayed. You can select the Show
Distinguished Names for sites instead of single Organizational Units check box to display multiple Organizational Units
with the same name. Note that this does not affect the Site name for server-side exports or generated reports.

You can use the schedule options to set Active Directory scans at regular intervals or perform a manual scan.

Note « Manual Active directory scan requires Internet Explorer running in Admin mode with ActiveX functionality and will be

available only with previous interface (https://csi7.secunia.com).

IP Access Management (Requires the Software
Vulnerability Manager Plug-in)

260

As a Root Administrator, you can use this page to configure the IP addresses the Software Vulnerability Manager console
can be accessed from.

[

Important « The first IP Access Rule you set up must always be a Allow list rule and must include the external (public) IP
address of the console you are creating the rule from. If, for example, you check ipconfig you will find the internal IP address,
which will not work. You can find your external IP address by using an Internet search engine and typing “find my ip address’.
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Password Policy Configuration

Task To create a new rule:

1. Click New IP Rule. Enter a name for the rule, the IP address or IP range, select to add the rule to a allow list or block list,
and the users to apply the rule to. The rule can contain a Single IP or an IP range, but you need to start with a allow list
rule. If you allow list one IP address (the one you are using), then all other IP addresses are block-listed by default.

New IP Rule
Name:
Type: (=) Single IP (O IP Range
IP:
Added to: (=) Allow List (?)
Users: @ Al (O Custom
=n

2. Onceyou have created a allow list rule with an IP range, you can then block list a Single IP or an IP range within the
allow list IP range.

3. AllIPsthat have been added to a allow list are able to use Software Vulnerability Manager and IPs added to a block list
are not able to connect.

4. Totestif an IP has access to Software Vulnerability Manager based on the current rules, click Check IP.

Password Policy Configuration

Use this page to configure the password policy for users. This policy should be set on a "global" level, that is, the password
policy cannot be configured differently for different users. The Administrator defines the policy based on the options
displayed in the Policy Rules dialog.

Policy Rules
Configure the Software Vulnerability Manager password policy for your users.
8 4 characters long
5 2 changes.
1 2+ digits.
[+ Password must contain at least one lower case, one upper case and at least one special character

18C 4 days.

Save
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Configuration

This chapter describes the following features that can be configured in Software Vulnerability Manager:

Settings

Log Messages
Activity Log

Suggest Software
Software Suggestions

Security

Settings

Use this page to configure various settings within Software Vulnerability Manager.

Scan Threads

Live Updates

Collect Network Information

Zombie File Settings

Host Deletion Settings

Check for Missing Microsoft Security Update Settings
Flexera Software Package System (SPS) Timestamp

Mask paths that show user names

Configure Agents Status Polling

Configure Site name for agents deployed with custom name

Java Assessment Settings

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2022-UG00
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Settings

® Default Recipient Settings

® Windows Update Settings

® Single Sign-On (SSO) Settings
® Configure Single Sign-On (SSO)

®  Configure Single Sign-On (SSO) with Azure

Scan Threads

Define the number of simultaneous scans to be executed. You can set the Scan threads value from 1 to 99 (the default is 5).

Please note that the number of simultaneous scan threads will not affect the scans being performed by the CSIA (Agent),
since these scans are made locally by the agents.

Scan Settings

This setting defines the number of simultaneous scans to be executed. The recommended value is between 5 and 10,
depending on the power of the computer and the network capacity available. The value can be set from 1 to 59. [7)

Secan threads: |5 v

Live Updates

Select the Activate Live Update check box to update your scan results as new Vulnerability Intelligence pertaining to your

existing scan results emerges. By doing this you agree that you understand and accept that this is not a replacement for

regular scheduled scanning, and could lead to your shown scan results not being the most accurate representation of the

current state of your network. Live Update changes will only modify scan data received after enabling this feature. Older

scan results will not be affected by this feature. Please note that Live Update does not update Red Hat Agent scan results.
Live Uptate

| want my scan resuls to be updated in real time as new Vulnerability Intelligence pertaining to my existing scan results emerges. | understand and accept that this is not a replacement for regular scheduled scanning, and
could lead to my shown scan results not being the most accurate representation of the current state of my network. (2)

O Activate Live Update

Collect Network Information

264

Select the Allow Collection of Network Information check box to allow collection and storage of network hardware
information, such as assigned IP and Mac addresses, when scanning devices to be able to restrict users based on IP
addresses or IP Networks.

Note « The collected information is not visible to users except from the Database Console. This option is only available to the

Root Administrator.

Collect Network Information

| want to allow the collection and storage of network information, such as assigned IPs and MAC addresses, when | scan devices. (2)

& Allow Collection of Network Information
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Settings

Zombie File Settings

Zombie files are files that were left behind after removing or applying a product/patch. Software Vulnerability Manager will
pick up these files since these are listed in Software Vulnerability Manager file signature as being related to an Insecure or
End-Of-Life product. Select the Hide Zombie Files check box to ensure that zombie files will not be included in any of the
scan results. With the Hide Zombie Files setting enabled, only the highest version of the discovered product will be
displayed in the scan results. To activate the Hide Zombie Files setting, a new scan is needed to change the scan results.

Zombie File Settings

This setting determines the behaviour of the scan engine for handling zombie files. If you choose to hide the zombie files, they will not be included in any of the scan results. (2).

O Hide Zombie Files

The Hide Zombie Files setting is a global setting for a partition that applies to all users of that partition. This option is
visible to all users, but only Partition Administrators are able to change it. Refer to Appendix A - Partition Management for
more information.

Host Deletion Settings

A new setting to delete hosts and their scan data for which the last scanned/check-in time is greater than the specified
number of days.

Host Deletion Settings
| want the host and its scan data to be deleted automatically if the host is either not scanned or checked-in for more than the number of days configured in this setting

[ Delete hosts after 90 2 days

-

Check for Missing Microsoft Security Update Settings

The Check for Missing Microsoft Security Update Settings determines whether or not agents perform the Windows Update
check to collect and report missing Microsoft Security Updates:

® Enable check for missing Microsoft Security Updates - All agents will check for missing Microsoft updates, using the
Windows Update Settings.

® Disable check for missing Microsoft Security Updates - No agents will check for missing Microsoft updates.

® Use individual configuration - Agents will use their site settings or their individual settings for determining whether to
check for missing Microsoft updates. If their individual or site setting says that the agent should check for missing
Microsoft updates, then that agent will do the check, using the Windows Update Settings.

Check For Microsoft Security Update Setting

When enabled, agent scans will collect and report Microsoft Security Updates. (2)

(® Enable check for Microsoft Security Updates
(O Disable check for Microsoft Security Updates
O Use Individual Configuration

This option is visible to all users, but only Partition Administrators are able to change it. Refer to Appendix A - Partition
Management for more information.
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Flexera Software Package System (SPS) Timestamp

The Flexera SPS Timestamp setting allows users to track when a patch was deployed to its system when Creating a Patch
with the Flexera Software Package System (SPS).

Flexera SPS Timestamp
This setting determines your preferred Timestamp provider. If you don't need any timestamp provider then select No timestamp required. (?)

‘ No timestamp required -
No timestamp required

DigiCert sha256

Under the Flexera SPS Timestamp drop-down menu, you can select the default “No timestamp required” option or the
appropriate timestamp provider.

URL Allowlist for new Timestamp server

New DigiCert timestamping service IP address:

If necessary, allow this service so that you can access it on your network. It recommended to allow by domain name
(timestamp.digicert.com), but if you are required to allow by IP, the new IP address will be: 216.168.244.9

Mask paths that show user names

To comply with the European Union’s General Data Protection Regulation (GDPR), folder names that contain user
information (Example: C: \Documents and Settings\Username) can be concealed using environment variables instead of
hard-coded paths (Example: #HOMEPATH%).

Select Enable Masking to turn on the GDPR functionality of concealing user name information.

Note « This setting is only available beginning with the Software Vulnerability Manager May 2018 release.

Mask Paths That Show User Names
This setting (not applicable for SCCM imports) is used to ensure windows environment variable names are used instead of user name for the paths that contain profile names. (2)

& Enable Masking

Configure Agents Status Polling

To address a server’s high CPU usage during high volume of scan data, agent polling has been switched off by default as
agent polling is intended for debugging purposes only and is not needed for core functionality. You have the ability to turn
agent polling ON or OFF.

Configure Agents
Configure Agents Status Polling

After submitting scan to the server, agent polls the server to figure out if the processing is completed. You can reduce the server traffic by stopping agent from polling. (2)

& stop agent polling
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Configure Site name for agents deployed with custom name

Note - Ifyou are using custom Site name for a single host agent, then enable Stop Site update check box.

Configure Agents
Configure Agents Status Polling
After submitting scan to the server, agent polls the server to figure out if the processing is completed. You can reduce the server traffic by stopping agent from polling. (2)

& Stop agent polling

Configure Site name for agents deployed with custom name
Stop Site name update on agent check in. (2)

 Stop Site update

Java Assessment Settings

The Java Assessment Settings allows to you specify if you want to detect Java instances in the standard installation

directories alone orin all the directories.

Java Assessment Settings
| want to detect all instances of Java, including those included with other applications which cannot be remediated by a Java patch. By default, only standard installation directories are considered as only they can be
directly patched. To patch vulnerable versions of Java embedded in other applications, such applications need to be patched versus trying to update Java directly. If enabling detection anywhere Java is found, look to the
detected paths to determine which can or cannot be patched directly.(2)

(® Detect Java only in standard installation directories where it can be patched
O Detect Java in any directories where it is found, including those that cannot be directly patched

Default Recipient Settings

Specify the default email and SMS recipient lists used throughout the Software Vulnerability Manager User Interface in

various ways, including generating reports and configuring Smart Group notifications.

Default Recipient Settings
These settings define the default email/SMS recipient lists used throughout the Software Vulnerability Manager User Interface in various ways, including generating reports and configuring Smart Group notifications. Select

email addresses/SMS numbers and click "Save" to update your default setting.

Note: When configuring a report or a notification, if desired, a user can provide a select recipient list to use other than the default ones defined here

Select Email Recipients

If you wish to receive the reports via email, please specify at least one email recipient below. If you do not want to send the report via email, do not select any recipient

Search Search
Available Email Recipients Selected Email Recipients
O Name Email () Name Email

O bmd12

Windows Update Settings

The Windows Update Settings control the behavior of the Windows Update Agent (WUA) used by Software Vulnerability
Manager and the Software Vulnerability Manager Agent (csia.exe) to retrieve update information on Windows and other

Microsoft products. Each update setting is further explained below.
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Windows Update Settings

Configure the behaviour of the Windows Update Agent (WUA). (?)

(O Use a managed Windows Update server
(®) Use the official Windows Update server
(O Use the official Microsoft Update server
(O Use offline method: path to .CAB file

[ Enable WMI Check

Save Windows Updates Settings

Use a managed Windows Update server

The csia.exe agent will request a check for updates through an enterprise managed WSUS instance. On machines not
configured through WSUS, this check for updates will result in the error: 0x80244011 "WUServer policy value is missing in
the registry".

Use the official Windows Update server

The csia.exe agent will request a check for updates through the public Windows Update server. This check will only return
updates related to Windows.

Use the office Microsoft Update server

The csia.exe agent will request a check for updates through the public Windows Update server. This check will return a
superset of the "Windows Update server" results that include Windows updates and updates for Microsoft products such as
Office (non App-V, non App-Xinstalls only) and MSVC redistributables.

Use offline method: path to .CAB file

You should implement the . cab file scanning of windows update for clients that are not connected to the Internet and
cannot access WSUS or MU/WU. In such situations Microsoft provides a . cab file that can be used to scan the system. There
are limitations to this feature:

®  You are responsible for placing the file in a location accessible by Windows Update Services. The file must be on the
local file system; placing the file on a shared drive is not supported by Windows Update Services.

® The alternate scan data source (.cab file) only includes high priority updates (security bulletins, critical updates,
update rollups) and some service packs. It does not include optional updates (such as updates, feature packs, and
tools) and some service packs. If a machine uses this source for scanning, then it is likely that fewer patches will be
detected.

® Software Vulnerability Manager should be run as administrator.

For the Windows Update Proxy Settings, select “Do not use a proxy server for the Windows Update Agent”.
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Windows Update Proxy Settings
Configure whether the Windows Update Agent uses a proxy server.

(=) Do not use a proxy server for the Windows Update Agent
(O) Use the same proxy server for the Windows Update Agent as the Software Vulnerability Manager Agent uses

(O) Use a custom proxy server for the Windows Update Agent

Save Windows Update Agent Proxy Settings

Enable WMI Check

Agents can be configured to include security updates from SCCM in the scan data. This feature can be used along with an
existing missing security update collection or as the only source for missing knowledge base information.

Single Sign-On (SSO) Settings

On the Configuration > Settings tab, you can specify SSO Settings.

IdP Configuration Instructions

Under SSO Settings on the Configuration > Settings tab, you can specify the following IdP Configuration Instructions
settings.

Table 11-1  SSO SETTINGS / IdP CONFIGURATION INSTRUCTIONS

Settings Description

Single Sign On URL This field lists the application’s single sign-on URL. You will need to enter this URL
into the settings for your chosen Identity Provider.

Account Key Set this field in your Identity Provider (IdP) as a SAML attribute named
accountKey.
Generate and Show Key Click to generate and display the Account Key.

Note - This key is not stored on the Software Vulnerability Manager server. Make

sure that you keep it in a safe place. If you lose it, you may regenerate the key, but
doing so will invalidate the old key.

Service Provider Metadata URL Lists the Service Provider Metadata URL.
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Service Provider Configuration

Under SSO Settings on the Configuration > Settings tab, you can specify the following Service Provider Configuration
settings.

Table 11-2 « SSO SETTINGS / SERVICE PROVIDER CONFIGURATION

Settings Description

SSO Enabled Select this option to enable Single Sign-On.

Disable standard login If you are using Single Sign-On at your organization, select this option to disable
standard login options for all of your users (except root).

[

Important « Before selecting this option, make sure that SSO is working correctly,

to prevent user lockout.
Upload IdP Metadata XML file Select this option if you want to upload the IdP metadata XML file.
Provide IdP Metadata URL Select this option if you want to enter the identity provider metadata URL into the

IdP Metadata URL field.

Automatically create new users Select this option to automatically create new users.

Default groups for new users Specify the default group for new users.

Note « For more information on Single Sign-On, see Configure Single Sign-On (SSO).

Configure Single Sign-On (SSO)

Note - The following information is unique to the single sign-on vendor Okta (SAML 2.0). Single sign-on procedures from other
vendors may vary.

Perform the following steps to configure Single Sign-On (SSO).

Task To set up Okta (SAML 2.0) to use as a single sign-on (SSO) with Software Vulnerability Manager:
1. Signinto Okta.
2. Create an admin account.

3. Click Create App Integration to create a new Okta SSO app.
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oktq Q_ search... 88
Dashboard ¥ Developer Edition provides a limited number of apps.
Directory o Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.
Applications. ~
Search
Applications
Self Service STATUS @ Okta Admin Console
Security ~ ACTIVE 3
INAGTIVE B @ Okta Browser Plugin
Workflow v
Reports . Okta Dashboard
4. Choose SAML 2.0 and then click Next.
X
Create a new app integration
Sign-in method OIDC - OpenlD Connect
Token-based OAuth 2.0 authentication for Single Sign-On (SS0) through API
Learn More (3 e g . ’ £
endpoints. Recommended if you intend to build a custom app integration with
the Okta Sign-In Widget.
0 samL2.0

XML-based open standard for SSO. Use if the Identity Provider for your

application only supports SAML.

SWA - Secure Web Authentication
Okta-specific 880 method. Use if your application doesn't support QIDC or
SAML.

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

Cance' m

Settings

5. Enterthe name of application in the App name field (Example: SVM). In the App logo (optional) field, click upload
icon and select the application logo. Then click Next.

Note - Username needs to be in email format.
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= Create SAML Integration

o General Settings

1  General Settings

App name

App logo (optional) @

App visibility

Cancel

Software Vulnerability Manager

[ Sofrm Vobarabiny
Manager

Do not display application icon to users

Do not display application icon in the Okta Mobile app

Next

Copy the following from the Software Vulnerability Manager Configuration > Settings fields and paste in the Okta

SAML Settings > fields:

® Single Sign On URL (Same with Destination URL and Recipient URL) to Single sign on URL.

® Service Provider Metadata URL to Audience URI (SP Entity ID).

® Account Key to accountKey Value.

Complete the remaining Okta SAML Settings > Attribute Statements (Optional) name and value fields using the

field’s drop-down list:
e firstName

® lastName

® email

® username
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Single sign on URL €

Audience URI (SP Entity ID)

Default RelayState )
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https://svm flexera.com/sso/saml/75b3bead-cfd0-4f2d-babe-97a4405

Use this for Reciplent URL and Destination URL

[] Atlow this app to request other SSO URLs

https://isvm flexera.com/sso/metadata//Sb3bead cfd0-4i2d babe 97a:

T no value Is set, a blank RelayState Is sent
Name ID format @ EmallAddress v
Application username € Okta username v
Update application username on Create and update v
Show Advanced Settings
ATTRIBUTE STATEMENTS (OPTIONAL LEARN MORE
Name Name format (optional) Value
accountkey Basic v Nxwit7dEEQLP -
firstName Basic v userfirstName v =
lastName Basic v userlastName v X
emall Basic v useremail v #
username Basic v userlogin v X
Add Another
— IDP G 1 Instructions

Single Sign-On URL (Same with Destination URL and Recipient URL) (2)

| https://svm flexera com/sso/saml/75b3bead-cfd0-4f2d-babe-97a4405fc613

Account key set the below value in your Identety Provider(IDP) a SAML atribute named "accountKey"

Generate Key

Note: This key is not stored on the Software Vulnerability Manager server, please make sure that you keep it in a safe place. Iflost, you may regenerate the key but doing so will invalidate the old key.

Service Provider Metadata URII https //svm flexera. com/sso/metadata/7 5b3bea4-cfd0-4i2d-babe-37a4405fc613

Settings

7. Click (if not already selected) I’m an Okta customer adding an internal app for the Create SAML Integration - Step 3

Feedback screen.
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General Settings Configure SAML

e Help Okta Support understand how you configured this application

Are you a customer or partner? I'm an Okta customer adding an Internal app

I'm a software vendor. I'd like to Integrate my app with Okta

The optional guestons below assist Okta Support in understanding your app Integration.

App type o This Is an intemnal app that we have created

8. Atthe Okta SignOn, select SAML Signing Certificates > Actions drop down > View IdP metadata.

General Sign COn Maobile Impert Assignments

Settings

Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3™ party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML2.0

Default Relay State

Credentials Details

Application username format Okta username

Update application username on Create and update

Password reveal Allow users to securely see their password

{Recommended)
SAML Signing Certificates
‘Generate new certificate
Type Created Expires Status Actions
SHA-1 Jul 2022 Mar 2031 Inactive Actions ~
SHA-2 Jul 2022 Jul 2032 Active Actions ~

3
Sign On Policy

Download certificate

Sien i Foli

274

SVMC-DECEMBER2022-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



9.

Chapter 11 Configuration
Settings

Copy the Identity Provider metadata URL from Okta, login into the partition admin, browse Configuration >Settings
> Service Provider Configuration, and then check SSO Enabled. Select Provide IdP Metadata URL and paste the

copied IdP metadata URL into the text box.

Note - Single Sign-On settings can be updated only by the partition admin.

Note « For Binaries like Daemon, sc2012 plugin, Client toolkit will be logged in only by the standard login credentials. If
disable standard login is selected, then the binaries will be logged in only by the partition administrator.

Note « For asecure connection, the Assertions Signed (or similarly named) setting should be enabled on your IDP.

This XML file does not appear to have any style i i tared with it. The d tree is shown below,

C | @ Secure | hitps:/)| kta.com/ h/sso/saml/metadata | T 0 q H

vend:EntityDescriptor xmins:mds"urn:oasis:nomes:tc:SANL:2 @:metadata” entityIDe"http://www.ckts. com/exké2iqu73eTezvhCI55">
¥ <md: 10PS500escriptor WantAuthnRequestsSigned="false” protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.@:protocol”>
vimd:KeyDescriptor use="signing">
¥ cds:KeyInfo xmlns:ds="http://wav. w3, org/2000,09/ xnldsig™s
¥ds i X5e90atax
¥ <ds:X500Certificates
MIIDNnJCCADagAWT BAGTGANGTY I T2MABGCSQES Tb3DQEBCHUAMIGPHYsWCQYDVQQGEWIVUZETHEEG
ALUECAWKQ2F s alZvemSp YT EWHBOGALUE BunNU2FUTEZyYiWS ja XN bz ENMASGALUECgwET 2£aYTEU
MBIGAIVEChwwLULNPUHI vdm L kZXI: MB2Z52x%hl WOBLQEWDW L
zmsn.bztavssjbzm:mrguujmlwawImhcijjEMvammjcaj ELMAKGALUEBhMC
VVHxE 2 ARBGNVEAGHCKNRBG L 3 JusHExF {AUBGNVBACHMOVNKb BGcmFuY 2] 2V2ExDTALEGNVEACH

BESrAGEXF WCANTT1Byb3ZpZavy B YOV O ZXIhMRWWGEY IKOZIRvEN
AQkSF g1pbmZu MIIBI; Q AQBAMITBLEKCAQEAhDk/BMHm
£HP/BCTHY s 2vics J4yThadglMbjnjxgteFkN1S

gYSIWecyrxfGRAAIZHGS gdx0T fud+1x¥S SFMdsCtQzhIpPLiTkle/ICSET2C8xY/h622/ ablkou
ckQTb+10WRP] TukUnaPzqICghOgXOYNOWF SMSubucaXimkVar c32a65Vins PVTxTK+8n1p111b7X]
523a1BPLX30SROVKUZAXICEDTVT 2uzydiaL JayF JahuYvOp mhy
UGY{20QNAT4rk 5qGSTb3DQEBCWUARL 7o
wnn:u: ZiRMageOy IeME1619K1dQIVEXrCkat LdGESHIXXTbG HGYO3X/PkOIS Za3y4gBaTbi0/D
126wt 76T EHBCVYV ] x@ANVYgS /meQF CY 44 TLR/ Fawrs TgshLoYS1
W)nfE!kadenEEL /2qjQrDDQL/FRUIIOJLEB4x2IxaChIV
840F TuoZhBRXNDGOAGS FR 26 I+4EDE aKr!J PseBejtUunéTcSaoteZ tmiquaT 3n8GK joallc3]Eu syE41Eo1BuRlecho/ jodwbGw
</ds:X509Certificate>
</ds:Xx5e90ata>
«/ds:KeyInfas
</md:KeyDescriptory
¥ <md:Name IDForsat>
urn:oasis:names:te:SAML:L. 1:naneid-format:unspecified
</md:NameIDFormat>
¥ <md: Name IDFormat>
urn:oasis:names:tc:5AML:1.1:nameid-format:emailaddress
</md:NameIDFormat >
<md:SingleSignOnService Binding="urn:oasis:nomes:tc:SANL:2.0:bindings :HTTP-POST"
Location="https://flexera.okta.com/app/flexera_svmstaging 1/exk622qw73eTezvh(355/s50/5aml" />
«md:SinglesignOnService Binding="urn:ocasis:names:tc:SAML:2.8:bindings :HTTP-Redirect”
Location="https://flexera.okta.com/app/flexera_svmstaging 1/exk622qw73e7ezvhC355/ 550/ saml" />
< /md: IDPSS0Descriptors
</md: EntityDescriptors>

Service Provider Configuration
¥ SSO Enabled (2)

[ Disable Standard Login (Ensure SSO is working first, to prevent lockout)

(®) Provide |dP Metadata URL
(O Upload IdP Metadata XML file

https:// okta.com/. /sso/saml/metadata

[+ Automatically create new user

Copy permission from selected user

(User) hd

Save Service Configuration
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Copy the Identity Provider metadata context from Okta and save in XML format. When you select Upload IdP
Metadata XML file, click Import XML, browse and select the XML file.

Service Provider Configuration
[ SS0 Enabled (?)
[0 Disable Standard Login (Ensure SSO is working first, to prevent lockout)

(O Provide I1dP Metadata URL
(®) Upload IdP Metadata XML file

o file chosen

Impo
[+ Automatically create new user

Copy permission from selected user

(User) v
Save Service Configuration

10. Select Automatically create new user check box and selected the template user from the drop down box.

11. If you want to disable standard login options for all of your users (except root), select the Disable standard login
(Ensure SSO is working first, to prevent lockout) option.

[

Important - Before selecting this option, make sure that SSO is working correctly, to prevent user lockout.

12. Click Save Service Configuration on the Configuration > Settings page.

13. Add Software Vulnerability Manager users to the Okta SSO account.

Browse App Catalog l Assign Users to App ] l More 'l

Search

Okta Admin Console

STATUS @
ACTIVE 5
INACTIVE 5 @ Okta Browser Plugin
@ Okta Dashboard
Software Vulnerability Manager o -

14. To assign Software Vulnerability Manager users to the Okta SSO app, click settings drop down, and choose Assign to
Users. You can also assign user by clicking Assign Users to App tab.
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Browse App Catalog I Assign Users to App l I More

Search

STATUS @ Okta Admin Console
ACTIVE 5
INACTIVE 5 b Software Vulnerability Manager o -
A Assign to Users
Okta Dashboard A Assign to Groups

© Deactivate

15. Users can login to Okta by entering the valid credentials and then click on Software Vulnerability Manager app to
access the application.

16. Users are then logged into the Software Vulnerability Manager Login page.

[

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2 hours of

inactivity.

Configure Single Sign-On (SSO) with Azure
To configure SSO in Azure, perform the following steps:
®  Create an Enterprise Application
®  Assign Users to the Enterprise Application

®  Setup Single Sign-On (SSO) in Azure

Create an Enterprise Application

Perform the following steps to add Software Vulnerability Manager as an Enterprise Application Azure Active Directory.

Task To create an Enterprise Application:
1. Login to Microsoft Azure using the obtained credentials.
https://azure.microsoft.com/en-in/account/

2. From the list of available Azure services, choose Azure Active Directory.
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3.

4.

5.

Microsoft Azure P Search resources, services, and docs (G+/)

Welcome to Azure!

Don't have a subscription? Check out the following options.

/

Start with an Azure free trial

Get $200 free credit toward Azure products and services,

plus 12 months of popular free services.

Azure services

+[ > | =

Create a Azure Active Virtual
resource Directory machines

Manage Azure Active Directory

Manage access, set smart policies, and enhance security

with Azure Active Directory.

View Learn more &'

— =
=

App Services Storage
accounts,

Click on Enterprise applications in the left pane.

@ Overview
'f Getting started
Preview features

K Diagnose and solve problems

Manage
& Users
& Groups

BE External Identit

4l, Roles and administrators

Administrative units

Enterprise applications

CH Devices

App registrations
[ Identity Governance
El  Application proxy
.'. Licenses

®  Azure AD Connect

Click + New application.

Flexera, Inc. - Azure Active Directory

Enterprise applications | All applications

SQL databases

»

Access student benefits

Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status

= W
1
5 < L -
Azure Database  Azure Cosmos Kubernetes
for PostgresQ. DB services

More services

Columns

Preview features

P Got feedback?

< ]

-

Overview
O overview

K Diagnose and solve problems

0 Try out the new Enterprise Apps search preview! Click to enable the preview. —*

Application type

Applications status

Application visibility

‘ Enterprise Applications

v‘ ‘Any

V‘ ‘Any 4

Click + Create your own application.
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Browse Azure AD Gallery
| -+ Create your own application | @ Request new gallery app & Got feedback?
0 You're in the new and improved app gallery experience. Click here to switch back to the legacy app gallery experience. —
|/O lSearch application Single Sign-on : All User Account Management : All Categories : All
6. Enteraname for the application.
Create your own application X
What's the name of your app?
| Software Vulnerability Managerl
What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Azure AD (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)
We found the following applications that may match your entry
We recommend using gallery applications when possible.
@ TrendMiner
d 3 Software AG Cloud
E webMethods Integration Suite
L]
Identity Panel
7. Click Create. The new enterprise application will be created.
zz2 Enterprise applications | All applications - X

o
BB fiexera Development Account - Azure Active Directory

€+ Newapplicaton | == Columns Preview features | < Got feedback?

Overview
@ Try out the new Enterprise Apps search preview! Click to enable the preview. —>

@ Overview
K Diagnose and solve problems Application type Applications status Application visibility
[ Enterprise Applications v \ [ Any v \ [ Any v \ Apply m
Manage
Al applications B x
B! Application proxy Name Homepage URL Object ID Application ID
£ User settings n Software Vulnerability Manager c67652b7-ec8b-469f-94ee-c3110c1180db  25a40eca-dSef-40c2-a8cS-afbed2eSe2al

B Collections
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Assign Users to the Enterprise Application

To assign users or groups to the enterprise application, perform the following steps.

Task To assign User:

1. Onthe application account details page, select Users and groups from the left panel.

iz Software Vulnerability Manager | Overview

Enterprise Application

«

B Ooverview Properties
Deployment Plan Name ©

Software Vulnerability Man... [y

Application ID. ©

! Properties
25a40eca-d5ef-40c2-a8¢5-... [

& Owners

Manage

Object D @

& Roles and administrators (Pre... <67652b7-ec8b-469f 94ee.. )
.
Getting Started

D Single sign-on

@ Provisioning

B Application proxy & 1. Assign users and groups _3 2. Set up single sign on @ 3. Provision User Accounts

€ seff-service Provide specific users and groups access Enable users to sign into their application Automatically create and delete user
to the applications using their Azure AD credentials accounts in the application
Assign users and groups Get started Get started

Security

& Conditional Access

2. Click + Add user/group.

« + Add user/group f Edit \J Remove 4:'3' Update Credentials == Columns P Got feedback?

ﬂ The application will appear for assigned users within My Apps. Set 'visible to users?’ to no in properties to prevent this. —

= Overview

Deployment Plan

Manage | First 100 shown, to search all users & groups, enter a display name.

HH Properties Display Name Object Type
&& Owners

& Roles and administrators (Pre...

&8 Users and groups

23 Single sign-on

3. Under Add Assignment > Users and groups click None Selected link. Search and select desired users and groups,
and then click Select.

Home > Prashant_onprem > Users and groups X
Add Assignment

Azure Active Directory

\ P Search

Users and groups
None Selected

Select a role

Selected items

No items selected
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4. After selecting, click Assign.

The Users and groups then assigned to the Enterprise Application.

Set up Single Sign-On (SSO) in Azure

For setting up single sign-on in Azure, perform the following steps.
To set up single sign-on:
1. Onthe application account details page, select Single sign-on from the left panel. You can also select from the

Overview page by clicking Get started link.

a2 Software Vulnerability Manager | Overview - X

Enterprise Application

«

H Overview Properties
Deployment Plan Name ©

Software Vulnerability Man... [
Manage
. Application ID ©
1l Properties PP

25a40eca-dSef-40c2-a8¢5-... Y
& Owners

ObjectID @
& Roles and administrators (Pre... <67652b7-0c8b-4691-94ee.. [
& Users and groups .
Getting Started
D Single sign-on
@ Provisioning
B! Application proxy & 1. Assign users and groups _3 2. Set up single sign on @ 3. Provision User Accounts
© Self-senvice Provide specific users and groups access Enable users to sign into their application Automatically create and delete user
to the applications using their Azure AD credentials accounts in the application

Security Assign users and groups Get started Get started
& Conditional Access
% Permissions
@ Token encryption @ 4 Conditional Access ©  5.Selfservice

Enable users to request access to the
application using their Azure AD
credentials

Secure access to this application with a
customizable access policy.

2. Click SAML.

3. The Set up Single Sign-On with SAML page appears. Under SAML Signing Certificate field copy Metadata Url, login
to Software Vulnerability Manager, browse Configuration >Settings > Service Provider Configuration, and then
check SSO Enabled. Select Provide IdP Metadata URL and paste the copied URL into the text box.
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4.

o Basic SAML Configuration 2 edit

Identifier (Entity ID) https:y//svm.flexera.com/sso/metadata/17e785c8-eb08-40
91-bb16-94e1de0d0ds

Reply URL (Assertion Consumer Service URL)  https://svm.flexera.com/sso/saml/17e785c8-eb08-4091-b
b16-94e1desd0d3s

Sign on URL Optional

Relay State (Optional) Optional

Logout Url (Optional) Optional

e Attributes & Claims

&7 edit

firstName user.givenname

lastName user.surname

accountkey "“wh3TWEbkYtyt™

username useruserprincipalname

email user.userprincipalname

Unigue User Identifier user.userprincipalname

9 SAML Si
gning Certificate .

&7 edit

Status Active

Thumbgprint 4A3CAETBC2FCBE168ES805F21655DC5D2468186C

Expiration 2/21/2025, 9:09:47 AM

Matification Email :mg.co.uk

App Federation Metadata Url https:,-’,v‘login‘microsoftonline.comﬁd954282-b832...m

Certificate (Basetd) Download

Certificate (Raw) Download

Federation Metadata XML Download

Service Provider Configuration
[+ S50 Enabled (?)

(] Disable Standard Login (Ensure S50 is working first, to prevent lockout)

(*) Provide I1dP Metadata URL
(O Upload IdP Metadata XML file

hitps:/flogin.microsoftonline.com/7d954282-b832-4891-a 1e8-a894a07 cd5f0 federatic

(] Autornatically create new user

Save Semvice Configuration

Generate an account key from the Software Vulnerability Manager Configuration > Settings > IdP Configuration
Instructions and then click Save Service Configuration button. Click Ok and agree the confirmation dialog which
appears.

Copy the following from the Software Vulnerability Manager Configuration > Settings fields and paste in the Azure
Single sign on > Set up Single Sign-On with SAML > Basic SAML Configuration:

® Single Sign On URL (Same with Recipient URL and Destination URL) to Reply URL (Assertion Consumer Service
URL).

® Single sign on URL and Audience URL (SP Entity ID) to Identifier (Entity ID).

After selecting the details click Save.
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Basic SAML Configuration X

Save R'j Got feedback?

Identifier (Entity ID) * ®
The default identifier will be the audience of the SAML response for IDP-initiated S5O

Default
https://svm.flexera.com/sso/metadata/17e785c8-eb08-4091-bb16-84e1defd0d35 o @
Add identifier
Reply URL (Assertion Consumer Service URL) * @
The default reply URL will be the destination in the SAML response for IDP-initigted S5O
Default
https://svm.flexera.com/sso/saml/17e785c8-eb08-4091-bb16-94e 1dedd0d35 v (0] ]

Add reply URL

Note « Metadata URL can not be used for the multiple applications.

6. Editthe User Attributes & Claims

® Click Edit.

User Attributes & Claims

& Edit

firstName user.givenname
lastName user.surname
accountkey “t5PyTTW2vRkm"
email user.userprincipalname
username user.userprincipalname
Unique User Identifier user.userprincipalname

® The User Attributes & Claims page appears.

® Delete all old attributes and claims by clicking the context menu icon.
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User Attributes & Claims

= Add newclaim -+ Add a group claim

Required claim

Claim name

Unique User Identifier (Name 10}

Additional claims
Claim name
accountiey
email
firsthName
lastName

username

Columns

Value

user.userprincipalname [nameid-for... ***

Value

“t5PyTIW2vRkm" =t i Delete
user.userprincipalname

user.givenname

usersumame

user.userprincipalname

Click + Add New claim to add new attributes and claims.

The Manage claim page appears.

Enter name in the text field.

Select the source attributes from the drop down list.

After selecting, click Save.

Follow the above steps and add attributes and claims for the following:

firstName
lastName
email
username

accountKey

Note « While selecting accountKey attributes paste the generated Account key which is copied from the Software
Vulnerability Manager Configuration > Settings > IdP Configuration Instructions.

After configuring, click Test, and then click Sign in as current user link.
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Software Vulnerability Manager | SAML-based Sign-on

Enterprise Application

« 7 Upload metadata file ) Change single sign-on mode #= Test this application Q Got feedback?

HE Overview T T

Expiration 12/21/2025, 2:2 : : (3 HA .

- X

Sepleyment Pan e el o ey Test single sign-on with Software Vulnerability Manager _azure_ci

App Federation Metadata Url https://login.r
Manage Certificate (Base64) Download
11! Properties Certificate (Raw) Downlozd @ Microsoft recommends installing the My Apps Secure Sign-in Extension for automatic error capture and resolution guidance. Make sure you

Federation Metadata XML Download allow third-party cookies if you have installed it but this message still shows up.
& Owners
&, Roles and administrators (Pre.. (4] Please make sure you have configured s i sz ci before testing.

Set up Software Vulnerability Manager
& Users and groups

You'll need to configure the application to link with Azure AD. ”
D single sign-on
Login URL -

Sign in as current user H

@ Pprovisioning ‘ Sign in as someone else ‘(reqmres browser extension)
Azure AD Identifier i
B application proxy Logout URL httpsi/loging
X . Resolving errors

€ Self-service View step-by-step instructions
If you encounter an error in the sign-in page, please paste it below. If you still see the same issue, please wait for couple of minutes and
retry.

Security o

e N What does the error look like? &
& Conditional Access Test single sign-on with Software Manager
2 Permissions Test to see if single sign-on is working. Users will need to be ad Request Id: 4f8ec053-fb71-47de-a010-2786a32f1900

Correlation Id: 52a879f5-68f1-482a-a405-f993d8f4cb0
Timestamp: 2018-03-06T23:54:10Z
Message: Error AADSTSXXXX

@ Token encryption

Get resolution guidance

8. After successful action it navigates to the Software Vulnerability Manager application.

Note « You can also access through the Service Provider (SP) login for the created application by using the assigned user.

Log Messages

Use this page to view sequential data regarding the actions being performed by Software Vulnerability Manager. It can also
be used to detect and fix any issues that you might experience with the Software Vulnerability Manager console. The Log
Details page becomes populated when you select the Configuration > Settings > Debug Logging > Enable Logging check
box.

Debug Logging
This setting controls the Flexera Software Vulnerablity Manager logging feature, which is useful when troubleshooting any

issue that you may experience. The log details can be seen in the log file and also within the Flexera Software Vulnerablity
Manager Log Messages > Log Details window

Log file: C:\Users\dwampach|Documents\csi_pluginlog.bed
Note: The logs may contain sensitive information.
[/] Enable Logging

Right-click or double-click a message to copy the row data to the clipboard. Click Clear to remove all log entries. In the
event of a support request you may be requested to provide relevant information from this page.

Activity Log

Use this page to view information about user activity within Software Vulnerability Manager, for example "write" actions,
logins, and so on, with the exception of scans (due to the volume of data generated). You can access a full activity and login
log for compliance monitoring and auditing purposes.

Click the calendar icon next to the From and To fields to set a specific Activity Log date range to view. You can also use the
Search field to filter the Activity Log results to specific actions, for example changes to IP access rules.

Select Show Priorities to filter the results by High, Medium or Low Priority.
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Dashboard Activity Log

Showalllogs | From:  2021-08-29 # To | 2021-1129 & Searchtype v | Search text m Show Priorities v m
Activity Name Activity Status User Time 1 Activity Information Host Prirority
User Login Successful 18:3320th Nov, 20...  Authentication by cached UID 223.3160.69 High
Package Creation Successful 16:46 20th Nov, 20...  Update AdoptOpenJDK JRE with Hotspot 12 (x64), version 12.0.2.10...  223.31.60.70 Medium
VPM QuickPatch Successful 16:41 29th Nov, 20 QuickPatch: AdoptOpenJDK JRE with Hotspot 12 (x64), version 12.0...  223.31.69.69 Medium
User Login Successful 16:04 20th Nov, 20...  Authentication by cached UID 223.3160.69 High
User Login Successful 13:2320th Nov, 20...  Login (Software Vulnerabilty Manager) 2233160.60 Medium
User Login Successful 13:2320th Nov, 20...  Authentication by cached UID 223.3160.60 High
User Login Successful 17:24 26th Nov, 20...  Login (Software Vulnerability Manager) 223.3169.69 Medium
User Login Successful 17:24 28th Nov, 20...  Authentication by cached UID 223.3160.69 High
Delete Host Successful 20:04 27th Nov, 20... 2 Hosts: Deleted 223.3160.60 Low
User Login Successful 19:38 27th Nov, 20..  Authentication by cached UID 223.31.60.69 High
User Login Successful 17:55 27th Nov, 20...  Login (Software Vulnerability Manager) 223.3160.69 Medium
User Login Successful 17:55 27th Nov, 20...  Authentication by cached UID 223.31.60.60 High
Package Creation Successful 22:46 26th Nov, 20...  Update 7-Zip (x64), version 21.6.0.0 (SVM Patch Daemon) 223.31.60.70 Medium
User Logout Successful 17:48 26th Nov, 20...  Logout (Software Vulnerability Manager) 14.143.29.100 Low
User Account Crea...  Successful 17:46 26th Nov, 20...  Created user gauri_p2 14.143.29.100 High
User Login Successful 17:44 26th Nov, 20...  Authentication by cached UID 14.143.29.100 High
User Login Successful 17:44 26th Nov, 20...  Login (Software Vulnerability Manager) 14.143.29.100 Medium
User Login Successful 17:44 26th Nov, 20...  Login (Software Vulnerabilty Manager) 14.143.29.100 Medium
User Login Successful 17:44 26th Nov, 20...  Authentication by cached UID 14.143.29.100 High
User Login Successful 17:26 26th Nov, 20...  Login (Software Vuinerability Manager) 157.45.20.90 Medium

Create Notifications for the Activity Log

With this configuration, you can schedule multiple notification digest for the respective events through emails.

Task To create Notifications:

1. Click Create.

Dashboard Dashboard  Activity Log
Scanning Showalllogs | From:  2021-08-29 & To 2021-11-29 & | Search type v Searchtext Search Show Priorities
Resuits Activity Name Activity Status User Time 1 Activity Information Host Prirority
User Login Successful 18:33 20t Nov, 20...  Authentication by cached UID 223.31.69.69 High
Reporting Package Creation Successful 16:46 20t Nov, 20...  Update AdoptOpenJDK JRE with Hotspot 12 (x64), version 12.0.2.10...  223.3169.70 Medium
VPM QuickPatch Successful 16:4129t Nov, 20...  QuickPatch: AdoptOpenJDK JRE with Hotspot 12 (x64), version 12.0...  223.31.69.69 Medium
Patching User Login Successful 16:04 20th Nov, 20...  Authentication by cached UID 223.31.69.60 High
Adminisration User Login Successful 13:23 29t Nov, 20...  Login (Software Vulnerability Manager) 223.31.69.69 Medium
User Login Successful 13:2329th Nov, 20...  Authentication by cached UID 223.31.69.69 High
Configuration User Login Successful 17:2428th Nov, 20...  Login (Software Vulnerability Manager) 223.31.60.69 Medium
User Login Successful 17:2428th Nov, 20...  Authentication by cached UID 223.31.69.69 High
inTE Delete Host Successful 2004 27th Nov, 20... 2 Hosts: Deleted 223.31.69.69 Low
Log Messages User Login Successful 19:38 27th Nov, 20...  Authentication by cached UID 223.31.69.69 High
Actvity Log User Login Successful 17:5527th Nov, 20...  Login (Software Vulnerability Manager) 223.31.69.69 Medium
— User Login Successful 17:55 27th Nov, 20...  Authentication by cached UID 223.31.69.69 High
Package Creation Successful 22:4626th Nov, 20 Update 7-Zip (x64), version 21.6.0.0 (SVM Patch Daemon) 223.31.69.70 Medium
e User Logout Successful 17:48 26th Nov, 20...  Logout (Software Vulnerabity Manager) 14.143.29.100 Low
Password Recovery User Account Crea Successful 17:46 26th Nov, 20 Created user gauri_p2 14.143.29.100 High
User Login Successful 17:44.26th Nov, 20...  Authentication by cached UID 14.143.20.100 High
User Login Successful 17:44.26th Nov, 20...  Login (Software Vulnerability Manager) 14.143.20.100 Medium
User Login Successful 17:44 26th Nov, 20...  Login (Software Vulnerability Manager) 14.143.20.100 Medium
User Login Successful 17:44.26th Nov, 20...  Authentication by cached UID 14.143.20.100 High
User Login Successful 17:26 26th Nov, 20...  Login (Software Vulnerability Manager) 157.45.2090 Medium

The Configure New Log Notifications dialog box opens.
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Suggest Software

Configure New Log Notification

Notification Details

Name & Applicability
You must give this notification a name (or short description) to be used when receiving alerts. Here you will also select the Events for which the notification will apply.

Name: Enter a name (or short description) for this nofification

Event Selection
Select events.

Available Events Selected Events

(m]

Name O Name

Add Allow List Scan Path

Add Block List Scan Path

Agent Details Email

Collect Network Information
Contact Verification

Create Customer Detection Rule
Create Patch Template

Create Report

b)oooooooo

Alert Conditions
How often should this nofification rule run? Scheduled is based on when the rule is saved/modified:

Choose Frequency v Choose time -

() NOTIFY me when the conditions are NOT met. |.e., leave unchecked for a 'no news is good news' policy.

Recipients Selection

3. Describe notification name, select the required events, and then select notification schedules.

4. These email notifications can be scheduled on an Hourly, Daily, Weekly, or Monthly basis. If you select Daily, or
Weekly, or Monthly option, then you choose the time duration for the selected day.

5. Choose the recipients and then click Save.

Suggest Software

Use this page to send details about software that you would like to be added to our File Signature database.

Itis important to enter as much information as possible to facilitate the processing and acceptance of your request.

Suggest Software
Your Contact Details

Your recipient profile information will be automatically submitted with this suggestion.

Username: bmd12
Email: smallikarjunappa@flexerasoftware.com

Product Details

Product Path: Main .exe or .dll (You must use "browse” for this.) Browse...
Product Name: Please specify the name of the product

Product URL: Please specify the url of the product

Description: Please provide a description of the product

Clear | | Suggest Software

Software Suggestions

Use this page to view details of the suggested software.
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= [ASoftware Vulnerability Manager P & © Logout

x x

Dashboard  Database Console Software Suggestions

Export v
Name 1 Version URL Email Status Commen t Created

13th Dec, 2022 09.08

13th Dec, 2022 0857

13th Dec, 2022 08:45

13th Dec, 2022 09.02

516.7.0 hitps Jichrome.google. com/webstor.
i

Under Status column you can view the status as given below:

Table 11-3 « Suggest Software Status Column Details

N ELTH Description

Request Sent Indicates the suggested software request as been sent to SVM.
Needs Clarification Indicates that the suggested software request needs clarification.
In Progress Indicates the suggested software request is In progress.

Not Applicable Indicates the suggested software request is not applicable.
Pending Review Indicates that the suggested software review in pending.
Completed Indicates that the suggested software is added to SVM.

Rejected Indicates that the suggested software request is rejected.

Note « You can delete only your Software Suggestion records.

Security

Software Vulnerability Manager provides the following security features for user passwords:
® Change Password

® Password Recovery Settings

Change Password

Use this page to change the Software Vulnerability Manager account password for the user that is currently logged in. The
new password must contain a minimum of eight characters, or comply with the criteria defined in the Password Policy
Configuration rules.
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Security

Change Password

Change Stored Password Data

Password must confirm to the following policy

- Be at least 8 characters long.

- Contain at least 1 digit(s).

- Contain at least one lower case, one upper case and at least one special character.
- One cannot reuse a password for at least 5 change(s).

- Passwords must be changed every 180 days.

Existing Password:
Enter New Password:

Confirm New Password

Change Password

Password Recovery Settings

Use this page to verify your email address and mobile number that will be used for password recovery. If your password is
lost, you can reset it at login by clicking Forgot your password? You will then be prompted to change your password using
your verified email address and mobile number.

In the Contact Details fields, you must provide your email address and a mobile phone number and click Send Verification
Codes. The verification code will be received in two separate messages - one SMS on your mobile phone and the second via
an email message. When entering your mobile phone number, you should select your country code from the drop-down
list.
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Security

Password Recovery Settings x

Contact Registration

Contact information is not verified.

Verification codes were sent to:
Email address:

Maobile number:

Contact Details

Please enter your emall address and mobile phone number (including country code) and click "Send Verification
Codes". You will get two verification codes: one sent to your email address and another sent to your mobile.

Email Address:

Mobile Phone: ( v )

e.g +1 12345678

Contact Verification

Please enter the verification codes sent to your email address and mobile as well as your current password, and
click "Verify" to complete the verification process

Enter code sent via Email:
Enter code sent via SMS:

Enter current password:

Note - Ifyou have not configured your password recovery settings and you need to reset your password at login, you can
restore access to your user account. After clicking Forgot your password? Flexera will send an email to the email address

used at the time of your account creation. The email subject line will state: “Flexera Software Vulnerability Manager Password

Recovery Failed” The email will state: “Dear customer, You have not configured the password recovery settings. Please
contact your admin/Support.”
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Appendix A - Partition Management

This appendix explains how to create and administer your Software Vulnerability Manager Partitions:
® Introduction

® Partition Management

Introduction

Use Administration > Partition Management to create and administer:
® Additional Software Vulnerability Manager Partitions by assigning a specific number of host and user licenses
®  User roles with specific modules and read/write permissions with host licenses

Your overall corporate group of machines is your network. Software Vulnerability Manager gives you the ability to logically
partition your network. If you only use one network partition then your network and your network partition are the same
thing. If your company is divided across logical and physical partitions, you can mimic that in Software Vulnerability
Manager by creating multiple network partitions.

Refer to Administration for more information regarding User Management.

Note - Using a single WSUS server with multiple partitions is not supported.

Partition Management

Use this page to create and administer your Software Vulnerability Manager Partitions.
® Overview
®  Permissions

® Host and User Licenses
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® Create a New Partition Administrator

® Grant UserAccess to all Completed Scans and Single Host Agent Entries

Overview

When Flexera creates the Software Vulnerability Manager base user, this user is the Partition Administrator of “Partition 0”.
The Partition 0 Administrator is the unique global administrator for the company, irrespective of how many partitions are
created.

The Partition 0 Administrator can create further network partitions by creating new Partition Administrators. Only the
Partition 0 Administrator can create new partitions.

Every partition has identical functionality - the only difference is that an entire partition (N>0) can be deleted by the
Partition 0 Administrator.

Partition 0 Partition 1 Partition 2 Partition N

No No

Access Access

SVM Partition 0 Administrator
(Created by Secunia)
Dashboard, Scanning, Results, Reporting,
Patching, Receive Notifications,
Partition Management, User Management,
Configuration

SVM Administrator:

Dashboard, Scanning, Results, Reporting,
Patching, Receive Notifications,

_————3 €-———

SVM Partition 1 Administrator
Dashboard, Scanning, Results, Reporting,
Patching, Receive Notifications,
User Management, Configuration

SVM Administrator:
Dashboard, Scanning, Results, Reporting,

Patching, Receive Notifications,
User Management, Configuration

SVM Partition 2 Administrator
Dashboard, Scanning, Resuits, Reperting,
Patching, Receive Notifications,
User Management, Canfiguration

SVM Administrator:
Dashboard, Scanning, Results, Reporting,
Patching, Receive Notifications,
User Management, Configuration

User Management, Configuration

SVM User: SVM User: SVM User: SVM User: SVM User: SVM User:

Dashboard, Scanning, Dashboard, Results, Dashboard, Scanning, Dashboard, Results, Dashboard, Scanning, Dashboard, Results,
Receive Notifications Receive Notifications Receive Notifications Receive Notifications Receive Notifications Receive Notifications

SVM User: SVM User: SVM User: SVM User: SVM User: SVM User:

Dashboard, Patching, Dashboard, Resporting, Dashboard, Patching, Dashboard, Resporting, Dashboard, Patching, Dashboard, Resporting,
Receive Notifications Receive Notifications Receive Notifications Receive Notifications Receive Notifications Receive Noifications

L
-

&
“

Note - Just as creating a partition is done by creating a new Partition Administrator, deleting an entire partition is done by
deleting the Partition Administrator.

Within a partition, there is only one Partition Administrator. All additional accounts are regular users, however, these users
all have specific roles. One of the roles a user can have is Administrator.

The main difference between users who have the Administrator role and those who don’t is that Administrators can create
and delete other users within their partition. They can delete any non-administration users, but not other Administrator
users.

The Partition 0 Administrator can access the Partition Management and User Management menus.

All other Partition Administrators can only access the User Management menu.
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Permissions

The MySQL user that is being used to connect to the database requires full privileges on the MySQL server (including the
grant option) as in the following SQL statement:

GRANT ALL PRIVILEGES ON *.* TO ‘secunia_user’@'localhost' WITH GRANT OPTION;

The WITH GRANT OPTION is only required when creating Partitions. If you don’t want to permanently give the GRANT
privilege to Software Inspector’s MySQL user, you can give the permission temporarily when creating Partitions and then
revoke the permission afterwards.

Host and User Licenses

The Partition 0 Administrator is assigned user licenses from Flexera. When the Administrator creates a new partition,
licenses are allocated to the Partition Administrator of that partition. Those licenses are effectively no longer relevant to
Partition 0 - and no one in Partition 0 can use them. The Partition 0 Administrator can reclaim unused licenses from
another Partition by right-clicking an existing account and editing it.

The Host and User licenses in a given partition belong to a shared pool. Any user who scans hosts will use host licenses
from this pool. When a user is created, an Administrator can limit how many active licenses they can claim - note, this is
only an upper bound of the licenses they can use, and should not be confused with them being “assigned” licenses.

User licenses are used per account. For example, when the Partition 0 Administrator is assigned 100 licenses from Flexera,
they use one for their account, so there are 99 left in the pool. The Partition 0 Administrator only assigns them when
creating a new Partition. For example, the Partition 0 Administrator creates a user for Partition 1 (that takes 1 license), and
gives the Partition 1 Administrator 50 user licenses. The Partition 0 Administrator now has 48 left, and the Partition 1
Administrator has 50, meaning, at most 50 additional users could be created in Partition 1.

When an Administrator in a given partition creates a user, they use 1 user license from the pool in that partition. When that
user is deleted, their user license is re-added to the pool.

Create a New Partition Administrator

Click Create New Partition Administrator and fill in the form, providing all the necessary details about the Partition
Administrator and include the number of host and user licenses to assign.

Create New Partition Administrator ®

+ | Account Details

Name: {Please enter a name for this account

Username: | Please enter 3 username for this account

Email: | Please enter an account email address

Assign Host Licenses: | () (11 Host Licenses Available)

Assign User Licenses: 1 {26 User Licenses Available)

- | Recipient Details

Enter an email address and (optionally) a mobile number to be used for emails, notifications and alerts the Flexera Software
Vulnerablity Manager can be configured to send.

Email: | Please enter a redipient email address | Use Abave Email |

Mobile Number: (... ¥}

Close |
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An email will be sent to the User containing a welcome message and the Software Vulnerability Manager login credentials.

Right-click an existing account to view, edit or delete the partition.

Partition Administrators can choose Smart Groups to copy to another account using the Create/Edit User form.

Create New User *

~ | Restrict On IP Range

~ | Restrict On IP Network

Existing Hostname or IP Based Restrictions

Type Secan Target

Mo Restrictions Configured

4 | Share Smart Groups

Choose which Smart Groups you would like to copy to this User

Smart Groups to Copy to this User

Name « Description Status D

=
Insecure installa... B A
high_and_above [l
from remote =
Extremly Critical... =
7-Day Critical Vu... This will show all insecure products rated "Highly” or "Extremely Critical”,... B v

v
| Close |

Note « Sub-Accounts are not allowed to modify their copy of a Smart Group.

The Partition Administrator can also unshare a copy of a Smart Group.

If the Sub-Account already has a Smart Group of the same name and type, the Partition Administrator cannot share their copy
with them.

If the Partition Administrator modifies the Smart Group, all shared copies are also modified.

If the Partition Administrator deletes the Smart Group, all shared copies are also deleted.

Grant User Access to all Completed Scans and Single Host
Agent Entries

Partition Administrators can permit a user or administrator to view all Completed Scans and Single Host Agents by
selecting a check box in the User Account Details form.

When enabled, the user will be able to see the Completed Scans and Single Host Agents from all other users in their
partition.
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View [ Edit User »
« | Account Details A

Name: | bdobre_userl
Username:  bdobre_userl

Email:

["] Generate a new one-time password and email it to the address specified above
Allow User to see the Complete Scans and Single Host Agents from all other Users
Host License Limit: Mo Limit {11 Host Licenses Available)

4 | Recipient Details

Enter an email address and (optionally) @ mobile number to be used for emails, notifications and alerts the Flexera Software
Vulnerablity Manager can be configured to send.

Email: | Use Above Email |

Mobile Number: v |)

Note « This functionality is not available when editing a Partition Administrator or when creating a new user or
administrator, only when editing an existing one.
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This section includes the following articles:

® CVSS (Common Vulnerability Scoring System)
® CVE References

® Where (Attack Vector)

®  (riticality (Severity Rating)

® Impact (Consequence)

CVSS (Common Vulnerability Scoring System)

The Common Vulnerability Scoring System (CVSS) provides an open framework for communicating the characteristics and
impacts of IT vulnerabilities.

CVSS enables IT managers, vulnerability bulletin providers, security vendors, application vendors, and researchers to all
benefit by adopting this common language of scoring IT vulnerabilities.

CVSS consists of three groups: Base, Temporal, and Environmental. Each group produces a numeric score ranging from 0 to
10, and a Vector; a compressed textual representation that reflects the values used to derive the score.

® The Base group represents the intrinsic qualities of a vulnerability.

® The Temporal group reflects the characteristics of a vulnerability that changes over time.

® The Environmental group represents the characteristics of a vulnerability that are unique to any user's environment.
For details on interpreting a CVSS vector, refer to https://www.first.org/cvss/specification-document.

Secunia Advisories include a Secunia derived CVSS score and vector, as well as a link to an implementation of the NIST
CVSS calculator so that a user can adjust temporal and environmental metrics for advisories that match your Watch Lists.

The National Vulnerability Database (NVD) CVSS score/vector for each relevant CVE contained in an Advisory is also shown,
and is similarly linked to the NIST CVSS calculator.
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CVE References

CVE References

A CVE (Common Vulnerabilities and Exposures) name represents a unique, standardized name and description for a given
vulnerability or exposure.

Searching on a CVE reference (for example CVE-2009-3793 or simply 2009-3793) will find all Secunia Advisories in the
database that list that particular CVE as a reference.

An Advisory can contain more than one CVE reference, and not every Advisory has an associated CVE reference.

Where (Attack Vector)

The following are Where (Attack Vector) values.

Local System

Local system describes vulnerabilities where the attack vector requires that the attacker is a local user on the system.

Local Network

From local network describes vulnerabilities where the attack vector requires that an attacker is situated on the same
network as a vulnerable system (not necessarily a LAN).

This category covers vulnerabilities in certain services (for example, DHCP, RPC, administrative services, and so on), which
should not be accessible from the Internet, but only from a local network and optionally a restricted set of external
systems.

Remote
From remote describes vulnerabilities where the attack vector does not require access to the system nor a local network.

This category covers services, which are acceptable to expose to the Internet (for example, HTTP, HTTPS, SMTP) as well as
client applications used on the Internet and certain vulnerabilities, where it is reasonable to assume that a security
conscious user can be tricked into performing certain actions.

Criticality (Severity Rating)

298

The following are Severity Rating values.

Extremely Critical

This value is typically used for remotely and easily exploitable vulnerabilities that are otherwise designated “highly critical”
but also have been exploited in the wild before their publication (zero-day). These vulnerabilities typically exist in services
like FTP, HTTP and SMTP or specific client systems such as email programs or browsers. Operating systems can also be
prone to them—e.g., when font handling is performed on operating system level.

Highly Critical

® This valueis generally used for remotely and easily exploitable vulnerabilities that can lead to system compromise.
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®  Successful exploitation doesn’t usually require any interaction, but there are no known exploits available at the time
of disclosure.

® These vulnerabilities typically exist in services like FTP, HTTP and SMTP or specific client systems such as email
programs or browsers. Operating systems can also be prone to them—e.g., when font handling is performed on
operating system level.

Moderately Critical

This value is usually used for remotely and easily exploitable denial-of-service vulnerabilities against services like FTP,
HTTP and SMTP. Additionally, easily exploitable vulnerabilities that could lead to information disclosure or affect the
integrity of a product can result in this criticality level.

This rating is also used for vulnerabilities allowing system compromise on LANs in services like SMB, RPC, NFS, LPD and
similar services that are not intended for use over the Internet.

Less Critical

This value is typically used for cross-site scripting and local privilege escalation vulnerabilities.

This rating is also used for vulnerabilities allowing exposure of sensitive data to local users.

Not Critical

This value is typically used for very limited privilege escalation vulnerabilities and locally exploitable Denial of Service
vulnerabilities.

This rating is also used for non-sensitive system information disclosure vulnerabilities (for example, remote disclosure of
installation path of applications).

Impact (Consequence)

The following are Consequence values.

Brute Force

Used in cases where an application or an algorithm allows an attacker to guess passwords in an easy manner.

Cross-Site Scripting

Cross-Site Scripting vulnerabilities allow a third party to manipulate the content or behavior of a web application in a
user's browser, without compromising the underlying system.

Different Cross-Site Scripting related vulnerabilities are also classified under this category, including “script insertion” and
“cross-site request forgery”.

Cross-Site Scripting vulnerabilities are often used against specific users of a website to steal their credentials or to conduct
spoofing attacks.

DoS (Denial of Service)

This includes vulnerabilities ranging from excessive resource consumption (for example, causing a system to use a lot of
memory) to crashing an application or an entire system.
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Exposure of Sensitive Information

Vulnerabilities where documents or credentials are leaked or can be revealed either locally or remotely.

Exposure of System Information

Vulnerabilities where excessive information about the system (for example. version numbers, running services, installation
paths, and similar) are exposed and can be revealed from remote and, in some cases, locally.

Hijacking
Covers vulnerabilities where a user session or a communication channel can be taken over by other users or remote
attackers.

Manipulation of Data

This includes vulnerabilities where a user or a remote attacker can manipulate local data on a system, but not necessarily
be able to gain escalated privileges or system access.

The most frequent type of vulnerabilities with this impact are SQL-injection vulnerabilities, where a malicious user or
person can manipulate SQL queries.

Privilege Escalation

Covers vulnerabilities where a user is able to conduct certain tasks with the privileges of other users or administrative
users.

This typically includes cases where a local user on a client or server system can gain access to the administrator or root
account, thus taking full control of the system.

Security Bypass

Covers vulnerabilities or security issues where malicious users or people can bypass certain security mechanisms of the
application. The actual impact varies significantly depending on the design and purpose of the affected application.
Spoofing

Covers various vulnerabilities where it is possible for malicious users or people to impersonate other users or systems.

System Access

Covers vulnerabilities where malicious people are able to gain system access and execute arbitrary code with the privileges
of a local user.

Unknown

Covers various weaknesses, security issues, and vulnerabilities not covered by the other impact types, or where the impact
is not known due to insufficient information from vendors and researchers.
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When you export data from the Software Vulnerability Manager user interface to a CSV file, some values may differ. Each
data setin this appendix includes a cross-reference table to explain the different values between the user interface and CSV
file.

Note « Dates and times in the Software Vulnerability Manager database are created using the Coordinated Universal Time
(UTC). In the U, dates and times in UTC are converted to reflect your local time zone. This UTC date and time conversion is not
possible for CSV reports, resulting in a date and time mismatch between the Ul and CSV report.

Note - When you set the agent to scan “As soon as possible’, the date and time in the Ul will be listed “As soon as possible”
with a date in the past as the next scan date. In the CSV report, the scan date is the actual date from the Software Vulnerability
Manager database without transformation.

This section provides a cross-reference for the following CSV file values:
® Host Smart Group

® Advisory Smart Group

®  Product Smart Group

®  Scan Result

® Completed Scan

® Scheduled Exports

® Single Host Agent

® Smart Group Notifications

® User Management
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Host Smart Group

Host Smart Group

For further information regarding the Business Impact terminology, see Criticality (Severity Rating).

Advisory Smart Group
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Table C-1 « Advisory Smart Group Values from the User Interface Versus the Exported CSV File

Advisory Smart Group Value

Software Vulnerability Manager
User Interface

Exported CSV File

Criticality - Extremely Critical 5 bars (red) 1
Criticality - Highly Critical 4 bars (orange) 2
Criticality - Moderately Critical 3 bars (yellow) 3
Criticality - Less Critical 2 bars (light green) 4
Criticality - Not Critical 1 bar (green) 5
Zero Day No 0
Zero Day Yes 1
Solution Status Unpatched 1
Solution Status Vendor Patched 2
Solution Status Vendor Workaround 3
Solution Status Partial Fix 4
Attack Vector From remote 1
Attack Vector From local network 2
Attack Vector Local system 3
Impact System Access 1
Impact Denial of Service 2
Impact Privilege Escalation 3
Impact Exposure of Sensitive Information 4
Impact Exposure of System Information 5
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Product Smart Group

Table C-1 « Advisory Smart Group Values from the User Interface Versus the Exported CSV File (cont.)

Advisory Smart Group Value Software Vulnerability Manager Exported CSV File

User Interface

Impact Brute Force 6
Impact Manipulation of Data 7
Impact Spoofing 8
Impact Cross Site Mapping 9

See Appendix B - About Secunia Advisories for further information regarding the following terminology:
® Where (Attack Vector)
®  (riticality (Severity Rating)

® Impact (Consequence)

Product Smart Group

For further information regarding the Criticality terminology, see Criticality (Severity Rating).

Table C-2 « Scan Result Values from the User Interface Versus the Exported CSV File

Scan Result Value Software Vulnerability Manager Exported CSV File

User Interface

Criticality - Extremely Critical 5 bars (red) 1
Criticality - Highly Critical 4 bars (orange) 2
Criticality - Moderately Critical 3 bars (yellow) 3
Criticality - Less Critical 2 bars (light green) 4
Criticality - Not Critical 1 bar (green) 5
Issued Number of days ago Month, Day, Year
Soft Type - 0S 1 1
Soft Type - Program 2 2
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Completed Scan

For further information regarding the Criticality terminology, see Criticality (Severity Rating).
Completed Scan

Table C-3 « Completed Scan Values from the User Interface Versus the Exported CSV File

Completed Scan Values Software Vulnerability Manager Exported CSV File

User Interface

Time Date, Month, Year, Time (24-hour Month, Day, Year, Time (12-hour
clock) clock)

Results Exist Yes 1

Results Exist No 0

Zombie Files included (Blank)

Zombie Files not included 0

Scheduled Exports

Table C-4 « Scheduled Exports Values from the User Interface Versus the Exported CSV File

Scheduled Exports Values Software Vulnerability Manager Exported CSV File

User Interface

Frequency One-Time Export 0
Frequency Hourly 1
Frequency Daily 2
Frequency Weekly 3
Frequency Monthly 4
Last Execution Status Failed 0
Last Execution Status Success (Blank)
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Single Host Agent

Single Host Agent

Table C-5 « Single Host Agent Values from the User Interface Versus the Exported CSV File

Single Host Agent Values Software Vulnerability Manager Exported CSV File

User Interface

Platform Mac OS X 11
Platform Windows 21or31
Platform Red Hat Linux 41

Smart Group Notifications

Table C-6 « Smart Group Notifications Values from the User Interface Versus the Exported CSV File

Smart Group Notifications Values Software Vulnerability Manager Exported CSV File

User Interface

Smart Group Type Host 1
Smart Group Type Product 2
Smart Group Type Advisory 3
Always Notify No 0
Always Notify Yes 1
Frequency One-Time Export 0
Frequency Hourly 1
Frequency Daily 2
Frequency Weekly 3
Frequency Monthly 4
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User Management

User Management

Table C-7 « User Management Values from the User Interface Versus the Exported CSV File

User Management Values Software Vulnerability Manager Exported CSV File

User Interface

Host License Limit No Limit -1
User Type User 0
User Type Root Admin or Admin 1
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Software Vulnerability Manager Threat Intelligence helps you prioritize the patching efforts.

In a world where there are more than 18,000 new vulnerabilities every year, being smart about prioritizing remediation
efforts is essential. Leveraging our optional Threat Intelligence Module, another valuable layer of insight is provided to help
you understand which of the vulnerabilities affecting your environment are actually being exploited in the wild.

Industry reports, including Gartner shows that between 6%-10% of the vulnerabilities disclosed each year actually are
exploited in the wild. Turns out that most of these have medium CVSS scores, which are typically overlooked by
organizations. With the insights provided by threat intelligence, it is possible better optimize the time spent remediating
software vulnerabilities. Avoid spending time and resources in patching vulnerabilities that do not have evidence of
exploitation, and favor those that do. Prioritization is crucial for effective risk mitigation and resource utilization.

Leveraging machine learning, artificial intelligence, and human curation from thousands of sources in the open, deep and
dark web, our Threat Intelligence Module augments Software Vulnerability Manager’s vulnerability intelligence with a
Threat Score that provides the ultimate prioritization tool for your busy desktop operations teams.

This appendix explains how the Software Vulnerability Manager Threat Intelligence module helps the enterprises to
manage their resources and Patching Vulnerabilities more effectively, the following topics are discussed in this section:

® Evidence of Exploitation

®  Criteria for the Threat Score Calculation

® Threat Score Calculation - Examples

® Threat Intelligence Data for Operations and Security
® Threat Score Locations

Note « Please note the following:

®  Secunia Advisory Threat Scores and Vulnerability (CVE) Threat Scores are each calculated as described in the Criteria for
the Threat Score Calculation section (an Advisory score is not determined by simply adding related CVE Threat Scores).

®  For pricing and availability, please contact your sales representative or contact us online at:
https://www.flexera.com/about-us/contact-us.html
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Evidence of Exploitation

®  for more details about the SVM or SVR Threat Intel Modules, please see our datasheet:
https://www.flexera.com/media/pdfs/datasheet-svm-threat-intelligence-module.pdf

Evidence of Exploitation

There are 10 primary rules that can impact the assigned Threat score and they are:

® |thasbeen linked to remote access Trojan

® |thasbeen linked to ransomware

® |thasbeen linked to penetration testing tools

® |thasbeen linked to malware

® |t hasbeen linked to an exploit kit

® |t hasbeen linked to a cyber exploit

® |t hasbeen linked to an exploit wild

® |thasbeen linked to POC verified

® |t hasbeen linked to vulnerability developed tools

® |t hasbeen linked to verified intelligence

In Software Vulnerability Manager we provide the resulting score for any given Secunia Advisory to add value to the
prioritization process. In Software Vulnerability Research, where a security persona requires more insight, we provide
these Threat Scores for the Secunia Advisory, and for each vulnerability in the advisory. Further, we will show which of the

rules above were triggered to arrive at the threat score presented.

Criteria for the Threat Score Calculation

Triggered rules increase the score by the values identified in the chart below based on the highest severity level triggered.
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Table D-1 « Rules, Severity and Value

Rule Severity Value
Recently Linked to Remote Access Trojan Medium +2
Historically Linked to Remote Access Trojan Low +1
Recently Linked to Ransomware Medium +2
Historically Linked to Ransomware Low +1
Recently Linked to Penetration Testing Tools Medium +2
Historically Linked to Penetration Testing Tools Low +1
Recently Linked to Malware Medium +2
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Criteria for the Threat Score Calculation

Table D-1 « Rules, Severity and Value

Rule Severity Value
Historically Linked to Malware Low +1
Recently Linked to Exploit Kit Medium +2
Historically Linked to Exploit Kit Low +1
Linked to Recent Cyber Exploit Low +1
Linked to Historical Cyber Exploit Low +1
Recently exploited in the wild Very Critical +5
Exploited in the wild in the past year Critical +4
Historically exploited in the wild High +3
Recent remote code execution POC verified Critical +4
Recent POC verified High +3
Historical remote code execution POC verified Medium +2
Recent possible POC Medium +2
Historical POC verified Low +1
Tools to exploit the vulnerability developed recently Medium +2
Tools to exploit the vulnerability developed historically Low +1
Recently verified intelligence High +3
Historically Verified intelligence Low +1

The rule with the highest criticality determines the point range and the starting value for the Threat Score. The ranges for
each are as follows:

Table D-2 « Criticality - Ranges

({71 {{1114Y From To
Very Critical 71 99
Critical 45 70
High 24 44
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Threat Score Calculation - Examples

Table D-2 « Criticality - Ranges

Criticality From To
Medium 13 23
Low 1 12
None 0 0

Note « when assigning a Threat Score to the SAID, we do not simply add up the scores for each associated vulnerability, but
rather follow the same rules outlined here to calculate the Security Advisory threat score.

Threat Score Calculation - Examples

Some examples to explain how we would arrive at a Threat Score.

Example 1

A SAID has two CVEs; two come back as exploited.

Triggered Rules

The following rules are triggered:
® CVE1triggers
® Historically Linked to Remote Access Trojan
®  Recentremote code execution POC verified
® CVE2triggers
® Historically Linked to Exploit Kit

The Threat Score would be 51.

Calculating the Score

The criticality range is set by the most critical rule triggered, which is critical. This sets the score's maximum and minimum
range as between 45 and 70.

Item Value

Base Score +45
Recent remote code execution POC verified +4
Linked to Recent Cyber Exploit +1
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Item Value

Historically Linked to Remote Access Trojan +1
Threat Score (Sum of above values) 51
Example 2

A SAID has seven CVEs; and all come back as exploited.

Triggered Rules

The following rule is triggered by all CVEs:
® CVE1, CVE2,CVE3, CVE4, CVE5, CVE6 and CVE7 triggers
® Recently Linked to Malware

The Threat Score would be 23.

Calculating the Score

The criticality range is set by the most critical rule triggered, which is critical. This sets the score's maximum and minimum
range as between 13 and 23.

Item Value

Base Score +13
Recently Linked to Malware +2*7CVE=+14
Threat Score (Sum of above values) 27

Note - At this point, we have exceeded the maximum
for a critical threat, which is 23, so the score is 23.

Example 3

A SAID has one CVE and it comes back as exploited.

Triggered Rules

The following rule is triggered:
® CVE1ltriggers
® Historically exploited in the wild

The Threat Score would be 27.
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Calculating the Score

The criticality range is set by the most critical rule triggered, which is high. This sets the score's maximum and minimum

range as between 24 and 44.

Item Value

Base Score +24

Historically exploited in the wild +3

Threat Score (Sum of above values) 27
Example 4

A SAID has many CVEs, none come back as exploited.

The score would be 0 because there are no rules triggered.

Advisory with Multiple Vulnerabilities

An advisory Threat Score is based upon each of the CVEs included in an Advisory as specified above. In Software
Vulnerability Research, the vulnerabilities that have exploits are indicated with a red circle for easier identification.

Threat Intelligence Data for Operations and
Security

Software Vulnerability Manager and Software Vulnerability Research cater to different audiences with different needs.
Software Vulnerability Manager (for operations) provides what is needed for Operations to better prioritize remediation
efforts. Whereas Software Vulnerability Research (for security) provides more detail to meet the needs of security teams.

Table D-3 « Software Vulnerability Manager vs. Software Vulnerability Research

Software Vulnerability Manager Software Vulnerability Research

® Offers a Threat Score at the Advisory level ® Offers aThreat Score at the Advisory level

® Offers aThreat Score at the vulnerability level, within
the advisory

e Offersallist of which rules were triggered to arrive at
the Threat Score displayed

Threat Score Locations

In Software Vulnerability Manager, subscribed users can find the Threat Score in the following places:

® Dashboard Threat Score
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Threat Score Locations

® Completed Scan Page Threat Score

® All Advisory Popup Threat Score

® AllInstallation Popup Threat Score

® Advisory Summary Threat Score

® Host Smart Group Threat Score

®  Product Smart Group Threat Score

® Smart Group Criteria Threat Score

® All Advisory Threat Score

® All Advisory Smart Group Criteria Threat Score
® Zero Day Advisory Threat Score

®  Flexera Package System (SPS) List Threat Score

Dashboard Threat Score

The following image is an example of the Dashboard Threat Score.
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AL Surmere sisaRaLU e S eprpa e e T S
e Al Products = Latest Advisories Affecting Your Securil 71x)| | [Anproducts
isories rour Secu Ol >
Rank  Software Name Currently Last Week 2 2 st
—_— 1 PTTYOx (+75) 129 5 Al Producs = Rank  Advisory Installations Critiality (o’
2 Micosoft .NET Framework 4x 14 14 hweat - < Code et
3 MicrosoR Internet Explorer 11.x 22) 104 26 Date  Advisory Installations Criticality 1o 1 e u ===
Score Vulnerabilty (578904
Reporting 4 Micosoft Windows 5.1 (+1) 47 4 . .
P P o 2200 e P02l PDFDOC:markOblect)” Denial of . l Microsoft Windows OLE Oblect Handing Two
tepad+-+ 7.x o e
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4 WSUS / System Center 18th Mar  PuTTy Multple Vuinerabilties (5487941 3 e 5 Microsoft JNET Framevork Muliple " R
Nalable Top Threat Score Affecting Your Security. DR Lt iy Materfox Fefox Muliole Vinerabiftes B Vulnerabilties (SAB6643) = =
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Completed Scan Page Threat Score

Once the scan is completed, the user can see the Threat Score in the Scan Result.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2022-UG00 313



Appendix D Appendix D - Threat Intelligence

Threat Score Locations

Overview | Scan Result

[V secure [ End-Of-Life W] Insecure

Name

Microsoft Windows 8.1

Microsoft .NET Framework 4.x

Microsoft .NET Framework 4.x

Microsoft .NET Framework 4.x

Microsoft Word 2016 /

0365

Microsoft Skype for Business 2016

Microsoft Visio 2016

Microsoft Access 2016 / 0365
Microsoft Publisher 2016 [ 0365
Microsoft OneMote 2016 [ 0365
Microsoft Excel 2016 / 0365
Microsoft Excel 2016 [ 0365
Microsoft Qutlook 2016 / 0365
Microsoft PowerPoint 2016 / 0365
Microsoft Internet Explorer 11.x
Microsoft Internet Explorer 11.x

Pale Moon 27.x
4 4 | Page 1

of7| b M| &

Version

Windows 8.1 En
4.0.30319.33440
4.0.30319.33440
4.0.30319.33440
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
11.0.9600.19036
11.0.9600.19036
27.2.0.6284

State

Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure

Insecure

Export ~
SAID Criticality CWS5 Base Score  Threat Score... TIssued WVulnerabilities
SAG1803 e 70 1619 days ago 2
SA78904 = 62 563 days ago 1 ~
SATBO04 e 62 563 days ago 1
SATBO04 E— 62 563 days ago 1
SA86262 = 9 136 days ago 1
SAB5499 ) 5 171 days ago 5
SAB5499 = 5 171 days ago 5
SA85499 = 5 171 days age 5
SAB5499 s 5 171 days ago 5
SAB5499 = 5 171 days ago 5
SAB6648 = 4 108 days ago 6
SABG648 —J 4 108 days ago 6
SA36648 = 4 108 days age 6
SAB6648 — 4 108 days ago 6
SARBTB6T = 3 17 days ago 12
SA87867 = 3 17 days ago 2y,
SAB3814 e 3 284 days ago 1

All Advisory Popup Threat Score

When the user double clicks any of the products in the above screen, all the advisories related to that product appear along
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with their Threat Score.
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_QA_WINB X 1
Overview Scan Result

@ Secure E‘ End-Of-Life @ Insecure Bl e
Name « Version State SAID Criticality CVSS Base Score  Threat Score Issued Vulnerabilities
7-zip 16.x 16.0.0.0 - - - - -
Adobe Acrobat Reader DC 19.x  19.10.20098.54... Secure = = - - -
Adobe Flash Player 27.x 27|—|‘-'Iicmsnﬂ: .NET Framework 4.x X 1
fudobe lachplaverd 7o 7 View from the context of Smart Group: | All Products v
Apple Bonjour for Windows 3.x 3.1
Apple Bonjour for Windows 3.x 3. Overview || Installations | All Advisories
Apple Safari 5.x 5.1 EEpa
Apple Software Update 2.x 2.0 SAID + Advis... Criticality =~ Threat Score  Advisory Publish... Solution Status Attack Vector Zero Day W55 Base 5co
Fiddler 5.x 5. | saggsos Micros.. =T 2019-02-13 Vendor Patched  From remote No
Goagle Chrome 72.x 72| spgso3g Micros... ST - 2019-01-08 Vendor Patched  From remote No a
Goagle Toolbar 7.x 73| sasee43 Micros.., =T 3 2018-12-11 Vendor Patched  From remote No
Microsoft .NET Framework 4.x 4.1 spgspsg Micros.., =TT 2 2018-09-11 Vendor Patched  From remote No
Microsoft .NET Framework 4.x 4.1 gpgassy Micros.., =TT - 2018-08-14 Vendor Patched  From remote No
Microsoft .NET Framework 4. 4.1 spganqs Micros... =TT 5 2018-07-11 Vendor Patched  From remote No
Microsoft Access 2016 / 0365 16 spg3pas Micros.., =TT - 2018-05-08 Vendor Patched  From remote No
Microsoft Excel 2016 / 0365 18| sas00is Micros... =0 3 2018-01-10 Vendor Patched  From remote No
Micrasoft Excel 2016 / 0365 18| sazaons Micros.., = 93 2017-09-12 Vendor Patched  From remote Yes
Microsoft Internet Explorer 11.x 11| ga77765 Micros.., =TT 3 2017-07-11 Vendor Patched  From remote No
Micrasoft Internet Explorer 11x 11 sp76746 Micros.., =TT 3 2017-05-09 Vendor Patched  From remote No
Microsoft Malware Protection... 1. spzgsas0 Micros.., =T 2 2017-05-08 Vendor Patched  From remote No
Microsoft Malware Protection... 1.0 sp76798 Micros.., =TT 2 2017-04-11 Vendor Patched  From remote No V]
Microsoft Malware Protection... 1.0 ga7a4ps57 Micros... == 3 2016-12-13 Vendor Patched  From remote Mo i 5
Microsoft OneNote 2016 / 0365 16 <
Microsoft Qutlook 2016 / 0365 16 | | | Page Tof4| b bl TRy S 1 = 1D eTEE
Microsoft PowerPoint 2016 /... 11 [ Close | J
Microsoft Publisher 2016 [ 0365 1
Microsoft Security Essentials 4.x  4.7.213.0 Secure - - - - -
[4 4 | Page 1ofa| b b | & Displaying products 1 - 27 of 191

| Close |

All Installation Popup Threat Score

When the user double clicks the product and selects the Installations tab, all the installations of that product get appear

along with their Threat Score.
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| oa_wins %
Overview || Scan Result

E‘ Secure E‘ End-Of-Life |;£| Insecure Export ~
Name « Version State SAID Criticality (VW55 Base Score  Threat Score Issued Vulnerabilities
T-zip 16.x 16.0.0.0 - - - - -
Adobe Acrobat R{ Microsoft .NET F & 4.x x] -
Adobe Flash Playt vy from the context of Smart Group: All Products v -
Adobe Flash Playl ; N = -

Overview | Installations || All Advisories
Apple Bonjour for -
Apple Bonjour for V] secure V| End-ofLife [ Insecure Export = B
Apple Safari 5.x Host «  SAID Criticality Threat Score State Version Last Scan Path -
Apple Software U BAMG... - - - Secure 4.7.3062.0 10 days age  c:\windows\microsoft.net\framework\v4.0.30319\sm -
Fiddler 5.x BAMG... - - - Secure 4.7.3062.0 10 days age  c:\windows\mi crusoﬂ.net\assemhlv\gac_msil\smsvcl'A .
Google Chrome 7 BANG... - - - Secure 4.7.3062.0 10 days ago  cwindows\microsoft.net\framework64\v4.0.30319): ~
Google Toolbar 7 ©517-.  SAB6643 == 3 Insecure KB4471327, KB44809... 10daysage  c\windows\microsoft.net\framework64\vw4.0.30319\: -
Microsoft .NET Fr | CSI7--. SAB6643 == 3 Insecure KB4471327, KB44809... 10 days age  c:\windows\microsoft.net\frameworkiv4.0.3031%\sm 2
Microsoft .NET Fr | CSI7-... SAB6643 == 3 Insecure KB4471327, KB44809... 10 days age  c:\windows\microsoft.net\assembly\gac_msil\smswck 2
Microsoft .NET Fr | CSI7-... S5AB7523 == 2 Insecure KB4487017 10 days ago  c\windows\microsoft.net\framework64\v4.0.30319\: 2
Microsoft Access | | CSI7-... SAB7523 == 2 Insecure KB4487017 10 days age  c:'windows\microsoft.net\framework\v4.0.30319\sm B
Microsoft Excel 2{ | CSI7--.. SAB7523 == 2 Insecure KB4487017 10 days ago  c\windows\microsoft.net\assembly\gac_msil\smswct 6
Microsoft Excel 21 OS50 - - - Secure 4.0.30315.33440 10 days age  c:\windows\microsoft.net\assembly\gac_msil\smswch 6
Microsoft Interne | C5L7= - - - Secure 4.0.30319.33440 10 days ago  c:\windows\microsoft.net\framework\v4.0.30319\sm 12
Microsoft Internel | S50~ - = = Secure 4.0.30319.33440 10 days ago  c:windows\microsoft.net\framework64v4.0.30319\; 12
Microsoft Malwar | MAHC... SAB6643 == 3 Insecure KB4340006, KB43456_.. 10 days age  c:\windows\microsoft.net\assembly\gac_msil\smswck B
Microsoft Mahwar | MAHO... SAB6643 == 3 Insecure KB4340006, KB43456_. 10 days agn  c:\windows\microsoft.net\frameworkiv4.0.30319\sm B
Microsoft Malwan < 2 a
Microsoft OneNot | | | Page tlora| b b | & Displaying hosts 1 - 14 of 43 | _
Microsoft Outlool - J &
Microsoft Powe 6
— —
Microsoft Publisher 2016 [ 0365 16.0.9126.22495 Secure - - = - -
Microsoft Security Essentials 4.x  4.7.213.0 Secure - - - - -
1 | Page 1)ofg| b Bl | & Displaying products 1 - 27 of 191
Close

Advisory Summary Threat Score

After Clicking on any SAID, a popup appears with the Threat Score and other required details.
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QA_WINS ®
Overview | Scan Result
[ secure [ ]End-OfLife [V insecure Export ~
Name « Version State SAID Criticality OS5 Base Score Threat Score Issued Vulnerabilitie
Microsoft .MET Framework 4.x 4.0.30319.33440 Insecure SAG6386 = 4 1298 days ago
Microsoft .NET Framework 4.x 4.0.30319.33440 Insecure SAG6386 L 4 1298 days ago
Microsoft .NET Framework 4.x 4.0.30319.33440 Insecure SA66386 = 4 1298 days ago
Microsoft Excel 2016 / 0365 16.0.9126.2295 Insecure SABGG4E [E— 4 108 days ago
Microsoft Excel 2016 [ 0365 16.0.9125.2295 Insecure SABGG648 == 4 108 days ago
Microsoft Internet Explorer 11.¢ 11.0.9600.15036 Insecure SABGT19 [E— 52 99 days ago
Microsoft Internet Explorer 11.x 11.0.9600.19036 Insecure SAB6719 = 52 99 days ago
Microsoft Outlook 2016 / 0365 16.0.9126.2295 Insecure SABGG48 [E— 4 108 days ago
Microsoft PowerPoint 2016 [ 0365 16.0.9126.2295 Insecure SAB6648 = 4 108 days ago
Microsoft Windows 8.1 Windows 8.1 Enterpri...  Insecure SAB6671 [E— 50 108 days ago
Microsoft Word 2016 / 0365 16.0.9126.2295 Insecure SAB6262 s 9 136 days ago
Mozilla SeaMaonkey 2.x 2.32 Insecure SAB4457 [E— 7 245 days ago
Microsoft PowerPoint 2016 [ 0365 *
View from the context of Smart Group: All Products v
Overview || Installations All Advisories
Export -
SAID + Advisory Description Criticality Threat Score  Advisory Publish...  Solution Status Attack Vector Zero Day CV55 Base Score Vulnerabilities
SABGGIE Microsoft Multiple Products Multiple Vu.. == 4 2018-12-11 Vendor Patched  From remote Mo
SAB5499 Microsoft Multiple Products Multiple vu.. == 5 2018-10-09 Vendor Patched From remote No ~
SAB5074 Microsoft Multiple Products Multiple vu.. = 19 2018-09-11 Vendor Patched From remote No
SAB4672 Microsoft Multiple Products Multiple yu... = 7 2018-08-15 Vendor Patched From remote No
. . e
i ft Multiple | Multiple Vulnerabilities [=] B3

Secunia Advisory Summary ~

Secunia Advisory ID:  spggeds |
Creation Date: 2018-12-11
Criticality: e - Highly critical
Threat Score: 4
Impact: Exposure of sensitive information
System access
Where: From remaote
Solution Status: Vendor Patched
Secunia CVSS3 Scores: Base: 8.8, Overall: 8.2 CVS5:3.0/AV: N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C v
CVE Reference(s): CVE-2018-8587
Close
Capture screens
The Threat Score appears for all the products on the Host Smart Group Scan Result page.
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Showing All Sites Showing Al Platforms > Search
Host = System Score Last Scan Insecure End-Of-Life
BANGHV_QA_WINSA 14th Mar, 2019 19:36 4 5
CSI7-W10-145 73% 14th Mar, 2019 19:35 1 12
CSI7-WIN10-59 14th Mar, QA_WINS
CSI7-WINS-181 72% 14th Mar, S Scan Result
localhost.localdomain 14th Mar,
MAHOKWING 7% 1athmar, 1 Secue [ 1Endorlile [l msecure
PSCCM 61% 21stMar, Name Version State
QA_WINB 20th Mar, | Microsoft .NET Framework 4.x  4.0.30319.33440  Insecure
QA_WINBIE 14th Mar, Microsoft JNET Framework 4x  4.0.30319.33440  Insecure
QA_WINB_TEST 77% 14th Mar, Microsoft .NET Framework 4x  4.0.30319.33440  Insecure
SBABAWIN1D 65% 21st Mar, Microsoft Excel 2016 / 0365 16.0.9126.2295  Insecure
SBABA_DEV 14th Mar,  Microsoft Excel 2016 / 0365 16.0.9126.2295  Insecure
SUSHMACSIWING 14th Mar, Microsoft Internet Explorer 11.x  11.0.9600.19036  Insecure
SUSHMA_TESTWING 67% 21st Mar, Microsoft Internet Explorer 11.x  11.0.9600.19036  Insecure
sushma_winB1A 14th Mar, = Microsoft Outlook 2016 / 0365  16.0.9126.2295  Insecure
SUSHMA_WINS1B 68% 21st Mar, Microsoft PowerPoint 2016 /. 16.0.9126.2295  Insecure
WIN-ANQ3VBP4RSB 0% - Microsoft Windows 8.1 Windows 8.1 En... Insecure
WING-205-5CCH 77% 14th Mar, Microsoft Word 2016 / 0365 16.0.9126.2295 Insecure
Mozilla SeaMonkey 2.x 2.32 TInsecure
| Page ot | b K| &

Secure Total  Site
103 112 abc
61 84 abc
SAID Criticality
SA66386 B,

SAG6386 ==
SABG3BE ==
SABG648 ==
SABG648 ==
SAB7867 ==
SAB7867 =
SABG648 ==
SABGG48 ==
SABG671 ==
SABG262 =
SAB4457 s

Product Smart Group Threat Score

The Threat Score appears for all the products on the Product Smart Group Result page.

Mame

System Center
System Center

‘CVSS Base Score

Scan Engine

Software Platform
System Center
System Center

)

Export -

Threat Score Issued Vulnerabilities
4 1294 days ago 2
4 1294 days ago 2 ~
4 1294 days ago 2
4 104 days ago 6
4 104 days ago 6
3 12 days ago 12
3 12 days ago 12
4 104 days ago 6
4 104 days ago 6
59 104 days ago 10

132 days ago 11
7 241 days age n v

Displaying products 1- 15 of 15

]

| Close

Software Vulnerability Manager
6] ty Manag

0 Dashboard ~

Results

Sites (4)
> Host Smart Groups
a Product Smart Groups
Overview & Configuration
4 Configured Product Groups (28)
Al Products (411)
7-Day Critical Vulnerability Compliance (FROM TEMPL
G (0)
assdas (0)
bmd (0)
End-Of-Life Products (32)

Smart Group Criteria Threat Score

Showing All Platforms |

Product Name

Microsoft Windows 8.1
Microsoft Windows 10
Microsoft .NET Framework 3.x
Microsoft .NET Framework 4.x
Microsoft Internet Explorer 11.x
Mazilla Thunderbird 60.x
Dnsmasg 2.x

Libxmi2

Apple ITunes 12.x

Microsoft Word 2016 / 0365
Morzilla SeaMonkey 2.x
Microsoft .NET Framewark 2.x

JasPer 1.x

Patch Version

KB2976897, KB3...
KB4485449, KB4...
KBA041092, KB4...
KB3074228, KB4...
KB4480963, KB4...

60.5.1

1293
16.0.9126.2315
2.49.4

KBA055271, KB4...

SAID

SAB3063
SAB7897
SA78904
SA78904
SAB6719
SAB8057
SA79195
SA71295
SA87245
SAB6262
SAB4457
SAB4046
SA76863

Advisory Descrip.
Microsoft Windo.
Microsoft Winda.
Microsoft .NET .
Microsoft .NET F.
Microsoft Intern...
Mozilla Thunder...
Red Hat update
Red Hat update
Apple Tunes Mu...
Microsoft Multipl
Maozilla SeaMonk
Microsoft .NET F..
Red Hat update

Criticality
[==a=ty
o
s

e

Threat Score ~

VS5 Base Score

€VS52 Base Score  CVS53Base Score  Vendor
10 0 Microsoft
[] 8.8 Microsoft
10 0 Microsoft
10 0 Microsoft
0 8.8 Microsoft
0 8.8 Mozila Foundati.
83 ]
10 ]
0 88 Apple
0 8.8 Microsoft
0 8.8 Mozila Foundati
0 9.8 Micrasoft
10 ]

When creating the Product Smart Group, the Threat Score option is available for the Criteria specification. The result is
displayed based on the selection. By default, the Threat Score Criteria is set to 70.
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Create New Smart Group
Mame Description Business Impact Compilation
7-Day Critical V™ i-k, 2. o u - . Lt 11w m ' ST is 1e . 11 ' - ST T e
Configure New Smart Group *
BAAG fte
Rl Smart Group Mame: | Threat Score fe
assdas fte
Description: Threat Score Test
bmd fte
End-0Of-Life Pro . te
Business Impack: Critical ~
Insecure install; fte
insecure 0s Contains products that match  all | ¥ of the following criteria: e
Insecure Produ Criteria fte
Insecure_ QAW fte
patched Produd Threat Score v | is | atleast v| |70 |+ | ke
PCI Compliance ke
ga2-bd-w7x86 Customize Columns ke
QAZ-BD-W81x6 A Product Smart Group's contents grid will always show the "Product Name" column for each product. Use this form to control which additional columns are shown in the te
_ grid view. Mouseover a checkbox for the column description.
said create befy fte
SAID on March|| | @ Select All () Select Custom fe
silent install /| Patch Version |+ Criticality | Threat Score | CVSS Base Score of| Insecure | End-Of-Life & Secure of| Total | Affected Hosts |of Download |+ Product Type E
test at least hig te
Threat Score is fte
ThreatScore<7) fte
| Templates | | || Close |
winl0 fte
All Advisory Threat Score
The Threat Score is made available in the All Advisories page.
E Software Vulnerability Manager 7 Help #] Logout

Menu
@ -
SaID Advisory Description ~ Criticalty TheeatScore  Zero-Day  Advisory Published  Vulnerabilt Solution Status  CVSS BaseScore  CVSS2 Base Score

3 @ Scanning SARJ839 7-2ip Memory Corruption Vulnerability o 2 N 1st May, 2018 1 Vendor Patched 10
SABTS0S ‘Adobe Flash Player Information Disclo. — No  12th Feb, 2019 1 Vendor patched o
. Results saszets Adobe Reader  Actabat Informaion. = 3w zurenams 1 Vendor patched o
Sres () sas0028 ‘Adobe Shockavave Player Memory Corr — 3 No  14thNoy, 2017 1 Vendor Patched 10
. Host Smart Groups Sag745 Apple iTunes Multple Vulherabiities — 2 o 25thlan, 2019 15 Vendor Patched o
» Product Smart Groups SAB7950 FileZilla FTP Client PuTTy Vulnerability = Mo 1th Mar, 2013 1 Vendor Patched 0
4 Advisory Smart Groups Sassa94 GIT Avbitrary Command Execution Vol = 3 mo  shoc 2018 1 Vendor patched o
Overview & Configuration sas7946 ibssh2 Muliple Vlnerabilties — No  15th Mar, 2019 4 Vendor Patched o
 Configured Advisary Groups (15) sA7Bo4 Wierosoft NET Framework Code Exee. = 62 Yes  12thSep, 2017 1 Vendor Patched 10
:'::;:;"“:wzl o SB6643 Microsoft NET Framework Hultiple Vo — 3 Mo 11thDec 2018 2 Vendoratched 0
disoryThrest Scorchtesst70 (5) sas7s23 Microsoft NET Framework Multiple Vu.. = 2 No  13thFeb 2018 2 Vendor Patched o
Vs base Score less 5 (76) sasanss Microsoft NET Framework Multple Vu.. — 5 mo  11thu, 208 4 Vendor Patched o
Extremly Crtcal affecting network in the last 14 days (8)| 5286939 Microsoft NET Framawork Securty By. = No  sthian, 2018 1 Vendor patched o
from remate (57) Sag432 Microsoft NET Framework Signed XM... — Z o sthwar, 2016 1 Vendor patched s
high_and_sbove (35) SAG6386 Micrasoft NET Framework Two Vulner... e 4 Mo 8thSep 2015 2 Vendor Patched 75
:j‘:;“:::‘;::l: ‘(';)(“’ sas6719 Microsoft Internet Explorer Hemory C... — 52 Yes  20thDec 2018 1 Vendor patched o
o 76) Sag7867 Microsoft Internet Explorer Multiple V. e 3 No 12t Mar, 2019 2 Vendor Patched o
test (76) SaBs4%9 Microsoft Muliple Products Multple V. — 5 mo  sthoe, 2018 5 Vendor Patched o
test=0 (57) sage262 Micrasoft Muliple Products Muliple V... = 9 No  13thhoy, 2018 1 Vendor Patched [}
ThreatScore <70 (69) Sas664s Microsoft Multile Products Multple V. — 4 N0 11thDec 2018 6 Vendor Patched o
Threatscorelessthan7o (65) SAB7S19 Microsoft Windows Adobe Flash Player.. = No  12th Feb, 2015 1 Vendor Patched o
ThreatScore_atleast 70-mythr (5) sas0673 Microsoft Windows Kemel Information.. — 4 om0 12thAug, 2014 3 Vendor Patched 68

Zero-Day Advisories (43) s - —— B

All Advisory Smart Group Criteria Threat Score

CVSS3 Base Score

Attack Vector
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Local System

Export

Impact Installatio
System Access

Exposure of Sensitive Informati
Exposure of Sensitive Informati
System Access

Cross Site Scripting, Security By
undefined

System Access

System Access

System Access

Denial of Service, System Acces
Security Bypass, System Access
Security Bypass, Privlege Escali
Security Bypass

Security Bypass

Security Bypass, Denial of Servi
System Access

Security Bypass, Exposure of Se
Exposure of Sensitive Informati
Security Bypass, System Access
Exposure of Sensitive Informati
System Access

Exposure of Sensitive Informati

When creating the Advisory Smart Group, the Threat Score option is available for the Criteria specification. The result is

displayed based on the selection. By default, the Threat Score Criteria is set to 70.
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Advisory Smart Groups: Overview & Configuration

Create New Smart Group

Name Description Business Impact  Compilation Data Last Compiled Modified Date Advisories

Advisory_Threat_Scoreitle... — Complete 25th Mar, 2019 02:35  14th Mar, 2019 19:18 3
All Advisories Smart Group containing all Advisories (default Secunia Smart ¢ == Complete 25th Mar, 2019 02:35  9th Apr, 2015 16:44 75
Extremly ¢ Configure New Smart Group % 7
from remol 58
high_and._ Smart Group Name: | Threat Score 34
local netwy Description: Threat Score 0
mmm 75
ThreatScor  Business Impact: Critical v o
Zero-Day  (Contains advisories that match |all | ¥ | of the following criteria: 4

Criteria
Threat Score v | is |atleast v | |70 | =

Select Al

() select Custom

Customize Columns

An Advisory Smart Group's contents grid will always show the Secunia Advisory ID and Descrition for each entry. Use this form to control which additional columns are shown in
the grid view. Mouseover a checkbox for the column description.

L'd | Threat  Zero- /) Advisory v'd /| Solution o CVS5Base o Aftack il v il L4
Criticality  gcqre Day Published Vulnerabilities  giapys Srore Vectar Impact Installations Products Hosts
| Save 1 Close

Zero Day Advisory Threat Score

The Threat Score appears in the Zero Day Advisories page. This result may vary with the data seen in the result section.

The All Advisories page has the latest result as it is directly pulled form the vulnerability track table.

[ Software Vulnerability Manager

Zero-Day Advisories

Sites (7) || seope ofData: @ acvisories that Afected You ) All Advisories
4 Host Smart Groups
Overview & Configuration Zero-Day SAID ~  Advisory Description Criticality ~ Advisory Published  Threat Score  Vulnerabiliti.  Affected Installations
4 Configured Host Groups (17) SAB7744 Google Chrome FileReader Use-After-Free Vulnerability EECE 4th Mar, 2019 18 1 3
All Hosts (18) SAB6719 Microsoft Internet Explorer Memary Corruption Vulnerability EETT 30th Dec, 2018 52 1 32
aaaa (2) SABES17 Adabe Flash Player Multiple Vulnerabilities EECE 5t Dec, 2018 95 2 3
:;a:h;f‘rﬁ © SABS519 Microsoft Windows Server 2008 / Windows 7 Multiple Vulnerabilities STEE gy gt 2018 23 14 1
bmd (0) SABS518 Microsoft Windows Server 2012 / Windows RT 8.1 / 8.1 Multiple Vulnerabilities EEEEE oth Oct, 2018 23 15 1
cwxev (0) SABS514 Microsoft Windows Server 2016 / Windows 10 Multiple Vulnerabilities EECEE gth oct, 2018 23 2 3
hast_win10 {3} S5AB4665 Microsoft Internet Explarer Multiple Vulnerabilities EECEE ath Aug, 2018 67 11 32
less than 90 (16) SAB3644 Adobe Flash Player Multiple Vulnerabilities EECEE th Jun, 2018 60 4 2
mihai - windows non-server devic § a51412 Adobe Flash Player Multiple Use-After-Free Vulnerabilities EECE gt Feb, 2018 9 2 2
:ﬁz::"i‘?i?l: gjdays © 5A79397 Microsoft Multiple Products Memory Corruption Vulnerability EEEEER 0th Oct, 2017 53 1 1
qa2-bd-w786 (0) SA78904 Microsoft .NET Framework Code Execution Vulnerability SR 3th Sep, 2017 a3 1 53
qaz2-bd-wa1x64 (0) SA76734 Microsoft Windows 7 Multiple Vulnerabilities SEEES gth May, 2017 70 27 1
scem (15) SA76722 Microsoft Windows Server 2012 Multiple Vulnerabilities SR oth May, 2017 70 26 1
sitename in QA2 (0) SAT6703 Microsoft Office Multiple Products Multiple Vulnerabilities EECER gth May, 2017 62 & 1
test_host_names (0) SAT6672 Microsoft Internet Explarer Multiple Vulnerabilities EETES gt ay, 2017 20 6 32
. Pmd“‘:t‘"::::::z?:::im SA76271 Microsoft Office Multiple Vulnerabilities EECES 1gth Apr, 2017 99 8 2
Overview & Configuration SA76226 Microsoft Internet Explarer Multiple Vulnerabilities ST 11th Apr, 2017 5 3 32
. Configured Product Groups (21} 5A75547 Microsaft Internet Explorer Multiple Vulnerabilities EECE 54th Feb, 2017 70 12 32
4 Advisory Smart Groups SA73948 Mozilla Firefox / Firefox ESR SVG Animation Use-After-Free Vulnerability EETE 30th Nov, 2016 17 1 B
Overview & Configuration 5A72985 Microsoft Multiple Products RTF Memory Corruption Vulnerability EEEE 1th Oct, 2016 52 1 1
« Configured Advisory Groups (9) 5A72977 Microsoft Products Multiple Vulnerabilities EETER 14 Oct, 2016 7 8 87
2::;::::&?“ @ 5A72953 Microsaft Internet Explorer Multiple Vulnerabilities S 41th Oct, 2016 66 10 32
Advisory_Threat_ScoreAtleast?0 { SA72380 Microsoft Internet Explarer Multiple Vulnerabilities EECEE 13th Sep, 2016 65 10 32
Extremly Critical affecting network SA70398 Microsoft Internet Explorer Multiple Vulnerabilities S 10th May, 2016 a9 5 32
from remate (58) SA69989 Microsoft Windows Privilege Escalation and Paol Corruption Multiple Vulnerabilities EETEE 13th Apr, 2016 20 4 16
high_and_above (34) SAG7695 Microsoft Windows Multiple Privilege Escalation Vulnerabilities ST gth Dec, 2015 5 4 16
local network/system (0) SAB7666 Microsaft Office Multiple Products Multiple Vulnerabilities ST gt Dec, 2015 8 & 1
:'"r:';éi?regu ) SA66378 Microsoft Office Multiple Products Multiple Vulnerabilfties EECES gt sep, 2015 61 7 2
Zero-Day Advisories (45) SAB6360 Microsoft Multiple Products Multiple Vulnerabilities T 8th Sep, 2015 23 11 17
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Flexera Package System (SPS) List Threat Score

The Threat Score appears in the Flexera Package System (SPS) list, which helps user to prioritize patches.

Software Vulnerability Manager

s Pcoge sy 5
‘ Dashboard Search Type: Product w || Search text Search | View from the context of Smart Group: All Products w || Configure View = New Custom Package
Product Vendor Patched Version Architecture SAID Criticality Threat Score + Detected
> @ Seanning & Product: Mozilla Thunderbird 60.x (1 Ttem)
Mozilla Thunderbird 60.x Mozilla Foundation ~ 60.5.1 Windows32-bit  SAB8057 == 17 0 days, 0 hours...
- Results
=& Product: Apple iTunes 12.x (1 Ttem)
. —
. I|‘l Reporting Apple iTunes 12.x Apple 12.9.3 Windows32-bit SAB7245 12 0 days, 0 hours.
& Product: Mozilla SeaMonkey 2.x (1 Item)
a n Patching Mozilla SeaMankey 2.x Mozilla Foundation ~ 2.49.4 Windows32-bit  5A84457 e 7 0 days, 0 hours...
Flexera Package System (SPS) =& Product: Adobe Shockwave Player 12.x (1 Item)
Patch Template Adabe Shockwave Player 12.x Adobe Systems 12.3.1.201 Windows32-bit ~ SAgopzg 0 SETED 3 0 days, 0 hours...
Agent Deployment
4 WSUS / System Center = Product: 7-zip 18.x (1 ITtem)
Available 7-zip 18X 18.05 Windowsé4-bit  SA82839 = 2 0 days, 0 hours...
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Appendix E - Troubleshooting
Techniques

This appendix explains Troubleshooting Techniques of the Software Vulnerability Manager:

Intune

Intune

Patch Publisher

This section includes the following topics:

Pre-requisites

Publishing

SVM Patch Configuration

SVM Patch Configuration / General Tab
Troubleshooting Tips

FAQs

Pre-requisites

Intune POC (Proof of Concept) requires the following prerequisites:

For Intune connection details, refer Add Intune API Application (Client) ID and Directory (Tenant) ID on Intune
Connection. For more details, see Intune Publishing and Set up a Distribution Connection in Flexera SVM Patch
Configuration for Microsoft Intune.

To get Application (Client) ID, Directory (Tenant) ID, and Client Secret app registration need to be done. For more
details, see App Registration and Create Client Secret.

Make sure that the following Intune Graph API Permission are available to the user. For more details, see API
Permissions.
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Intune

® Make sure that you have at least five to eight distribution endpoints in your sample test environment.

® To enroll adevice/endpoint to an Intune follow this link https://docs.microsoft.com/en-us/mem/intune/user-help/
enroll-windows-10-device

®  For each endpoint, please ensure:

® Endpoints have been recently booted up to ensure there are no pending updates that could hinder Intune
publishing.

® The credentials that will publish to endpoint has permissions to run PowerShell scripts - not required.
e Ifinstalling Win32 apps then antimalware settings should exclude the following directories

On x64 client machines:

® (C:\Program Files (x86)\Microsoft Intune Management Extension\Content

® C:\windows\IMECache

On x86 client machines:

® C:\Program Files\Microsoft Intune Management Extension\Content

® (C:\windows\IMECache

Publishing

326

Once the pre-requisites are completed, you can begin publishing from the SVM console.
To create and publish the package, see Create and Publish the Package.

In Step 4 of the Publishing Wizard, use Schedule package to Patch Daemon and publish.
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Step 4 of 4: Ap,

Here you configure the applicability rules for the package.

L Pt 1 e s U s s s,

Language Settings
Configure package applicability rules based on language:
[_] only make package applicable to computers with one of the selected languages.
Select Languages:  Language
Arabic
Chinese (Hong Kong SAR)
Chinese - (Simplified)
Chinese - (Traditional)

Czech v

[—

Export Patch Script

Before publishing XML patch script to your file system, you have the option to configure XML file. Note: As you might wish to share this package, for
example via the community forum, you can choose to not include the package files s binary and the applicability paths from Step 3, as your paths may
contain private user data.

[ Do not indude Step 3 Applicability Paths in XML File.

[+ Do not include package file(s) as binary in XML File.

Patch Template (Optional)
Save as template

Template Name: | Enter Template Name...

Publish Options
Select option for publishing Flexera package
Publish package using: () wSsUS (via Activex)
(®) Schedule package to Intune/WSUS
O Altiris
() Export Fatch Script
() Cabinet File (Export)

() save Template

Previous Publish | Cancel

SVM Patch Configuration

The Flexera SVM Patch Configuration Tool can control the publish into Intune.

[ Flexera SVM Patch Configuration — ] X

WSUS  Intune  Workspace ONE  SVM  General Output Window Clear Output

[5:34:52 AM] Executing the command:
PaollTasksNow

Distribution System

Distribution To: | Microscft Intune =

Logging

Log File: C:\ProgramData'\Flexera Software' SVM Patchsvmpatch_muttiple

Log Level: LogAlways ~
Check-In Settings

Check-n Frequency: |0 5| Days |0 |5|Hours (5 [ Minutes
Get all Latest Subscribed Packages

Force Check-In Now

For more information on Intune connection, see Flexera SVM Patch Configuration.

SVM Patch Configuration / General Tab

To set SVM Patch Configuration, perform the following steps.
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Intune
=
Task To configure:
1. Inthe General Tab set the Distribution To: Microsoft Intune.
2. You can click Force Check-In Now to distribute to Intune immediately or wait for the Check-In.
3. You can check log file (c:\ProgramData\Flexera Software\SVM Patch\svmpatch.log) for confirmation that publishing
happened to Intune. Here is a sample line:
[26/05/2021 16:09:35|V] [POST data]: {"data":{"package_id":"f8072330-ddd2-469f-8762-
e3cd28a2969d","error":""},"status":"success","task_type":"publish_package"}
4. You can then check for your app in Intune.
:::mm ﬁ A[;ps | All apps - X
a"m; ise Google Chenme Biux v. T A% 3pp (WARLY - o =
=
D Tent sdminsiistion
5. Now that your Application is in Intune, you can decide how to distribute.

Troubleshooting Tips

Following are the troubleshooting tips for Intune:

328

Intune log file location is C:\ProgramData\Microsoft\IntuneManagementExtension\Logs. For detailed debugging
check IntuneManagementExtension.log. Search for package name / Application ID.

Use %WinDir%\CCM\CMTrace.exe tool to read Intune logs.
Installation status of SPS package logged at C:\windows\SecuniaPackage.log

If install fails most time the reason is, the file in use by other application. In such cases, restart the machine. Some
other common reasons are listed here.
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® Debugging for PowerShell script not running, refer https://docs.microsoft.com/en-us/mem/intune/apps/intune-
management-extension#issue-powershell-scripts-do-not-run

® Check whether the service Microsoft Intune Management Extension is running in endpoint.

® Intune Management extension polls for packages for every hour. We can do force polling by restarting the Microsoft
Intune Management Extension service.

® Once the package gets installed, it takes at least five minutes to reflect in Apps section of Intune interface. Sort by Date
created to list recently published packages.

FAQs
The following table provides answers to frequently asked questions regarding Intune application.

Table E-1 - FAQs

Do endpoints need to have Not required to have execution permissions for a patch to get installed. We made
PowerShell execution policy to Enforce script signature check and run script silently in detection scripts to No
allow script execution? for an Intune application. Hence it bypasses the execution-policy and runs

irrespective of the execution policy being set in endpoint.

Do any files be excluded from Antimalware settings should exclude the following Intune directories:

virus scanning in endpoints?
g P ® Onx64 client machines:

® C:\Program Files (x86)\Microsoft Intune Management Extension\Content

® C:\windows\IMECache
® Onx86 client machines:

® C:\Program Files\Microsoft Intune Management Extension\Content

® C:\windows\IMECache

More details, see https://docs.microsoft.com/en-us/mem/intune/apps/apps-
win32-troubleshoot

Is it possible to deploy the agent  Yes via a feature in the product introduced in the April release of the Patch
via Intune? Daemon (version 5.0.385 and above).

What permissions does the Patch ® It requires an account which has access directory as an administrator with
Daemon account require? Does it rights to create new app registrations.
require PowerShell script

tion riehts? ® |tdoes not require PowerShell execution permissions as PowerShell is not
execution rights?

leveraged when publishing a package to Intune.
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Patch Publisher

Patch Publisher

Patch Publisher requires the following pre-requisites:

330

OS Windows 8.1 or later

Windows 2012 R2 or later

.Net framework version 4.7.2 or later

RSAT should be enable and needs to be installed

Architecture - 64 bit operating systems

You can install in Local admin/domian admin

0S Requirements (for WSUS Distribution System):

® |Install Patch publisher in Windows Server 2012 or Windows 8.1, for Windows 2012 WSUS.
® |Install Patch Publisher in Windows Server 2016 or Windows 10, for Windows 2016 WSUS.

® |[nstall Patch Publisher in Windows Server 2019 or Windows 10, for Windows 2019 WSUS.
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