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Introduction

Flexera's Software Vulnerability Manager is a software vulnerability and patch management solution that
facilitates a customized patch management process. It combines vulnerability and threat intelligence, end
point assessment, and patch creation and publishing enable an informed and rapid patch management.

Software Vulnerability Manager can assess software vulnerabilities for both Microsoft and non-Microsoft (third-
party) product vulnerabilities covering Microsoft Windows, macOS, and Red Hat Enterprise Linux. The results of
this assessment are connected to our vulnerability and threat intelligence to allow for effective prioritization.
Finally, third party patches may be created and published to remediate endpoints using Microsoft® WSUS
(often in conjunction with System Center Configuration Manager), via Microsoft® Intune, VMware® Workspace
One, or BigFix.
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New Features and Enhancements

Software Vulnerability Manager (Cloud Edition) includes the following new features and enhancements:
® Patch Publisher Enhancements

® Software Vulnerability Manager User Interface Enhancements

® Reference: Latest Binary Versions

Note - To see the following new features and enhancements in your Software Vulnerability Manager (Cloud
Edition) interface, you must refresh your browser’s cache (press Ctrl+F5).

Patch Publisher Enhancements

The following improvements have been added to the SVM Patch Publisher.
®  Export Option in Patch Publisher Grids

® Search Option in Applicability Criteria - Paths Panel

® Highlight the Published Products in the Vendor Patch Module View

®  Average Resolution Time in the SVM Software Suggestion Tool

®  Group Products Based on Patched Version in the Flexera Package System (SPS) View

Export Option in Patch Publisher Grids

A new Export button is introduced in the Flexera Package System (SPS), Patch Template, Vendor Patch Module
(VPM), Bring Your Own Patch (BYOP), and Patch Deployment Status overview page.

You can choose to export data in the grid to a CSV file using the export feature that is built into each view.

G =B AQ c AW 0
» SXH o 0 &

mimar || Py el i cude S g WS holp Feeduack Aoout VM Fatch
b o e Paciage e Mapegenee pies

Flexera Package System (SPS)

Settings

SUM Connection
Distribution Systems
Service Connections
Manage Patches

Flexera Package System (SPS) . e o
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Patch Template

Agent Deployment
Vendor Patch Module

Bring Your Own Patch (BYOP)

Patch Deployment Status
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Search Option in Applicability Criteria - Paths Panel

Anew Find box is introduced in the Applicability Criteria - Paths panel of the Create Update Package Wizard.
You can enter keywords in the Find box to find the matching applicability paths.

[ Create Update Package Wizard

@ Create Patch Wizard

Applicability Criteria - Paths

Always Install Option: €} [ Mark Package as “Always Installable”

Minimum Version: €} |111.D‘D.D |
Secure Version: [114.0.5735.198 |
FiePaths: €) ImportPaths || AddPath | []Show CSIDL Path
| [Enter text to search... [[ Fnd | |

8] |path | Installations |csioL path

%]  \Google\Chrome\Appiication\chrome. exe Default Install Path %PROGRAMFILES%

] “rome.exe H) n/a

[«] C:\Program Files\Google\Chrome \application\chrome. exe 2 nfa

[]  C:\Program Files (x36)\Google\Chrome Appiicationinew_chrome.exe 0 nfa

O C:\Program Files (x86)\Google\Chrome \Applicationchrome. exe 0

nfa

Highlight the Published Products in the Vendor Patch Module View

In the Vendor Patch Module > Configuration View dialog, the Highlight product for which update packages

have been created option is now enabled to check/uncheck to highlight the products for which update
packages have been created.
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B Configure View

You can customize the view of the products displayed using the following configurable options:

Group products where patched version and architecture are identical
[« | Display only End-of-Life or Insecure products
[« Display only products for which silent update packages can be created automatically

|| Hide Microsoft products

||7 Highlight products for which update packages have been created I

| | pisplay SPS Lite page

The Software Vulnerability Manager should not be used for creating patches for Microsoft products.
Note: .
The updates should come from Microsoft.

Apply Cancel

Average Resolution Time in the SVM Software Suggestion Tool

In the SVM Software Suggestion Tool window, you now have the ability to view the average resolution time for
addressing the suggested software..

B SVM Software Suggestion Tool - O s

This tool alows you to browse for an application you wish to submit to Flexera's SVM to consider adding to our database of security
products we detect. Please browse for the primary EXE of the a

lication, then click Send to Flexera. You wil need to login to SYM
Patch Publisher before you can submit the dam.lﬁverage fime to resolution over last 30 aays 2 2.0 aays. I

File Details

Program File |C:\Program Files (x86)\Motepad++\NppShel_06.dll | T
Program Name |SheIIHandIer for Notepad++ (64 bit) |
Program URL |http:jfwww.ﬂexera.c0m |
Email |

Additional Information

| View My Software Suggestions | | Send to Flexera |

Group Products Based on Patched Version in the Flexera Package
System (SPS) View

In the Flexera Package System (SPS) > Configuration View dialog, the Group products where patched version

and architecture are identical option is now enables you to group the products based on Patched Version and
Architecture.
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E Configure View .

You can customize the view of the products displayed using the following configurable options:

I [ ] Group products where patched version and architecture are identical I

IT_ Display only End-of-Life or Insecure products
|7_ Display only products for which silent update packages can be created automatically
[ ] Hide Microsoft products

Highlight products for which update packages have been created

|| bisplay SPS Lite page

ot The Software Vulnerability Manager should not be used for creating patches for Microsoft products.
© The updates should come from Microsoft,

I Apply I ‘ Cancel

Settings Flexera Package System (595)
SVM Connection = e
Distribition Systems
gt = [uecvimen | vantr rowan w0 crmcney s Duscee e — esorise o e oms [
Service Connections ek oo o 20

~ Product; Adobe Acrobat Reader 2017 17.x

Manage Patches g

Flasora Packaga System (595) ~ Product; Amazon Corretto 6:x

Patch Template:

= g
Agent Deploment ~ Product: Google Chrome 113.x
Vendor Patch Moduie

Bing Your Own Patct (BYOR)

Patch Deployment Status

 Product: Notepad-++ 7.x
rotpages 7 27 P
~ Product; Oracle Tava JDK 1.8.x / 8.

> Product: Zoom Client for Meetings 5.x

Software Vulnerability Manager User Interface
Enhancements

The following improvements have been added to the Software Vulnerability Manager User Interface.
®  Average Resolution Time on the Software Suggestion Page
® “lastLogged In” Column in User Management Grid

® Installations Tab Improvements in Smart Groups

Average Resolution Time on the Software Suggestion Page

On the Software Suggestion page, you now have the ability to view the average resolution time for addressing
the suggested software.
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) Dashboard Dashboard  Software Suggestions X

Scanning |Average tme to resolution over last 30 days - 2 days Export w
S Name Version URL Emai Comment Status Created |
NppShellsd dil 01 Request Sent 20th Jun, 2023 1509
4 Reporting Firefox 110.0 Request Sent 10th Jun, 2023 13:02

Patching

Administration

& Configuration

“Last Logged In” Column in User Management Grid

A new Last Logged In column has been added to the User Management grid. The Last Logged In column now
displays last successful login to the application.

= [ Software Vulnerability Manager ? a o2

Dashboard Dashboard  User Management

Scanning

Host Licenses User Licenses
Licenses Granted: 100 5
B Results Licenses Used 5 4
Licenses Available: 9 1
Reporting
Paiching —
Username Name Recipient Email HostLicenseLimit | UsedHostlicenses  UserType | AuthenticationType  CreatedBy | LastLoggedin |
Adminisiration No Limit 4 RoolAdmin  Standard Login 20th Jun, 2023 18.27
No Limit 1 User Standard Login 16th May, 2023 12.02
User Mana
L Maneg: No Limit 0 User Standard Login 24th Mar, 2023 14:23
Active Direclory No Limit 0 User Standard Login 15th Feb, 2023 16:50

Password Policy

& Configuration

Installations Tab Improvements in Smart Groups
Following enhancements are added in Smart Groups > View Installations context menu > Installations tab:

® Search—Under Installations tab, a new Search box has been added. You can now enter keywords in the
Search box to search for the matching hosts in the grid.
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Amazon Corretto 8 x
View from the context of Smart Group: = All Products v
Overview Installations All Advisories

& Secure ¥ End-Oflife & Insecure Search Host Export v
Host SAID Criticality Threat S.._ State Missing MS KB Version Last Scan Path
SVM2018-WIN10C SA115359 23 Insecure 8.0.3320.8 2monthsago  C:\Program Files\Amazon Corretto\jdk1.8.0_3
SVM2018-WIN10C SA115359 23 Insecure 8.0.33208 2months ago  C:\Program Files\Amazon Corretto\jdk1.8.0_3.
SVM2018-WIN10C SA115359 23 Insecure 8033208 2 months ago  C:\Program Files\Amazon Corretto\jre8\binja.

Page 1 of 1 = Displaying hosts 1 -3 of 3

® Copy path to clipboard— Under Installations tab, you can now copy the selected installation path of a file
to the clipboard. To do so, right click on selected row and choos Copy path to clipboard.

Amazon Corretto 8 x

View from the context of Smart Group: | All Products v
Overview Installations All Advisories
& Secure  EndOflfe & Insecure Search Host Export v
Host SAID Criticality Threat S State Missing MS KB Version Last Scan Path
opy path fo clipboard
SVM2018-WIN10C SA115359 23 Insecure 8033208 2monthsago  C:\Progra ESTAMaZzon Corfetto\jdk1.8.0_3.
SVM2018-WIN10C SA115359 23 Insecure 8033208 2monthsago  C:\Program Files\Amazon Corretto\jre8\binja.

Page 1 of 1 = Displaying hosts 1 -3 of 3

Close
el [7eiT i eariimia rrmn e [ |

Reference: Latest Binary Versions

The following version of the binaries provided are:
®  SVM ActiveX Plug-in v7.6.0.24 (no change)

® Single Host Agent v7.6.0.24 (no change)

® SVM Daemon v7.6.0.24 (no change)

®  SVM System Center Plugin v7.6.0.24 (no change)
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® SVM Patch Publisher v7.12.1039 (to download, click here)
Refer “Patch Publisher Enhancements” for changelog.
® SVM Cloud Client Toolkit v5.0.561 (to download, click here) (no change)

This toolkit contains offline utilities such as the Multi-partition Reporting Tool, WSUS Management Tool
and Client Data Tool which add value to SVM. This toolkit does not consist of Patch Daemon. This toolkit is
for SVM Cloud edition only.

Note « The Flexera SVM Patch Configuration will be deprecated in the future; therefore, you are encouraged to
migrate to the new SVM Patch Publisher tool.

Known Issues

The following table lists the known issues in Software Vulnerability Manager (Cloud Edition):

Issue Description

10K-1047113 Ungrouped patch creation have missing values in the wizard.

Resolved Issues

The following table lists the customer issues that were resolved in Software Vulnerability Manager (Cloud

Edition):
Issue Description
10K-757345 Display proper messages on submitting Software Suggestion.

Community Blogs

Please subscribe to latest posts about Software Vulnerability Manager by going to https://
community.flexera.com/t5/Software-Vulnerability/bg-p/SoftwareVulnerabilityManagementblog and clicking
on subscribe.

Please subscribe to latest release announcements concerning Software Vulnerability Manager by going to
https://community.flexera.com/t5/Software-Vulnerability/bg-p/Software-Vulnerability-Release-blog and
clicking on subscribe.

Product Feedback

Have a suggestion for how we can improve this product? Please share your feedback with the product team by
visiting the Software Vulnerability Manager Forum in the Flexera Community:

o
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https://community.flexera.com/t5/Software-Vulnerability/bg-p/SoftwareVulnerabilityManagementblog
https://community.flexera.com/t5/Software-Vulnerability/bg-p/SoftwareVulnerabilityManagementblog
https://community.flexera.com/t5/Software-Vulnerability/bg-p/Software-Vulnerability-Release-blog
https://resources.flexera.com/tools/SVM/SVMPatchPublisher.msi
https://resources.flexera.com/tools/SVM/SVMClientToolkit.msi
https://docs.flexera.com/csi/Content/helplibrary/Flexera_SVM_Patch_Configuration.htm

https://community.flexera.com/t5/Software-Vulnerability/bd-p/SVM-Discussion
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Legal Information

Copyright Notice

Copyright © 2023 Flexera

This publication contains proprietary and confidential information and creative works owned by Flexera and its

licensors, if any. Any use, copying, publication, distribution, display, modification, or transmission of such
publication in whole or in part in any form or by any means without the prior express written permission of
Flexera is strictly prohibited. Except where expressly provided by Flexera in writing, possession of this

publication shall not be construed to confer any license or rights under any Flexera intellectual property rights,

whether by estoppel, implication, or otherwise.

All copies of the technology and related information, if allowed by Flexera, must display this notice of copyright

and ownership in full.

Intellectual Property

For a list of trademarks and patents that are owned by Flexera, see https://www.flexera.com/legal/intellectual-

property.html. All other brand and product names mentioned in Flexera products, product documentation,
and marketing materials are the trademarks and registered trademarks of their respective owners.

Restricted Rights Legend

The Software is commercial computer software. If the user or licensee of the Software is an agency,
department, or other entity of the United States Government, the use, duplication, reproduction, release,
modification, disclosure, or transfer of the Software, or any related documentation of any kind, including
technical data and manuals, is restricted by a license agreement or by the terms of this Agreement in
accordance with Federal Acquisition Regulation 12.212 for civilian purposes and Defense Federal Acquisition

Regulation Supplement 227.7202 for military purposes. The Software was developed fully at private expense.

All other use is prohibited.
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