fle)era.

Software Vulnerability Manager
(Cloud Edition)
User Guide



Legal Information

Book Name: Software Vulnerability Manager (Cloud Edition) User Guide
Part Number: SVMC-MAY2025-UG00
Product Release Date: May 2025

Copyright Notice

Copyright © 2025 Flexera

This publication contains proprietary and confidential information and creative works owned by Flexera and its licensors, if any. Any use, copying,
publication, distribution, display, modification, or transmission of such publication in whole or in part in any form or by any means without the prior
express written permission of Flexera is strictly prohibited. Except where expressly provided by Flexera in writing, possession of this publication shall not
be construed to confer any license or rights under any Flexera intellectual property rights, whether by estoppel, implication, or otherwise.

All copies of the technology and related information, if allowed by Flexera, must display this notice of copyright and ownership in full.

Intellectual Property

For a list of trademarks and patents that are owned by Flexera, see https://www.flexera.com/legal/intellectual-property.html. All other brand and product
names mentioned in Flexera products, product documentation, and marketing materials are the trademarks and registered trademarks of their respective
owners.

Restricted Rights Legend

The Software is commercial computer software. If the user or licensee of the Software is an agency, department, or other entity of the United States
Government, the use, duplication, reproduction, release, modification, disclosure, or transfer of the Software, or any related documentation of any kind,
including technical data and manuals, is restricted by a license agreement or by the terms of this Agreement in accordance with Federal Acquisition
Regulation 12.212 for civilian purposes and Defense Federal Acquisition Regulation Supplement 227.7202 for military purposes. The Software was
developed fully at private expense. All other use is prohibited.


https://www.flexera.com/legal/intellectual-property.html

Contents

1 Software Vulnerability Manager (Cloud Edition) HelpLibrary ........cccecivteciececeecncensss 13
ProduCt SUPPOIT RESOUICES & ot v et ot eeeaneooeooeaeanesocsossssassosssssssssssssassscsossossssssessesssassssss 17

CONtACt US . oot itiititeeeneeoeoeonsesencosoosoncasossensasosssnssssssssensosssssnssssssssossssssssnssssnss 18

2 INtrodUucCtion ....vvieteeeeeeeeeeooeeeeooesocoassssesnsesecssassssssssssssssscsnssscsss 19

The Scan Process - HOWDO0eS it WOrK? . ... viitiiitiiitiiieeeieeeeeeoeeesaseeasesssesssssosssssnsessssssssansns 19
Software Vulnerability Manager Software Vulnerability Management LifeCycle . .....ovviiiiieiierineecnnscnnccnnns 20
SYSteM REGUINEMENTS . o ottt ittt tieeteneeeaosesaessaossssossoasssasssasssssssssnsssnsssasssssssssnsssnsssss 21
T 0 0T3S o o PP 23
Software Vulnerability Manager with Scanning and Patching Capabilities............oo i 23
System ArchiteCtUre OVEIVIEW ... vuvituiue e ttoseeooeesoessonssosssosssssssssssssssssssssssssssssssnnssnnss 24

3 Software Vulnerability Manager Quick StartGuide . .......coiviiiiiirerecncecesnsncasaesess 27

Login to Software Vulnerability Manager Cloud Edition .........coiitiiitiirtiiieennesreesreosrsosssssssscsssonns 27
Download and Install Software Vulnerability Manager Agent. ........coiiiiiiiiiiiiiiitiiieeierseessncesncennnnns 28
PerfOrMING @ SCaN ottt tiiittettieeeeeeeonseeesseasneesesssnsnsssesasssssssssassssssssssnsssssssnsnsssss 28
Viewing Scan Resultsin Completed SCans ... oovvtittiittuieeeeeeesessessssossssssssssssssssssssssssssssssssss 29
Creating Smart Group Filters and Viewing Data . ....cootueiiitiieeieeeneeroneeoseeesesesoessnsssssssssscssnssns 29
GENEratiNg A REPOIT .. vvtiiiit it tiinieneeoeaunneeeeeonneeeseosonesssessnsssssssssnsssssssssssssssssnsnssssns 29
Installing Patch Publisher and Configuring a Deployment System ........c.coiveiitrieernssrosssssssssssssssssasnss 30
Create CONNECHIONS. ..ottt ettt et e et e e e e e e 30
DiStrIDULION SYSTOMS. . . . oottt e et et e e e e e e e e s 30
Y= V] o= @ o =Tt o oL P 31
T £ PN 31
Publishing the Flexera Software Package System (SPS) and Vendor Patch Module Patches...........ccivvviueecnnnss 32
Automate Publishing of Patches ... ..ciiiiiiiiiitiiiiiiietiieeoieeeeeessesssosssassessssssssssssssnsssnsnns 33

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00 3



Contents

4 Getting Started with Software Vulnerability Manager Cloud Edition ..............ccv00vveee.s 35

Logging on to Software Vulnerability Manager Cloud Edition. ........coovvtiitiiitiiieruneeonesesssssncosnsasnnnss 35
Logging on to Software Vulnerability Manager Cloud Edition Using Single Sign-0On. ..o 36
Connect SVM in the SVM Patch Publisher . . ... ... e e 37

OPENING A SUPPOIT CASE « o v vvetunetunseeoseeaosesssssossssssssasseasssssssssssssnsssasssssssssssssnsssnsssas 39

Download and Install the Software Vulnerability ManagerPlug-in .......oiiiiiiiiiiiiiiiiiiiieereniiieeeenennnnns 39

Download and Install the Software Vulnerability ManagerDaemon . ......ccvittiittiiieeiieeeeersnsesneesncesnnnns 40

Download and Install the System Center PIUug-in......cuttttiiiiitiieeeeeeeeeeeeeeeeeeeseosesossssssssssenns 44

Download and Install the Software Vulnerability Manager Patch Publisher ...........cciiiiiiiiiiiiiiiiernnennnnss 44
Download and Install the SVM Patch Publisher . . ... ... e 45
SUM Patch PUDLIShEr. . . . e e e e e e e e e e e 46

Working with SVM Patch Publisher Interface. . ... e e e 46
Toolbar in the SVM Patch PUDLISREr ... ... .. . e e e e e e e 46
Output/Progress windows in the SVM Patch PUBDLISREr . ....... .. . e e e 47

SEINGS MENU . o ottt e e e e 47
SUM CONNECEION . ... v e e e e e e e e e e e e e e e e e e e e e e e e 48
DiStIIDULION SYSEOIMIS. . . .o e e e ettt e e e e e e e e e e e e e e e 50
SErVICE CONMNECLIONS . ..o v e ettt e e e e e e e e e e e e e e e e e e e e e e 58

Manage PatChes MeNU. . ... .ot et e et e e e e e e e 60
Flexera Package SYStem (SPS). .. ..ot e e e e e e 60
POtCh TEMPLALE . . . . oottt e e e et et e e e e e e e e e e e e 65
AGENt DEPIOYMENT. . . ... et e e 66
Vendor Patch MOdULE . .. ........ . e e e e e e e e e 67
Bring Your OWn PatCh (BYOP) . ...ttt et e e e e e e e e e e e e e 73
Patch DeploymMent STALUS . . . .. .o oot e e et e e e e e e e e e 76
DVICES. . o oot et e e e 78
CUSTOM SCAN RULES . . .. . e e e e e e e e e e e e e e e e e e e e e e 79

Create PatCh Wizard. . .. ... e e e e e e e e e 80
Package Configuration PANEL ... ........ ... e e e e e e e e 80
Package CONtENtS PANEL . ... ... o e e e e e e e e e e e e e e 82
Applicability Criteria - Paths PANEL. .. ........ .. e e e e e e e e e e et 84
Applicability Criteria - RUIES PANEl ... ........ .o e e e et et et e et et e 86
Connection DetailsS PANel . ... ... ... e e e 87
Manage ASSigNmeEnts PANEL . .. .. ... ... et e e e e e e e 89
Completing the Wizard PANel. ... ... ... . . e e e e e e 91

SUE St SO WA . . o e e e 92

Configure Product Display Criteria for Vendor Patch Module View ... ... ... e 94

Configure Product Display Criteria for Flexera Package System (SPS) VIeW. . .. ..ottt 96

Subscribe Automatic Publishing of Patches. .. ... 97

Unsubscribe Automatic Publishing of the Patches. . ... ... . i e 100

Edit Subscription (Patch PUBLIShEr) . .. ..ot e e e e e e 102

Pause Subscription (Patch PUBLISher) . ... ... e et et e ettt e et 102

Resume Subscription (Patch PUBLISher) ... ... ..o e e e 103

Setting Up a Distribution Connection for Tanium. . . ...t e e e 103
Create ANAPITOKEN . .. .. e e e e e e e e e e e e e e 104

4 SVMC-MAY2025-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Contents

Download and Install the Software Vulnerability Manager Client ToolKit .........ciiiiiiietrinrreeeneecnnennnns 104
Flexera SVM Patch Configuration. . ... ...ttt e e e e e e 106
Flexera WSUS Management TOOL. . ..o u ettt et e ettt et et e e e e e e e e e e e 112

PatChing INfOrmMatioN ... e e e e e 113

(000 0] 7= T = o) o P 116
Flexera SVM Client Data TOOL . . ...ttt ettt e e et e et e e e e e e e et e e e e e e 117
Create Database ConNECtiON . . ..ottt e e e e et e e e e e e e e 118

A ACCOUNT. - et et et e e e e e e e e 120
CONfIGUIE LOZS DIMECEOIY . o oe ettt ettt ettt e et e et e e e e e e e e e e et e e e e e e e e et e e 121

S N DAt . o ottt e e e e e e e 122
Schedule Automation for SYNC data .. ... o ottt et e e e 124
Generating Data Trend REPOITS .. ...ttt ettt e e et et e e e e e e e e e e e 127

Join Flexera’s Customer COMMUNIEY . vovueeneeneeeeeseoseosressocsocsocssessessensssssssssssssssssssossoass 131

5 TheDashboard..........ooitttittitieieeeeeeeeeeeeeccccccenoososssosssssssssssssssssssssses 133

6 AgentDetails ......oviviiiiinenencncronssssssesosssssssesesssssssesesesssssnsesesssss 137

Agent Administrative Privileges .. ....uiiitiiitittiettieetoseeosssnsesssssssssssssssasssssssssssssnsssnses 137
AgentData Collection .. ..ouuuiiiiiiiiiiiiiieeeneeeeeeeeeeeeeeesnesssnssssessssessnssssnssssssssscsssessnns 138
AZent Thread Priority .. vvviiueeieieeeneeroeseooseeosassosososssossssssssssssssssssssssnssssssssssssssssnns 139
Agent Caching of SCaN RUIES. ..t v vt tittiittieeerneeeoeeeaeessoessossssosssnsssssssssssssssssnsssssssssssssns 140

T SCANNING ..o viititiinsrecnecassesosanssssocascassosssassscsnsssssssssssssssocnssasse 141

Agent-based Scan - Requirements for WindoWs . . ... .oiiiiiiiiiiiiieeeieeeieeseeeenessensssssssssecsoccnnns 142
Agent-based Scan - Requirements formacOS . ... oo tiuieeeeeeroesrorsssossssssssssssossssnssssssssssssssssnns 143
Agent-based Scan - Requirements for Red Hat Enterprise LINUX (RHEL). .. ..o vitiittieernesrrnsssncssnscssocssnns 143
Remote/Agent-less Scan - Requirements (WiNdOWS) . .. .c.vvueuiiieteruineeeeronsesesessossssssssasssssoscsnnns 144
Remote Scanning Via Software Vulnerability Manager (Agent-less SCan). . ..oocveveiiieeinsstnrscssnsssnsssnsssnnns 145
QUICK SCaN. o ot e e 146
I Yof= [ I o 11T o 3P 146
SN PrOZISS .« v vt ettt ettt ettt ettt e e e e e e e e 147
System Center INnventory ImMport. ... ..ot iiitiititieeteeeresesesosssscsssesosessssssssssssssssssssasssnsasns 147
System Center Import Schedules (Requires the Software Vulnerability Manager Daemon) . ........co.vviiiiiiiniennnn.. 148
Remote SCanNiNG Via AZENtS ... vvvittuieteeeeeeeseeoseonsssasssasssssesssssssasssssssssssssssssssssnssssses 148
Software Vulnerability Manager Agent Command Line OptioNns. .. ....oiiiitiietiierneernneeeoecesecssnnssnnnsnns 149
He . oottt e e e e e e e e 149
R =T 1o o P 149
1] 7 149
UNINStall . e e e 150
e 11T =] 4 =3P 150
CoNtrOlliNgG the SEIVICE. . .ottt e e e e e et e e e e e e e e e e 151
Scanning from the Command Line . .. ...t e e e e e e e e 151
Randomizing the Agent Scan Schedule . ... ... e e 151
Agent Configuration OPLIONS .. ...ttt et e e e e e et e e e 152

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00 5



Contents

NetWOrk ApPliance AZeNtS . ..o vttt ttuieeeeeeeeosrsosssasessoessoesssosssssssassssssssssssssssssssssssssnns 157
NEtW O AP PlIANCE GrOUPS .« o v e vttt ettt ettt ettt ettt e et e e et e e e e e e e et et et e e e 157
DowWnload NetWork AgeNt . ...ttt e e e e e 157

SCaNNING Via LOCAlAZENTS 4o vvvtuinereueroossrossessssssssssosssnsssosssssssssssssnsssnssssssssnssssnssss 158
R Yot T 1Y/ 011 P 159
SINELE HOSE A ENTS. ettt e et e e e e e e e e e e e e e e 159
DoWNIoad LOCal AGENT . . ..o e et e e e 163

Run Scan from System Center Configuration Manager (SCCM). ... covtieetrrerneeeoosssossssossssssssssssssssnns 166

SCaANNING MACOS. ot vttt ettt teeeeeeeeeoeeseasssoseesessssesssasssssssasssasssssssssssssnsssssssssssssnssss 169
Download the Software Vulnerability Manager Agent for Apple macOS .. ...ttt et 169
PrePare YOUI MacC. . ..t e e e e e e e e e e e 170

Mac Agent Code Signing on Privacy Preferences Policy Control (PPPC) . ... ..ttt 171
INSTAllthe Mac AGENt. . . . ottt e e e e 172

Scanning Red Hat Enterprise LINUX (RHEL) .. ..iutuiitniieetieeeeeeeesssoeesseeessesssesssnsssssssnsccssnosnss 172
Installing the Software Vulnerability Manager Agent for Red Hat LinUX. . . ...couiu ittt e 172

Filter SCan ReSUIES .« oot v vttt ittt iiieteneeaneeooesesosososssanesasssssesssasssansssnssssssosasssnsns 174
SCaN PatnS. . e e e e 174
CUSEOM SCaN RULES . ..ottt e e e e e e e et e e e e e e e e e e e e e e 176
3 Q=T 3T [=Ta IS U] o oo 176

COMPLleted SCANS oot tvtttetueneeseeoeessraosassessessossessessossosssssssssssssssassassessessessosnesnoas 177

INVENTOrY ASSESSIMENE . ¢ oottt ittt tinieeeeeeoueeeeeeeasseseseasasssssssssssssssssssssssessnsnssssassnnns 180
[ 2o T o 11 VZ= 2 1o o2 P 181
VIEW INVENTONY RESULL. . . oottt et et et et e e e et e et et e e e et e et et e e e 182

S =Y 1] 3PP £ :1-1

SIS sttt itiiittiiteieteieneieaeesasosesssassesssosososssssasssassssssssosssosssssssssnsssssssssscsnsnans 185
SIMAIT GIrOUPS et e et e oo enonsonoenossesoesossssoscsssssescsssssescsssssescssosssssssssssssssssssssnsssons 185
HOSt SMaArt GroUPS. o« v v ivitittitieeeseaeeaseseosessosessassssessssssssssasssssssssasssssssasssssssasssssss 186
Create @ NeW HOSt SMart GrOUD . ..ot e et ettt e e e e e e e e e ettt aaaaaee s 187
Overview and ConfigUIAtioN . . . ..ttt ettt et e e e et et e e e e e e e e e 189
Configured HOSt SMArt GrOUPS ... ..ottt ettt e et et e et e e e e e e e e e e e e et e e et 190
Filter Host Smart Groups on missing Microsoft Knowledge Base (KB) articles. .........ouuieiiniiiii i 190
Filter Host Smart Groups on Operating System Build Version .. ...... ... e e 192
Product SMart GroUPS. ..o v vttt tetennneeeeeranseseeeonnssssssnsasssssssnsssssssasasssssssanssssssssannes 193
Create a NeW Product SMart GrOUP .. o..ut ittt e ettt et ettt e e et e e et ettt ettt e 193
Overview and CoNfigUIatioN . . ... . et et e e e e e e e 196
Last Scan Date for Product SMaArt GrOUDPS . ... uut ittt ettt et et et e et e et et et et e e et et aeneanes 197
Configured Product SMart GrOUPS . . ...ttt ettt e e et et e e et e e et e e e e et ettt 197
Ve INStallatioNS . oot e e e 198

Add EXtENded SUP POt . ..ttt e et e e e e e e e 200

Filter Product Smart Groups on Operating System Build Version . .. ... ...t i 201
AdViSOrY SIMAIt GrOUPS « oo o v e v toe st asssosssanssssssssssssssssasssasssssssssssssssssasssssssssssssssssnsss 202
Create @ New AdViSOrY SMArt GIrOUP . . ..« ettt ettt et e e et e e e e e e e et e e e e e e e e e eae 202
Overview and ConfigUration . . ... .. . e 204

6 SVMC-MAY2025-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Contents

View/Edit Smart Group ConfigUuration. . ... ..ottt e e et e e 204
Configured AdVISOrY SMArt GrOUPS. . . ..ttt et ettt e e et e et et et et e et e e et e e et et e e e e e e aee s 205
VIEW ALLAGVISOTIES . . o ettt et et e e e e e e e e e e e e et e e e e e 205
Zer0o-Day AdViSO IS . . oo vt veetueeeaoseoooesooossosssnsssassssssosssossssssassssssssssossssssnssssnssssnosss 206

9 RePOrtiNg ....viviiiiiiiriesacoscoscoscasssssscssssssasssssssssssscscscssssssscscscssaes 209

RePOrt CoNfigUration. ..ot tuniietieeeneernneeonseasesesosssosssanssasssnsssssosssnsssanssasssssssssnses 209
GeNErate @ N W RE PO oot ettt e e e e e e 210
Smart Group Notifications . ..o vviiiitieineeeeaseoseessessesoesossossocsosssssssssessesssassossssssssosnes 215
Activity Log Notifications . ... ouvuiiiiiii ittt ittt iiittieeeeoseeaseeseeesnesssnsssssssssesscaannns 215
DatabasE ACCESS .« vttt tvetieensnesoueeeneeeossensssssssssssesnsssnsssssssssssesnsssnnssssssssssssnsesnses 216
Database CONSOLE . . ...ttt et et e e e e 217
Database ClEANUD . ettt ettt ettt e e e e e e e e e e e e e e e e s 217
Scheduled EXPOrtS. o vvveetieioeeeoeeesoseoesesssssessssssssssssssssssssssssssssssssssssssssssssssssnsssnns 218

10 Patching . .ocoiviiiiiiiiiiiiitiienneeaseseesssssnssosesassassssssssssssssnssnssnnsss 221

Flexera Package System (SPS) . .uuttueetusetoreeossssoosssosstosssasssssssssssssasssasssssssssssssnsssnses 222
FleXera SPS Page FRatUres . .. ...ttt ettt e et e e e e e e e e e e e e e e e e e e e 222
Product Display Criteria for SPS . . ...t e e 222
Language Selection for SPS .. ... e e 224
Patch Update Searches by Common Vulnerabilities and EXposures (CVE). . ..ottt it 224
Advisory Published Date. . . .. ... e e 224
SPS Concepts and TermMIiNOLOZY . . . ..ottt et e e e e e e e e e e e e e 225
Components Of N SPS PaCKaZE . . ...ttt ettt et e e e e e e e e e 225
APPLCADILItY RULES . . oo e e e e e e e e e e 226
SP S PaCKAEE . . e ettt e e 226
EXECULION FlOW SCIIPE ..ottt et et e et e e et e e e e e e e e e e e e e e 227
Bl et e 227

Creating a Patch with the Flexera Software Package System (SPS)......ccitiiitiiirnneerrecesecesesssnnssnnesnss 227

Create an Update PacKage . . ..ottt et et e e e e e e 228
Create an Uninstall Package . . . ..ottt e e e e e e e e e e 228
Create @ CUSTOM PaCKaE .. ...t e e 229
The SPS Package Creation Wizard ... ...covvutiitiiitiieenieeneeeeeeeesseesoceconesssssssssssscssnncsnnasnns 229
Step 1 of 4: Package Configuration . ... ... ottt e e e 230
StEP 2 0f 4: Package CONMTENTS . ...ttt ettt ettt et et e et et et e e e e e e e 232
Step 3 of 4: Applicability Criteria- Paths . . ... ..o e 233
Importing Bulk File Paths in the SPS Package Creation Wizard. . ........ouiiiiiti i e 235

Step 4 of 4: Applicability Criteria- RULES. . . ...ttt e e e 236
Vendor Patch Module. .. .ovuuuiiiiiiiiiiiii ittt tiiiieiteneteeanessseeannessssosanssssesansassssasannns 237
Vendor Patch Module Page FRatUIES . .. ...ttt et e et e e e e e e 238
Product Display Criteria for Vendor Patch Module. . ... ... e e 238

Patch Update Searches by Common Vulnerabilities and EXPOSUIES . ... .v vttt e 241
Advisory Published Date in Vendor Patch Module .. ... e e e e et e 241
Threat Scorein Vendor Patch ModUle. . ... ..o i e e e e 241
Creating a Patch with the Vendor Patch Module . . .. ... . e e e e 242

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00 7



Contents

Create an Update Package. ... oot e e e e e e 243
VIeW INSEallations . . . .o e e e 243
Patch INfOrmMation .. ... e 244
Package Creation Wizard in Vendor Patch Module .. .. ... e 244
Step 1 of 4: Package Configuration . ... ...t e e e e e e 244
Step 2 0f 4: Package CoNtENTS . . ..ottt ettt e et et e e e 245
Step 3 of 4: Applicability Criteria- Paths. ... ... e e e e e 246
Step 4 of 4: Applicability Criteria- RULES .. ..o e e e et e e 247
Automating PatCh Deployment .. .. .t e e 249
SUDSCHDE 0 PatCh . o e 249
Bt SUD SO Pt ON L oottt ettt e et e e e e e e e e e 252
L2 1RSI U] o XY ol 1 1 o o PP 253
RESUME SUD S I P I ON. . ottt ettt e e e et e e e e e et e et e e e e 253

External Package Signing for Software Vulnerability Manager Client Toolkit ..........civviiiiiiiieriiinnieeeeee.. 253

Patch Deployment StatUus . . oo v vtueieeeeeneeeerosresrosreesosssssssssssssssssssssssssssssssssssssssnsnns 255
MaNAEE ASSIGNIMNTS o o ettt ettt ettt et e e e e e e e e e e e e e e e 255
DLt . e e e e e e 257

Download Patch PUblisher . ...ttt iiiiiiiettttiiieieeeenenseseeeesnnsesesacsnsssscsansnscencnns 257

Patch Publisher Connections . .. ..oietiiiiiiiiiiiiiiitiiiiietiieeneeeoneeeneesssesssssssssssnsasssesssassnns 258
View Patch PUBLISher CONNECLIONS . .. ..ottt e e e e e e e e et e e et 258
Delete Patch Publisher and its CONNECLIONS . . . . ..ottt e e e e 258
Delete Independent Patch Publisher Connections ... ... e e e e 259

Agent DePloymMeNt . .. v vttt tnitieeeereeeeeneeoeeoesocassascssesssssssssssssssssssssssssssssssssssssssanssns 260

Add ProXy SettiNgS. « oo v vvettueeeuneeoeeeeoeeeonsseasssassssossssssssssssssssasssssssssssssssssnsssssssssss 261

WSUS/SYStemM CONtON. o oot veeeenoeoseossossossotoetossostossossssnsssssnsssssnssssssssssssssssossnssnsnns 263
AVAILADLE . e e e e e 263
[31=T 0] (o) Y70 =T | S AP P 264

Creating the WSUS-CSIGPOMaNUAllY .. ...ttt tueeenneeeoeeroosssosssasssssssssssssosssnsssssssnnssssnssss 265

Deploying the Update Package USiNgWSUS . ... ...ittuiitiiiieuneeoeeeoseessesssssesassssssossssssssesnsessnns 269

Deploying the Update Package Using System Center........couiiiittteieiieeeensnseeeresssnsssssssssncsscssnns 270

Integrate SVM with WSUS/SCCM and Deploy aPatch . .....viiiiiiiiiiiinneeeenerrossrosssosssssssssssosnsssnnes 270

Patch Configuration. ... couvtiitiiiiiiiiiiiiitiitetieeeoeeeseeeeuessonseesesssssssossssnssssssssssssnnssnns 273
EXtErNal Package SiNiNg . ...ttt et e e e e e e e e e 273
WS U S S StEM CONE L . .\ttt ettt et ettt et e et e e e et e et ettt et e e 274

Step 1 — CONNECHION StatUS ..\ttt ettt et et et e e e ettt et e et et e e e 275
StEP 2 - CertifiCate STatUS . . o\ttt ettt et e e e e e e e e e e e 276
StEP 3= GroUP POlICY StatlUS .« oottt ettt ettt et e et e e e e e e 278
Setting Up Clents t0 ACCESS WSUS . ..ttt e e e e e et e e e e ettt e et e 279
Third-Party INTegration . . ... .ttt et e e e 280
Create and Publish the Package. . . ... .ot e e e e e e e 280

Patch Template . ..viuiiiiieneeeeeeroeeeoceoncoesssesosososesossssssssssssosesosesosssosssssnsssnssonsss 281

QUICKPAtCR « .ttt ittt itiitteeaneeaeeaceassaosaosaosossessossssossscessassassassnssassnssssssssossssnssnses 287

Patch AUtOmMation ... ..it ittt iiiietiieteieeeeeeeaseesusesnsssanesassssssssssssssssasnssanaans 289

INtune PUBliShing. . .o viitit it iiiiteeeeeeeseoesrossssasseoosssosssosssasssssssssssssssssansssnsssansss 292

8 SVMC-MAY2025-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Contents

Set up a Distribution Connection for Microsoft INtUNE . . ... ... .ttt e e 292
APP REgIStratioN . . . oo e e 293
Create CliENt SECIOt . . .ttt e ettt e e e e e e e e 296
o I =T 1 0 T 1] e 1 297

Workspace ONE PUBLIShING. .o« o iitiiitiiiiiiiitiiitiiiieneeneiesseeesosesasesassessssssssssssssnnssnnssnns 299

Set up a Distribution Connection for Workspace ONE . ... ...ttt et e et et e e e eeeeaees 299
Basic or Certificate AUthentiCation Ty P, . o ..ttt e e e e e et 300
Create TENANTID /AP KBY . .ttt ettt e e e e e et e e e e et e e e e e e 303

11 AdMINiStration. ..ottt iiitieeeeeeeeeeeeeeeeeesoeseesseseesssscsssssssssssssenssseess 305

ROLES +itiiittiietiieenneeoneesseeeaneeonsssasssasssssssesnsssnsssssssssssesssesnnsssnssssssssnceanses 305
USerManagemeNnt ... ..oouueuieeeenenneeeeeenanseeeeassonseseeanssssesasasssssesansssssssssssssssssnsnnsns 307

Create @ New AdmMiNiStrator . .. ...ttt e e e e e e e e e e e e e 307

CrEate @ N W US el . . oottt e e e e e e e e 307
ACTIVE DIrECHOTY & ¢ttt ettt teneeeaseeaoseoosossssssssasasssasssasssssssssssssasssasssssssssssssnsssasssnnes 308
IP Access Management (Requires the Software Vulnerability ManagerPlug-in) .......cciiiiiiiiiriirrrneernnennnns 309
Password Policy Configuration . .......oiiiiitiiiiiiieeiiieeieeeneernseesseessesesnsesnnssssssssscssnsasnses 310

12 Configuration.......covieeiiiiieeneresrecasressesnssesssssssssossossssossssnssesnssnss 313

F 7= 1 - £ 313
RS I =TT L 314
[T U o o - T 314
Collect Network INformation .. ... ... e e e 314
Z0MDIE FIle SEtINgS . . o ettt et ettt e e e 315
HOSE DELETION SEEINES . .ottt ettt e e e e e e e e e e e e e e 315
Check for Missing Microsoft Security Update SEttINGS . . .. ..o ut ittt e 315
Flexera Software Package System (SPS) TimeStamp .. ..ottt et ettt e e e 316
Mask Paths That Show User Names . . ...ttt e et e e e e e e e e 316
Configure Agents Status POLlING. . . . ..ot e e e e e e e 316
Configure Site name for agents deployed with custom name ... ... i e 317
JaVa ASSESSIMENT SEEEINES . . .ottt ettt et ettt e e e e e e e e e e 317
Scan EXClUSION Pathis . ... e e 317
Sy EM SCOTE SO tINES . o oottt ettt et et e e e e e e e e e e e 318
Default RECIPIENT SETHINGS . . . o . ettt ettt e e e et e e e e et e et e e e e e 320
WINdows Update SEttings . . . ..ottt e e et e e e e e e e 320
SiNgle SIgN-0n (SSO) SEttINES . ..ttt ittt ettt e e et e e e e e e 321
Configure SINGLe SIBN-0N (SS0) .. .ttt ettt ettt et ettt e e e e e e e e 323
Configure Single Sign-0n (SSO) WIth AZUre. . . ..ot e e e e e e e e e e 329

Create an Enterprise AP PliCation . ... .ttt et e e e e e e e 329
Assign Users to the Enterprise AppliCation. . . ... ..o e e e 332
Set up Single Sign-0n (SSO) IN AZUIE. . . .ottt et et e e e e e e e e e e e e e e e 333
Create AULO USEr I AZUNE . o ettt ettt ettt ettt et et e et e e e e e e e e e e e e e 337

LOg MESSaAEES v vt v tititieeteeneeeaeeeeeeesesacesacnsssssssaesosesosesosnsesssssscsssesosssosnsssssnsscnns 340

o £ T X Y- 340

SOftWare SUEEEStIONS ¢« vt ittt tiiiiieittieinieeeeenueeneeeeeasnesseseesnssssesassnssssesansnssssasansnssses 341

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00 9



Contents

10

SECUNITY & ¢ vt e eaeonooaooaoaseossoasessssssssssasssoessesssssssssssssssssssssssssessessascassassassassans 342
Change PassWOrd . . ..ottt e ettt e e e e e e e 343
PasSWOrd RECOVEIY SEttiNGS . . .ottt ettt et e e e et et e e e e e e e e e e e e 343

Appendix A - Partition Management..........ccciivteteereoserecssssssesssscsscssssssssss 345

INtrOdUCHION & ottt ittt ittt iinieeeeeeonueeeeesasnessosasassesssssnssssssssssssssessnsnssscssnnnns 345
Partition Management ... ...iuuiittiietueeroneeonesnsesssosssasssasssanssssssosasssasssnsssssssssnsssnses 345
L0 Y= T N 346
LT 0 0115357 o L PP 347
HOSE AN USEI LICENSES ..ttt e ettt ettt et et e et e e et e e e e et e e e e e et et 347
Create a New Partition Administrator. .. ... ..ot e e e e e e 347
Grant User Access to all Completed Scans and Single Host AGent ENtries. .. ...ttt 348

Appendix B - About Secunia AdVisories ......ccceeeeeeececeecescesesesssscssssssssassssss 351

CVSS (Common Vulnerability SCOring SYyStem) .. oovvvriiuriiiaseeoeeerossrosssssssssssssssssssssssssssssssnoss 351
CVE RO OIONCES . s vt vttt iitiiiiiiinnnennaaasanasansssnssansssnssnsssasssssasssssssssssssssssssssssssssns 352
Where (AttaCK VeCtOr) « o v v v veueeneeeeeeeeeeeeeeesaesoesaeseeaseneeaeeneasessessesesasssssssssssossasnssnoes 352
Criticality (Severity Rating) .. ..vviiiui e iioeseoseeeussroostooseeassssssssossssosssassssssssnssssnsssnssss 352
IMPACt (CONSEQUENCE) . ¢ vt o et eeaeaneanesassasssssssossssssssssassasesssasssssasssssssssssssossssssssnsans 353

Appendix C - CSV Export File Cross-References. ........ccveevetererecoscscssesacscscssssass 355

HOSt SMart GroUP ... oiiiititiieeeeeeeeeeeeosesossensasesssssssesssssssessssosssesessssssssssssssssssnsssns 356
AdVIiSOrY SIMAIt GrOUP ¢« v vttt e ttusteaoseasssanssssssssssssasssssssssssssssssssssasssasssssssssssssssssnses 356
Product SMart GrOUP .. .viviuieeeeeeeeeesoeeseeesocesacosssnssonesosesosssosssssscsssesosssosssssssssnssss 357
SCAN RESULE .o oottt ittt iiiitiieeseeeeoueeesosssanesassesseossssosssesasssssssssssesssssnncsnnssnns 357
Completed SCaN ... it ittieeeeeeeeeeoeeesssosscosasosacsosssosssasssssssssassssssssssosssssssssasssasasss 358
Scheduled EXPOrtS. «oviviuieeeeeeeeeeseeeseeocscosssosacsossssssssosssosssosassssssssssosssssssosasnsnsnsss 358
SINGle HOSt AGENt. ...ttt iitiittiietiineoeeeeoeeeoesesanesansesseossssssssssasssssssssssssssssnnssnnssnns 359
SMart Group NotificatioNs .o vvt ittt iinniinnsiosseoeesoessoossonsssosssssssssnsssnsssnsssssssssnsssnssss 359
USerManagemeNnt ... ..oeeueuiieeenenunneeeenanseseeassosseseeanssssesasasssssesansssssssssssnsssssansnnns 360

Appendix D - ThreatIntelligence........cciiiiiiiiiierneescasrecasssssesssssssssscsssasse 361

Evidence of EXploitation.....couveeiteitiiiieteeteerecsecsecsscsssssssssossessessessessesssssssssssssssnssas 362
Criteria forthe Threat Score Calculation ..ottt iiiiiiiitiiiiiiiiieeenenseeereenesssssrssnssssssnsnnnnsns 362
Threat Score Calculation - EXamPles. ... vvuveeeeeeeeeeeeoeesesossoceoceocascascascassasssssssssssssssssssnsas 364
Threat Intelligence Data for Operationsand SeCUrity .. ...coviitiiitiiiiiiiierieerieeseeeeseeesesssnncsnnnnnns 366
Threat SCOre LOCatioNS. ..o vt tutuiiit et eeieeeeeeeaeeeeeeeonsseseesesnsssssesasssssssessssssssssssnssssnns 366
Dashboard Threat SCOTE . .. ...ttt et e et et e e e e e e e e e e et e e e 367
Completed SCan Page Treat SCOTE . ...ttt ettt e e e e e e e e e e e ettt e e e 367
AlLLAAVISOrY POPUP ThrEat SOOI . oottt ettt ettt et et et e e e e e e et e et e e et e et et anas 368
AlLINstallation POPUP Threat SCOTE. . ...ttt et et e et e e e e e e et et e e et 369
AdVISOrY SUMMAry TRrEat SCOME . oottt ettt et e et et e e e e et et e e et et e et e e et aaas 369
HOSt SMart GroUP ThrEat SO . . ottt ittt et e et et e et e et et et e ettt it et a e aeeanns 370

SVMC-MAY2025-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Contents

Product Smart Group Threat SCOTE. ..ttt e et ettt et et e et e e et e et e e 370
SMart Group Criteria ThrEat SCOME ..ottt e et ettt et e e ettt ettt ettt e et et et e 371
ALLAVISONY TRr At SCOME. . .ttt ettt e e et e et e e e et e e e e e e e e e e e e e e 371
All Advisory Smart Group Criteria TRreat SCOME . ..o .ttt ettt et e et e et e ettt ettt eeas 372
Zero Day AdVisory ThrEat SOOI . ..ttt ettt e e ettt ettt e ettt ettt ettt e e 372
Flexera Package System (SPS) List TRreat SCOTe . . .. ..ottt et e e e e 372

E Appendix E - Troubleshooting Techniques..........covtiiiiiiiiiereerecesrecoccasseansenss 379

INBUNE ottt ittt ittt tieeseeeeeeasssasssansosasssasssssssasssassosasssasssssssasnsassosssnsons 379
P O O gUISIEES. . . ottt e e e e e e 379
PUBD LS . . oo e e e e 380
SVM Patch CoNfigUIation . .. ..ottt et et e e et e e e e e e e e e 380
SVUM Patch PUbBliSher. .. e e e e e 381
SVM Patch Configuration / General Tabh . . . ... ettt et et et e e e e 381
TroUbBlEShOOtING TIPS . . o ettt et et e e e e e e et e e e e e e e 382
FAQS - e e et e et 383

Patch PUBlISher ..ottt ittt ittt iiiiie e taeneeneeoeasseseoeonsssssesssnsssssssnsnssssncnnnns 383
.................................................................................................................. 384

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00 11



Contents

12 SVMC-MAY2025-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Software Vulnerability Manager (Cloud
Edition) Help Library

Flexera’s Software Vulnerability Manager is a Vulnerability and Patch Management Software Solution that facilitates a
customized Patch Management process. It combines Vulnerability Intelligence, Vulnerability Scanning, and Patch Creation
with Patch Deployment Tool Integration to enable targeted, reliable, and cost-efficient Patch Management.

Vulnerability and Patch Management are critical components of any security infrastructure because it enables proactive
detection and remediation of vulnerabilities before they are actively exploited, and your security compromised. With
Software Vulnerability Manager, IT Operations and Security Teams are empowered to prevent vulnerability threats from
both Microsoft and non-Microsoft (third-party) product vulnerabilities, covering Microsoft Windows, macOS, and Red Hat
Enterprise Linux.

Software Vulnerability Manager integrates seamlessly with Microsoft® WSUS and System Center Configuration Manager.

Table 1-1 « Software Vulnerability Manager Cloud Edition Help Library

Topic Content

Introduction Provides an overview of Software Vulnerability Manager:
® The Scan Process - How Does it Work?
® Software Vulnerability Manager Software Vulnerability Management Life Cycle
®  System Requirements

®  System Architecture Overview
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Table 1-1 « Software Vulnerability Manager Cloud Edition Help Library (cont.)

Topic Content

Getting Started with Provides details of how to perform the following tasks:
Software Vulnerability

. Logging on to Software Vulnerability Manager Cloud Edition
Manager Cloud Edition

® Opening a Support Case

® Download and Install the Software Vulnerability Manager Plug-in

® Download and Install the Software Vulnerability Manager Daemon

® Download and Install the System Center Plug-in

® Download and Install the Software Vulnerability Manager Patch Publisher
® Download and Install the Software Vulnerability Manager Client ToolKit

®  Join Flexera’s Customer Community

The Dashboard Provides an overview of your hosts with the help of various “portlets”. Portlets are a
collection of components that graphically display key data and allow you to create
profiles which can display a unique combination of portlets.

Agent Details Provides details on the following:
® Agent Administrative Privileges
® Agent Data Collection
® Agent Thread Priority

® Agent Caching of Scan Rules
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Table 1-1 « Software Vulnerability Manager Cloud Edition Help Library (cont.)

Topic Content

Scanning Provides details on the following:
® Agent-based Scan - Requirements for Windows
® Agent-based Scan - Requirements for macOS
® Agent-based Scan - Requirements for Red Hat Enterprise Linux (RHEL)
® Remote/Agent-less Scan - Requirements (Windows)
® Remote Scanning Via Software Vulnerability Manager (Agent-less Scan)
® System Center Inventory Import
® Remote Scanning Via Agents
®  Software Vulnerability Manager Agent Command Line Options
® Network Appliance Agents
® Scanning Via Local Agents
®  Run Scan from System Center Configuration Manager (SCCM)
® Scanning macOS
®  Scanning Red Hat Enterprise Linux (RHEL)
®  Filter Scan Results
® Completed Scans

® [nventory Assessment

Results Provides details on the following:
® Sites
® Smart Groups
® Host Smart Groups
®  Product Smart Groups

® Advisory Smart Groups

Reporting Provides details on the following:
® Report Configuration
® Smart Group Notifications
®  Activity Log Notifications
® Database Access

® Scheduled Exports
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Table 1-1 « Software Vulnerability Manager Cloud Edition Help Library (cont.)

Topic Content

Patching Provides details on the following:
®  Flexera Package System (SPS)
® (Creating a Patch with the Flexera Software Package System (SPS)
® The SPS Package Creation Wizard
® Vendor Patch Module
® Agent Deployment
®  Patch Deployment Status
® Download Patch Publisher
®  Patch Publisher Connections
® External Package Signing for Software Vulnerability Manager Client Toolkit
® Add Proxy Settings
® WSUS/System Center
® (Creating the WSUS-CSI GPO Manually
® Deploying the Update Package Using WSUS
® Deploying the Update Package Using System Center
® Integrate SVM with WSUS/SCCM and Deploy a Patch
®  Patch Configuration
®  Patch Template
® QuickPatch
®  Patch Automation
® Intune Publishing
®  Workspace ONE Publishing
Administration Provides details on the following:
® Roles
® User Management
®  Active Directory
®  |P Access Management (Requires the Software Vulnerability Manager Plug-in)
® Password Policy Configuration

16
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Table 1-1 « Software Vulnerability Manager Cloud Edition Help Library (cont.)

Topic Content

Configuration

Provides details on the following:
®  Settings

® |LogMessages

® Activity Log

® Software Suggestions

®  Security

Appendix A - Partition
Management

Provides an Introduction and details of Partition Management.

Appendix B - About Secunia
Advisories

Explains Secunia Advisory terminology for:

® (CVSS (Common Vulnerability Scoring System)
® CVE References

® Where (Attack Vector)

®  (riticality (Severity Rating)

Impact (Consequence)

Appendix C - CSV Export File
Cross-References

When you export data from the Software Vulnerability Manager user interface to a CSV
file, some values may differ. Each data set in this appendix includes a cross-reference
table to explain the different values between the user interface and CSV file.

Appendix D - Threat
Intelligence

This appendix explains how the Software Vulnerability Manager Threat Intelligence
module helps the enterprises to manage their resources and Patching Vulnerabilities
more effectively.

Appendix E -
Troubleshooting
Techniques

This appendix explains the troubleshooting techniques of the Software Vulnerability
Manager.

Product Support Resources

The following resources are available to assist you with using this product:

®  Flexera Product Documentation

®  Flexera Community
®  Flexera Learning Center

®  Flexera Support

Software Vulnerability Manager (Cloud Edition) User Guide
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Contact Us

Flexera Product Documentation

Help is available from the Software Vulnerability Manager interface help icon located at the top right of the screen or click
fields labeled with a “(?)” to access the contextual help.

You can find documentation for all Flexera products on the Flexera Product Documentation site:

https://docs.flexera.com

Flexera Community

On the Flexera Community site, you can quickly find answers to your questions by searching content from other customers,
product experts, and thought leaders. You can also post questions on discussion forums for experts to answer. For each of
Flexera’s product solutions, you can access forums, blog posts, and knowledge base articles.

https://community.flexera.com

Flexera Learning Center

Flexera offers a variety of training courses—both instructor-led and online—to help you understand how to quickly get the
most out of your Flexera products. The Flexera Learning Center offers free, self-guided, online training classes. You can also
choose to participate in structured classroom training delivered as public classes. You can find a complete list of both
online content and public instructor-led training in the Learning Center.

https://learn.flexera.com

Flexera Support

For customers who have purchased a maintenance contract for their product(s), you can submit a support case or check
the status of an existing case by making selections on the Get Support menu of the Flexera Community.

https://community.flexera.com

Contact Us

18

Flexera is headquartered in Itasca, Illinois, and has offices worldwide. To contact us or to learn more about our products,
visit our website at:

http://www.flexera.com

You can also follow us on social media:
® Twitter

® Facebook

® LinkedIn

® YouTube

® |nstagram
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Introduction

This chapter introduces the following topics:

® The Scan Process - How Does it Work?

® Software Vulnerability Manager Software Vulnerability Management Life Cycle
®  System Requirements

® System Architecture Overview

The Scan Process - How Does it Work?

The first step in scanning a system is to collect specific metadata from primarily .EXE, .DLL, and .OCX files on the system
being scanned. Metadata is generic non-sensitive text strings embedded in the binary files from the vendors of the
products. This data is collected and then sent to our Secure Data Processing Cloud where it is processed and parsed.

The data is then matched against our File Signatures, which are rules that match the raw metadata to an actual product
installation.

Part of this matching process also results in an exact version being extracted from the metadata. This means that after the
initial parsing Software Vulnerability Manager knows exactly which products are on the system and their exact version - a
precise inventory of software on the system.

The inventory of software is then compared against the unique Secunia Advisory and Vulnerability Database, which
contains the most accurate and current Vulnerability Intelligence available.

The result is a precise inventory of products, their versions, the security state of each, along with a direct reference to any
corresponding Secunia Advisory detailing the exact vulnerabilities and their Secunia assessed criticality and impact.

Since the scan process works by looking at the actual files on the system being scanned, the result is extremely reliable as a
product cannot be installed on a system without the actual files required being present.

This in turn means that Software Vulnerability Manager rarely identifies false-positives, and you can use the results from
Software Vulnerability Manager immediately without doing additional data mining.
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Software Vulnerability Manager is flexible and scalable when it comes to scanning a corporate network and you can choose
to use Agent, Agent-less, or a combination of both scanning methods in the same environment.

For further information about the different Software Vulnerability Manager scanning approaches, see Scanning.

The graphic below summarizes how the Software Vulnerability Manager Agent works and compares the three Scan Types.

HOW THE ASSESSMENT AGENT WORKS

1-checkin

2 — download of inspedtion rules ar

Software Vulnerability Manager Software
Vulnerability Management Life Cycle

Software vulnerability management is a critical component of any security infrastructure because it enables proactive
detection and remediation of security vulnerabilities.

A process to identify vulnerable products, including products not authorized in an organization’s environment, paired with
effective patch management is an absolute must to reduce the window of exposure and eliminate the root cause of a
potential compromise.

Software Vulnerability Manager automates all steps of the software vulnerability management life cycle, allowing
organizations to strengthen the security of their networks.
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System Requirements

To use the Software Vulnerability Manager console, your system should meet the following requirements:
®  Minimum resolution: 1280x1024
® All browsers supported (Microsoft Edge, Google Chrome, Mozilla Firefox).

Note » Active X plugin needs Microsoft Edge with IE mode. For more information, see Download and Install the Software
Vulnerability Manager Plug-in.

® Internet connection capable of connecting to https://svm.flexera.com
® The following addresses should be allow-listed in the Firewall/Proxy configuration:
® New CRL distribution URLs:
®  http://*.amazontrust.com
®  http://s.ss2.us
e  Ifyou require explicit URLs then allow below URLs:
®  http://crl.r2m02.amazontrust.com
® http://crl.rootcal.amazontrust.com
®  http://crl.rootg2.amazontrust.com
®  http://s.ss2.us

Software Vulnerability Manager uses Amazon Certificate Authority for TLS security certificates. Amazon can
change their certificate revocation list - crl - occasionally.
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Amazon root certificates are trusted by default by most common browsers, including Google Chrome, Microsoft
Internet Explorer and Microsoft Edge, Mozilla Firefox, and Apple Safari.

For the latest certificate revocation lists and firewall rules, refer to Amazon ACM documentation.

®  Product URLs:

® https://csi7.secunia.com

® https://agent.csi7.secunia.com
® https://dl.csi7.secunia.com

® https://*.secunia.com

® https://*.flexera.com

® Timestamp URL:

®  http://timestamp.digicert.com

Note « We recommend allowing domain name (timestamp.digicert.com).

®  First-Party cookie settings at least to Prompt (in Internet Explorer)

® Allow session cookies

® APDF reader

Before starting Software Vulnerability Manager, the following should also be present:
®  Permissions

® Software Vulnerability Manager with Scanning and Patching Capabilities
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Permissions

To use the Software Vulnerability Manager console, the following permissions are required:

Table 2-1 « Permissions for Software Vulnerability Manager console

Permissions Description

SCCM/WSUS ® Connect and Select permissions—You need connect and select permissions
to the user (or service account) at the SQL Server Host of your System Center
database. See Download and Install the Software Vulnerability Manager
Daemon.

Note « This permission is optional if you are not using System Center.

® WSUS Administrator Group privileges—You will need WSUS Administrator
Group (located locally on your WSUS Server).

® Domain Administrator privileges for Group Policy Object creation— You
may need Domain Administrator privileges for Group Policy Object creation.
However, the Group Policy Object can be created manually. Thisis a one-time
configuration, so the rights are not required on a permanent basis.

Note - This permission is optional.

Intune Connect and select permissions at Set up a Distribution Connection for Microsoft
Intune.

Workspace ONE Connect and select permissions at Set up a Distribution Connection for Workspace
ONE.

Bigfix Connect and select permissions at BigFix.

Software Vulnerability Manager with Scanning and Patching
Capabilities

Task To successfully scan and create updates, the following should also be present when using Software Vulnerability
Manager:

1. Internet Explorer 11 or higher with Software Vulnerability Manager Plug-in installed (in order for Software
Vulnerability Manager to connect to WSUS and to create packages successfully, Internet Explorer must be run as
administrator in most cases - right-click and select Run as administrator).

2. InInternet Explorer Tools > Internet options > Advanced, ensure Use TLS 1.2 are selected.

3. WSUS Administration Console matching your WSUS server's version.
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4. Visual C++ Redistributable for Visual Studio 2012.
5. Microsoft .NET Framework runtime 4 or later.

6. Ifthe WSUS Self-Signed Certificate is going to be used, and the user wishes to provision the certificate through the
Patching > WSUS/System Center > Deployment function, Remote Registry service must be enabled on the clients.

7. Select the target hosts where the certificate is to be installed (CTRL+ mouse click for multiple selection), right-click
and select Verify and Install Certificate.

Note - Ifyour organization allows specific URL to access to the Internet, and you are having problems downloading or

verifying a patch, ensure the CRLs are allowed; examine the logs to identify the download's source, and examine the
certificate at that address for its CRL distribution points.

Task To successfully run patching on Windows 8.1 and Server 2012 R2:
1.  Onthe Windows Server machine, from the Server Manager, go to Add Roles & Features > Features.

2. Select the Appropriate Installation Type (Role-Based & Feature Based as opposed to Remote Desktop Services
Installation).

3. Selectthe local server as the Destination Server for the installation.

4. Click Next to bypass the Server Roles menu and go to the Features menu.

5. Within the Features menu, scroll down the list and find the Remote Server Administration Tools (RSAT).
6. Expand the RSAT feature menu and locate the Role Administration Tools list of features.

7. Expand the list and find Windows Server Update Services Tools.

8. Enable this feature and all additional sub-features listed underneath it (APl and PowerShell cmdlets and User
Interface Management Console).

9. Proceed to the end of the Add Roles & Features Wizard by clicking Next and then Install.

10. Restart Windows and launch Software Vulnerability Manager from a web browser (for example Internet Explorer).

System Architecture Overview

The following screenshots provide a visual overview of the Software Vulnerability Manager system architecture.
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Software Vulnerability Manager
Quick Start Guide

This Quick Start guide walks you through setting up the key features of Software Vulnerability Manager:

Login to Software Vulnerability Manager Cloud Edition

Download and Install Software Vulnerability Manager Agent

Performing a Scan

Viewing Scan Results in Completed Scans

Creating Smart Group Filters and Viewing Data

Generating a Report

Installing Patch Publisher and Configuring a Deployment System

Publishing the Flexera Software Package System (SPS) and Vendor Patch Module Patches

Automate Publishing of Patches

Login to Software Vulnerability Manager Cloud

Edition

Software Vulnerability Manager is accessible via https://svm.flexera.com.

You will be prompted for authentication with your username/password.

For more information, see Logging on to Software Vulnerability Manager Cloud Edition.

To following topics related to SVM Login:

Logging on to Software Vulnerability Manager Cloud Edition Using Single Sign-On
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Download and Install Software Vulnerability
Manager Agent

XS
|

Use this page to download the signed and unsigned Agents (csia.exe).

Task

To download and install Agent:
1. Inthe Scanning> Scanning via Local Agents > Download Local Agent, Unsigned and Signed agents are available:
® Unsigned Agents
Download Unsigned Agents with Token
®  Microsoft Windows
® macOS - 64bit
® macOS-32bit (ver. 7.6.0.7)
® Red Hat Linux 9.x
® Red Hat Linux 8.x
® Red Hat Linux 7.x
® Red Hat Linux 6.x
® Signed Agents
Download Signed Agents without Token
®  Microsoft Windows
® macOS- 64bit

2. Click on csia.exe toinstall agent in Single Host mode. To install signed agent for Windows, download csia_token.ini
and place it in the same folder where agent is saved.

Note « To install signed agent for macOS, see Prepare Your Mac and Install the Mac Agent.

[®

Important « Make sure that the Agent (csia.exe) is available in a local folder on the target PC before installing.

For more information, see Download Local Agent.

Performing a Scan

28

Software Vulnerability Manager allows scanning of target hosts using the following approaches:

Single Host Agent-based scans are conducted by the Software Vulnerability Manager Agent that can be installed in
different modes: Single Host mode, Network Appliance mode, or Command Line mode.
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If you open SVM console in Microsoft Edge in IE mode, then alternatively you can scan the target hosts by launching a scan
from the system where the Software Vulnerability Manager console is running. By using this approach, no software is
installed in the target hosts. The scanning is performed using standard operating system services. This scan is also referred
to as a “remote scan”.

For more information, see Scanning.

Viewing Scan Results in Completed Scans

You can view a summary of the scans conducted. To do so, double-click or right click on an entry and then select View Scan
Result.

For more information, see Completed Scans.

Creating Smart Group Filters and Viewing Data

Smart Groups are the medium by which a Software Vulnerability Manager user views scan results. You are able to see the
hosts, products, and associated advisories that are available to you, based on your view of the network as configured by
your administrator. Furthermore, you are able to create custom filtered views of each of these using a variety of predefined
criteria. The All Hosts, All Products, and All Advisory default Smart Groups are created by Flexera and cannot be edited or
deleted. They represent an unfiltered view for their respective content. Use the filters when creating additional Smart
Groups to effectively customize the data you are most interested in, and want to see, create reports on, receive alerts and
notifications about, and see dashboard portlet data on. Smart Groups are the basis by which most data in Software
Vulnerability Manager are viewed, and can be used effectively to optimize your workflow.

Note - Smart Groups are generated periodically, and the data you see is only as current as the last time the Smart Group was
compiled. At any time, you can queue the recompilation of a Smart Group to get the most current data.

Within the Smart Group grids, you can double-click to view/edit an existing group’s configuration. Alternatively, right-click
a Smart Group to view, edit, compile or delete the group.

In the Create/Edit grid, check for the smart groups which you want to compile and click on Queue For Compilation. The
selected group will update within minutes to update the data and notifications for the group. You can also compile by
right-click on any smart group and select Queue For Compilation.

Click Create New Smart Group to configure a new Smart Group. Click + and - to add or remove criteria.

Generating a Report

You can view a list of reports that have been configured and scheduled for generation. You can configure a new report by
clicking Generate New Report or right-click an existing report to view, edit or delete it. The Software Vulnerability Manager
reporting capabilities allow the user to schedule and fully customize the intended report.

For more information on configuring report, see Report Configuration.
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Installing Patch Publisher and Configuring a
Deployment System

SVM Patch Publisher enables you to configure connections to the SVM server and to the supported end point management
systems. The tool polls SVM on a configured frequency to look for new patches resulting either from a manual publish or
Patch Automation to publish patches to the specified end point management system.

To use SVM Patch Publisher, you must download and install Software Vulnerability Manager Patch Publisher Toolkit. To
download this tool kit click here.

Upon installing the new tool, SVM Patch Publisher shortcut will be created on the desktop to launch the tool.

You can also download the latest version of Patch Publisher from the Software Vulnerability Manager console under
Patching menu. For more information, see Download Patch Publisher.

This topic includes the following topics:
® (Create Connections

® Distribution Systems

® Service Connections

®  Grids

Also see,

® Download and Install the Software Vulnerability Manager Patch Publisher

Create Connections

To configure connections to the SVM server to the supported end point management systems. For more information, see
SVM Connection.

The SVM Patch Publisher supports Single Sign-On for authentication to connect with the SVM. For more information see,
Connect SVM in the SVM Patch Publisher.

Distribution Systems

30

You can define multiple named connections to Windows Server Update Services (WSUS), Microsoft Intune, VMWare
Workspace ONE, and BigFix. For instructions on setting up a named connection to a distribution system, see Distribution
Systems.

The WSUS Management tool is integrated with the SVM Patch publisher. To launch the WSUS Management Tool, click on
the WSUS Management button in the ribbon of the SVM Patch Publisher. As a prerequisite, the successful launching of the
WSUS Management Tool will require the WSUS Administration Console to be installed on the device.

To following topics are related to Windows Server Update Services (WSUS):
® WSUS/System Center
® Creating the WSUS-CSI GPO Manually

® Integrate SYM with WSUS/SCCM and Deploy a Patch
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®  Flexera WSUS Management Tool

Service Connections

The Service Connection view provides option to establish connection between SVM and AdminStudio. To configure the
service connection, see Service Connections.

Grids

You can now publish SPS/VPM patches to multiple end point management systems like WSUS, Microsoft Intune, VMWare
Workspace ONE, and BigFix.

You can view the following grids in the Patch Publisher:
® The Flexera Package System (SPS) View

® Patch Template

® Agent Deployment

® Vendor Patch Module

®  Bring Your Own Patch (BYOP)

®  Patch Deployment Status

® Custom Scan Rules

The Flexera Package System (SPS) View

The Flexera Package System (SPS) page displays a list of products for which Software Vulnerability Manager can
automatically create an Update/Uninstall/Custom package.

For more information, see Flexera Package System (SPS).

To publish SPS patches, right click on any SPS patch and select Create Update Package from the context menu and follow
the steps as mentioned in Create Patch Wizard.

Patch Template

The Patch Template view displays the SPS patches that are saved as Patch Templates. This view also enables you to edit
and publish templates to one of the configured endpoint management systems.

For more information, see Patch Template.
Right click on any SPS Template and select Publish/Edit Template from the context menu and follow the steps as
mentioned in Create Patch Wizard.

Agent Deployment

Agent Deployment view gives summary of the Software Vulnerability Manager agents currently installed on the endpoints
in the network. You can also create and publish the agent to the configured endpoint management system for deployment.

For more information, see Agent Deployment.
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Vendor Patch Module

The Vendor Patch Module page displays a list of products for which Software Vulnerability Manager can automatically
create an Update/Uninstall package and also provides the patch information.

For more information, see Vendor Patch Module.

To publish VPM patches, right click on any VPM patch and select Create Update Package from the context menu and
follow the steps as mentioned in Create Patch Wizard.

Bring Your Own Patch (BYOP)

In the Bring Your Own Patch (BYOP) view of SVM Patch Publisher, you will be able to send a request to AdminStudio for
creating patches for the products which are not covered by SPS and VPM patches. For more information, see Request
Patch.

You can create and publish custom packages.

For more information, see Bring Your Own Patch (BYOP).

Patch Deployment Status

The Patch Deployment Status view displays the status and other details of the patches published to an endpoint
management system.

For more information, see Patch Deployment Status.

Custom Scan Rules

Use the Custom Scan Rules page to create and maintain custom rules for scanning customer created programs, drivers,
and plug-ins.

For more information, see Custom Scan Rules.

Publishing the Flexera Software Package System
(SPS) and Vendor Patch Module Patches

32

This is a new and quick way for non-1E browsers to publish patches from SVM to an end-point management system with no
dependency on ActiveX. QuickPatch publishes patches to end-point management system via Patch Publisher using
defaults (no customizations).

To do so, right click on any SPS template or VPM patch and select Publish with QuickPatch from the context menu and
follow the steps as mentioned in QuickPatch.

In the Patch Publisher:

®  Flexera Software Package System (SPS)/ Vendor Patch Module Patches—Right click on any SPS/VPM patch and select
Create Update Package from the context menu and follow the steps as mentioned in Create Patch Wizard.

® SPSTemplate—Right click on any SPS Template and select Publish/Edit Template from the context menu and follow
the steps as mentioned in Create Patch Wizard.

SVMC-MAY2025-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Chapter 3 Software Vulnerability Manager Quick Start Guide
Automate Publishing of Patches

Automate Publishing of Patches

In the Software Vulnerability Manager console, to automate publishing of patches, right click on any SPS template or VPM
patch and select Subscribe to Patch from the context menu, and then follow the steps as mentioned in Patch Automation.

In the Patch Publisher, to automate publishing of patches, right click on any SPS template or VPM patch and select
Subscribe to Patch from the context menu, and then follow the steps as mentioned in Subscribe Automatic Publishing of
Patches.
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Getting Started with
Software Vulnerability Manager
Cloud Edition

Welcome to Flexera! Thank you for purchasing Software Vulnerability Manager Cloud Edition.

This help section walks you through the steps for getting started with Software Vulnerability Manager Cloud Edition:

Logging on to Software Vulnerability Manager Cloud Edition

Opening a Support Case

Download and Install the Software Vulnerability Manager Plug-in
Download and Install the Software Vulnerability Manager Daemon
Download and Install the System Center Plug-in

Download and Install the Software Vulnerability Manager Patch Publisher
Download and Install the Software Vulnerability Manager Client ToolKit

Join Flexera’s Customer Community

Logging on to Software Vulnerability Manager
Cloud Edition

Software Vulnerability Manager is accessible via https://svm.flexera.com.

You will be prompted for authentication with your username/password. Please use the credentials supplied by Flexera
personnel. The initial password issued by Flexera is a one-time only password that must be changed upon the first login.
The new password must contain a minimum of eight characters or comply with the criteria defined in your custom
Password Policy Configuration.

Q

Tip « Once you have changed your password, please set up your Password Recovery Settings, so that you can recover the
Root Admin password without having to open a support case to have the password reset.
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[®

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2 hours of
inactivity.

Logging on to Software Vulnerability Manager Cloud Edition
Using Single Sign-On

Perform the following steps to login to Software Vulnerability Manager using single sign-on for Azure SSO or Okta users.

To login to Software Vulnerability Manager using single sign-on:

1. Onthe Login page, click Use Single Sign-On.

Forgot your password?

Use single sign-on

The Single sign-on login page prompts for authentication with your single sign-on email address.
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Single sign-on
Enter your email address

Email

| want to use password sign-in

2. Enteravalid email address and click Login.
Once logged in, the Identity Provider page prompts for authentication with your username/password.
3. Enteryourvalid username and password, and then click Sign In.

Upon successful login, Software Vulnerability Manager is accessible.

[®

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2 hours of
inactivity.

Connect SVM in the SVM Patch Publisher

The SVM Patch Publisher supports Single Sign-On for authentication to connect with the SVM.

To connect SVM in SVM Patch Publisher:
1. Inthe SVM Patch Publisher > Settings menu, click SVM Connection in the left pane.
The SVM Connection page appears.

2. select the SSO option, provide your account name or official email address, and click the Login button.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00 37



38

Chapter 4 Getting Started with Software Vulnerabi

ity Manager Cloud Edition

Logging on to Software Vulnerability Manager Cloud Edition

Home

GRS FT0 &S Hm O

Resart  Force S Agent  Custom Sugest  WSUS  Help Feadback About SVMPatch
Service | Chedin Deployment. Fackage Software Management Publisher
2 SVM Connecti
Settings et
Properties

SVM Connection

Server Type: =
Distribution Systems site ur: z
Servica Connadtions Authertication: O Standard @ sso

Emal:
Manage Patches Login
Flexera Package System (SPS) Check-In Settings

CheckIn Freaqu
Patch Template s

e 5 o 0] e

Agent Deployment

[7] et al It subscrived poctages
Vendor Patch Module

Logging Settings

BRI Ol OWTE RatcrR (B Y0R) UlLog File: c ‘Software\svM 4
Patch Deployment Status Log Level: Logalays

Service Log File: G ftware\:

use sst

Clicking on Login will automatically redirect you to the configured Identity Provider at your organization for login.

Enter your valid credentials.

Home
GsERLFO &S AW

Restart | Foree  Save Agent  Custom Suggest  WSUS Help  Feedback
Service | Checkein Deployment Package Software Management o x
& SVM Connection
Settings
Properties
SVM Connection E
serverType: |G
Distribution Systems Site Url: E
i e Authentication: (]
Email: E
Manage Patches % %
Sign in
Flexera Package System (SPS) Check-In Settings
Email, phone, or Skype
Check-Tn Frequency
Patch Template
o & Can't access your account?
Agent Deployment
[] Get all latest suby
Vendor Patch Module
L
Bring Your Own Patch (BYOP)
Ul Log File:
Patch Deployment Status Log Level: Q Sign-in options
Senvice Log File:
Qutput
[22:40:54] Fetching Redirect Url from SUM started.
[22:40:54] Attempting for SO Authentication: https:/ m/
[22:40:55] Successfully connected to:https:// n/
[22:40:55] Valid User. Termsofuse  Privacy & cookies
[22:40:55] Fetching Redirect Url from SVM completed.

SVMC-MAY2025-UG00

Software Vulnerability Manager (Cloud Edition) User Guide



Chapter 4 Getting Started with Software Vulnerability Manager Cloud Edition
Opening a Support Case

Home

GERALAEBO =S AN

Restart | Force Save  Agent  Custom Suggest  WSUS Help Feedback About SVM Patch
Service | Checkin Deployment Paciage Software Management Publsher

SVM Connection

Settings
Properties
Single Sign On - o x
SUM Connection " B SingleSiy
P— e e e Connecting to &}
T | Sign in with your oktal account to access
e Canecone authentiaton: O streard @ 550
Email [
Manage Patches
Flexera Package System (SPS) Check-In Settings okt a
Patch Template Chedcin Freauency:
5 Brous b ] e
Agent Deployment . :
[7]Get allatest subscrbed packages Signin
Vendor Patch Module
Lodaing ettng Username
Bring Your Own Patch (8Y0F) ;
U Log Fik: [ o ‘ ‘
Patch Deployment Status fog feve e ]
- Password
Service Log File: [ l ] l
Proxy Settings

[J Remember me

]
o ‘ )
oy Usermame I ]

] e signing ir?

output

08:12:39] Fetching Rax

Powered by Okta Privacy Policy

4. Upon successful authentication, you will be connected to SYM in the Patch Publisher.

5. Click Restart Service ribbon for the change to take effect.

Opening a Support Case

If you have any questions or concerns regarding your Software Vulnerability Manager Cloud account, please open a
support case.

To watch the video which explains how to open a support case via Flexera’s Customer Community, click here.

Download and Install the Software Vulnerability
Manager Plug-in

The first time you login to Software Vulnerability Manager, click the link on the bottom of the page and follow the on-screen
instructions to download and install the Software Vulnerability Manager Plug-in to enable scanning and patching. Please
note that the Plug-in is only compatible with Internet Explorer version 8 or later.

Software Vulnerability Manager Plug-in is installed locally and must be installed on the machine you are running the
Software Vulnerability Manager console from. Once the Software Vulnerability Manager Plug-in has been installed the
download link is removed from the page.

Task If Internet Explorer is blocking the ActiveX Plug-in, follow the steps below to allow it to load:
1. Open Internet Explorer's Internet options.

2. Gotothe Security tab.
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3. Select Trusted Sites.
4. Addyour server's IP or host name to the Trusted Sites.
5. Go back to the Security tab and click Custom level.

6. Scroll down to Initialize and script ActiveX controls not marked as safe for scripting and change the setting from
Disable to Prompt or Enable.

If you want to open Microsoft Edge in IE mode, perform the following steps:

Task To open Microsoft Edge in IE mode:
1. In Microsoft Edge browser, click ellipses ... button in top right corner, and then select Settings from the list.
2. Inthe Settings page, select Default browser from the left pane.

3. Inthe Default browser page, slide the Allow sites to be reloaded in Internet Explorer mode (IE mode) toggle to

Allow.
Settings Default browser
Search settings
Q 4 Make Microsoft Edge your default browser Make default
@ Pprofiles
() Privacy, search, and services
&) Appediance Internet Explorer compatibility
D Sidebar
Allow sites to be reloaded in Internet Explorer mode (IE mode) (2 Default v/
o SR A When b Microsoft Edge, if a sit ternet Explorer f tibili hoose to reload it in Internet Expl
en browsing in Microsoft Edge, if a site requires Interet Explorer for compatibility, you can choose to reload it in Internet Bxple. [y
B S aiyats
) ' - | Expl d Default
@@ Cookies and site permissions nternet Explorer mode pages
These pages will open in Internet Explorer mode for 30 days from the date you add the page. No pages have been added to the Ir - Don't allow
| & Default browser S———
L Downloads
Internet Options
& Family :

»

Languages

4. Restartthe browser.
5. Upon successful action, Internet Explorer mode is now enabled.
6. Launch csi7.secunia.com.

7. Intopright corner, click ellipses ... button, and then select Reload in Internet Explorer Mode from the list.

Download and Install the Software Vulnerability
Manager Daemon

The Software Vulnerability Manager Daemon is a stand-alone executable that executes various schedules configured in the
Software Vulnerability Manager console. It runs as a background service with no user interaction. To download the
Daemon, click here.

The Daemon integrates a number of local data sources in your network with the Flexera Cloud. It should be deployed to a
node in the network that has high availability (for example, the server running the System Center or SQL server).

Once deployed, the Daemon will regularly scan the following data sources, based on the configuration created in Software
Vulnerability Manager:
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®  Active Directory
®  Microsoft® System Center Configuration Manager (“System Center”) Imports
® Scheduled Exports

® \WSUS State Change

Important « As the Daemon is connecting directly to the Flexera and System Center database servers unattended, Software
Vulnerability Manager’s System Center Inventory Import page should be configured to include System Center SQL Host, SQL
Port and SQL Database connection details prior to the installation of the Daemon to enable the latter to start executing
unattended schedules correctly and on time.

To be able to pass authentication at the SQL server during an unattended scheduled Import, the Daemon has to be installed
and configured with a user account that has been specifically assigned with Connect/Select permissions at the SQL Server
Management Studio software prior to the installation of the Daemon.

When scheduled imports require it, the Daemon connects directly to the System Center database. This may block upgrades of
System Center. Before upgrading System Center, make sure to stop the Daemon service, and start it again after the upgrade to
System Center is complete.

The Daemon should only be deployed once to avoid two instances competing to retrieve the schedules.
The user or service account that runs the Daemon must have:
® Run-as Service privileges

® \Write permission on the location where the exports should be placed and log file written for scheduled CSV file output
and log file creation

® Member of local WSUS group “WSUS Administrators”
® LDAP query privileges
® SQLDataReader privileges

® System Center Configuration Manager Read only Analyst privileges

To assign Connect and Select permissions to the user (or service account) that will be used to run the Daemon service:
1. Open SQL Server Management Studio software at the SQL Server Host.

2. Expand Databases and find the name of your System Center database.

3. Right-click the database name and select Properties.

4. Enter the Permissions section from the left-hand side menu.

5. Find the account that will be used to install the Daemon and click on it.

6. While highlighted, review the Explicit permissions of the account below and find and select the Connect and Select
check boxes.

7. Save the configuration and exit the SQL Server Management Studio.
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To install the Daemon:

1.

[®

Double-click the Daemon installer icon and follow the wizard instructions.

Important « To run the Daemon service successfully note the followings:

® SVM 2019 Daemon does not require elevated permissions to run once the service has been setup, but it requires that
the installation of it is performed by an account that is at least Local Administrator on the machine where the
service is to be installed.

® The Daemon's service account must not be restricted by a GPO configuration the ability to logon to the server

selected for installation of the Daemon. Such domain policy will prevent the Daemon to run as a service and would
therefore prevent it to perform intended functionality.

Accept the End User License Agreement and click Next.

Enter the Daemon Proxy Settings (host name, port, username and password), if required. The values in populated
fields are fetched from the current user’s Internet Explorer proxy settings. Click Next.

Enter the Username and Password of your Software Vulnerability Manager account and click Install.

[®

Important « The Daemon executes scheduled tasks configured in Software Vulnerability Manager. Therefore, the
Software Vulnerability Manager user account used during the Daemon installation must be the same one which set up

the scheduled tasks in Software Vulnerability Manager. It can be a user account or an administrator account in Software
Vulnerability Manager.

Enter the credentials for the user account (or service account) that was setup beforehand to grant access for the
Daemon to the SQL Server Host. The user name must be entered in the <username>@<AD domain> format. Click Next.

Click Finish to close the Daemon setup.
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For reference, the Daemon now outputs report to a user-configured path. This path is set when the Daemon is installed and
there is a page in the installer to configure the path. The file created at that path gets the data and time appended to its
name, so for example, if the user sets the name to all_hosts.csv in Software Vulnerability Manager, then the resulting file
will actually be named all_hosts_2015-11-29_13-00_01.csv, or whatever the date and time were when the file was created.

Also note that, from Daemon version 2.0.0.6 onwards, if the user leaves the path empty when installing the Daemon, then
exporting reports won't work at all. To fix this later, the user will have to reinstall the Daemon and set the path in the
installer.

The Daemon uses the System Center SQL Database Settings that are specified in the Configure dialog. If those settings
haven't yet been specified when the Daemon has been run, then it will check for them again in 10 minutes and every 10
minutes afterwards until it gets them.

The Daemon checks with Flexera every 10 minutes to download new schedules or fetch changes to existing schedules as
long as itis not in the process of processing scans and the results are displayed in Software Vulnerability Manager
Completed Scans page.

Task

To disable the daemon security protocol using (--ignore-crl, --ignore-ca, --ignore-cn), choose one of the
following options:

1. Add the security options to the image path of Windows service in the location:
System->CurrentControlSet->Flexera Software Corporate Inspector Daemon->ImagePath
Example of an ImagePath value:

"C:\Program Files\Flexera Software\Corporate Software Inspector Daemon\daemon.exe" --service-launch
--ignore-crl --ignore-ca --ignore-cn -d c:\log.txt -v

Name Type Dita

2b) (Default) REGSZ (value not set)

4 DelayedAutostart REG DWORD 00000001 (1)

2| Description REG.SZ Exccutes SC2012 Import Schedules or the Flexera Software SC2012 Plugin

38 Displayhame REG 52 Flexera Corporate Scftware Inspector Daemon

) EnorControl REG_DWORD 000000001 (1)

REG EXPANDSZ "C:\Program Files\Flexera Software| Corporate Software Inspector Daemon'daemon.exe” --senvice-launch ~ignore-crl ignore-ca --ignore-cn -d ci\log bt -v
28| Objecttlame REG.SZ sqlacm@rdi2lsb

st REG DWORD 00000002(2)

HType REG DWORD 00000010 (16)

2. Add the following options to the Daemon registry key:

[HKEY_CURRENT_USER\SOFTWARE\Secunia\Daemon]
"IgnoreCRL"= dword:00000001

"IgnoreUnknownCA"= dword:00000001

"IgnoreInvalidCN"= dword:00000001

The daemon will add the registry entries when you install it along with the security options as follows:
Daemon.exe -i --ignore-crl --ignore-ca --ignore-cn -R username:password

Note « Ifyou configure the registry settings manually, restart the service for the change to take effect.
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Download and Install the System Center Plug-in

The System Center Plug-in should be installed on the same machine that the System Center Configuration Manager
console is installed. You can use the Plug-in on the System Center Configuration Manager Server or on a client machine
where the console is installed.

Download the installer from https://secuniaresearch.flexerasoftware.com/support/download,/.
Double-click the installer icon and follow the wizard instructions.

Launch the System Center Configuration Manager console. The Plug-in can be found under the Software Library > Flexera
Software folder.

Login with your Software Vulnerability Manager Account credentials (Username/Password).

The machine should have access to https://*.secunia.com.

Q

Tip « You can define the sorting of both lines and columns in any grid view to create the layout that best suits your needs. Click
the right hand side of any of the column headings to view the available display options. The column's position can be modified
by dragging and dropping the selected column to the desired position.

Q

Tip - You can click Export in any grid view to save the displayed information as a CSV file. You can configure the file by hiding
columns in the grids prior to export.

Download and Install the Software Vulnerability
Manager Patch Publisher

To ease SVM Patch Publisher, you must download and install Software Vulnerability Manager Patch Publisher Toolkit. To
download this tool kit click here.

Upon installing the new tool, SVM Patch Publisher shortcut will be created on the desktop to launch the tool.

e
{8

SV Patch
Fablisher

Prerequisites

The below prerequisites required to install Patch Publisher:
® OSWindows 10 or later

®  Windows 2016 or later

® .Netframework version 4.7.2 or later
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® RSAT should be enabled and needs to be installed only when you configure a connection to the Windows Server
Update Services (WSUS).

® Architecture - 64 bit operating systems

® You caninstallin Local admin/domain admin

® OSRequirements (for WSUS Distribution System):
® |Install Patch Publisher in Windows Server 2016 or Windows 10, for Windows 2016 WSUS.
® |[nstall Patch Publisher in Windows Server 2019 or Windows 10, for Windows 2019 WSUS.
® |[nstall Patch Publisher in Windows Server 2022 or Windows 10, for Windows 2022 WSUS.

Related topics are:

® Download and Install the SVM Patch Publisher

®  SVM Patch Publisher

Download and Install the SVM Patch Publisher

To download and install the SVM Patch Publisher perform the following steps.

To Download and install:

1. Download the Software Vulnerability Manager Patch Publisher from the SVM Patch Publisher Tool Kit.

2. Double click the set-up file, you will be prompted to enter credentials. Click Install.

‘ﬁ SVM Patch Publisher - InstallShield Wizard 4

Ready to Install the Program rl
The wizard is ready to begin installation. @\
Click Install to begin the installation.

Launch Daemon as User

Enter a user name and password to run the Patch Automation Daemon service, Leave
it blank to log on as Local System account.

User Name: ||

Password: ||

InstallShield

< Back & Install Cancel

3. Onsuccessfulinstallation, click Finish. SVM Patch Publisher windows pane appears. For more information, see SVM
Patch Publisher.

4. Afterinstallation, a shortcut for Software Vulnerability Manager Patch Publisher will be created on your desktop.
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SVM Patch Publisher

Note « Ifyou are migrating Patch Daemon to SVM Patch Publisher, make sure that the SVM Test connections and Distribution

Connections are Test & Saved.

Related topics are:

®  SVM Patch Publisher

SVM Patch Publisher inherits its current functionalities from the Patch Daemon. SVM Patch Publisher enables you to
configure connections to the SVM server and to the supported end point management systems. The tool polls SVM on a
configured frequency to look for new patches resulting either from a manual publish or Patch Automation to publish
patches to the specified end point management system.

The following section describes how to access the Patch Publisher.

® Working with SVM Patch Publisher Interface

® Settings Menu

® Manage Patches Menu

Working with SVM Patch Publisher Interface

The SVM Patch Publisher interface has various Ul elements. This section includes topics that explain how to perform basic

Toolbar in the SVM Patch Publisher
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tasks and the use of these elements.

® Toolbarin the SVM Patch Publisher

® Qutput/Progress windows in the SVM Patch Publisher

The SVM Patch Publisher has the following ribbon buttons:

Table 4-1 « SVM Patch Publisher / Ribbon Buttons

Buttons Description

Restart Service

Click to restart the daemon service for the changes to take effect. Upon clicking
this button, the state of the service is checked.

Force Check-In

Click and the pull the subscribed packages without waiting for the schedule time
from the server for the Daemon service to execute.

Save

Click to save the changes to the settings file.

Agent Deployment

Click to create the agent package.

Custom Package

Click to create the custom package.

SVMC-MAY2025-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Chapter 4 Getting Started with Software Vulnerability Manager Cloud Edition
Download and Install the Software Vulnerability Manager Patch Publisher

Table 4-1 « SVM Patch Publisher / Ribbon Buttons

Buttons Description

Suggest Software Used to request software application which are not available in the SYM. For more
information, see Suggest Software.

WSUS Management Click to launch the WSUS Management Tool and view the patches deployed. For
more information, see Flexera WSUS Management Tool.

Note « Make sure that the WSUS Administration Console is installed for the
successful launching of the WSUS Management Tool.

Help Click to openthe SYM help library.

Feedback Used to provide ideas and / or suggestions.
About SVM Patch Publisher Click to launch the SVM Patch Publisher window and view the information about

the tool.
Home
GSXEQL=0E AW
o X ® = i
Restart Force Save Agent Custom  Suggest Wsus Help  Feedback About SVM Patch
Service Check-n Deployment Package Software Management Publisher

Output/Progress windows in the SVM Patch Publisher

When you perform any tasks like save, force check-in, and restart service on subscribed packages, the Output Window
appears at the bottom of the interface.

®  |iststhe Errors, Warnings, and other log messages that are generated while perform a task on subscribed package.

® Displays logs while performing functional testing of the subscribed package.

Settings Menu

In Settings menu, you can set SVM connection, add multiple distribution connections, and configure connections to the
AdminStudio server where you can request packages from Patch Publisher to the AdminStudio.

This section includes the following topics:
® SVM Connection
® Distribution Systems

® Service Connections
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SVM Connection

You can configure connections to the SVM server to the supported end point management systems. Perform the following
steps to configure the SVM connections.

Task To configure SVM connection:
1.  On Settings menu, click SVM Connection in the left pane.
The SVM Connection page appears.

2. To configure the SVM connection, enter the following information:

Field Description

Server Type Select one of the following Server Type:
® Cloud

® On-Prem

Site URL Enter the URL for SVM Connection.

When selecting the Cloud option under Server Type, the Site URL will be pre-
populated as svm.flexera.com

Use SSL Select the Use SSL Connection check box if your SYM Connection is configured to
accept SSL connections.

Authentication Select one of the following options:

® Standard—If you select this option, enter the appropriate User Name and
Password for the specific site URL.

® SSO—Ifyou select this option, provide your official email address, and clicking
the Login button will automatically redirect you to the configured Identity
Provider at your organization for login. For more information, see Connect SVM
in the SVM Patch Publisher.

You can establish a successful connection to the new URL (svm.flexera.com) using
both Standard and SSO authentication.

Email Enter valid email address for the authentication process.

Note « This filed populates only when you select SSO authentication type.

Check-In Settings Set the frequencies to pull the relevant packages from the server.

Get all latest subscribed Select if you want to get latest subscribed packages.
packages
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Field Description

Log Level Set one of the Log levels:
® LogAlways
® (ritical
® FError
® Warning

® Informational

® \Verbose

Service Log File You can edit the folder path to save the action logs of this Tool. By default, the folder
path will be:

C:\ProgramData\Flexera Software\SVM Patch\svmpatch.log

Ul Log File You can edit the folder path to save the action logs of this Tool. By default, the folder
path will be:

C:\ProgramData\Flexera Software\SVM Patch\patchpublisher.log

Proxy Settings You can configure a proxy server using the proxy settings. For more information, see
Configure SVM Patch Publisher Proxy Settings.

Note - This feature is currently supported for the SYM and Workspace ONE
connections in the SVM Patch Publisher.

Test & Save Connection Click to test to see if the settings that you entered can be used to successfully
connect to this SVM server. It restarts Patch Publisher service automatically for the
changes to take effect.

3. Onsuccessful connection you will receive a Token in the Output Window.

4. With the following indicators, you will have clear visibility into the current state of the SVM connection at a glance.
® Green Icon—Displayed when the SVM connection is active.
® Red Icon—Displayed when the SVM connection is inactive or not yet configured.

Note « IfSSO is configured using the old Ul, to use Patch Publisher with SSO:

® Change the server type to On-Prem
®  Setthe URL to csi7.secunia.com
® FEnsure Use SSL is checked

Configure SVM Patch Publisher Proxy Settings

To configure a proxy server in SVM Patch Publisher, perform the following steps.
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To configure a proxy server:
1. On Settings menu, click SVM Connection in the left pane.
The SVM Connection page appears.
2. Enterthe Proxy Settings (Proxy host, Proxy port, Proxy username, and Proxy password) in the respective fields.

3. Click Test &Save Connection to see if the settings that you entered can be used to successfully connect to this SVM
server.

Home

GSERLQ 0o HEW @

Restart ~ Force  Save  Agent Help Feedback AboutSVM Patch

Service | Chedkin Deployment bisher
Settings SVM Connection
Properties
SVM Connection
ServerType: | Cloud
Distribution Systems Site Url: 7] Use SsL
Credentials:
Service Connections
Username:
Manage Patches Password: — Test & Save Connection

Check-In Settings
Flexera Package System (SPS)
Chedk-In Frequency:

Patch Template 0 [3] ers 5 2] Hous 0 2] Minutes

Agent Deployment
g ey 7] Get all Iatest subscribed packages

Vendor Patch Module Logging Settings.
Bring Your Own Patch (BYOP) Ul Log Fie: C: ProgramData\Flexera Software \SVM Patch\patchpublsher.log
Log Level: LogAlways ]
Service Log File: C:\ProgramData Flexera Software \SVM Patch\svmpatch.log
Proxy Settings
Proxy Host:
Proxy Port:
Proxy Username: SVM_proxy|

Proxy Password: pre—

4. Click Restart Service ribbon for the change to take effect.

Distribution Systems

You can define multiple named connections to Windows Server Update Services (WSUS), Microsoft Intune, VMWare
Workspace ONE, and BigFix.

For instructions on setting up a named connection to a distribution system, see:
® Creating a New Distribution System Connection Setting

®  Deleting an Existing Distribution Connection

Creating a New Distribution System Connection Setting

You can create a new named connection to the following Distribution Systems.
® Windows Server Update Services (WSUS)
®  Microsoft Intune

® VMWare Workspace ONE
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To create a new named connection to the Windows Server Update Services (WSUS) distribution system, perform the
following steps:

Task To create a new named connection to the Windows Server Update Services (WSUS) distribution system:
1. On Settings menu, click Distribution Systems in the left pane.
The Distribution Systems pane appears.
2. Click Add New.
3. Use the following fields to add the Windows Server Update Services (WSUS) connection:
Field/Button Description
Distribution System Click the Distribution System Type drop down and select Windows Server Update
Type Services (WSUS) from the list.
Connection Name Enter the connection name.
Server Enter the server details.
Port Enter the port number.
Use SSL Select the Use SSL Connection check box only if your WSUS is configured to accept
SSL connections.
Load Groups By clicking Load Group button, a list of computer groups will appear in the Group to
auto deploy field.
Groups to auto deploy Displays a list of computer groups configured in WSUS Server. Select the computer
groups which you wanted to deploy the packages.
Note « Only displayed when Load Groups button is clicked.
Cleanup packages files If you enable, old package will be removed during the publish. By default, this option
on WSUS when removing  will be unchecked.
old patch
Sign packages manually Select Sign package manually check box to external package signing.
4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to

this service. It restarts Patch Publisher service automatically for the changes to take effect. You will receive a
successful message in the Output Window.
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Microsoft Intune

Home

G QA o BN O

Restart Force Save  Agent  Custom Suggest  Help Feedback About SVMPatch
Servies| Checkin Deployment Package Software Publisher
Settings Distribution Systems
v [ Connections © AddNew € Delete
SVM Connection H wsus =
Distrbution System Type: |Wind:

Distribution Systems

Service Connections
Manage Patches

Flexera Package System (SPS)
Patch Template

Agent Deployment

Vendor Patch Module

Bring Your Own Patch (BYOP)

Output

[[02:40:44] Aempting to connact to Wsus server.
|[02:40:44] Creating authentcation context
|[02:40:44] successtully connected.
[02:40:44] ServerString: Default
[02:40:44] Serverid:

[[02:40:44] Targetinghtode: Server
[02:40:44] ProxyServerPort: 80

Connection Name®:

Server™: I
Port: 8530 ] [Dusess

Groups to auto deploy: Computers [ Load Groups |

| Cleanup padkage files on WSUS when removing old patch

Sign packages manualy
Flexera SVM Patch Automation will connect to the WSUS server under the running Windows user context.

On successful connection, the WSUS Distribution System is added to the connection.

Restart the SVM Patch Publisher so that the selected groups will be assigned for the end point deployments.

To following topics related to Windows Server Update Services (WSUS):

WSUS/System Center

Creating the WSUS-CSI GPO Manually

Integrate SVM with WSUS/SCCM and Deploy a Patch

Flexera WSUS Management Tool

To create a new named connection to the Microsoft Intune distribution system, perform the following steps.
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To create a new named connection to the Microsoft Intune distribution system:

1.

On Settings menu, click Distribution Systems in the left pane.

The Distribution Systems pane appears.

Click Add New.

Use the following fields to add the Microsoft Intune connection:

Field Description

Distribution System
Type

Click the Distribution System Type drop down and select Microsoft Intune from the
list.

Connection Name

Enter name of the connection.
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Field Description

Application (client) ID Enter the registered application (client) id. For more information on generating
Application (client) Id, see App Registration.

Directory (tenant) ID Enter the registered directory (tenant) id. For more information on generating
Directory (tenant) Id, see App Registration.

Client Secret Enter client secret. For more information on generating Client Secret, see Create
Client Secret.

App Category Enter the application category.

Assignment Groups This field is visible only in the previous version ( v7.XX.XXXX) of the Patch Publisher
and cannot be edited.

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. It restarts Patch Publisher service automatically for the changes to take effect. You will receive a
successful message in the Output Window.

5. Onsuccessful connection, the Microsoft Intune Distribution System is added to the connections.
6. Click Restart Service ribbon for the change to take effect.
To following topics related to Microsoft Intune:

® Intune Publishing

VMWare Workspace ONE

To create a new named connection to the VMWare Workspace ONE distribution system, perform the following steps:

Task To create a new named connection to the VMWare Workspace ONE distribution system:
1. On Settings menu, click Distribution Systems in the left pane.
The Distribution Systems pane appears.
2. Click Add New.

3. Use the following fields to add the VMWare Workspace ONE connection:

Field Description

Distribution System Click the Distribution System Type drop down and select VMWare Workspace ONE
Type from the list.

Connection Name Enter connection name.

Server Enter the server details.
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Field Description

Authentication Type Select one of the authentication types:

® Basic - If you select this authentication type, then enter the valid credentials of
the VMWare Workspace ONE.

® Certificate - If you select this option, you can select the registered certificate.

For more information, see Basic or Certificate Authentication Type.

Thumbprint Choose required certification for the authentication.

Note « This field appears only when you select Authentication Type as Certificate.

Tenant ID/API Key Enter the registered tenant id. For more information, see Create Tenant ID / API Key.
Organization Group ID Choose the required organization group id.
Assignment Groups Choose a group or multiple groups and make assignments for end point

deployments. For more details, see VMWare Workspace ONE Assignment Groups.

Hide Notification By default, this option remains unselected.

® |[fselected, notifications will be hidden, reducing unnecessary alerts for the
selected Workspace ONE patches.

® |[f unselected, users will continue to receive notifications related to the selected
Workspace ONE patches.

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. It restarts Patch Publisher service automatically for the changes to take effect. You will receive a
successful message in the Output Window.

Home

GERRQ PO HAN O

Restart  Force Save Agent Suggest  Help Feedback About SVM Patch
Service | Check-n Deployment Package Software Pubisher
Settings Distribution Systems
v [ Connections © AddNew @ Delete
SVM Connection Z5 wsone-server
Distribution System Type: |VMware Workspace ON
Distriilion Systemn Connection Name™; WSOne-Server
Service Connections
Server®:
Manage Patches
Authentication Type: Basic
Flexera Package System (SPS)
Username :
Patch Template
Password®:  [=eesseess
Agent Deployment
Tenant ID/API Key™:
Vendor Patch Module
Organization Group ID®: 64943
Bring Your Own Patch (BYOP)
Assignment Groups: SM_34(FLEXERA SOFTWARE LLC - 0062300000nuB60QAU) 1]

SM_32(FLEXERA SOFTWARE LLC - 0062100000nuUB60QAL)
SM_22(FLEXERA SOFTWARE LLC - 0062100000nuUS60QAL)
SM_36(FLEXERA SOFTWARE LLC - 0062300000nuBG0QAL)

output

fo3:32:38] to connect to server:

[03:32:38] g Workspace One context.

[03:32:38] Inwoking Workspace AP call.

|[03:32:38] Connection to VMware Workspace ONE succeeded,

[03:32:38] Saving distribution system cannection details to SVM started
[03:32:39] Test Connection Successiul

[03:32:39] Saving distribution system connection details to SVM completed.

Output |

5. Onsuccessful connection, the VYMWare Workspace ONE Distribution System is added to the connection.

54 SVMC-MAY2025-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Chapter 4 Getting Started with Software Vulnerability Manager Cloud Edition
Download and Install the Software Vulnerability Manager Patch Publisher

6. Click Restart Service ribbon for the change to take effect.
To following topics related to Microsoft Intune:

® Workspace ONE Publishing

VMWare Workspace ONE Assignment Groups

To make assignments for end point deployments in the SVM Patch Publisher for Workspace ONE publishing, perform the
following steps.

To make assignments for end point deployments in the SVM Patch Publisher:

1. InAssignment Groups (optional) field, click ellipsis icon. The VMWare Workspace ONE Smart Group window appears.
Select the desired groups from the list and then click Ok.

Home

G KB S

Restart Force Save  Agent O

o HWm O

Suggest  Help Feedback AboutSVM Patch
Publisher

Service | Chedkin Degloyment 7
Settings Distribution Systems
v [ Connections © AddNew @ Delete
SVM Connection 3 wsOne-Server [A vMware Workspace ONE Smart Group - u] X
Distribution System Type:
Distribution Systems &
8] | Smart Group Name Smart Group GUID
Service Connections " 5 .
Sy FLEXERA SOFTWARE LLC -00¢ QAU /. -]
hi FLEXERA SOFTWARE LLC - 005 Qau /.
Manage Patches Attt AdminStudo QA Group(Adminstudo) <228216b-4031-437c-34d6-6e 2657 1cc9
AdminStucio QA Gr
Flexera Package System (SPS) L SebAAGaY
Username : |z oup| SOFTWARE LLC - o
Patch Template FLEXERA SOFTWARE LLC - W /. 7572377941
Password™: Al Corporate Dedicated Devices(FLEXERA SOFTWAR .. | 07ba797b-4df-452-b30c-6eaf 26995432
Agent Deployment Al Corporate Shared Devices(FLEXERA SOFTWARE L. | d98a 16de-¢3c0-4a93-b4e0-9a44754138bb
Tenant ID/API Key*:
Vendor Patch Module = el
Organization Group ID™;
Bring Your Own Patch (BYOF)
Assignment Groups: SM_34(FLEXERA SOFTWARE LLC - 0062J00000nuB60QAL) -]

SM_32(FLEXERA SOFTWARE LLC - 0062100000nu860QAL)
SM_22(FLEXERA SOFTWARE LLC - 0062J00000nuB60QAL)
SM_36(FLEXERA SOFTWARE LLC - 0062)00000nuB60QAL)

Note - Make sure that the Assignment Groups are selected before restating the service.

2. Click Restart Service ribbon for the change to take effect.

3. Theselected groups will be assigned for the end point deployments.

BigFix

To create a new named connection to the BigFix distribution system, perform the following steps.

To create a new named connection to the BigFix distribution system:
1. On Settings menu, click Distribution Systems in the left pane.
The Distribution Systems pane appears.

2. Click Add New.
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3. Use the following fields to add the BigFix connection:

Field/Button Description

Distribution System Click the Distribution System Type drop down and select BigFix from the list.
Type

Connection Name Enter the connection name.

Server Enter the server details.

Port Enter the port number.

Username Enter valid username.

Password Enter the password.

Enable SPS Package If you select this check box, logging will be available for the end user.
Logging

%ProgramData%\BigFix\Flexera

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. It restarts Patch Publisher service automatically for the changes to take effect. You will receive a
successful message in the Output Window.

Home

G B FoHEN O

Restart = Force Save  Agent ggest  Help Feedback About SVMPatch
Publisher

Service | Chedkan Deployment P fiware
Settings Distribution Systems

v [J Connections : @ AddNew @ Delete
SVM Connection O BigFix-Win10

Distribution System Type: |BigFix

Distribution Systems

Connection Name™: BigFix-Win10
Service Connections

Server:
Manage Patches

Port:
Flexera Package System (SPS)

Username: Admin
Patch Template

Password: ———
Agent Deployment

+ |Enable SPS Pa e Loggin
Vendor Patch Module ckage Logging

Bring Your Own Patch (BYOP)

Output

[[03:46:14] Aampting to connact to BigFix server.

[03:46:15] Creating BigFix server connection.

|[03:46:15] Login succaedad: ok

[03:46:15] Connection to BigFix succeeded.

[03:46:15) Saving distribution system connaction datails to SVM started
[03:46:15] Test Connection Successful.

[03:46:16] Saving distribution system connection details to SVM completed.

Output |

5. Onsuccessful connection, the BigFix is added to the connection.

6. Restartthe SVM Patch Publisher so that the selected connection will be available.

Tanium

To create a new named connection to the Tanium distribution system, perform the following steps.
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To create a new named connection to the Tanium distribution system:

1.

On Settings menu, click Distribution Systems in the left pane.
The Distribution Systems pane appears.
Click Add New.

Use the following fields to add the Tanium connection:

Field Description

Distribution System Click the Distribution System Type drop down and select Tanium from the list.
Type

Connection Name Enter name of the connection.

URL Enter a valid URL provided from the Tanium.

Token Enter the valid token.

For more information on generating APl Token, see Create an API Token.

Computer Group In Computer Groups (optional) field, click ellipsis icon. The Tanium Computer Groups
window appears. Select the desired groups from the list and then click Ok.

Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. Patch Publisher service restarts automatically for the changes to take effect. You will receive a successful
message in the Output Window.

Home

GSER O S Am O

Agent  Custom Help  Feedback About SVM Patch
Service  Checkin Deployment Fackage Software Management Publicher

Force

Settings Distribution Systems
& Connections © AddNew © Delete

SVM Connection
Ditrbution System Type: Tanium

Distribution Systems Connection Name* DemoConnection

Service Connections
URL™: SHTERRTITENI) NWE NN

Manage Patches

Token

Flexera Package System (SPS)
Computer Groups: Al Workstations
Patch Template
Agent Deployment
Vendor Patch Module
Bring Your Own Patch (BYOP)
Patch Deployment Status

Devices

Custom Scan Rules

Test & Save Connection

Output

{12:25:07] Fetching computer groups from Tanium server. This might take a while...
[12:25:13] Fetching assignment groups.

[12:25:13] Get Computer groups API call. GET, wpjariuin. ams
{12:25:13) Computer group fetched successfully.

[12:25:15] Finished fetching assignment groups.

On successful connection, the Tanium Distribution System is added to the connections.

Click Restart Service ribbon for the change to take effect.
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Deleting an Existing Distribution Connection

To delete an existing Distribution Connection, perform the following steps.

1.

2.

To delete a connection:

On the Settings menu, click Distribution Systems. The list of connections appears under the Connections pane.

Select required connection form the list and click Delete.

Home
= =
G X B o AW O
Restart Force Save C 2 Help Feedback About SVM Patch
Service | Chedkdn Publisher
Settings Distribution Systems

v [ Connections

SVM Connection O BoFx-Win10

Distribution Systems

Connection Name™:

Service Connections
Server:

Manage Patches
Port:

Flexera Package System (SPS)

Username:

Patch Template

Password:

Agent Deployment
Vendor Patch Module

Bring Your Own Patch (BYOP)

Output

[[03:46:14] Amempting to connect to BigFix server.
[03:46:15] Creating BigFix
[03:46:15] Login 4
[03:46:15] Connection to BigFix succeeded.

[03:46:15] Saving distribution system connection details to SVM started
[03:46:15] Test Connection Successful.

[03:46:16] Saving distribution system connection details to SVM completed.

Output

Click Yes and confirm to proceed the changes.

© @ AddNew

Distribution System Type:

BigFix

BigFix-Win10

Admin

| Enable SPS Package Logging

Upon confirming, the selected connection will be removed from the Connections pane.

Service Connections

You can configure connections to the AdminStudio server where you can request packages from Patch Publisher to the
AdminStudio.

Prerequisite:

AdminStudio service connection requires the following prerequisites:

58

SQL server Authentication should be done from AdminStudio.

®  Modify the changes in the shared file:

%ProgramFiles(x86)%\AdminStudio\2024\Common\AdminStudioHost.exe.config

SVMC-MAY2025-UG00
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® Insert one of the following in the [ConnectionString] section of the Shared file, depending upon the
authentication type you are using:

Authentication Type Entry

Windows Authentication  <connectionStrings>
<clear/>

<add name="WebServiceCatalog" connectionString="Data Source=svm2018-
WIN10C.svm2019.test;User ID=svm2019\Administrator;Initial
Catalog=SVM2019;Integrated Security=SSPI;" />

</connectionStrings>

Server Authentication <connectionStrings>
<clear/>

<add name="WebServiceCatalog" connectionString="Data
Source=10.75.205.198;User ID=sa;Initial Catalog=SVM2;Password=Flexera!;"/>

</connectionStrings>

To configure the AdminStudio service connection, perform the following steps.

Task To configure the AdminStudio service connection:
1. On Settings menu, click Service Connections in the left pane.
The Service Connections page appears.
Home

GExR QL FoHAN O

Restart  Force Save  Agent  Custom Suggest Hep Feedback AboutSVM Patch

Service  Check+n Deployment Package Software Publisher
Settings Service Connections

L= i@ AddNew @ Delete
SVM Connection [ Connections

AdminStudio Connection
Distribution Systems e Mo 0l

Service Connections

Hostname/IP:
Manage Patches
Flexera Package System (SPS)
Test 8.save Connection
Patch Template
Agent Deployment

Vendor Patch Module

Bring Your Own Patch (BYOP)

2. Entervalid connection name.
3. Entervalid Host name or IP address of the AdminStudio.

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. You will receive a successful message in the Output Window.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00 59



Chapter 4 Getting Started with Software Vulnerability Manager Cloud Edition

Download and Install the Software Vulnerability Manager Patch Publisher

Home

=
G sH L FTOoOHRN O
Restot Force Save  Agent Custom Sugoest  Help Feedback About SVMPatch
Service  Checkn Deployment Package Software Publisher
Settings Service Connections
o © Add New
SVM Connection v [ Connections

© Delete

AdmnStudio Connection

AdminStudio connection

Distribution Systems .

Service Connections

Hostname/IP:

Manage Patches

Flexera Package System (SPS)

Test & save Connection

Fatch Template
Agent Deployment
Vendor Patch Module

Bring Your Own Patch (BYOF)

Output

5. Onsuccessful connection, the AdminStudio service connection is added to the connections.

6. Click Restart Service ribbon for the change to take effect.

Manage Patches Menu

You can now publish SPS/ VPM patches to multiple end point management systems like WSUS, Microsoft Intune, VMWare

Workspace ONE, and BigFix.

To publish patches, it will be necessary to configure SVM Connection and Distribution Connections. For more information,

see SVM Connection and Distribution Systems.

The following views have been added under the Manage Patches menu:

®  Flexera Package System (SPS)
® Patch Template

® Agent Deployment

® Vendor Patch Module

®  Bring Your Own Patch (BYOP)
®  Patch Deployment Status

® Devices

® Custom Scan Rules

Flexera Package System (SPS)

60

The Flexera Package System (SPS) page displays a list of products for which Software Vulnerability Manager can

automatically create an Update/Uninstall package.

In the Search Type field, you can now search for SPS patches either by Product or CVE. You can also enter keywords in the

Find box to find the matching entries in the grid.
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Click the Configure View button to configure the product display criteria. For more information, see Configure Product
Display Criteria for Flexera Package System (SPS) View.

Click Export button in any grid view to save the displayed information as a CSV file.

The Flexera Package System (SPS) page includes the following properties:

Table 4-2 . Flexera Package System (SPS) page Properties

Product Specifies the product name.

Patched Version Specifies the version of the product.

Vendor Specifies the vendor name of the product.

Architecture Specifies the architecture of the product.

SAID By clicking on any SAID, a popup appears with the CVE, CVSS scores, affected

software's, and other advisory details.

® Clicking CVE Reference link navigates to the cve.mitre.org website for
cybersecurity vulnerabilities information.

® Clicking Secunia Advisory Details links navigates to external Websites for
additional details.

Criticality Specifies severity of a Secunia Advisory (SAID).

It displays the color code depending upon the severity of a Secunia Advisory
(SAID).

For more information, see Criticality (Severity Rating).

Threat Score Specifies the Threat Score information for the out of the box patches listed. For
more information, see Criteria for the Threat Score Calculation.

Detected Displays the number of minutes/hours/days/months of how long ago the
vulnerabilities were detected in a scan.

Advisory Published Specifies the advisory published date.
Insecure Specifies the count of the insecured products.
End-Of-Life Specifies End-Of-Life Products.

Secure Specifies the count of secured product.

Total Specifies the total count of the product.
Hosts Specifies the count of the host.
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Table 4-2 « Flexera Package System (SPS) page Properties

Property Description

Uninstallable If Uninstallable column is listed as Yes, then it is eligible for creating an uninstall
package.

If Uninstallable column is listed as No, then you must customize the execution
flow script to successfully uninstall the product. This can be done by selecting the
Edit Package Content check box in the Package Configuration panel. For more
information, see Create Uninstall Package.

The following color codes are used in the Flexera Package System (SPS) products list:

Table 4-3 « Flexera Package System (SPS) products list color code

Criticality Color code

Extremely critical Red color

Highly critical Orange color
Moderately critical Yellow color

less critical Light Green color
Not critical Green color

Home
c’l = p 2 0 == -
» B S = =]
Resort | Force Sawe  Agent  Custom Suggest  WSUS  Help Feedback About SVM Fatch
Service | Chedkin Deploymert. Package Softvare. Managemert Publsher
) Flexera Package System (SPS,
Settings e Bt ()
Search Type: Product <10 Seorch | SmertGroups: [ Producis <] [Corgrs view oot |
SVM Connection
Enter text to search. " Fnd
Distribution Systems
Product Potched Versi.. Vendor Architecture | SAD Criicalty | ThveotScore |Detected | Advisory Publ. | Insecure | End-OfUife | Seaure | Total |Hosts Uninstalble
Service Connections VIC MedaPl.. 3.0.18 VideolAN Windowss 32-bit SA112588 hly erftical 17 5 months ag0  29th Novemb... Yes
VLC Media Pl.. 3.0.18 VideolAN Windows 64-bit 17 5 months ago  29th Novemb... Yes|
Manage Patches Orade e 1. 11019 Orade Corpo 23 one month ago_18th Apri, 20, o
Wreshark3x | 3.6.14 Wireshark Fo 23 one manth ago  25th My, 202 o,

Flexera Package System (SPS)

Amazon.com 23 5 months ago  19th Aprl, 20..
23 one month 2o 13th June, 20...
Mozilla Found... Windows 64-bit - - 5 months ogo -

Google Chro... | 114.x Google ‘Windows 64-bit - - - one month ago -

Zoom Video...

Patch Template

ceese oo e
z

Agent Deployment

Vendor Patch Module

Bring Your Own Patch (BYOP)

Patch Deployment Status
The Flexera Package System (SPS) view provides further information regarding:
® Create Update Package

® Create Uninstall Package

® (Create Custom Package
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Create Update Package

To create update package, perform the following steps:

To create update package:
1. On Manage Patches menu, click Flexera Package System (SPS) in the left pane.
The Flexera Package System (SPS) page appears.
2. Rightclick on a desired package and select Create Update Package from the context menu.

Home

GEsERSL =0 HEN O

Restart Force Save  Agent Custom Suggest  Help Feedbak AboutSVMPatch
Service | Checkin Deployment Package. Software Publsher
Settings Flexera Package System (SPS)

SnartGows: [ lProducts -] [ configue View
'SVM Connection

Enter te: wch Find

Distribution Systems

Product Patched Versi.| Vendor Architectre | SAID Cribcalty  |TreatScore [Detected  |AdvioryPubl. |Inseare  |EndOfiffe  |Seare Total Hosts. Uninstalable
S B Adobe Brack.. | 1.14.1 Adobe Windons 32-.. SA92961  Highly Critcal 3 08th ke, 2.. | 10th Decemb 1 [] [ 1 1 No
Adabe Acrob... 22.x (Contin... Adobe Windows 32-. SAI10399  ighly Critcal 8 Z7thSeptem... 09th August, 0 5 ] s s No
Manage Patches AmazonCor... 8.342.07.1  Amazoncom  Wndows32.. SAIOST24  Moderately C 0 02nd June, 2. 19th Jiy, 20 4 0 o 4 2 No
Hikara Pockage Systam (553 AnmaronCor.. 8.342.07.1  Amatoncom  Wndows 54 SAIO9724  Moderately C 2 02nd dune, 2. 19th iy, 20 s ) ] 9 3 No
FieZla TP, 3.6.0 Windows 64 SAS91S  Moderately C. - 08t e, 2.. | 28th Aprl, 2 1 ) o 1 1 Yes
Patch Template Mozla Frefox | 105.x/102... MozdaFound.. Windows 32-. SALIS4L  Highly Critcal 23 25 My, 20...| 20th Septem 0 3 0 3 2 Yes
Mozia L. Windoms 64 SAIIOB41 Mgy Critcal 23 27 Septem..._ 20th Septem 1 6 0 7 6 Yes
Agent Deployment Google Windows 64- SALIDB24  Highly Critcal 17 27thSeptem. . 14th Septem 0 2 ] 2 2 No
Aple|  CrosteUninstall Package Windows 64-. SA108748  Highly Critical 7 08th ke, 2. | 16th May, 20 1 0 0 1 1 No
Vendor Patch Module Oade  CresteCustom Package 1. Windows 32- SAI0S45  Moderately C 21 08thJune, 2. 19th Juy, 20 1 0 ] 1 1 No
Orade Jova.. [Bu341 Orade Corpo.. Windows 64 SA109945  Moderately C. 21 27 Septem.. | 19th Xy, 20 3 0 o 3 2 No
B Quer o0 (EOR) Orade Java..  Bu341 Orade Corpo... Windons 64 SAI09945  Moderaiely C 21 08th ke, 2. 19th Xy, 20 4 0 0 4 2 No
LibreOffice 6.x 7x The Docume - - - 08th ke, 2. |- 1 0 [ 1 1 No
Notepads+  7x SASILIS  Highy Criteal 2 24t Septem..._ 15th Septem 1 1 0 2 2 No
Notepad4+.. 2.7 SAOILIS  Highy Criteal 2 27 Septem._ | 18th Septem 3 0 [ 3 3 No
bnackacoe 2111 CoerFin - awnemn | tack cnend & DA Are > 270 St . o n . e

The Create Update Package Wizard appears.
Follow the steps as specified in the Create Patch Wizard.
3. Onsuccessful action, package and wizard data will be saved.

4. On check-in, the saved package will be published to the specified end point management system.

Create Uninstall Package

Any Products that are listed as Yes in the Uninstallable column are eligible for creating an uninstall package.

For Products listed as No in the Uninstallable column you must customize the execution flow script to successfully
uninstall the product. This can be done by selecting the Edit Package Content check box in the Package Configuration
panel.

Note « Uninstall packages can be created only for SPS packages.

To create uninstall package, perform the following steps:

To create uninstall package:
1. On Manage Patches menu, click Flexera Package System (SPS) in the left pane.

The Flexera Package System (SPS) page appears.
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2. Rightclick on adesired package and select Create Uninstall Package from the context menu.

Home

GRS 0 HE O

Restart Force Save  Agent Custom Suggest  Heb Feedback AboutSYMPatch
Publisher

Service  Checkn Deployment Package Software
Settings Flexera Package System (SPS)
Smart Groups: Al Products ~ | |_Configure View
SVM Connection
Entes Find
Distribution Systems
Product Patched Vers.__ Vendor Architectre | SAD Crtcaity | ThveatScore |Detected  |AdvisoryPublInseawre  |End-Ofife  |Seare Total osts Unnstalable
Service Coreiectins: Adobe Brack . | 1.14.1 Adobe Widows 32-.. | SA9291 Highly Critcal 3 08th e, 2... | 10th Decemb 1 0 0 1 1 o
Adobe Acrob... 22.x (Contin... Adsbe Windows 32 SALIOJS9  Highly Criteal 8 27 Septem... | 05th August, ) 5 ] s 5 No
Manage Patches pe
zonCorr.. 8342071  Amancom  Widows 32-.. SAI09724  Moderately C. 2 02nd June, 2. 19th Juy, 20 4 0 0 4 2 o
Amazon Corr... 8.342.07.1 Amazon.com  Windows 64-.. SA109724 Moderately C 20 02nd June, 2. 15th July, 20 9 0 L 9 3 No.
Flexera Package System (SPS) Y L
FileZila FTP. 3.48.0 Windows 64-.. SA34916 Moderately C - 08th June, 2.. | 29th April, 2 1 0 o 1 1 Yes
Patch Template Moziia Srafe 105 % 1107 MesdaSound. Windows 32-. SALI841  Highly Critca 23 25t iy, 20.. 20th Septem [} 3 0 3 2 Yes
Moal  CreateUpdatePackage wndowsa. Salssr  Highly Criteal 23 27 Septem... | 20th Septem. 1 3 0 7 6 Yes
Agent Deployment Goog [ Create Uninstall Package Windows 64~ SAL10824  Highly Critcal 17 27 Septem.._ 14th Septem o 2 ] 2 2 o
AR Cocate Custom Package Windows 64-.. SAW08748  Highly Critcal 7 08th Jne, 2. | 18t May, 20 1 0 0 1 1 o
Vendor Patch Module Oradc saverouss o a0, Windows 32-. SAI09945  Moderately C 21 08th ke, 2... 19th Xy, 20 1 0 0 1 1 to
Orade Java. Bu3sl Orade Corpo... Windows 64 SA109945 Moderately C 21 27th Septem... | 19th July, 20. 3 0 0 3 2 No
el YolcOun: akch (S 20K) Orade Java... Bu341 Orade Corpo... Windows 64-.. SAI09945  Moderately 21 08th ke, 2. 19th Juy, 20 a4 [ 0 4 2 No
LibreOffice 6.x  7.x The Docume...  Windows 32-... - - - 08thdune, 2. |- 1 0 o 1 1 No.
Notepad++ 7.x Windows 32-.. SA91115 Highly Critical 2 24th Septem... 18th Septem. 1 1 o 2 2 No
Notepad++.. 7.7 Windows 64-. | SA91115 Highly Critical 2 27th Septem... | 18th Septem 3 [} 0 3 3 No
Smchaonn 2111 roefin Wodewe 1. S84 bk ot P TR B o n b B -

The Create Uninstall Package Wizard appears.
Follow the steps as specified in the Create Patch Wizard.

3. Onsuccessful action, uninstall packages will be created.

Create Custom Package

You can create a new custom package for SPS patches. While creating a custom package, you need to add a download file
link and then update the script in the Package Content panel.

To create custom package, perform the following steps:

Task To create custom package:
1. On Manage Patches menu, click Flexera Package System (SPS) in the left pane.
The Flexera Package System (SPS) page appears.
2. Rightclick on a desired package and select Create Custom Package from the context menu.

Home

GsEBR L EoRN O

Restart  Force Save  Agent Custom Suggest Help Feedback AboutSVMPatch
Servie  d Publisher

hedcn Deployment Padge Software
Settings Flexera Package System (SPS)
SmortGroups: [ Al Products -] [(Confioure View
SVM Connection
Ente Find
Distribution Systems
Product Patched Versi.. | Vendor Architectre | SAD Criteaity  [Thvestscore |Detscted  |AdvisoryPubl.|Inseawe  |EndOfiffe  |seare Total Hosts Uninstalable
Service Connections Adobe Brack . | 1.14.1 Adobe Windows 32-.. | 5A92461 Highly Critcal 3 08thJune, 2. 10th Decerb. 1 ] ) 1 1 No
Adobe Acrob... 22.x (Contin... Adobe Windows 32-.. SA110399 Highly Critical 8 27th Septem... 09th August, 0 5 o 5 5 No
Manage Patches pe= =
szon Corr... 8.342.07.1 Amazon.com  Windows 32 SA109724 Moderately C. 20 02nd June, 2 .. | 19th July, 20 4 0 o 4 2 No
Flexera Package System (SPS) Amazon Corr... 8.342.07.1 Amazon.com  Windows 6 SA109724 Moderately C 20 02nd June, 2. 15th July, 20 9 o o 9 3 No
FileZila FTP. 3.48.0 Windows 64-... SAS4916 Moderately C - 08th June, 2... | 25th Aprl, 2. 1 0 o 1 1 Yes
Patch Tempiate Mozl Ecafone 408w /303 Mosiafnnd | Windows 32-. SALI0S41  Highly Critical 23 25t My, 20... 20th Septem. 0 3 0 3 2 Yes
woal  CresteUpdatePackage  y \wigonces. . SALI0841  Highly Critcal 23 27t Septem... | 20th Septem 1 6 0 7 % Yes
Agent Deployment Goog Create Uninstall Package Windows 64 SA110824  Highly ritical 17 27thSeptem.. 14th Septem 0 2 0 2 2 No
Apple Creste Customn Package Windows 64-.. SA108748 Highly Critcal 7 08thune, 2. | 18th May, 20 1 0 o 1 1 No
Vendor Patch Module [ Troumuanp0.. Windows 32-. SAI09945  Moderatsly C.. 21 08thne, 2. 19th July, 20 1 0 0 1 1 No
Orade Java. Bu34t Orade Corpo... Windows 64 | SA109945 Moderately C 21 27th Septem... | 15th July, 20 3 0 o 3 2 No
Bring Ycox Qun Potch (8Y0F) Orade Jeva..  Bu3d1 Orade Corpo.. Windows 64-.. SAI09945  Moderately C 21 08t e, 2. 196 My, 20 4 0 ] 4 2 No
LbreOffice 6.x 7x The Docume... | Windons 32-.. - - - 08thhne, 2. |- 1 0 0 1 1 to
Notepad++ 7x Windows 32-.. SA91115 Highly Critical 2 24th Septem... 18th Septem. 1 1 o 2 2 No
Notepad++. 27 Windows 64 SA91115 Highly Critical 2 27th Septem... | 18th Septem. 3 0 0 3 3 No
Brahalna 4111 OractVficn Windows 30 SAIMTRY | bkl Crtend A0 b 2| 3% Sk B a A . ' ™
Output "X

The Create Custom Package Wizard appears.
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Follow the steps as specified in the Create Patch Wizard.

3. Onsuccessful action, custom packages will be created.

Patch Template

The Patch Template view displays the SPS patches that are saved as Patch Templates. This view also enables you to edit
and publish templates to one of the configured endpoint management systems.

Click Export button in any grid view to save the displayed information as a CSV file.
This view provides further information regarding:

® Publish/Edit Template

® Subscribe to Patch

® Delete Template

®  Edit Subscription (Patch Publisher)

®  Pause Subscription (Patch Publisher)

® Resume Subscription (Patch Publisher)

SVM Patch Publishe

Home

G sB L 0 & L I i )

# cx L4 7o [ ° ]

Resnt| Foe s i Wsus  Hep Feedoock About SVM Patch
Senice| Checkin ¢ Pubisher

Settings Patch Template

Find ort
SVM Connection =

Template fome Product Name Vendor Fetched Version Minimum Version Architecture Updated on Subscribed Subseripton Sterted
Distribution Systems amazon Amazon Corretto 8.x Amazon.com 8.362.08.1 8.0.0.0 Windows64- bit 18th Apr, 2023 No
X § firefox Mozilo Firefox 104 Mozill Foundation 109/ 102XESR 109/ 102X ESR Windows64-bit 19th Jun, 2023 o
Service Connections
Java oracie Oracle Java J0K 1.11.x /... Oracle Corporation 11018 1000 Windowssé-bit 19th Jun, 2023 o
vic media VLC Media Player 3 VideolAN 3018 3000 Windowssa-bit 19th Jun, 2023 No
Manage Patches
200m Zoom Clent for Meetings... Zoom Video Commuicat... 5.14.0 5000 Windowsss-bit 25th Apr, 2023 o

Flexera Package System (SPS)
Patch Template

Agent Deployment:

Publish/Edit Template

To edit and publish Patch Template, perform the following steps:

To edit or publish Patch Template:
1. On Manage Patches menu, click Patch Template in the left pane.
The Patch Template page appears.

2. Rightclick on a desired template and select Publish/Edit Template from the context menu.
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Home

GSBRAQ*0 & AW
£ cx Oy 7@ =
Resurt | foe Sme | Agent  Cistom Suggest WSUS  Help Feedback About SYMPatch

Service | Chedkin Deployment Package Software Maragement

Patch Template

Settings
0 search Find Egort
SVM Connection 5
Template ame Product ame Vendor Patched Version Miimum Version Archtecture Updated on Subseribed Subseripton Started
Distribution Systems Adobe_Acrobat_22_Aug  Adobe Acrobat Reader D... Adobe 24.x (Continuous) 22.0.00 Windows32-bit/ 64-bt  22nd Aug, 2023 Yes 22nd Aug, 2023
— At ] 185 Amsmam 8432061 8000 Windows32-bit 20nd Aug, 2023 Yes 220d Aug, 2023
ice Connecti ublish/Edit Ten
Ve e chrom 19 Google 130.x 100.0.0.0 09th Sep, 2024 Yes 09th Sep, 2024
frefox  Delete Template Mozl Foundation 131x/ 1SXESR 450,00 Windoves32-bit 240 Mar, 2020 ves 21409, 2023
Manage Patches
frefox it Subscription Mozila Foundation 131x/ USXESR 46.0.00 Windows6-bit 24t Mar, 2020 Yes 24th Mar, 2020
i n X/ SXESR 450,04 wi - Feb, e 4t Jon,
Flexera Package System (SPS) firefox Pause Subscription Mozilla Foundatios 131.x/ 115X ESI 5.0.0.0 Windows32-bit 20th Feb, 2018 fes 24th Jan, 2020
fifoxt Mozila Foundation 131x/ 11SXESR 18000 Windows32-bt 15th Oct, 2010 ves 21st3on, 2020
Patch Template Infraview_22_Aug hanview .50 4000 Windossé-bit 220d Aug, 2023 "o
new_thundertird_18thFeb  Mozili Thunderbird Mozila Foundation 115.16 52000 Windows12:bit 18th Feb, 2019 Yes 270 sep, 2024

Agent Deployment

The Create Template Package Wizard appears.

3. Follow the steps as specified in the Create Patch Wizard.

Subscribe to Patch

Use this page to publish SPS patches automatically. To subscribe automatic publishing of patches, see Subscribe
Automatic Publishing of Patches.

To Unsubscribe Automatic Publishing of the Patches, see Unsubscribe Automatic Publishing of the Patches.
To edit subscribed patches, see Edit Subscription (Patch Publisher).
To pause subscribed patches, see Pause Subscription (Patch Publisher).

To resume paused patches, see Resume Subscription (Patch Publisher).

Delete Template

To delete a Patch Template, perform the following steps.

To delete Patch Template:
1. On Manage Patches menu, click Patch Template in the left pane.
The Patch Template page appears.
2. Rightclick on desired Patch Template and select Delete Template from the context menu.
3. Click OKand agree the confirmation dialog that appears.

4. Upon confirmation, the selected template will be removed from the Patch Template grid.

Agent Deployment

Agent Deployment view gives summary of the Software Vulnerability Manager agents currently installed on the endpoints
in the network. You can also create and publish the agent to the configured endpoint management system for deployment.

To create an Agent package, perform the following steps:
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Task To create Agent package:
1. On Manage Patches menu, click Agent Deployment in the left pane.
The Agent Deployment page appears.

2. Click Create Agent Package.

Agent Deployment

—
A SumtEacy

Below s a summary of the Software Vuinerabiity Manager Agents currently installed in the network.
NOTE: The statistics are based on scan resilts thus may be out of synchronisation with your WSUS/System Center server if a scan has not been recently performed.

Overall Agent Statistics Version Statistics for Installed Agents

Agent Installed: 14

(2v.7.6.0.19): 6

Agent Not Installed: 12

(2v.7.0.0.0 & <v.7.6.0.19): 8

The Create Agent Package Wizard appears.

3. Follow the steps as specified in the Create Patch Wizard.

Vendor Patch Module

The Vendor Patch Module page displays a list of products for which Software Vulnerability Manager can automatically
create an Update/Uninstall package and also provides the patch information.

Click the Configure View button to configure the product display criteria. For more information, see Configure Product
Display Criteria for Vendor Patch Module View.

Clicking on the Download link in the VPM grid will download the patch.

Click Export button in any grid view to save the displayed information as a CSV file.
This view provides further information regarding:

® Create Update Package

®  Patch Information

®  Subscribe to Patch

®  Edit Subscription (Patch Publisher)

®  Pause Subscription (Patch Publisher)

® Resume Subscription (Patch Publisher)

®  Publishing Mac Packages to Microsoft Intune
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Home
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PowerShell Core (x86) Microsoft | 7.3.5.0  Yes 4 18th Ma... | Window.. L 0 0 0 0 28th Jun... Download  $3.07 M8 No
Patch Deployment Status PowerShell Core (x64) MicrosoRt 7350 Yes 4 18th Ma... Window.. 0 0 0 o 0 28thdun.. Download 100.84.. No
Sragit 2020 for Mac Techsm.. 20250 tlo - 2 12th Mo... Mec Int.. o o o o o astap. D 362.5... N
Snagit 2020 (x86) TechSm... 20.1.8.0  Yes = 2 12thMa... Window. ) 0 0 0 0 29th Ma. Download| 296,50... No =
Snogit 2020 (x64) TechSm... 20,180 Yes - 2 12th Mo... Window. o 0 0 o 016t Ma.. | Dowload 327.07.. Mo
Filezila Server Flezila 1720 Yes ~|29th Ap... window.. o 0 1 1 108t .. Download 5.19MB Mo
FileZilla (x64) FileZila  3.64.0.0 Yes -1 29th Ap... ‘Window.. L 0 1 1 1 26th Ap. Download 11.58 MB No

Create Update Package

To create update package, perform the following steps:

Task To create update package:
1. On Manage Patches menu, click Vendor Patch Module in the left pane.
The Vendor Patch Module page appears.

2. Rightclick on adesired package and select Create Update Package from the context menu.

Home

GRS 0oHE O

Restart  Force Save  Agent  Custom Suggest  Help Fesdback About SVM Patch

Servce | Checkin Deployment Package Software ublsher
i Vendor Patch Module
Smart Groups: one ] configure view
SVM Connection
Enter text to search Find
Distribution Systems
Product Vendor | Patched... |Deploym... [SAID | Crticality | Threat S... | Advisory.. |Architect.. | Insecure | End-OfL..|Secure | Total  |Hosts | Updated... File Size | Subscribed| Subscription...
Service Connections NET Framework 4.5 Microsoft o - Windows... 0 0 3 3 1 220d Se.. 0.96 M8 No [«
NET Framework 3,5 Service Pack... Microsoft | 3.5.1.0 o = == Windows... o 2 2 4 2 11th Jun,. 231.50 MB No
Manage Patches NET Fremework 4 Client Pofie (. MicrosoRt  4.0.00  No - -- Windows, 0 o 3 3 1 tith Jun, 41,01 M8 o
NET Frameviock 4 Extended (Sta... MirosoR | 4.0.0.0 Mo - - Windows. o o 3 3 1 11t Jun, 48.11 M8 No
Flexera Package System (SPS) Adobe AR HARMAN... 50211 Yes SA70400  Extremel 9910 May... Windows. o o o o 0 23rd Feb.. 5.85 M8 No
Audacty (36) Audacty 3250 Yes - -- Windouss. o o o o 0 02nd M. 1254 Mg No
Patch Template ;
Autodest Design Autodesk... 140.0.177 No 2 16th Dec.. Windows. o o o o 0 25t Jan, 421178 No
Agent Deployment BurnAware Free Burnaware 164.0.0  Yes - 24th Sep... Windows.. 0 o o o 0 26th Mar... 22.76 MB No
CCleaner Pirfform... 6.10.0.1.. Yes ka i Windows.. 0 L 0 0 0 16th Mar... 51.78 M8 No
Vendor Patch Module Chrome for Busii i5.. Yes 22 21st Mar... Windows.. 1 0 o 1 1 28th Mar... 88.45 MB No =
CoolPDF (x86) Yes 31 18th Jan,... Windows.. 0 ) ] 0 0 02nd Fe. 6.58 MB No
Bring Your Own Patch (BYOP) CitePDF Writer Patchiintoamation Yes - -- Windows. o 0 ) 0 0 24th Aug Sovmload 3.17 M8/ No -
Defraggler Subscribe to Patch 150 Yes - = Windows. 0 0 0 0 0/ 020d De. 7.12 M8 No -
Patch Deployment Status Google Dewve Gaogle 172030 ves - = Windovs. 0 0 0 0 o 220dma 292.25 M8 o =
Dropbox Dropbox  170.4.56.., Yes = H& Windows.. o L} 0 0 0 220d Ma... d 173.00 MB No
DVD Flick Dennis M... 1.3.0.7 Yes ks = Windows... 0 0 0 0 0 28th Nov... 1235 MB No
DVDStyler (x86) Alex Thu... 3.2.1.0 Yes 2 of= Windows.. ] 0 0 o 0 29th Mar. 31.59 MB No
EosyPHP Davserver EagPHP | 17000 Yes Sasass - 26th Apr.. windows. o o o o 0, 19 Aug 6036 M8 No
SMART Learning Sute 16.1 SMART... | 184951 No - Windows. o o o o 0 18thln..  Downlood 1992.37.. Ho
Semote Everncte | 10.544.... Yes - - windows. o o o o 0 08thMar..  Downicad 260.65MB No
Fastrictretiewer Professional(x.. Axel Riet.. 1954000 Yes - .- Windovss. o o o o o 17t Dec... 17.09 M No
Faspicturs\iewer Professional(x.. Avel Riet.. 19.360.0 Yes - - Windous. o o o o 0 17 Dec... 357348 No
Filzils (164) Filezils 36321  Yes - 28t Jun,..| Windows. 0 o 3 o 0 04th Mar... 11.60 M8 No
Foxit PDF Reader Foxit Sof... 12.1.1.1.. Yes 2 28th Jun,... Windows.. 0 L} o o 0 22ndFe... 239,79 MB No v
[ @ Record100F3249 > » A = 2 x

The Create Patch Wizard appears.
3. Follow the steps as specified in the Create Patch Wizard.
4. Onsuccessful action, package and wizard data will be saved.

5. Oncheck-in, the saved package will be published to the specified end point management system.
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The patches that are published to a configured endpoint management system will be displayed in green color.

Home
G SR Q=0
# cx Ly 7o
Restat  Force Save  Agent  Custom Suggest  Help Feedback About SVMPatch
Service | Chackin Deployment. Package Softvare Publher
= Vendor Patch Module
Settings
Smart Groups: [None + | [ configure view
SVM Connection
Enter tox o search Find

Distribution Systems

Vendor | Patched... | Deploym... | SAD Criticality | ThreatS... Advisory... |Architect... Insecure | End-Of-L.. Secure  Total Hosts Updated... | Download | File Size | Subscribed Subscription... |
Service Connections Moosot 4500 Mo - - Windows. o o 3 3 12ndSe.  Download  0.95MB Mo -
k.. Mcosoft 3510 Mo - - Windows. o 2 2 4 2 11thwn,..  Download 23150 MB Mo
Manage Patches Micosoft 4000 o - - Windows. 0 0 3 3 1 11thun, 41.01 M8 No
Moosoft 4000 to - - Windows. o 0 3 3 1 11th . 48.11 M8 No
Fieser Package System!(03) Adote AR WARMAN.. 50211 Yes  SAZ0400 | Extreme 59,100 Mey... Windows. o 0 0 0 0 3 Feb.. 4 sasme no
Audaciy (x86) Autadty 3250 Yes - - windows. o 0 o 0 0 020d Ma.
Patch Template e
Autodesk Design Review 2018 (En... Autodesk... 16.0.0.177 No 2 16th Dec... Windows. o o o o 0 25th 3an,
T Burnaviare Free Burnaware 16.4.00 Vs - 29t Sep... Windows. o o o o o 23rd M
CCleaner Peform... 610.0.1.. Ves Windows. o o o o 0 16th M.
Vendor Patch Module Chrome for Business 32-bit Google  111.055... Yes 22 215t Mor... Windows. 1 o o 1 1 220dMa..
CoolPDF (xt6) CoofDF... 3000 Yes 31, 18thJan,... Windows. o o o o 0 02nd Fe.
Bring Your Own Patch (BYOP) CuteroF Witer Acosel.. 4012 Yes - Windows. o o o o 0 24th Aug..
Defraggler Prform... |222.995.0 Yes - -- Windows. 3 o o o 0 02nd e
Patch Deployment Status Google Drive: Googe 72030 Yes - 5 Windows. o 0 0 0 0 2200 Ma.
Dropbox Dropbox 170456, Yes - ES Windows. 0 0 0 o 0 209 Ma, ¢
OV Fick DemnisM... 1307 Yes - - Windows... 0 0 o 0 0 2ath Nov.. nioad| 12.35M8 Mo
DVDStyer (x86) AexThu.. 3210 Yes - Windows... o o 0 0 0 28hMor..  Download 3159 MB No
Record 1 6f 3233 » » w4 v x

Patch Information

To view patch information, perform the following steps:

1.

To view patch information:

On Manage Patches menu, click Vendor Patch Module in the left pane.

The Vendor Patch Module page appears.

Right click on a desired package and select Patch Information from the context menu.

The patch information dialog box appears.

The Patch Information dialog box displays the patch information, Silent, and Uninstall parameters.

The Extracted Filename text displays the file path of the installer after the compressed package has been extracted.
This text is available only for compressed packages in VPM.

Subscribe to Patch

Use this page to publish VPM patches automatically. To subscribe automatic publishing of patches, see Subscribe
Automatic Publishing of Patches.

To Unsubscribe Automatic Publishing of the Patches, see Unsubscribe Automatic Publishing of the Patches.

Publishing Mac Packages to Microsoft Intune

Use this page to publish Mac packages (.pkg type) to the Microsoft Intune deployment system.

Note « Currently Mac packages are published to Microsoft Intune only through SVM Patch Publisher > Vendor Patch Module
> Create Update Package.

To publish Mac packages (.pkg type) to Microsoft Intune, perform the following steps:
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Task To publish Mac packages to Microsoft Intune:
1. On Manage Patches menu, click Vendor Patch Module in the left pane.
The Vendor Patch Module page appears.
2. Rightclick on a desired Mac package (pkg type) and select Create Update Package from the context menu.

Home

= JoRuur!
G = s O HW O
Custom Sugoest | Help  Feedback About SYM Patch

Pubisher

Restat  Foce Sae | Agent  Cus
edkin Deployment Paciace. Software

Servee.

Vendor Patch Module

Settings
St Groups: e | [Corfae vew
SVM Connection
erter ot o search, [ ed
Disribution Systems.
Product [Vendor[patched vers..|Deployment.._|SAID Citcalty | TrveatScore | Advsory b | wchtechre[imeare|EncOrife [Seare [Tol rosts UpdatedOn |Flesze  [Subscrbed | subscrpton stared
Service Connections TeamSpeak dient for Mac TeamSpesk . 3.56.0 o sa67097 ~ 26t Oct, 20... Mac Intel 64, o ) o o o BiNov,2.. | 102184 No - =
heame for iac it el Gge s o satizes Exenyor o1 02ndec, 2., Macintel ot o o o o o threb, 2. 925908 N
Manage Patches Firefox (Engish US) for Mac Mozla 107010 |No SALIGE | Highly ci 22| 15thNov, 2., Macntel 64, o 0 o 0 0 02ndDec, 2 1244048 No - =
e T Evermoe forac B 1044372 Mo i Macinte 64 o o o o 0 BNy, 2. 20,588 No
berduc evdkacher 8.5236759 Mo - -- Macinte 64 o o o o 0 totDec 2. 10.238 No
TS Tunes ot sole 2820 o saiomre | oty it 8| imthmay, 2. Macimelon o o o o 0 1thsep, 2. 272708 N
Java Runtint Patch Information Jrade. 8.0.25108 MNo SA111651 23| 18th Oct, 20... Mac Intel 64, 0 ) 0 ) 0 28th Oct, 20. 80.65MB No
‘Agent Deployment Sorpe for Mac Voot 8900407 Mo Sai7s | righy il - 25h0ct, 2. Macneloe, o o o o 0 2hNov,2. 23638 Mo
Oroofor M i e Dopbox 162454150 o BB Vacinte 64 o o o o 0 oondves, 2. 259,478 Mo
Vendor Patch Modle s forac Goge 3900 o - - vacinte 64 o o o o 0 zndtor 2. 25208 N
Teanvenes o e Teanviener. 153660 |to saiozes 3|2, 2. Macialen o o o o 0zt 2. 5B N
Clgian- e VLC medi player for Mac (intel Chp) VdeolAN 30180 Mo - 5B Mac Intel 64 3 o o 0 0 zdNov, 2 518418 No
T Vrtuaox for 5K e 7040 o - BB Vacinte 64 o o o o 0 2oy, 2. 12648 No
ok e viewer o o Sanic 9830 Mo - - vacinte 64 o o o o 0 oodiay, 2. 1165548 N
Aibe  asio o - wacintel o4 o o o o o omov, 2. 247408 N
abe o2z o st - 10,20 Macneloe o o o o 0 BNy, 2. 9548 N
Reader X1 update for M Adbe 11030 Mo SALLI91 | Hoderats - 11h0ct 2. Maclnel 4, o o o o 0 2h0c, .. 1455548 to
Vhnare Renots Consle o Mac e 112068, o a9l ighy atea - o9t Ao, 20.. Macnel o, o o o o 0 mhoa, 2. 22 N
Slayer for ac escbinc. 6900 Mo T wacinte o4 o o o o 0 A 2. 6685M8 N
aros 2461 o - T wacintel 64 o o o o o odvec,2. 2348 N
MendeyLtd 11980 Mo BB Macinte 64 o o o o 0 15Ny, 2. 10358 N
Maoroas 3470 Mo Stosen | righy it 112 2. Macie 63 o o o o 0 o, 2. 578 Mo
el ACE agentfor e od  sam00 o - vacinte o4 o o o o 0 o, x.. 0o N
Vel for Mac (ot e Tech.. 5029735 Mo s - - 1A, 2. Mocnelon, o o o o 0 w0t 128208 N
8 Whatiop 2224590 No - - Macinte 64 o o o o 0 2o, 2. 1121108 N
Pocer 5850 Mo - - Macinte 64 o o o o 0 12h0a, 2. 15048 N
Shotat for Mac it e Chio St zuso o - - vacinte 64 o o o o 0 oy, 2. 261308 N
viro Focus Kanaka fox Mo Mooroas 3010 o - B wcintelo4 o o o o o0 mhow,®.  sems N
< ScooerSoft.. 4442058 Mo - BB Macinte 64 o o o o 0 ehon, 2. 21946 Mo
TrmbeNav.. 1932520 Mo - - Macinte 64 o o o o 0 oo, 0. 175504 N
™ 2413 o - - vacinte 64 o o o o 0 oo, 2. 20208t
sk 3040 o 5 I wcintel o4 o o o o o outag 2. 2218 N |
TR~ B RS . I o B B B B 0 amoe o nave e -

The Create Patch Wizard appears.
3. The Create Patch Wizard includes the following panels:

a. Package Configuration Panel—On Package Configuration panel, no action is required. You can only check Use
Flexera Custom Naming (Optional). Click Next.
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I3 Fatch wizard = ] X

Create Patch Wizard

Package Configuration

Package Name: €9 Update Filr 3 for Mac, version 3.4.7.0, Highly critical

Description: 0

Reference d: €9 ‘

Use Flexera Custom Maming: ﬂ D

b. Package Contents Panel—On Package Contents panel, no action is required. Click Next.
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B Patch Wizard

@ Create Patch Wizard

Package Contents

silent Parameters: )

File To Include: €)

File(s) to include in package Status

MicroFocusFilr-3.4.7.pkg To be dynamically downloaded

c. Completing the wizard Panel—On Completing the wizard panel, select the required connection, publish, and

then click Finish to publish the selected package to the specified end point management system (Microsoft
Intune).
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I3 Fatch wizard = ] X

Create Patch Wizard

Completing the wizard

Select Connections: €) MIDistributionConnection ( Intune ) -

Output

building ouput from wizard pages...

Building ouput from wizard pages succeeded.
Publishing patch wizard information to SVM started.
Invoking publish API succeeded

Publishing wizard data to SVM successful

Publish

4. Onsuccessful action, package and wizard data will be saved.

5. Oncheck-in, the saved package will be published to the specified end point management system (Microsoft Intune).

Note - Ifthe Deployment Ready status is Yes, then the package can be subscribed.

Bring Your Own Patch (BYOP)

In this section, you can create and publish custom packages. You can also request packages from Patch Publisher to
AdminStudio.

Click Export button in any grid view to save the displayed information as a CSV file.
This section includes the following topics:
® Create Custom Package

® Request Patch
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Home

G B R ©O & Ewm O

Restart Force  Save Agent Custom  Suggest WsuUs Help  Feedback About SVM Patch
Service | Chedkin Deployment Package Seftware Management
. Bring Your Own Patch (BYOP,
Settings 0 (¢ )
View from the context of Smart Group: All Products - | [Show Al Packages - [ eport
SVM Connection
Enter tex to search. Find

Distribution Systems

Product Vendor | Patched V.. . |SAD  w |Criticality  ThreatSc.. CVSS Bas...|CVSS2 Ba.. CVSS3 Ba.. Insecure | End-Of-Life Secure | Total Affected... Download | Product Type
Service Connections. Zoom Client for Meetings 5ux Zoom Vid.., $ALI7020 23 w7 0 78 1 0 0 1 1 Program
Microsof Edge (Chromium-Based)  Microsoft Microsoft.. | SALIGSSS  Extremel.. 55| vis 0 88 ] 0 0 9 3 Frogrom
Manage Patches Wireshark 3.x Wireshar. Wirsshar. 23 wrs 0 75 1 0 o 1 1 Progrom
a2 Xerelorg GIT M. 7 wus 0 78 4 0 0 4 1 Frogam
e Pockae yaiai (572) Oracie Jova 0K 111/ 11.x Orade o. Oradeln B ans o 74 1 0 o ! 1 Frogram
Microsoft Malware Protection 1.x Microsoft Microsoft... 3 V3.5 0 25 4 0 2 6 3 Program
Patch Template
Amazon Corretto B.x Amazon.. Amazon. B s o 74 3 o 3 3 1 Download | Progrem
Edlipse Temurin (formerly AdoptOpe... Edipse Fo. AdoptOpe... 23] V374 o 74 1 0 L 1 1 Program
Agent Deployment 9
OpensSL 3.x OpenssL. 23 wrs o 75 1 0 0 1 1 Program
ey VLC Medin Player 3 Videolan VLC e 7 ves o 8 2 0 ] 2 1 Program
Puise Secure et 9.¢ Puise Sec Pulse M. 18 wa7s o 75 1 0 ] 1 1 Progrem
Bring Your Own Patch (BYOP) OpenVeN 2x openven. Openven. 3 o 5. 2 0 o 2 1 Progrom
Fortinet FortiClient 6.x Fortinet . Fortinet .. - wazs o 78 1 0 o i 1 Progrem
Patch Deployment Status 2ib 1.x o ° 0 0 1 1 1 Program

Create Custom Package

In this section you can create and publish custom package. Perform the following steps, to create and publish custom
package.

Task To create and publish custom package:
1. On Manage Patches menu, click Bring Your Own Patch (BYOP) in the left pane.
The Bring Your Own Patch (BYOP) page appears.
2. Click the Custom Package in the toolbar. The Create Custom Package Wizard appears.

Note » The Custom Package button gets enabled for the Flexera Package System (SPS) and Bring Your Own Patch
(BYOP) views.

G B S

Restart Force Save  Agent

ocHNM O

Suggest  Help Feedbadk About SVMPatch
Publisher

Service  Checkn Deployment] fsofoware

Settings Bring Your Own Patch (BYOP)
View from the context of Smart Group: | Al Products -] [Show AllPackages

'SVM Connection

Find

Distribution Systems
Product. Vendor Patched V... Advisory... |SAID Criticality | ThreatSc.. |CVSSBas... |(CVSS2Ba.. |CVSS3Ba.. Inseawre  End-Ofdife Secure Total Product Type |

Service Connections 4 Video Dowrloader 4.x Open Me. - - - 0 0 0 0 1 4]
7-3p 18.x o 0 L] 0 1

Manage Patches e 0 0 s o 2

Flexera Package System (SPS) ActiveTd 8.x Actvesta - - 0 0 0 [) 1
Adobe Acrobat Reader 2017 17.x Adobe: Adobe Ac... SA107832 4 v3:7.8 o 7.8 1 0 o

Patch Template Adabe Acrobat Reader 4.x Adebe Mot ritical 0 0 0 1 0
Adobe Acrobat Reader OC 20.x Adobe - Not aritical o 0 0 1 o

Agent Deployment Adobe Acrobat Reader DC2Lx | Adobe - Notaitcal 0 0 ) 3 0
Adobe AIR 32:x Adobe - - - - 0 0 a 0 1

Vendor Fatch Module Adobe Erackets 1.x Adobe Adobe Br. 5452461 3 vass [ 83 1 0 (]
Adobe Digital Editions 4.x Adobe - o 0 0 0 2

Bring Your O Patch (TYOF) Adobe Flash Player 32.x Adobe Z Not aritcal [ ) o 6 [
Adobe Shockvave Player 10.x adobe 5 Not aitcal o 0 ) 1 o
Adobe Shockwave Player 12.x Adobe E Not aitical o 0 0 1 o
Amazon Corretto 8.x Amazon Amazon.. | SA109724 2 vars [ 7.5 13 0 3
Apache log4) 1.2.x Apache S. < Not aritical o 0 0 1 o
Apache log4) 2.11.x Apache S. - Not aritical - o 0 o 2 o
Apache log4 2.13.x Apache s Apache L. $A105501 a s [ 25 2 ) )
Apache log4) 2.16.x Apache S. Apachel... SA105601 21 375 0 7.5 1 0 o
Apache log4j 2.17.x Apache S. 2 3 = 0 0 o 0 1
Apache log4) 2.3.x Apache S. = Not aitical o 0 0 2 o
Apache log4) 2.8.x Apache S. = Not aritical o 0 0 8 o

3. Follow the steps as specified in the Create Patch Wizard.

4. Clicking on the Download link in the grid will download the patch.
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Request Patch

In this section, you will be able to send a request to AdminStudio for creating patches for the products which are not
covered by SPS and VPM patches. To send a request, perform the following steps.

To send a request:

1. On Manage Patches menu, click Bring Your Own Patch (BYOP) in the left pane.
The Bring Your Own Patch (BYOP) page appears.

2. Rightclick on a desired package and select Request Patch from the context menu.
The Request Patch dialog box appears.

Home

GRS 0HNE O

Restart Force Save  Agent Custom Suggest Hep Feedbadk AboutSVMPatch
Publisher

Service | Checken Deployment: Package Softvare
Settings Bring Your Own Patch (BYOP)
View from the context of Smart Groups | Al Products <] [shon Al Packages
SVM Connection
Enter text to search Find

Distribution Systems

Product Vendor Patched V... Advisory.. |SAID Criticalty | ThreatSc.. CVSSBas.. CVS52Ba.. |CVSS3Ba.. Insecre |End-Ofiife Secure Total Affected... |Download  Product Type
Service Connections 4K Video Dowrnloader 4.x Open Me. o 0 o 0 1 ] 1 Downloa Program

[720 18x 0 0 0 0 1 1 1 Download  rogram
Manage Patches [720 1% o . o o 2 2 2 program
Fibmoen Packagd Syetam (565} ActiveTd 8.x ActveSta 0 0 0 0 1 1 1 Program

Adobe Acrobat Reader 2017 17.x | Adobe Adobe Ac... 5A107832 ¢ s o 78 : 0 1 Program
Patch Template Adobe Acrobat Reader 4.x Adobe - Mot aritical 0 ] 0 1 0 1

Adobe Acrobat Reader DC 20.x | Adobe Hotaiteal 0 0 0 1 0 1
Agent Deployment ‘Adobe Acrobat Reader DC 21.x ‘Adobe 5 Not aritical ) 0 [ 1 0 1

Adobe AIR 32.x Adobe - - o 0 L 0 1 1
Vendor Patch Module Adobe Bradets 1.x Adobe adobebr... SAS261 ¢ 3 s o as : o o 1

‘Adobe Flash Player 32.x Adobe Not gitical 0 0 0 6 o 6
Biing Your Gum. Patch (BYOF) Adobe Shockwave Player 10.x adobe - Not gitcal 0 0 0 1 o 1

Adobe Shockwave Player 12.x Adobe Not aritical o L] 0 3 0 1

Amazon Corretto 8.x Amazon. Amazon.. | SA109724 B s o 75 s o 3 1

Note « Make sure that the AdminStudio Service Connection has been configured. For more information, see Service
Connections.

3. Click priority drop down and set the required priority value.

Note - Ifthe value of Priority is empty or invalid, then the default value will be used as a Priority. The default value of the
Priority will be 3.

4. Click Submit.
5. Click OKand agree the confirmation dialog which appears.
6. Upon successful action, packages are sent to the AdminStudio.

7. Packages which are send to the AdminStudio can be seen under Backlog tab. You can now manage a simple backlog of
packaging requests directly within AdminStudio.
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§ © & AdminStudio Application Manager ) -

Home.

0 . —
O B CR®E® U W &
Import  Add  Edit Refresh Save
Apps List
A subscription to the Package Feed Module is required to execuite or schedule automated package processing as new versions become available.
e Note: (*) - Packages support full automation. (#) - Packages support customization.
Product Name Vendor Version Priority  Version in Catalog Version in Package Feed Status Subscribe  Source

O  NoMatch
’ Blender O No Match 7 Blender (x64) 2.93.4 MSI* Inventory.csv

7 Blender (x36) 2.800_MsI*

No Match
Chrome for Business Google 1 3 ® No Match # Chrome for Business 32-bit 93.04577.63 MSI* No Match No Inventory.csv
® o/ Chrome for Business 64-bit 93.04577.63_MSH*
®  NoMatch

VLC Media Player (X86) VideoLAN 1 3 ® No Match No Match No Inventory.csv
# VIC media player (x86) 3.0.16.0_Ms|*
®  NoMatch A
Firefox (English US) (x86) 92.0_EXE*
Firefox (English US) Mozilla 1 3 ® No Match Firefox (English UK) (x86) 92.0_EXE* No Match No Inventory.csv
Firefox (Dutch) (x86) 92.0_EXE*
Firefox (French) (xB6) 92.0_EXE* -
®  NoMatch
Picasa Google 2 3 ® No Match No Match No Inventory.csv
Picasa 3.9.141250 EXE*
Notepad Don Ho 1 3 ® No Match ®  NoMatch No Match No Inventory.csv
®  NoMatch
7-2ip 18x 3 ® No Match o 7-Zip 064) 19.00.000MSI* No Match No Inventory.csv

# T-Zip (x86) 19.00.000 MsI*

Patch Deployment Status

The Patch Deployment Status view displays the status and other details of the patches published to an endpoint
management system.

Click Export button in any grid view to save the displayed information as a CSV file.
This view provides further information regarding:

® Manage Assignments

® Delete

M Patch pub
Home
G =sH L0 &
# cx Oy 70 = L
Force Save | Agent  Cusom Suggest  WSUS Melp  Feedback About SVM Patch
Senvice|  Checkin Deployment Package Softwiare Management
Settings Patch Deployment Status
Search Type: [Paciage - Search oot
SVM Connection
Package Name | Vendor Type Version Publishedto | Deployedto | Status v T | Triggered On | Last status u... Message UnSigned Path | Signed Path | Published from
Distribution Systems Uninstall VLC... VideoLAN  SPSWizard 30180 Intne Success 08th Jun, 2023 08th Jun, 2023 SVM2019-WL. -
Update Oracl... Orade Corpo... SPSWizard  11.0.19.0  pscam.cslltest Success 08th Jun, 2023 08th Jun, 2023 Pscam
Service Connections Update Oracl.. Oracke Corpo... SPS Wizard  11.019.0  svmad.svm.... Al Computer... Success 18th May, 20... 16th May, 20.. S
Update Mozil.._ Mozila Foun.. SPSWizard  104.9999.99... svm-ad.sv.... All Computer... Success 18th May, 20... 18th May, 20.. S
Manage Patches Update Mozil... Mozila Foun... SPSWizard  104.9999.99... Success 18th May, 20... 18th May, 20... SUM-AD.
Update VIC.. VideolAN  SPSWiard 30180  Intune Success 16th May, 20... 16th May, 20.. BLR-AT-101203
Flexera Package System (SPS) Update Ever...  Evernote VPMwizard  10.56.8.4069  BigFix Success 04th May, 20... 04th May, 20... DESKTOP-A..
Updote Auda... Audacty  VPMwizord  33..0 Inune Success O4th May, 20... 04th May, 20.. SUMWSUS-.
Patch Template Update Mozil... Moxzilla Foun... SPS Wizard 104.9999.99...  Intune Success 04th May, 20... 04th May, 20... SVM-WSUS-..
Update Mozil... Moxzilla Foun... SPS Wizard 104.9999.99... pscem.csil.test Success 04th May, 20... 04th May, 20.. SVM-WSUS-..
Agent Deployment
Update Mozl Mozila Foun... SPS Wizard  104.9999.99. Stuccess 04th May, 20... 04th May, 20 SUN-WSUS-
Vendor Patch Module Update VLC... VideoLAN SPS Wizard  3.0.18.0 pscem.csil.test Success 04th May, 20... 04th May, 20. SVM-WSUS-,
Update Mozl Mozl Foun... SPSWizard  104.9999.99... pscem.csiltest Success 04th May, 20... 04th Moy, 20 SVN-WSUS-
Bring Your Own Patch (BYOP) Uninstall Moz... Mozila Foun.. SPSWizard  104.9999.99 Success 4th May, 20... 04th May, 20 SVM-Wss-
Uninstall Moz... Mozl Foun... SPS Wizard | 104.9999.99 Success 4th May, 20... 04th May, 20 SUM-WSUS-
Patch Deployment Status Uninstal Goo... Google SPSWizard  110.0.548L.1... pscemicsiltest Success th May, 20... 0dth May, 20.. SVM-wss-
Uninstall Moz... Mozl Foun... SPSWizard | 104.9999.99 Success ith May, 20... 03th May, 20 Sum-wsus

Manage Assignments

You can add or edit assignments for deployed patches based on their specific status, ensuring a streamlined patch
management process.
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Task To add or edit deployed patches:
1. On Manage Patches menu, click Patch Deployment Status in the left pane
The Patch Deployment Status page appears.
2. Rightclick on a desired deployed patch and select Manage Assignments from the context menu.
The Manage Assignments panel appears.

3. Add or edit the Required, Available, and Uninstall assignment details for the selected patch. For more details, see
Manage Assignments Panel.

The Manage Assignments and Delete options are available in the context menu based on the status of the patch:

Table 4-4 - Context Menu options based on Status of the Patch

Status of Patch Manage Assignments Delete
Added to Queue Yes Yes
In Progress No No
Pending Deployment Yes No
Success Yes No
Failed No Yes
Waiting for signature No (not a status for Intune, so it No
doest not apply)
Signed No (not a status for Intune, so it No
doest not apply)
Added to Queue + Valid App ID Yes No
Failed + Valid App ID Yes No

Delete

To delete deployed patches based on their specific status, perform the following steps.

Task To delete a deployed patch:
1. On Manage Patches menu, click Patch Deployment Status in the left pane.
The Patch Deployment Status page appears.

2. Rightclick on a desired deployed patch and select Delete from the context menu.
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3. Click Yes and confirm to proceed the changes.

4. Upon confirming, the selected patch will be removed.

Devices

Use the Devices page to view the reports related to devices/hosts in Patch Publisher. Use Filters to filter the devices based
on Smart Groups/Platforms/SiteList criteria.

In the Search field, you can now search for devices/hosts. You can also enter keywords in the Find box to find the matching
entries in the grid.

Click Export button in any grid view to save the displayed information as a CSV file.
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Bring Your Own Patch (EYOF)
Patch Deployment Status
Devices.

Custom Scan Rules

View Scan Result for Hosts/Devices

Use this page to view a summary of the scans conducted for the hosts/devices based on the Host Smart Group that is
selected from the Smart Groups drop-down in the Devices view grid. Right click on selected device and choose View Scan
Result from the context menu. A popup appear with details of the scan result for the selected host/device with the
following tabs:

® OQOverview

® Scan Results

Overview

Use this page to view the overview information of the Scan results.
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Last Scan:
Last Scan Type:

Scans Conducted:
Score & Vulnerabilities
Flexera System Score:
Vulnerabilities:

State of Products
Insecure:

End-OfLife:
Secure:

Total:

2023-09-2504:25:51
3
43

T4%
41

20
0
95

115
{ + 174 Zombie Files )

Secure: 82.6%

Insecure: 17.4%

Overview | Scan Result
Host Details
Host: [ Secure: 82.6%
ost:
End of Life: 0.0%
Domain: FLEXERA e et
Sr= FLEXERA [ Insecure: 17.4%
ite:
Scan Details

Close

Scan Results

Use this page to view the detailed information of the scan result for the selected host/device.

Custom Scan Rules

Use the Custom Scan Rules page to create and maintain custom rules for scanning customer created programs, drivers,

and plug-ins.

To add a new Custom Scan Rule, perform the following steps:

To add a new Custom Scan Rule:

1. On Manage Patches menu, click Custom Scan Rules in the left pane.

The Custom Scan Rules page appears.

2. Click New Custom Scan Rule button.

The Custom Scan Rule dialog box appears.

3. EnteraName fortherule.

4. Enter Filename to scan. Click Browse to search for the file you want to add to the rule.

5. After entering the details, click Save button.

6. Upon successful action, new Custom Scan Rule displays in the grid.
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Home
[=vd E e
GsH /Lo & HE
Restart  Force  Save Agent Cus Suggest wsus Help Feedback About SVMPatch
Servce  Checkn Deployment Package Software Management Publisher
Settings Custom Scan Rules
New Custom Scan fue
SVM Connection
| Find
Distribution Systems
| Rule Name Sean Type 1Path File name
Service Connections HProgram Fies (x86) \Flexera Softwar .. Uninstal.exe
| Patch pubksher HProgram Files\Flexera Software\Pat. . Flexera.PatchPublisher.exe
Manage Patches pors HProgram Fies (x86) MaosoftiEdge). . msedge.exe

Flexera Package System (SPS)
Patch Tempiate

Agent Deployment

Vendor Patch Module

Bring Your Own Patch (BYOF)
Patch Deployment Status

Custom Scan Rules

7. Right-click on the desired rule in the grid to edit or delete the rule.
8. Enter keywords in the Find box to find the matching rules in the grid.

9. Click Export button to save the displayed information as a CSV file.

Create Patch Wizard
The Create Patch Wizard is opened by clicking Create Update Package from the context menu of the selected patch.
The Create Patch Wizard includes the following panels:
® Package Configuration Panel
® Package Contents Panel
® Applicability Criteria - Paths Panel
® Applicability Criteria - Rules Panel
®  Connection Details Panel
® Manage Assignments Panel

® Completing the wizard Panel

Package Configuration Panel

On Package Configuration panel, no action is required. You should only check Edit Package Content (Optional), if you
want to view/edit the Package Contents.

Click Next button.
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E Create Update Package Wizard - [

Create Patch Wizard

Package Configuration

Package Name: o 'Update FileZilla FTP Client 3.x, version 3.48.0, Moderately Critical |
Description: o I

Reference 1d: )

Edit Package Content: 7

Use Flexera Custom Naming: 0

SPS Installer Parameters: )

The Package Configuration panel includes the following properties:

Table 4-5 « Create Patch Wizard / Package Configuration Panel

Property Description

Package Name By default the name of the package will be displayed. If required, you can edit.
Description Enter description of the package.

Reference Id Enter the reference Id to the package.

Edit Package Content If you select this check box, you will get an option to view/edit the package

contents in the Package Contents panel.

Use Flexera Custom Naming If you select this check box, this will set the vendor attribute of the package to
Flexera and strip the product version from the product name. Choose this option
to overcome limitations in the number of categories that can be published in the
SCCM.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00 81



Chapter 4 Getting Started with Software Vulnerability Manager Cloud Edition
Download and Install the Software Vulnerability Manager Patch Publisher

Table 4-5 « Create Patch Wizard / Package Configuration Panel

Property Description

SPS Installer Parameters Configure the following parameters if you want to pass to the installer. This set of
options are unique to this product.

®  Select Installer—Select one of the following options:

® Attempt to select automatically
® |nstall Stable version
® |Install ESR version
® C(Clean Install Option—Select one of the following options:
® None

® Perform clean install

® |Install/Update Options—Select the required options. Multiple options can be
selected.

Package Contents Panel

82

This Package Contents panel appears only when you check Edit Package Content option in the Package Configuration
Panel. No action is required, if required you can edit the contents.

Click Next button.

Note » This panel is not available in VPM patches.
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E'] Create Update Package Wizard — ] X

@ Create Patch Wizard

Package Contents

Seript Type: 0 Javascript l Language Aware Installation

GUID = "8722 ccdd-4244-b454-e93 ;
pdate Adobe Acrobat : LX, i 20.x (Classic)"”;
s ="/ /norestar

( "No GUID supplied for package " + Title );

Files To Include: )

File(s) to include in package Status
http://ardownload.adobe.com/pub/adobe/acrobat/win/Acrobat2020/2000530436/Acrobat2020Upd2000530436.msp To be dynamically downloaded
Add Local File Add Download File Add Localisation (Language) File

You also have the option of downloading SPS File from this package, should you wish to.
Download SPS File

The Package Contents panel includes the following properties:

Table 4-6 « Create Patch Wizard / Package Contents Panel

Property Description

Script Type View/edit the execution flow and script type for this package.
Select one of the following Script Type:
® Javascript
® PowerShell

® VBScript

Language Aware Installation The Language Aware Installation option is applicable only for the patches that
support multiple languages. When Language Aware Installation is checked for a
patch, the same language patch will be installed on an endpoint as that of the
currently installed version of the product on that endpoint.
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Table 4-6 « Create Patch Wizard / Package Contents Panel

Property Description

Files To Include You are also able to change the files that are included in the SPS package, which
can either be local files or links to be dynamically downloaded upon publishing of
the package. You need to update the script accordingly.

Click on the Add Local File button and select the required file that you want to add
for the selected path from the local/shared folders.

Download SPS File The Download SPS File button is used to download the SPS file for the patch that
is being published. By clicking on the button, the SPS file for the patch will be
downloaded. Upon downloading the SPS file, the file path link will be displayed in
the SPS File Location field.

Applicability Criteria - Paths Panel

On Applicability Criteria - Paths panel, no action is required. If required, you can select the paths/locations to which this
package should be applied.

You can edit the Minimum Version. The edited values of the Minimum Version will be applied for the patching to the
specified end point system.

Click Next button.
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Create Update Package Wizard = ] X

@ Create Patch Wizard

Applicability Criteria - Paths

Always Install Option: € Mark Package as "Always Installable™
Minimum Version: 0 108.0.0.0
Secure Version: 118.0.5993.118
FilePaths: @ Import Paths| | Add Path| [+ [Show Relevant Pathg [/ Show CSIDL Path
Enter text to search... Find
[v Fath Installations CSIDL Path
- \Google\Chrome\Application\chrome. exe Default Install Path 9%PROGRAMFILES%
4 c:\program chr ation\chrome. exe 5 v
| C:\Program Files (x86)\Google\Chrome\Application\chrome. exe 4 nfa
i c\ 1 n'a

Note: Select the relevant paths prior to importing or adding new paths

The Applicability Criteria - Paths panel includes the following properties:

Table 4-7 « Create Patch Wizard / Applicability Criteria - Paths Panel

Property Description

Always Install Option For packages that should not have any paths for applicability, select the Mark
Package as “Always Installable” check box to ignore all paths.

Minimum Version Option Update the older products.
Secure Version Update to the secure version.
FilePaths Select the file path where the application should be installed.
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Table 4-7 « Create Patch Wizard / Applicability Criteria - Paths Panel

Property Description

Import Paths Click Import Path and select a local CSV file which contains multiple file paths.
You can now import multiple file paths at once using a CSV file.

Note « This option is available in Flexera Package System (SPS), Patch Template,
and Agent Deployment views.

Add Path Click to add path and the CSIDL values for a package.

Note -« This button is available in Flexera Package System (SPS), Patch Template,
and Agent Deployment views.

You can use applicability criteria (%USERPROFILE%, %APPDATA%, and
%LOCALAPPDATA%) as the CSIDL Path.

Show Relevant Paths By default, this check box will be selected and display relevant EOL/Insecure file
paths with one or more installations of the selected package.

Show CSIDL Path ® |[fyou select this check box, CSIDL path will be shown in the CSIDL Path
column.

® |fyouun-select the check box then CSIDL Path column will not display in the
grid.

Find Enter keywords in the Find box to find the matching entries in the grid.

Applicability Criteria - Rules Panel
On Applicability Criteria - Rules panel, no action is required. If required, you can specify the rules.

Click Next button.
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ﬂ Create Agent Package Wizard

@ Create Patch Wizard

Apply Package To: )

Specal Rule: @

Select Languages: €§

Export Patch Script: €9

Applicability Criteria - Rules

_) 64-bit systems only
#) Both 32-bit and 64-bit systems

|| Reboot is required after package has been installed.
[ only make package applicable to computers with one of the selected languages.

| |Do not include Step 3 Applicability Paths in XML File.
[ Do not include package file(s) as binary in XML File

32-bit systems only

Arabic

Chinese (Hong Kong SAR)
Chinese - (Simplified)
| Chinese - (Traditional)

Czech
Danish
Dutch
English
Finnish
French
German

rrasl

Cancel

The Applicability Criteria - Rules panel includes the following properties:

Table 4-8 « Create Patch Wizard / Applicability Criteria - Rules Panel

Property Description

Apply Package To

Select one of the required package limit:
®  32-bit system only
®  64-bit system only

® Both 32-bit and 64-bit systems

Select Languages

Select the desired language to configure your package.

Special Rule

Check this option, if a reboot is required after the package has been installed.

Export Patch Script

The two options (Do not include Step 3 Applicability Paths in XML File and Do not
include the package file(s) as binary in XML File) are taken into consideration only

when exporting the package to the File System (Export), otherwise the selection
will be disregarded.

Connection Details Panel

[®

Important - The Connection Details panel is available only for Intune publishing.

On the Connection Details panel, select the required Intune connection(s) that you would like to publish.

Click the Next button.
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B Create Update Package Wizard — O X

@ Create Patch Wizard

Connection Details

Publish package using: ) () Schedule Package to Patch Publisher

‘(\, Save as a Template

Select Connections: 0 |hmdlzﬁwith}\smgnmenmeups( Intune ) -

Manage Asslgnments:ﬂ (®) Yes O No

The Connection Details panel includes the following properties:

Table 4-9 « Create Patch Wizard / Connection Details Panel

Property Description

Publish Package Using Select one of the following option:

® Schedule Package to Patch Publisher— If you select this option, the
package will be published through the Patch Publisher.

® Save as Template— If you select this option, the package will be saved as a
Patch Template.
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Table 4-9 « Create Patch Wizard / Connection Details Panel

Property Description

Select Connections Select required connections:
® WSUS
® [ntune

® Workspace ONE
® BigFix
® Tanium

Note « You can select multiple connections to publish.

Manage Assignments Select one of the following option:

® Yes —Ifyou select this option, you can manage the assignments of the
selected Intune connection for publishing patches.

® No —Ifyou want to publish patches without adding assignments.

Manage Assignments Panel

[®

Important « The Connection Details panel is available only for Intune publishing.

This Manage Assignments panel appears only when you check Manage Assignments as Yes in the Connection Details
panel.

Add the required, available, and uninstall assignment details for the selected Intune connection(s).

Click the Next button.
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E Patch Wizard

@ Create Patch Wizard

Manage Assignments

Sprint21Connection2 ( Intune }

Intune Connection™:

Required
Add Groups  Add All Devices  Add All Users
Group Included/Exclu... | Availability ‘ Installation Deadline | Delete ‘

P TestGroupi2 As soon as possible As soon as possible x H
TestGroup1l As soon as possible As s00n as possible x
TestGroup105 As soon as possible As soon as possible x |z|

Available
Add Groups  Add All Devices  Add All Users
Group Included/Excluded | Availability Installation Deadline | Delete
} Techops-AS As soon as possible As soon as possible x
Al Devices As soon as possible As soon as possible x
Uninstall
Add Groups  Add All Devices  Add All Users
Group Included/Excluded | Availability Installation Deadline Delete
* Al Users As soon as possile As soon as possible x

20

The Manage Assignments panel includes the following properties:

Table 4-10 - Create Patch Wizard / Manage Assignments Panel

Property Description

Click on the Intune Connection drop down and select the configured Intune

Intune Connection

connections from the list.
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Table 4-10 - Create Patch Wizard / Manage Assignments Panel

Property Description

Required Configure the following details:

Available e Add Groups

Uninstall ® Click on Add Groups, and the Intune Assignment Groups dialog box will
appear.

® Select the required group from the list or enter keywords in the Search
Text box, and then click Search button to display matching entries in
the grid.

®  Select the desired group(s) from the list.

Note - You can select multiple groups.

® Click the Next button to proceed to the next page and the Previous
button to go back to the previous page.

®  After selecting the required groups, click OK and exit the dialog box.

®  You can include or exclude the selected groups by clicking the Included
| Excluded check box.

® Toremove a selected group, click the delete icon in the Delete column.

® AddAll Devices

® Click on Add All Devices to include all available devices.

® Toremove added devices, click the delete icon in the Delete column.

Note - If All Devices is already selected, the hyperlink will be disabled from all the

sections (Available, Required, and Uninstall). The option will only be enabled again
once you delete the selected All Devices.

e AddAllUsers

® Click on Add All Users to include all available users.

® Toremove added users, click the delete icon in the Delete column.

Note « IfAll Users is already selected, the hyperlink will be disabled from all the

sections (Available, Required, and Uninstall). The option will only be enabled again
once you delete the selected All Users.

Completing the wizard Panel

On the Completing the wizard panel, Add to publish, and then click Finish.
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The Output section displays the results of the published package.

On successful action, package and wizard data will be saved. On Force check-in, the saved package will be published to the
specified end point management system.

ﬂ Create Update Package Wizard - [m] X

Create Patch Wizard

Completing the wizard

OQutput

Preparing package for publishing

Package created for publishing

Invoking publish API

The package is queued for publishing at the next check-in time

To publish the package immediately, click on the Force Check-in button in the ribbon.

HINNRENNENEN Add to Publsh

Suggest Software
You can use the Suggest Software to suggest a software that is not detected by SVM.

To specify SVM Suggest Software, perform the following steps.

Task To specify SVM Suggest Software:

1. Inthe SVM Patch Publisher ribbon, click Suggest Software button.

Home

G XK L o HEANM O

Restart Force Save Agent Custom | Suggest Help Feedback AboutSVM Patch
Service = Checkdn Deployment Package |Software Publisher

The SVM Software Suggestion Tool window appears.
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2. The SVM Software Suggestion Tool window includes the following properties:

Property

Description

Program File

Click browse and select file from the preferred location.

Note « Users should suggest the main file of the installed software.

Program Name

Program name auto-populates with respect to the selected program file. Modify the
name (If required).

Program URL

Specify the program URL.

Email Address

Specify valid email addresses.

Note - Multiple email addresses can be added. Use a semi-colon or comma to
separate multiple e-mail addresses.

Additional Information

Add additional information (if required).

3. After entering the above details, click Send to Flexera button.

File Details
Program File

Program Name
Program URL
Email

Additional Information

B SVM Software Suggestion Tool - O X

This tool allows you to browse for an application you wish to submit to Flexera's SVM to consider adding to our database of security
products we detect. Please browse for the primary EXE of the application, then dick Send to Flexera. You wil need to login to SVM
Patch Publisher before you can submit the data. Average time to resolution over fast 30 days : 2.0 days.

|C:\Program Files (x86)\Notepad++\NppShel_o6.dl | | Browse |

|SheIIHandIerf0r Notepad++ (64 bit) |

| http:/ fwww.flexera.com |

View My Software Suggestions Send to Flexera

4. Upon successful action, the details of the suggested software will be displayed in SVM new web interface under
Configuration > Software Suggestions.
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Dashboard Dashboard  Software Suggestions
Scanning Average time to resolution over last 30 days - 2 days Export
_— Name Version URL Emai Comment Status Created |
NppShell64 dif 01 tlp /v flexera com Request Sent 20th Jun, 2023 15:09
Reporting Firefox 100 http://www flexera. com Request Sent 19th Jun, 2023 13:02
7.2 201 http /A flexera com Request Sent 191 Jun, 2023 12:44
Patching Internet Explorer 11.00190411 (WinBuild 1. http//www flexera com Request Sent 19th Jun, 2023 1208
Microsoft® Windows® Op 4.18.1909.6 (WinBuild 16 http/;www flexera com Request Sent 19th Jun, 2023 12.07
Administration
Microsoft® Windows® Op... 100180411 (WinBuild 1. htips://wwi heidisal.com/ Request Sent 161 Jun, 2023 14:00
% Configuration Notepad++ 853 hitp /v flexera.com Request Sent 16th Jun, 2023 12.05
VLG Web Plugin 303 ttp /ww flexera com Request Sent 3rd Mar, 2023 1303

¢
Log Messages

Activity L

Software Suggestions

Security
Chan

Password Recovery

5. Byclicking on the View My Software Suggestions button in the SVM Software Suggestion Tool window, it navigates
to the new SVM web interface > Configuration > Software Suggestions page where the details of the software
suggestion will be displayed.

Configure Product Display Criteria for Vendor Patch Module View

You can configure the Vendor Patch Module views to display patches based on the criteria selected in the Configure View
dialog.

To define a criteria, perform the following steps:

Task To define a criteria:
1. On Manage Patches menu, click Vendor Patch Module in the left pane.
The Vendor Patch Module page appears.

2. Click on the Configure View. The Configure View dialog box appears.
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E Configure View X

Show |AII available Vendor patches -

Add more filters
[+ Download available
|+ Deployment ready patches
[ only mac patches

| |Hide Microsoft products

[« Highlight products for which update packages have been created

Select Package Language
English EI
English (UK)
English (US)

Apply ‘ ‘ Cancel

3. Thefollowing display criteria are available.

Drop down Options

Show Select one of the following options:

® Allavailable Vendor patches—Displays all the list of out of the box patches
available in the module. (Default)

®  Only those Detected in my environment—Displays a list of out of the box
patches available for applications which are already installed in the user
environment.

® Only those Not detected in my environment—Displays a list of out of the box
patches available for other applications which are not deployed in the user
environment.
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Drop down Options

Add more filters Select one or more following check boxes to add more criteria defined in the Show
drop down:

® Download available—Displays a list of out of the box patches available to
download.

® Deployment ready patches—Displays a list of deployable out of the box
patches which have no missing details. These patches are highlighted in Blue
colorin the products list and have a high rate of success in mass deployment.

® Only Mac patches—Displays a list of out of the box patches for macOS, you can
easily download them for deployment in your Mac management solution of
choice.

® Hide Microsoft products—Hides only a list of out of the box patches provided
by the vendor Microsoft.

® Highlight products for which packages have been created—Displays a list of
products in Green color for which packages have been created successfully.

Select Package You can target specific languages. You are also able to change the default selected
Language language and select new package languages.

To do so, click ellipses (...) button, select the desired language in the Select Package
Language dialog box, and then click OK button.

By default, the following package language is selected:
® English
® English (UK)

® English (US)

4. After selecting the details, click Apply to display the selected criteria.

Configure Product Display Criteria for Flexera Package System (SPS) View

You can configure the Flexera Package System (SPS) view to display patches based on the criteria selected in the Configure
View dialog.

To define a criteria, perform the following steps:

Task To define a criteria:
1. On Manage Patches menu, click Flexera Package System (SPS) in the left pane.
The Flexera Package System (SPS) page appears.

2. Click on the Configure View. The Configure View dialog box appears.
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B Configure View

You can customize the view of the products displayed using the following configurable options:

Group products where patched version and architecture are identical
[+ pisplay only End-of-Life or Insecure products
[+ pisplay only products for which silent update packages can be created automatically
[ |Hide Microsoft products
[+ Highlight products for which update packages have been created

[ | pisplay SPS Lite page

The Software Vulnerability Manager should not be used for creating patches for Microsoft products.

Mote: The updates should come from Microsoft.

Apply Cancel

3. Thefollowingdisplay criteria are available:

Option Description

When the Group The SPS page rows will be grouped by the product, architecture, and the patch
products where patched required to update them to a secure version.

version and architecture

are identical

Display only End-Of-Life Displays a list of End-Of-Life or Insecure Products.
or Insecure Products

Display only products for  Display only products for which silent update packages can be created
which silent update automatically.

packages can be created

automatically

Hide Microsoft products Hides only a list of out of the box patches provided by the Microsoft.

Highlight products for Displays a list of products in Green color for which packages have been created
which packages have successfully.
been created

Display SPS Lite Page Displays list of only SPS lite pages.

4. After selecting the details, click Apply to display the selected criteria.

Subscribe Automatic Publishing of Patches

Use this page to subscribe to SPS and VPM patches for automatic publishing.
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To subscribe to SPS and VPM patches for automatic publishing:

1.

Right click on any SPS template or VPM patch.
To use this option, navigate to Manage Patches >>Vendor Patch Module or Manage Patches >> Patch Template.

Select Subscribe to Patch option from the context menu.

Home
=
Gsx® L FoHN O
Restart Force  Save Agent  Custom Suggest Help Feedback About SVM Patch
Service  Checkin Deployment Package Software Publisher
Settings Vendor Patch Module
Smart Groups: [None: - | [ Configure View

SVM Connection

Enter text to search. Find

Distribution Systems

Product Vendor  [Patched.. Deloym.. [SAID  |Criticaity |ThveatS... |Advisory... |Architect.. |Insecure [End-OfL.. Seawe [Totsl  [Hosts  |Updated.. |FieSize |Subscribed |Subscription St
e . CutePOF Wirter Acosof. 40.12 Yes - - i 0 o 0 ) 0 24hAu.  3.17M8 No
Defraggler Prifom... | 2.22.99.. Yes 0 ° 0 [} 0 2thkn. 7.12M8 Yes ondov, 2022
Maniage Patches DVD Fick Demis. 1307 |Yes 0 ] 0 [ 0 1BthAu.  1235M8 No
Flexera Package System (SPS) EasyPHP Devserver ExsyPtP 17000 Yes SA44355 26th Apr 0 o 0 [} 0 19thAu. 60.86M8 No
Filezis -7 s 36200 Yes SA34916 - 2t A 1 ] 2 3 3 28Ot 11L35MB No
Patch Template Googy  Sromeledes faciage 43530 Yes - - - 0 o 0 [} 0 2thln. 58.07M8 No -
HWNE  Patch Information 73000 Yes 0 0 0 [} 0 2istSep.. 9.50MB Yes 25th Oct, 2022
Agent Deployment iCloud x. 7.210.23 Yes - - 0 0 0 0 0/ 28thOct.. 25.76M8 No
Irfanvien (x88) Transd.. 460.00 Yes SA54959 - 17thoe 0 ] 0 [ 0 2Bhoct. 287M8 No -
Vendor Patch Module unes (x36) Apple Inc. | 12.12.6.1 Yes SA108748 7 18thMa 0 (] o 0 0/ 25thOct.. 171.53M8 | Yes 28th Oct, 2022
Kes Samsung  3.2.160.. Yes - - Window 0 ] 0 [ 0 itthdn. 3887MB No
Bl ok O Pt (K ) MYSQL Workbench S Oade 52470 Yes sA92949 3 15t Jan...| Window 0 [ 0 ° 0 28, 2%6.75M8 Yes 02nd Nov, 2022
Pl Defitmek S NOD32 Antivirus (x64) ESET 160,220 Yes 5439736 - 10thwa...  Window 0 o ] ] 0 26Ot 7.A5MB N
NOD32 Antivius (x86) Eser 160,220 Yes S5A39736 - 10thMa... Window 0 o 0 [ 0 26thoct.. 65.68M8 No -
Notepad+-+ (x36) DonHo  8.4.60 Yes - - window 4 4 8 16 16 Wthse.  413M8 Yes 318t Oct, 2022

The Configure Subscription dialog box appears.

Click Select connection drop down and select required connections from the list.

Note - You can select multiple connections to publish.

To make assignments for end point deployments for Intune publishing, click Manage Assignments. The Manage
Assignments dialog box appears.

Note « The Edit Assignments button is available only for Intune publishing.

In the Connection field, the default connection will be pre-selected. If required, choose the desired configured
connection from the drop down list.

In the Required section, you can add the following:
® Add Groups
® Click Add Groups. The Intune Assignment Groups dialog box appears.

®  Select the required group from the list or enter keywords in the Search Text box, and then click Search
button to display matching entries in the grid.

® Select the desired group(s) from the list.

Note « You can select multiple groups.

®  Click the Next button to proceed to the next page and the Previous button to go back to the previous page.
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®  After selecting the required groups, click OK and exit the dialog box.

® Toremove aselected group, click the delete icon in the Delete column.
® AddAll Devices

® Click Add All Devices to include all available devices.

® Toremove added devices, click the delete icon in the Delete column.

Note - IfAdd All Devices is already selected, the hyperlink will be disabled. The option will only be enabled again
once you delete the selected Add All Devices.

® AddAllUsers
® Click Add All Users to include all available users.
® Toremove added users, click the delete icon in the Delete column.

Note « IfAdd All Users is already selected, the hyperlink will be disabled. The option will only be enabled again
once you delete the selected Add All Users.

After adding the details, click Save and exist the dialog box.
4. Define the following:
Either one of the below preferences can be defined:

® Always publish a new patch when a new version is available—Publishes when new version of the patch is
available.

®  Only publish a new patch when any of the following are true: Publishes when any one of the defined
preferences are met.

®  SAID CVSS score is greater than
® (Criticality is greater than
Extremely Critical
Highly Critical
Moderately Critical
Less Critical
Not Critical
® Threat score is greater than
® Patched version greater than—By default current version of a patch will be displayed
Either one of these options must be selected to define the deployment schedule based on the above preferences:
® Trigger subscription rule above now for the current version—Publishes the package right away

®  Trigger subscription rule above next time a new version is available—Start publishes the package when
newer version is available
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Either one of these options must be selected for package configure:
® Use Flexera custom naming—Saves as a Flexera custom name

® Silent Parameters—Saves custom silent parameters for VPM subscription

m Configure Subscription - Chrome for Business 32-bit = m| X

Patch Publisher Connections{Required)

Select Connections ‘bmd12 withAssignmenyGroups ( Intune ) - | | Manage Assignments

() Always publish @ new patch when a new version is available

@ Only publish a new patch when any of the following are true:

SAID CVSS score is greater than |g -
Criticality is greater than | Not Critical -
Threat score is greater than |g -
Patched version is greater than |13u_n_5723_70

() Trigger subscription rule above now for the current version

'#) Trigger subscription rule above next time a new version is available

Package Configuration

|— Use Flexera custom naming

[ ] silent Parameters REBOOT=ReallySuppress NOGOOGLEUPDATEPING=1

Save Cancel

5. After selecting, click Save button.
6. Click OKand agree the confirmation dialog that appears.

7. Upon successful action, the Subscribe column will be changed to Yes, and the Subscription Started column will be
updated as per the subscription started date.

Unsubscribe Automatic Publishing of the Patches

Use this page to unsubscribe automatic publishing of the patches.

To Unsubscribe:
1. Rightclick on any subscribed SPS template or VPM patch.

To use this option, navigate to Manage Patches >>Vendor Patch Module or Manage Patches >> Patch Template.
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Note « Make sure that the patches are subscribed as explained in Subscribe Automatic Publishing of Patches.

2. Select Edit Subscription option from the context menu.

Home

G B Lo & Am

Restart  Force Agent  Cutom Suggest  WSUS Help
Service | Chedkin Deployment Package Software Maragement

Feedback About SYM Patch
Publisher

Patch Template

Settings
) Enter tox o search, Find
SVM Connection -
Templte ame roduct ame Vendor Patched verson Minmum Vrson Archtacture Updatad on Subscried
Distribution Systems ‘Adobe_Acrobat_22_Aug | Adobe Acrobat Reader ... Adobe 28 (Continuous) 2000 Windows32-bit/ 635t 22nd Aug, 2023 Yes
e Conmection M Temptate 18 Amamonaam s2061 an00 Wdows32-bt 220d Avg 2023 ves
e e chrom l19x  Google 130.x 100.0.00 Windowss4-bit 09th Sep, 2024 Yes
T o trefoy Delete Template Masla Foundation 131/ 115XESR 5000 Wdows32-bt 2400 v, 2020 ves
anage salshes fretox Maslla Foundation 131/ SKESR 6000 Wadowsss-tn 2001 wr, 2020 Yes
o padane Sy (G28) (13- reme—— Meslla Foundaton 1210/ 115XESR 5000 Windonsaz bt 20 Fab, 2018 Yes
i frfaxt o Wil Foundaton 131/ 115XESR 18000 Wdowsa2 bt 15th 0ut, 2018 ves
Patch Template niroview 22 Ag Moaview 4x itonview 50 000 Wdowsss-bt 220d hog, 2023 "o
new_thunderBc_isined oz Thunderbird  Moala Foundaton 11516 2000 Wodows2-b 16 Feb, 2019 ves
Agent Deployment.
The Configure Subscription dialog box appears.
3. On Configure Subscription dialog box, click Unsubscribe button.
Configure Subscription - 7-Zip (x64) =S O X
Subscription started on 22-Aug-2023
Patch Publisher Connections(Required)
Select Connections |Intune_new_bmd12[ Intune ) - | | Manage Assignments
~
(@) Always publish a new patch when a new version is available
~ )
() Only publish a new patch when any of the following are true:
SAID CVSS score is greater than |g |
Criticality is greater than | ot Critical |
Threat score is greater than |g |
Patched version is greater than |23_gl_glg |
(®) Trigger subscription rule above now for the current version
Ny . PR . : . .
() Trigger subscription rule above next time a new version is available
Package Configuration
[+] Use Flexera custom naming
| | silent Parameters |
Unsubscribe | | Save | ‘ Cancel

4. Click OKand agree the confirmation dialog that appears.

Egort

Subseripton Started
20nd ug, 2023
220d Aug, 2025
osth sep, 2024
215t Aug, 2023

24th Mar, 2020
24t Jan, 2020

215t Jon, 2020

27th Sep, 2024

5. Upon successful action, the Subscribe column will be changed to No, and the Subscription Started column will be

empty.
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Edit Subscription (Patch Publisher)

Use this page to edit subscribed patches.

To edit subscribed patches:
1. Rightclick on any subscribed SPS template or VPM patch.
To use this option, navigate to Manage Patches >>Vendor Patch Module or Manage Patches >> Patch Template.

2. Select Edit Subscription option from the context menu to edit the configured preferences.

Home
([« = p O =
# X | 7® =
Restat  Force Smve  Agent  Custom Suggest  WSUS Help Feedback About SVMPatch
Service | Checkin Oeploymert Package Software. Maragement
Patch Template
Settings L
i Enter tox to search Find Exort
SVM Connection 5 o
Template ame Product ame Vendor Patched Version Minimum Version Archtecture Updated on Subseribed Subseripton Started
Distribution Systems Adobe_Acrobat_22_Aug  Adobe Acrobat Reader D... Adobe 24.x (Continuous) 22.0.00 Windows32-bit/ 64-bt  22nd Aug, 2023 Yes 22nd Aug, 2023
Sorvice Comnect Amar it Template [ Amezoncom 832061 80,00 Windowis32-bit 22nd Aug, 2023 ves 220d hug, 2023
ice Connecti ublish/Edit Ten
ik ki chrom h9x Google 130.x 100.0.0.0 Windowss4-bit 09th Sep, 2024 Yes 09th Sep, 2024
frefox  Delete Template Mozl Foundation 131x/ USXESR 450,00 Windoves32-bit 2400 Mar, 2020 ves 21 Aug, 2023
Manage Patches
fefox [t Subscription Mozila Foundation 131x/ USXESR 4.0.00 Windows6-bit 24t ver, 2020 ves 24t vr, 2020
i n x/ HISXESR 450,04 wi - Feb, 2 4th Jon,
Flexera Package System (SPS) firefox Pause Subscription Mozilla Foundatios 131.x/ 115X ESI 5.0.0.0 Windows32-bit 20th Feb, 2018 fes. 24th Jan, 2020
ol Mozila Foundation 131x/ 1S XESR 18000 Windows32-bit 15th 0, 2018 ves 21st3on, 2020
Patch Template Infroview_22_Aug ax hanview .50 4000 Windowss-bit 220d Aug, 2023 "o
new_thunderird_iSthFeb Mozila Thunderbird  Mozlla Foundation 115.16 52000 Windows12:bit 18th Feb, 2019 Yes 27 Sep, 2024
Agent Deployment

The Configure Subscription dialog box appears.
3. Modify as necessary and click Save.
4. Click OK and agree the confirmation dialog that appears.
5. Upon successful action, the modifications are updated.

6. Click Cancel to close the Configure Subscription dialog box without saving your changes.

Pause Subscription (Patch Publisher)

Use this page to pause the patches you have subscribed to.

To pause subscription:
1. Rightclick on any subscribed SPS template or VPM patch.
To use this option, navigate to Manage Patches >>Vendor Patch Module or Manage Patches >> Patch Template.

2. Select Pause Subscription option from the context menu.
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Home
GERL -0 & AW
# cx K ® =)
Restat  Force Sme | Agent  Custom Suggest  WSUS  Hep Feedback About SVMPatch
Service | Checkin Oeploymert Package Software. Maragement
. Patch Template
Settings L
§ Enter toxt to search. Find Bgort

SVM Connection S -
Template tame Product ame Vendor Patched Version Minimum Version Archtecture Upéated on Subseribed Subseripton Started

Distribution Systems Adobe_Acrobat_22_Aug  Adobe Acrobat Reader ... Adobe 2. (Continuous) 22.0.00 Windows32-bit / 64-bit  22nd Aug, 2023 Yes 22nd Aug, 2023
Amazc 1ex  Amozoncom s.432.06.1 8000 Windows32-bit 2200 pug, 2023 ves 2200 Aug, 2023

Service Connections Publish/Edit Template i %
chrom 9x  Google 130 101000 Windows64-bt 09th Sep, 2024 ves o9th sep, 2024
frefox  Délete Template Mozila Foundation 131/ 115XESR 45000 Windows32-bit 24th Mar, 2020 Yes 215t Aug, 2023

Manage Patches
firefox Edit Subscription Mozilla Foundation 131.x/ 115X ESR 46.0.0.0 Windows64-bit 24th Mar, 2020 Yes 24th Mar, 2020
e Mozill Foundation 31/ 1USXESR 45000 Windows32-bit 0th Feb, 2018 Yes 4th Jon, 2020

Flexera Package System (SPS) ™ ["payse subscription < Steinind = = 2 = ™ altr
fifoxt ol Mozl Foundation 1300/ USXESR 18.0.00 Windows32-bit 15t 0c, 2018 Yes 215300, 2020

Patch Template

Agent Deployment

3. Click OKand agree the confirmation dialog that appears.

4. Upon successful action, the Subscribe column will be changed to Paused.

Resume Subscription (Patch Publisher)

Use this page to resume the patches you have paused.

Task To resume subscription:
1. Rightclick on any paused SPS template or VPM patch.
To use this option, navigate to Manage Patches >>Vendor Patch Module or Manage Patches >> Patch Template.

2. Select Resume Subscription option from the context menu.

Home
G SRR PO S
£ cx Ly 7@ | =)
Restrt  Force Smve  Agent  Custom Suggest  WSUS Welp  Feedback About SVM Patch
Service  Chedin Deployment. Fackoge Software Management Publishes
- Vendor Patch Module
Settings
Smart Groups: [None - [ Configure view Export
SVM Connection

Enter text to seare... Find

Distribution Systems

Product Vendor | Petched... | Deploy.. |SAD | Cricolty | Threat... |Adviory... Archec... Insecure | End-Of.. Secre | Total |Hosts | Updated.. Dowload | FlleSize | Subscri.. | Subscripton..
Service Connections 7-2ip (x64) Igor Pav... 24.08.0.0 Yes - - - Window. 0 0 1 1 1 12th Au. Download| 1.88 M8 Yes 22nd Aug, 2...
M Patch |7-2ip (x86) T -p o SA129000 16 30th Jul,... Window... o o 0 o 0 12th Au... Download  1.47 M8 Paused  13th Feb, 20...
lanage atches Adobe AR Create Update Package =t ‘Window. 0 0 ° 0 0 16th Oct. Download  5.94 MB Yes 06th Dec, 20...
Audacty (6 Patch Information 2 3 Window. o 0 o 3 0 19t se 1532 M8 to
Flexera Package System (SPS) = s e
Autodesk Desig P—— SaLz80 2 16th De... Window. o 0 o o 0 2ath3on 2117.. 1o
A 2 16th De... Wandow. 0 0 o 0 0 247 o, 2117.. o
Patch Template Resume Subscription
BumAware Free 24th Se... Wandaw.. 0 0 o o 0 ustoct., g 1179 M8 Mo
Agesk Deployment Ceaner Pirform.. 629.1L.. Yes -- wWindow. o 0 o o 0 16thoct 73.62M8 fo
Crrome for Business 32-b8 Google  130.06... Yes 23 2304 Oc... Window: 1 o o 1 1 23rd 0c. 10855.. Mo
Vendor Patch Module CoolPoF (86) CoolFOF... 3000 Yes 31 18th Jen... Window o o o o 0 OistFe.. Download 658ME Yes  0SthSep, 2.

Bring Your Own Patch (BYOP)
Patch Deployment Status
Devices

Custom Scan Rules

3. Click OKand agree the confirmation dialog that appears.

4. Upon successful action, the Subscribe column will be changed to Yes.

Setting Up a Distribution Connection for Tanium
To obtain the required credentials to set up a distribution connection for Tanium, perform the following process:

® (Create an APl Token
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Create an APl Token

To obtain an API Token, perform the following steps:

Task To obtain an API Token:
1. Loginto Tanium using the obtained credentials.
2. Oncelogged in, from the list of available services, choose Administration > Permissions > APl Tokens.
The API Tokens dialog box appears on the right pane.

3. Click New API Token. The Create APl Token dialog box appears. Enter the below details to configure the token

settings:
Notes Enter a description for the token.
Expiration Enter the expiration interval in days. You can also select the required days by clicking
Move Up and Move Down arrows.
Persona Select the Default from the drop down to which the token is bound.
Trusted IP addresses Enter the valid IP address.

Enter multiple IP addresses separated by commas or new lines to separate each
address.

4. After entering the above fields, click Create button.

5. Upon successful action, a newly created API token details will be listed in the API Tokens page.
6. Copy the token to your clipboard for the future reference.

7. Click Close button to exit the dialog box.

8. Toview the token details, select the required token in the grid and then click View Token.

Download and Install the Software Vulnerability
Manager Client ToolKit

To ease patch automation and WSUS management you must download and install Software Vulnerability Manager
Client ToolKit. To download this tool kit, click here.

On successful installation of Software Vulnerability Manager Client ToolKit, below
tools will get installed and their respective shortcuts will be created in your desktop.

®  Flexera SVM Patch Configuration
®  Flexera WSUS Management Tool

® Flexera SVM Client Data Tool
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Note « The latest version of the SVM Client Toolkit does not consist of Flexera SVM Patch Configuration.

[®

Important « You must install Software Vulnerability Manager Patch Client ToolKit to utilize the Vendor Patch Module and
SPS Automation, see Automating Patch Deployment and Patch Automation.

Prerequisites
The below prerequisites are required:
® 64 Bit Operating System. Windows 7 +

® Windows Server Update Services (WSUS) administrative console (RSAT) needs to be installed. You need to install the
administrator tools version that corresponds to your WSUS server.

®  Access Privileges to run the Daemon as a service.

®  Access Privileges to makes changes to the WSUS server.
® Internet Connection - SSL/TCP to a SVM server.

® .NetFramework4.6.1 orabove.

® OSRequirements:

e |Install Software Vulnerability Manager Client ToolKit in Windows Server 2012 or Windows 8, for Windows 2012
WSUS.

® Install Software Vulnerability Manager Client ToolKit in Windows Server 2016 or Windows 10, for Windows 2016
WSUS.

e |Install Software Vulnerability Manager Client ToolKit in Windows Server 2019 or Windows 10, for Windows 2019
WSUS.

® |Install both the Software Vulnerability Manager Client ToolKit and WSUS in the same domain.

Task To download and install the tool kit follow the below steps

1. Download the Software Vulnerability Manager Patch Configuration Tool from the SVM Tool Kit. Save it in your desired
folder path.

2. Double click the set-up file, welcome wizard appears. Click Next.
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) Software Vulnerability Manager Client Toolkit - InstallShield Wiza...

(o}

Welcome to the InstallShield Wizard for
Software Vulnerability Manager Client Toolkit

The InstallShield{R) Wizard will install Software Vulnerability
Manager Client Toolkit on your computer. To continue, dick
Mext.

WARNING: This program is protected by copyright law and
international treaties.

3. You will be prompted to enter your system credentials. Click Install.

# Software Vulnerability Manager Client Toolkit - InstallShield Wiza...
Ready to Install the Program

The wizard is ready to begin installation. @\

Click Install to begin the installation.
Launch Daemon as User

Enter a user name and password to run the Patch Automation Daemon service. Leave
it blank to log on as Local System account.

User Name: I- - ——

Password: || LTTITTYIY)

Installshield

< Back Install Cancel

Q

Tip « On successful installation, one shortcut for Flexera Software Vulnerability Manager Patch Configuration and
one shortcut for Flexera WSUS Management Tool will get created in your desktop.

4. Onsuccessful installation, click Finish. Flexera SVM Patch Configuration windows pane appears, see Flexera SVM
Patch Configuration.

Flexera SVM Patch Configuration

Flexera Software Vulnerability Manager Patch Configuration integrates Software Vulnerability Manager application with
the configured WSUS server to achieve the automation for subscribed packages.

On successful installation of Software Vulnerability Manager Client ToolKit, a shortcut with a name Flexera SVM Patch
Configuration will get created.
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Note « You will get 400 error message when the SVM Token has expired. To re-generate the token, follow the steps as
mentioned below in the SVM Connections (point 12 and 13).

Task To use Flexera Software Vulnerability Manager Patch Configuration follow the below steps:
1. Double click on the shortcut created on your desktop, Flexera SVM Patch Configuration windows pane appears.
2. Itconsists of five tabs:
® WSUStab
® Intunetab
® Workspace ONE tab
® SVYMtab

® General tab

[5 Flexera SVM Patch Configuration = O X
WSUS Intune Workspace ONE SVM  General Output Window: | Clear Output |
Server: [
[] use SSL
Groups to auto deploy:
- Computers

[+ Cleanup package files on WSUS when removing old patch
[ Sign packages manually

Flexera SVM Patch Automation will connect to the WSUS server under the running
Windows user context.

Load Groups

3. InWSUS Connection tab, enter the WSUS server details and the port number, click Load Groups.

4. In Groups to auto deploy, you can see the list of computer groups configured in WSUS Server.
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5. Select the computer groups which you wanted to deploy the packages. To know more about a package publishing,
see Automating Patch Deployment.

6. To external package signing, select Sign package manually option.

[3) Flexera SVM Patch Configuration — O x

Output Window: Clear Output
[6:49-45 AM] Attempting to connect to WSUS:

WSUS  Intune Workspace ONE SVM  General

Server: A pmpd gk psccm.scem test:8530 Use SSL:False
) [h — [6:49:45 AM] Successfully connected
Port: topsccm sccm test: 8530
[6:49:45 AM] Connection Successful
(] Use SsL [6-43-45 AM] ServerSting: Defaut
[6:49:45 AM] Serverld: e 76ae #4-1031-4a41-a747-
Groups to auto deploy: de17f063db0
[6:49:45 AM] TargetingMode: Server
& All Computers ~ [6:49:45 AM] ProxyServerPort: 80
[[] Unassigned Computers [6:49:45 AM] Attempting to obtain the computer
:-Elw'n? target groups from WSUS.
EDN'I"I'IU [6:49:45 AM] Number of computer target groups: 5
[ lwing v

[ Cleanup package files on WSUS when removing old patch
[ sign packages manually

Flexera SWVM Patch Automation will connect to the WSUS server under the running
Windows user context.

| Load Groups

7. InIntune Connection tab, you will be prompted to enter your Intune credentials like Application (Client) ID, Directory
(tenant), Client Secret. To know more details on configure Intune credentials, see Set up a Distribution Connection for

Microsoft Intune.

8. Click Test Intune Connection button, on successful connection you will receive a successful message in the Output
Window.
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[ Flexera SVM Patch Configuration a5 O ped
WSUS Intune Workspace ONE SVM  General Output Window: | Gear Output |
[5:41:50 AM] Attempting to connect to Intune server
Application (dient) ID: ldaai!ntm! S 520941118459 ‘ with Cliert Id, Tenart Id, Client Secret details.
[5:41:51 AM] Successfully connected to Intune
Directory fenant) ID: [ 749505 5w 1 4038943 07cd5F0 | server.
[5:41:51 AM] Connection Successful
Client Secret: [oooooooonoooooooooon.o-.oooooooaoo |
App Category: ’Hexera Packages |
ADSyncAdmins
ADSyncBrowse
Assignment Groups: | ADSyncOperators
AR Support Group
Artur_Device_Group
Test Intune Connection

9. InWorkspace ONE tab, you will be prompted to enter the valid Workspace ONE connection details like Server name,

Authentication Type, Tenant ID/API Key, and selecting Organization Group ID. To know more details on configuration,
see Set up a Distribution Connection for Workspace ONE.

10. Click Test Workspace ONE Connection button, on successful connection you will receive a successful message in the
Output Window.

ﬂ Flexera SVM Patch Configuration

= O X
WSUS Intune Workspace ONE SVM  General Output Window: | Clear Output |
[1:44:21 AM] Attempting to connect to Workspace
R —t— | T e e okapace
DEwRn e | e X | 3%3??&] Connection Successful
User Name: BB gk o [S‘I :wdczej AM] ProductName: AirWatch Platform
Password: [ [1:44:21 AM] ProductVersion: 21.7.0.0

Tenant ID / APl Key: | KL6r9He EUSe Y Owbzus8HOKv6vmtwaCVECGy3Sgxd/Y:|
Organization Group ID: 64349 | =)

Test Workspace ONE Connection

11. In SVM Connection tab, you will be prompted to enter your Software Vulnerability Manager Cloud credentials.
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12. Click Test SVM Connection button, on successful connection you will receive a Token in the Output Window.

B Flexera SVM Patch Configuration

WSUS Intune Workspace ONE SVM  General

Connect to On-Prem SVM Server

Site URL: .tp---l T |
Use SSL
User Name: P e - -
Password: IITITITYT]
Test SVM Connection

= O X

Output Window: I—m]

[7:04:27 AM] Attempting to Connect to SVM Server:
[7:04:27 AM] Successfully connected

to hitps:// e ses sns W8 M/

[7:04:27 AM] Connection Successful

[7:04:27 AM] Token:

Bx7bASglduzirb F 1FDrduvLSnW.J30idx TXYp Y2I80T
hH1eAFcAgVNYXJYGFGOGTD

13. Inthe General tab, you can set any one of the below distribution systems.

®  Windows Server Update Services (WSUS)
®  Microsoft Intune

® VMWare Workspace ONE

ﬂ Flexera SVM Patch Configuration

WSUS Intune Workspace ONE SVM  General

Distribution System
Distribution To: | Microsoft Intune 2 |
Windows Server Update Services (WSUS
Logging VMWare Workspace ONE
Log File: |C:\Prugua'nDala\Flexefa Software"SVM Patch‘svmpatch log | | |
loglevel:  LogAways v
Check-In Settings

Check-n Frequency: |0 |34 Days 5 E—Hous iD i—:hirues
[ Get all Latest Subscribed Packages

Force Check-In Now

© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Product Version: 5.0.412
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14. You can edit the folder path to save the action logs of this Tool. By default, the folder path will be
C:\ProgramData\Flexera Software\SVM Patch\svmpatch.log.

15. You can set any one of the below preferences to save the log files:
® LogAlways
® (ritical
® Error
® Warning

® [Informational

® \Verbose
E Flexera SVM Patch Configuration - O X
WSUS Intune Workspace ONE SVM  General Output Window: | Clear Output |
Distribution System
Distribution To: | Microsoft Intune v
Logging
Log File: iC_\ngra'nDala\Flexera Software\SVM Patch‘\svmpatch log i :
LogLeve

LogAlways

Check-in Freq 4 Hours [0 5| Minutes
Vi
[ Get ol Latest oo
Force Check-In Now
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Product Version: 5.0.412

Note « The Log times will be in UTC format.

16. In Check-In Settings, you can set the frequencies to pull the relevant packages from the server.
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[ Flexera SVM Patch Configuration = | X
WSUS Intune Workspace ONE SVM  General Output Window: Clear Output |
M A ey w vt w W
Distribution System r. - -
i CETRRES e
Distribution To:  Microsoft Intune v s -
. 1 - Py, . eve -
e ey BE o L e
Logging A . - -
k . - - -
Log File: ]C:\ng:anDa‘la\Flem Software\SVM Patch‘\svmpatch log |: n : : :::“-::a e
J o
tatens: e SRR B~
E-'-‘ M ey Sear Yw b g
Check-In Sethnga -
!‘\‘ [ n—
Check-in Frequency: |0 |[&) Days 5 |[3]Hous [0 |3 Minutes ;*;...- S
T cas
£ Get al Latest Subscrbed Packages T A
I‘ - - ——— - - -
I Force Check-In Now Mo
|- - W - # -
(0 e »
F[‘ L & -
I T —
1y Ty p— i
Fy v by Jrpm—
© 2020 - 2021 Fexera. All rights reserved. Data Privacy. Product Version: 5.0412 | - -

Note - Force Check-In Now button can be used to pull relevant packages immediately.

17. Click check box button if you want to get all latest subscribed packages.

18. Torun the services, click close button. You will be prompted to enable Start SVM Patch Daemon in the closing
window. Click Yes to restart the Patch Daemon for the change to take effect.

Flexera SVM Patch Configurati..  — O X

Do you want to save changes?

[ Start SVM Patch Daemon

Yes No | et |

Note « If any changes added in the Workspace ONE tab or SVM tab, then make sure that Test Connection to be done and then
Restart the Patch Daemon for the changes to take effect.

Flexera WSUS Management Tool

Flexera WSUS Management Tool allows you to manage the packages and configuration settings of WSUS.

On successful installation of Software Vulnerability Manager Patch Configuration Tool, along with the Software
Vulnerability Manager Patch Configuration Tool shortcut, one shortcut for Flexera WSUS Management Tool will get
created in your desktop.
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It consists of two tabs:
®  Patching Information

® Configuration

Patching Information

Patching Information tab prompts you to connect to the WSUS server to view the packages, based on the selected filter
option, either 3rd party, Microsoft updates, or both. It also allows you to approve, delete, decline the selected patches and
select a computer group where you want to deploy these approved patches, at the set deadline.

It consists of three sections:
®  Filter Update List
®  Group Approvals

® SetApproval Deadline
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Task To use WSUS Management Tool follow the below steps:

1. Double click on the shortcut Flexera WSUS Management Tool in your desktop, Windows Server Update Service
Management Tool home page opens.

m Windows Server Update Service Management Tool = O X

WSUS Server pscem cail test | Pot [2530 | 1 Use SSL

Patching Information  Configuration

Fitter Update List Group Approvals

() 3rd Party Set Approval Deadline
@) Flexera 5/31/2023

O Al 5:32:08 AM E

() Microsoft Updates

Connect to Server and Refresh List
Number of Updates Found: 41

Approve Groups

State Title Vendor Approval Installed Pending Mot Installed N
Ready Update Amazon Cometto 8 (x64), v...  Secunia Approved 0 1} 1] 0
Ready Update Mozilla Thunderbird §1x, ... Mozilla Foundation  Unknown o o 0 o
Ready Update USBPcap. version 1.5.4.0 Tomasz Mon Unknown 0 1} 0 0
Ready Update Amazon Cometto 8x, versi...  Amazon.com Approved 0 ] 0 0
Ready Update Adobe Acrobat Reader 20...  Adobe Approved 0 0 0 0
Ready Update Evemote, version 10.54.4.... Evemote Approved 0 1} 1] 0
Ready Update Mozilla Firsfox 109, versi...  Mozilla Foundation  Approved 0 1] 0 0
Ready Update Google Chrome, version 1...  Google Approved 0 1} 0 0
Ready Update Active Directory Rights Ma... M ft App d 0 o 0 0
Ready Update 1Password 7, version 7.9....  AgileBis Approved 0 1} 0 0
Ready Update 30F Zephyr Free version, ... 30flow sd Approved 0 1} 1] 0
Ready Update Mozilla Firsfox, version 10...  Mozilla Foundation  Approved 0 1] 0 0
Ready Update Oracle Java JOK 1.11x /.. Oracle Compaoration  Unknown 0 1} 0 0
Ready Update Wireshark 3x, version 3.6.... Wireshark Found...  Unknown 0 o 0 0
Ready Update Mozilla Firefox 109, versi..  Mozilla Foundation  Approved 0 1} 0 0
Ready Update Cracle Java JOK, version ...  Oracle Coporation  Unknown 0 1} 1] 0 v
< >

2. IntheFilter Update List, you can either select 3rd Party Patches, Flexera, Microsoft Updates, and All. You can enter
the patch name or vendor name in the Text Filter box to fetch a quick patch list.

3. Click Connect to Server and Refresh, list of patches based on the selected Filter Update List appears.

Note - If you select the Flexera filter option and click the Connect to Server and Refresh List button, you will see the list
of patches published to the WSUS from the SVM Patch Publisher/SVM console.

4. Rightclick on a patch, you can perform a below function:
® Decline Selected Updates
® Delete Selected Items
® Export SDP file
®  Properties

5. In Group Approval section, you can select a desired computer group from the WSUS server.
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A Windows Server Update Service Management Tool -~
WSUS Server |pscom scom test Pot (8530 |[] Use s5L
Patching omaton | Gorh
Filter Update List
® rd Party [] Set Approval Deadine
© Mieroscft Updates L1 Computers 12 92018 -
OMm “[[JUnassigned Computers @
el H—\ 92303FPM B
Lot ker m— -Owin1o )
Connect to Server and Refresh e Jwi | AppoveGroups |
Number of Updates Found: 30
State > Title Vendor Approval Installed Pending Not Installed "
Ready Deployment package for Software ... Secunia Unkniown 0 0 19
Ready Deployment package for Software ... Flexera Software Unknown 0 0 18
Ready Deployment package for Software ... Flexera Software Unknown 0 0 18
Ready Deploymert package for Software .. Flexera Software Unknown [] 1] 13
Ready Deployment package for Software ... Flexera Software Unkniown 0 0 18
Ready Deployment package for Software ... Flexera Software Unknown 0 0 17
Ready Deployment package for Software ... Secunia Unknown 0 0 17

Update NET Core Runtime 3.1 {x

Decline Selected Updates

Update 4K Video Downloader, ver... 0 6
Ready Update 7-Zip (x64), version 19.00.... Delete Selected Items 0 0
Ready Update 7-Zip (x64). version 19.00.... Export SDP file 0 0
Ready Update 7-Zp (64), version 19.00.... . 0 0
Ready  Update 7-Zip (x64), version 15.00... | Properics 0 0
Ready Update 7-Zip <64). version 19.00....  Igor Paviov Unknown 15 0 0
Ready Update 7-Zip (x64), version 19.00... Igor Paviov Unknown 15 0 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0 0
Ready Update 7-Zip (<64), version 19.00....  Igor Paviov Unknown 15 0 0
Ready Update 7-Zip (x64), version 19.00...  Igor Paviov Unknown 15 0 0
Ready Undate 7-Zip (64), version 19.00....  laor Paviov Unknown 15 0 0 v
< >

6. Select the Set Approval Deadline, you can set the date and time to deploy the approved patches.

Q

Tip « WSUS management tool allows you to Approve, Decline, and Delete multiple patches at the same time.

&) : o - IEl

WSUS Server |psccm.scom test | Use ssL

Patching Inf | Conf
Fiter Update List Group Approvals
® 3rd Party (- Computers Set Approval Deadine
O Mcrosoft Updates =+-_1Al Computers =
Y £ JUnassigned Computers 1/ 172020 @‘
Tt e [P | ; Ew,n? 12:00:00 AM )

feen | ~Owno .

| Connect to Server and Refresh [ Jwin8 | ApproveGroups |
Number of Updates Found: 30

State > Tide Wendor Approval Installed Pending Not Installed A
Ready Deployment package for Software ... Secunia Unknown 0 0 15

Ready Deployment package for Software ... Flexera Software Lhkmm 0 0 13

Ready Deployment package for Software ... Flexera Software 0 0

Deploymert packag for Softwars _
Ready Deployment package for Software ... Flexﬂa So&wae U'#mawn 0

F\eady Deployment package for Software Flexera Software Unknown D _

Deployment package for Software ... | Secunia Unknown 0 _
Raady Update .NET Core Runtime 3.1 (...  Microsoft Approved 0 0 0

Ready Update 4K Video Downloader, ver... OpenMedia Unknown 0 0 6

Update 7-Zp x64). version 19,00

Update 7-Zip 54). version 19.00 Urknown [ T
Ready Update 7-Zip {x64). version 19.00.... Igor Paviov Unknown 15 0 0

Update 7-Zip (54). version 19.00 Unknown
Ready Update 7-Zip (x64). version 19.00.... Igor Paviov Unknown 15 0 0

Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0 0

Ready Update 7-Zip (x64), version 13.00....  Igor Paviov Unknown 15 0 0

Ready Update 7-Zip (x64), version 19.00....  Igor Paviov Unknown 15 0 0

Ready Update 7-Zip (x64), version 19.00....  Igor Paviov Unknown 15 0 0

Ready Undate 7-Zip (x64), version 19.00....  lgor Paviov Unknown 15 0 0 .

< >

7. Toapprove the selected patches, click Approve Groups. You can see the Approved status from the Approval Column.
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Configuration

In Configuration tab, you can perform the below WSUS configuration actions:

Table 4-11 « WSUS configuration Actions

Field/Button Description

Test WSUS

Click Test WSUS button, on successful connection you will receive a successful
message in the Output Window.

Test GPO Settings

Click Test GPO Settings button, you will receive a group policy information in the
Output Window.

Generate New Signing Certificate

Click Generate New Signing Certificate button to generate a new self sign
certificate. Upon generating, click Install Signing Certificate button.

Set External Signing Certificate

(Optional) If you have an external certificate, then enter the path or browse and
select the path from the preferred location, and then enter the valid certificate
password.

Note - You can select either Generate New Signing Certificate or Set External
Signing Certificate option.

Set Signing Certificate in WSUS

After entering the Set External Signing Certificate details, click Set Signing
Certificate in WSUS button, and then click Install Signing Certificate button. On
successful signing you will receive a successful message in the Output Window.

Install Signing Certificate

Click Install Signing Certificate button, on successful certificate installation you
will receive a successful message in the Output Window. You can see the installed
certificate in Trusted Root Certification Authority and Trusted Publishers stores.

Export Signing Certificate from
WSus

Click Export Signing Certificate from WSUS button, you can export signing
certificate from WSUS server to the local drive.

Delete Signing Certificate in
WSuUs

Click Delete Signing Certificate in WSUS button and confirm the popup to delete
the signing certificate.

GPO Name

Enter the valid group policy name.

GPO to Support SCCM Patch
Deployment

If you select this check box, use the WSUS Server specified in Software
Vulnerability Manager.

GPO to install WSUS Certificate

If you select this check box, you can create your own Group Policy to distribute the
WSUS Signing Certificate. For more information, see Creating the WSUS-CSI GPO
Manually. If this check box is not selected, then existing Windows Updates GPOs
must be edited in accordance with Setting Up Clients to Access WSUS.
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Table 4-11 « WSUS configuration Actions

Field/Button Description

Create [ Update SVM Group If you are creating the Software Vulnerability Manager WSUS Group Policy for the
Policy Settings first time, then click Create [ Update SVM Group Policy Settings button.
Dump All GPO Information Click Dump All GPO Information button, you will receive all dumped GPO

information in the Output Window.

ﬂ Windows Server Update Service Management Tool

WSUS Server [SVM-AD.svmiest | Pot [g530 | use sst
Patching Information ~ Corfiguration

Operations to run: Output Window:

TestWSUS | | Test GPO Settings |
WSUS Certificate Functions
Generate New Signing Certificate
Set Extemal Signing Certificate
Path: Browse

Password: I J

Set Signing Certifcate in WSUS

Install Signing Certficate

Export Signing Certificate from WSUS
Delete Signing Centificate in WSUS

Group Policy Functions
GPO Name: [WSUS -CSl

[] GPO to Support SCCM Patch Deployment
[] GPOto Install WSUS Certificate

| Create / Update SVM Group Policy Setings
[ Dump Al GPO Information

To following topics related to Windows Server Update Services (WSUS):

® WSUS/System Center
®  (Creating the WSUS-CSI GPO Manually
® Integrate SYM with WSUS/SCCM and Deploy a Patch

® Setting Up Clients to Access WSUS

Flexera SVM Client Data Tool

Flexera SVM Client Data Tool will allow you to pull and store your SVM data in a Microsoft SQL database to keep for as long
as you wish.

On successful installation of Software Vulnerability Manager Client ToolKit, a new shortcut SVM Client Data tool will get
created in your desktop.
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To pull data, perform the following process:
® Create Database Connection

® AddAccount

® Configure Logs Directory

® SyncData

ClientData

Alongside the SVM Client Data Tool, PowerBI templates have been included. With these Power Bl templates, you can

generate trend reports for the existing data. For more information on generating reports, see Generating Data Trend
Reports.

Create Database Connection

To create a Database connection in Client Data Tool, perform the following steps.

Task To create a Database connection:

1. Double click on the shortcut created on your desktop, Flexera SVM Client Data windows pane appears.

2. Click Database Connection button. The Database Connection window appears.
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SVM Client Data - | X
Add I Database Connection I
Site URL: ‘ https: f/csi7.secunia.com | \ e |
User Name: [ |
Password: ‘ [ patabase Connection X

‘ Add Account to U
Server: | [
Authentication: I -J
Logs Directory: |C: i)
Login ID | |
Drag a column header here to group by that column Password: | |
User Name |site ur | Device Lo Catalog: | l
»
|| save & Connect automatically
[ Connect ] | Create l | Close
4 4 « Recordiofi *» wmid =/ % 4
© 2020 — 2021 Flexera. Al rights reserved. Data Privacy. Version: 1.2

3. InServerfield, enter SQL Server name.

4. InAuthentication field, you can select authentication type as either Server Authentication or Windows

Authentication.
SVM Client Data - | X
A I Database Connection I
Site URL: 2 ffcsi7 . ia,
‘ https: fjcsi7.secunia.com ‘ \ PR |
User Name: [ i
Password: ‘ [¥] Database Connection x
‘ Add Account to i
Server: SVM-TESTA |
- - Authentication: | Windows Authentication |-
Logs Directory: |C:\ i —
= | LoghID: Server Authentication
) Windows Authentication
Drag a column header here to group by that column Password:
User Name | Site Url I Device Laj Catalog:
»
|| save & Connect automatically
[ Connect I | Create | | Close
I 4 « Racordiofl » » ni+ = # ./ x
© 2020 — 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

5. Ifyou select Server Authentication, then enter Login ID and Password.
6. In Catalog field, enter the catalog name.

7. After entering the details, click Create button.
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I svM Client Data B & &
Add Account [ Database Connection |
Site URL: | ttps: fcsi7.secunia.com | \ Sync Data |
User Name: [ ]
Password: ‘ [ patabase Connection X
‘ Add Account to Ui
Server: [svM-TESTA \

— — Authentication: ‘Senrer Authentication - |
Logs Directory: |C:iimmme o o . = ]

Login ID: e ‘
Drag a column header here to group by that column Password: ‘ﬂnﬁ.n,.‘ ‘
User Name | Site Url | Device Lal Catalog: ‘qaftest ‘

[/] save & Connect automatically

Connect Create | ‘ Close
4 44 « Recordlofl * w w4 = F 7 %
© 2020 — 2021 Flexera. Al rights reserved. Data Privacy. Version: 1.2

8. Upon successful action, Database created in the Microsoft SQL Server.

9. Once Database created, you can Connect to the Database.

Add Account

To add account in Client Data Tool, perform the following steps.

Note « Make sure that the Database is connected. For more information, see Create Database Connection.

To add account:
1. InAdd Account, by default Site URL will be displayed
2. Enterthe User Name and Password, and click Add Account to List button.

Added account will then be listed in the below section.
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[ svM Client Data - ] X
Account
_ { Database Connection |
SEN httos: / —"
| ttps:/f | [ i |
User Name: [— e — e — |
Password: ‘ = = | Cancel
i Add Account to List { ‘ = |
|
Logs Directory: | C:\. ~||  save
Drag a column header here to group by that column p
| User Name | Site Url 1, Device LastRun ‘ Device History LastRun | Software History Las ‘ Status
| > | — https: /[ | 10/25/20215:53AM | 10/25/2021 5:53AM | 10/25/2021 5:53 AM
I 4 « Racordiofi » W w4 = 2 X
© 2020 — 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

Configure Logs Directory

To configure logs directory, perform the following steps.

To configure Logs directory:

1. InLogs Directory field, enter desired path in the text box orclick ~~ icon and select the path that you want to save
the log files generated.

2. Click Save button to take effect.
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[ svM Client Data - ] X
Add Account T
Database Connection |
Site URL: https: (/csi7.secunia.com
| https:/ | i |
User Name: [ |
Password: ‘ S ————— | Carcal
‘ Add Account to List | |
Logs
| Logs Directory: |immmes — s — = || save |
Drag a column header here to group by that column p |
I User Name | Site Url | Device LastRun | Device History LastRun | Software History Las ‘ Status
SS9 | hitps: /SN < 10/28/2021 4:02 AM | 10/28/20214:02AM | 10/28/2021 4:03 AM
4 44 « Record 1ofl * w4 = # o/ |
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

Sync Data

To pull data to Microsoft SQL server, perform the following steps.

Note « Make sure that the Database is connected and SVM account is added. For more information, see Create Database
Connection and Add Account.

To pull data to Microsoft SQL server:

=Y

. InClient Data Tool, click Database Connection and connect to the database server. for more information, see Create
Database Connection.

2. Ifrequired, you can add multiple SVM accounts. For more details on adding the account, see Add Account.

3. Ifrequired, you can configure the log directory where the log files are getting generated. For more details, see
Configure Logs Directory.

4. Click the Sync Data button. It starts pulling data to the Database.

5. Upon successful action, sync details will display in the below section.
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[ svM Client Data - (] %
Add Account I
Database Connection |
Site URL: httns: fjcsi7. i,
‘ ttps: fcsi7.secunia.com | i |
User Name: (- - = |
Password: ‘ [ —————— | Carcal
‘ Add Account to List | Logs |
Logs Directory: |C:\ s o = ~| | save
Drag a column header here to group by that column p [
User Name | Site Url | Device LastRun Device History LastRun | Software History Las. . | Status
P | ——— https: /SN  6/22/2021 5:24 AM 6/22/2021 5:24 AM 6/22/2021 5:24 AM Success
——— - https: /RN  6/22/2021 5:24 AM 6/22/2021 5:24 AM 6/22/2021 5:24 AM Success
4 44 « Record 1ofl * w4 = # o/
© 2020 — 2021 Flexera, All rights reserved. Data Privacy. Version: 1.2

6. Syncdata will be available in tables and views.

Connect~ ¥ " = 7 & &

= @ SYM2019-WIN10 (SOL Server 15.0.2000.5 - SVM201¢
= Databases
System Databases
Database Snapshots
B | SVM
Database Diagrams
Tables
Systern Tables
FileTables
External Tables
Graph Tables
B dbo.Device
FR dbo.DeviceHistory
FH dbo.History
ER dbo.PropertyValue
B dbo.SoftwareHistory
FF dbo.Userfccount
FH dbo.XPObjectType
= Views
Systern Views
dboswwDeviceStatusBySystemScore
dbowwProductCriticalityByDate
dboswProductStatusByDate
dbowwSoftwareCriticalityForDevices
External Resources

FEREEEEBE

B BB

BB

+

B B

[E3]

] Svnonvms

7. You can manually sync data or you can schedule automation for the data sync. To schedule automation, see Schedule
Automation for Sync data.
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Schedule Automation for Sync data

To schedule automation for sync data, perform the following steps.

124

To schedule automation for Sync data:

1.

2.

Type Task Scheduler in the Windows Start menu and click on Task Scheduler to launch task scheduler.

On the Actions tab menu, select Create Task option. The Crete Task dialog box appears.

(@ Task Scheduler
File Action View Help

T

@
2

Connect to Another Computer...
Cr ic Task.

rary (Last refresi

Import Tosk.-.

o oy Connect to Another Computer..
spl wnning Tasks = < 5 - . Z .
that your computer will carry out +To begin, Actio
Disable All Tasks History iR At Yo spedy, b ey T Creste Basic Task-
% Create Task..
AT S A t :::sw Library. To view or perfc peratic indivi inthe ibrary and click Import Task..
Refresh [ Display All Running Tasks
Help I ] Disable All Tasks History
e At seniceAcounConfigrion
Status of tasks that have started in the following time period: Last 24 hours - View 4
‘Summary: 231 total - 1 running, 225 succeeded, 3 stopped, 2 failed :* Refraihi
[ relp

Task Name Run Result  Run Start Run End Triggered By 2

B NET Framework NGEN v4.03031...

B NET Framework NGEN v403031..

B AC Power Install (last run succee-.

[ Adobe Acrobat Update Task (last...

[ AdobeAAMUpdater-10-FLEXER.. .

[apes |

Active tasks ) rabled v

Summary: 122 total

Task Name Next Run Time Triggers Loaation 2

MierosoftdgeUpdateTaskMachine..  6/28/2021 63052 PM At1030AM every day -~ \

Office Serviceability Manager 6/28/2021 6:40:15 PM At210PM every day - Al Mierosoft\Office

GoogleUpdateTaskMachineUA 6/28/2021 T0552 PM AL 1005 PM every day - .\ v

Last refreshed at 6/28/2021 6:30:05 PM | Reen |

It consists of five tabs:

General
Triggers
Actions
Conditions

Settings
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(5 Create Task

General Triggers Actions Conditions Settings

Name: |

Location:  \

Author. FLEXERA), /s s S
Description:

Security options

When running the task, use the following user account:

FLEXERA), S S——
(®) Run only when user is logged on

(O Run whether user is logged on or not

Change User or Group...

Do not store password. The task will only have access to local computer resources.

[] Run with highest privileges

[] Hidden Configure for:  Windows Vista™, Windows Server™ 2008

Cancel

4. In Generaltab.

In Name field, enter the task name.

In Description field, enter description for the task.

In Security options section, you can configure which administrator account can run the task.

Select the Run whether user is logged on or not option.

Select the Run with highest privileges option, If the task requires the highest privileges.

Select the Hidden option, If you want to hide the task.

The Configure for settings are changed only when you are required to use a different compatibility option.

Click Ok button.
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(5 ClientData Properties (Local Computer) X

General Triggers Actions Conditions Settings History

Name: ClientData
Location:  \
Author: SVM2019\Administrator

Description: | to store SVM data

Security options

When running the task, use the following user account:

Administrator Change User or Group...
(O Run only when user is logged on

(® Run whether user is logged on or not

[[] Do not store password. The task will only have access to local computer resources,

] Run with highest privileges

[¥] Hidden Configure for  Windows Vista™, Windows Server™ 2008 -

o

5. InTriggers tab.
® Click the New button. The New Trigger dialog box appears.
® Click the Begin the task drop-down and select one of the triggers from the list.

® Select Daily, Start date and time, and then enable the settings. Click Ok to schedule the task.

@ Create Task New Trigger e
General Triggers Actions Conditions| Beginthetask: Ona schedule A
Settings

When you create a task, you can specify|

() Onetime Start: | 6/30/2021 S~ 112:54:00 AM S | [] Synchronize across time zones

Trigger Details @ Daily ——
1
O Weekly Recur every: | days

O Monthly

Advanced settings
[] Delay task for up to (random delay): -
[] Repeat task every: - for  durat

p all running tasks at end of repetition duration

[] Stop task if it runs longer than: i i)

L Expire: /302022 125425 AM 1 Synchronize across time zones

[4] Enabled

Edit... Deld

[Tox ]| cancel

6. IntheAction tab.
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®  Click the New button. The New Action dialog box appears.

® Click the Action drop-down and select one of the actions from the list.

® Under the Settings section, in the Program/script field, specify the path for the application (SVMClientData.exe).
® Inthe Add arguments (optional) field, you can specify Sync Data.

® Inthe Startin (option) field, specify the installation folder of the SVMClientData.exe

®  After selecting the above fields, click the Ok button.

@ Create Task New Action X
General Triggers Actions Conditions ~ Setting You must specify what action this task will perform.

When you create a task, you must specify the al  Action;  Start a program .

Settings

Action Details :
Program/script:

‘ogram Files\Flexera Software\Client Toolkit\Client Dala.exe| . Browse,..

Add arguments (optional): SyncData |

Start in (optional): Ira Software\Client Toolkif|

Edit... Delete

7. After completing the steps, authenticate with your account credentials, and then the task will run automatically on
schedule or event using the specified settings.

Generating Data Trend Reports

With the Power Bl templates you can generate a trend reports for the existing data. To generate a data trend reports,
perform the following steps.

Task To generate Data Trend Reports:
1. Download Power Bl Desktop (https://powerbi.microsoft.com/en-us/downloads/).
2. Open the Power Bl Desktop.

3. Click on the File menu, select Import, and select Power Bl Template.
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4.

5.

©

New Import

Open report

Power Bl template
Save " | P

Save as

B Power Bl visual from file
Get data

@ Power Bl visual from AppSource

Power Query, Power Pivot, Power View
Publish

Options and settings

Get started

Select the desired template from the Client Data Tool\Report Templates\Power BI folder.

Note - Alongside the SVM Client Data Tool, Power Bl templates have been included.

Once the template is selected, change the database source as mentioned in the below steps:
® Click on the File menu, select Options and settings, and select Data source settings.

The Data source settings dialog box appears.
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®

New Options and settings
Open report

Opti
S {C:)} ptions

Save as

D?} Data source settings

Get data

Import
Export

Publish

Options and settings

Get started

® Inthe Data source settings, select Data sources in current file by clicking on the radio button, and click the
Change Sources button. The SQL Server database dialog box appears.

Data source settings

Manage settings for data sources that you have connected to using Power Bl Desktop.

¢ Data sources in current file O Glaobal permissions
Search data source settings ﬁ‘l
Change Source... | ‘ Export PBIDS ‘ ‘ Edit Permissions... ‘ ‘ Clear Permissions| - |

Close

® Inthe SQL Server database, enter the server (port) details and the database details. Click Ok button.
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SQL Server database

Server (i)
[ sve iy |

Database

A

» Advanced options

S [ |

® Upon successful action, the database source is updated.

6. You can see the report for the selected Template.

Fle  Home Insert Modeling  View Help Format  Data/Drill
> Cut 45 - 4
HiE GhEebE® b B B dEd
e B Copy Get Excel PowerBl SQL Enter Datoverse Recent | Tronsform Rehiesh  New Text More | New  Quick Publish
< Farmat painter | data v datasets Server data sourcesv | datav visual box visualsv | measure measure | (preview,
Cipbeard oats Queries et Cakcdations Sersitioty | Share ~
I fDevices by Criticality ) 5 7 B e et ProdctNanie Crticatiy Year Quarter Week Day & B P
i y T e . & A < Visualizations > Fields >
®Edremely Crtical @ Highly Critical ' Moderately Critical % Less Critical @Nat Critical CSIPWINDOWST0  Google Chrome 72x Ertremely Crincal 2020 Qb 1 o
CSTWINDOWS10.  Google Chrome 72x Extremely Critical 2020 Qir | 6 6
= 102 83 03w 103 103 | CSITWINDOWS10  Google Chiome 72x Extremely Critical 2020 Qe 1 TN = EpEME MR P search
= CSITWINDOWS10  Google Chrome 72.x Extremely Critical 2020 Qtr 1 R} — o b B Wk 2
25 CSMWINDOWS10  Google Cirome T2 Exremely Citeal 2020 Qe 2 1 FHTLEQ®OE - E wsoarec.
CSITWINDOWS10  Google Chrome 72x Exemely Critical | 2020 Q2 23 5 .1 =
CSMWINDOWS10  Googla Chroma 72x Exvemely Crivcal 2020 Qur 2 % 13 CBamESE
CSMWINDOWS1D.  Googls Chrome 72 Edremely Cibeal 2020 Q2 20 15 EEERMVE
CSITWINDOWS10  Google Chrome 72x Exremely Critial 2020 Q3 27 1 -
CHTWINDOWSID  GoosloCvame 2 ety st 2030 3 %6 -
CSTWINDOWS10  Google Chrome 72x Extremely Critical 2020 Qur 3 L ? @
CSITWINDOWS10  Google Chrome 72x Exremely Criical 2020 Qu3 30 1
CSITWINDOWS10  Googls Chroma 72x Exvemely Crincal 2020 Q3 34 18
» CSITWINDOWSID  Google Chrome 72 Exvemely Citical 2020 Qu3 3
g CSITWINDOWS 10 Google Chrome 72 Exremely Critical 2020 Qud 46 1 Date VX
H CSTWINDOWS10  Goagle Chrome 72x Exvemely Crivcal 2020 Q4 46 1 Vear %
= CSMWINDOWS10  Goagle Chvome 72x EvemelyCiucal 2020 QU4 44 28 Quarter *
. | CSITWINDOWS10 Google Chrome 72 Earemely Critical 2020 Qtr 4 4 30 X
DESKIOP-ORILCTG  Acobe Flash Flajer 28x Exremely Crivcal 2020 Qe 1 T A =
DESKTOP.ORIICTG  Adobe Fiash Prayer 28x Exremely Critical 2020 Qe | s 6 Day. Vv x
DESKTOP-ORSLCTG  Adooe Fiash Prayer 28 Exvemely Critical 2020 Qte 1 7 n
DESKTOP-ORSICTG  Adoce Flssh Playet Z8x Exwemely Criveal 2020 Qur 1 ERE ] tegerd
DESKIOP-ORSLCTG  Adave Fiash Player 28x Exvemely Criteal 2020 Qur 2 B 1
DESKTOP-ORSLCTG  Adobe Fiash Player 28 Extremely Critical 2020 Qur 2 A Add data fiefds here
DESKTOP-OR3ICTG  Adobe Flash Player 28x Extremely Critical 2020 Qtr 2 % 1
DESKIOP-ORICTG  Adobe Fiash Player 28x Exvemely Cincal 2020 Q2 W 15 e
DESKTOP-ORSLCTG  Adabe Flash Plaver 28 Exvemely Cacal 2020 Qw3 27 1 P o  GS
DESKIOP-ORILCTG  Adote Flash Player 28x Earemely Critcal 2020 Q3 36 1
DESKTOP-ORSLCTG  Adooe Flash Plaver 28x Exwemely Critical 2020 Qur 3 4 18 Highly Critical i
DESKIOP-ORIICTG  Adobe Flash Player 26x ExemelyCriical 2020 Q3 30 19 Moderately Critical /X
DESKTOP-ORILCTG  Adabe Flash Player 28 Extremely Critical 2020 Q2 34 18
DESKTOP-OR3LCTG:  Adobe Flash Player 28x Extremely Critical 2020 Qi3 312, Less Critical ViR
L Dote Ouarter Woek 4 DESKIOP-ORSLCTG _ Adobe Flsh Paver 28 Eavemely Critieal 2020 QU4 45 11 NotCitial Fx
Pl ! "" Secondary values

7. You can generate reports:
® (Criticality status by device
®  (Criticality status by product
® Device status by system score and date
® Secure status by product
8. Onthe File menu, click Save to save your changes.

9. OntheFile menu, click Save As. The Save As dialog box opens. The Save As dialog box lets you specify the name and
location where you want to save the template.

10. To export the report, select Export > Export to PDF from the File menu.
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©®

New Export
Open report

Power Bl template
Save 4 ‘ P

Sa
ave as or] Export to PDF

[

Get data

Publish

Options and settings

Get started

Join Flexera’s Customer Community

Join Flexera’s Customer Community - the place to go for case management, knowledge base articles, and product forums.
A community of customers is waiting to meet you! To get started:

® Register (https://rebrand.ly/welcome-to-flexera) for a Welcome to Flexera session. These sessions are hosted by our
Customer Success team. You’ll get a high level overview of Flexera and its product and support resources.

® Visit our Customer Community (https://community.flexera.com/t5/Software-Vulnerability-Manager/ct-p/Software-
Vulnerability-Manager). We extend case management privileges to two individuals per organization. If you need to
update your technical contacts in Flexera’s Customer Community, the following video explains how to do that: https:/
/www.youtube.com/watch?v=bSD28T432QA&list=PLCuhlHqgMRwWqqBAOs0_DKa30XElim50RR&index=6

® Anticipate an email from our Community containing your user credentials. Your organization’s administrative contact
(many times an individual in procurement or finance) has the ability to assign case management privileges.

® Request (https://community.flexerasoftware.com/register.php) access to our product forums! It’s a great way to
exchange best practices and tips and tricks with other customers like you!
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The Dashboard provides an overview of your hosts with the help of various “portlets”. Portlets are a collection of

The Dashboard

components that graphically display key data and allow you to create profiles which can display a unique combination of

portlets.

The first time you login to the Software Vulnerability Manager console the Dashboard page will only display the Overview

portlet. Select the Dashboard elements you want to view from the drop-down list on the upper left of the page. You can
then either save the profile or, if you have created several profiles, set it as the default profile. You can also delete, add a

new profile or reload the current profile view.

Click the Fullscreen View button to view the Dashboard page on full screen.

To exit the fullscreen view, click on the Standard View button.

You can see the Currently (vs Last Week), Last Week, and Last Month data for the respective widgets.

Select dashboard element to insert ~ | Profilet (defaulty
Overview

All Hosts =

Currently (vs

-~ saw

Last Week 02

3

LastWeek) Month
Average Flexera System Score: (+4%) 87% 8% #1%
Hosts: 19 19 16
Programs: nsecure ) 32 V]
End-of-Life: 7 81 i
secure 1.818 1819 1622
2,239 2,243 2,035
Operating Systems: Insecure 4 4« 4
End-ofLife: 0 0 0
Secure 1 u_n
1 RO
TOTAL: 2251 2261 2,050
Most Prevalent End-ofLife Software Instaations
All Products -
# | Sohware Name Curenty | LastWeek | LastMonth
1 Apachelogdi12x " " 1
2 Mozila Firefox 117 3 3 2
3 Mogilla Flrefox 116 3 3 3
4 Mogila Thunderbird 102 s 3 1
5 rver Managament 3 3 2
6 3 3 3
7 3 3 1
8 3 3 3
9 2 2 3
10 Google Chioms 113 2 2 2
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Microsoft ODBC Driver for SO Server
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osoft OLE DB Dirver for SQL
Server 18x
i

Palo Alto Networks GlobalProfect 6.x
Microsoft NET Framenwork 4.x

Wireshark 4

Microsoft Edge (Chromium-Based)

Puise Secure Clisnl 9.x

Software Overview - Status of Installations.
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I Hosts -

Currently
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1
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Vulnerabilities Found vs. Vulnerabilities Resolved Widget

Vulnerabilities Found vs. Vulnerabilities Resolved widget use to enhance security visibility and tracking.

Feature Overview:

® Displays monthly trend data for total and distinct vulnerabilities identified across environments.

®  Tracks the number of vulnerabilities successfully remediated each month.

®  Provides insights into active remediation trends, helping teams effectively monitor security efforts.

This new widget offers a clearer view of vulnerability management progress, enabling proactive risk mitigation across

organization.

Vulnerabilities Found Vs Vulnerabilities Resolved

Group Stack
:S:‘ | | I I I
T
- - “ - - - » v v
] ’ o i & " ] J
] ~ } L= ] = 3 4
] I N 37 )" N Y N
5 E; g & 3 g $ E ]
> = < 4] o] Z 0 = uw

‘ @ Vulnerabilities Found  Vulnerabilities Resolved

Q

Tip - Click '* in any portlet to refresh the data displayed. You can further filter the data in portlets that allow Smart Group
selection.

Q

Tip « Click 2] in any portlet for more detailed information on the data displayed.

Note « You can only load one unique portlet at a time.
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Q

Tip « You can toggle between Full screen and Standard views and click Export to download a PNG image of the current
Dashboard Profile.
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Agent Details

Software Vulnerability Manager Cloud Edition requires an Agent to be installed on your server to scan your environment for
vulnerabilities. Installing the Software Vulnerability Manager Agent file csia.exe requires administrative privileges. When
scanning your environment, the Agent collects data from each device that is scanned.

The following sections provide further details:
® Agent Administrative Privileges

® Agent Data Collection

® Agent Thread Priority

® Agent Caching of Scan Rules

Agent Administrative Privileges

The Software Vulnerability Manager Agent requires administrative or root privileges for the following functionality:
® Install or uninstall the service

® Update configuration data stored in per-machine locations (Examples: MachineGUID (written once); last scan time
(updated each scan))

® Scan the entire hard drive for vulnerable software (non-administrative users cannot read other users’ local files)

Note « At this time, it is not feasible to skip parts of this functionality when installing the Agent without administrative or root

privileges.
The Software Vulnerability Manager Agent requires network connectivity (HTTP/HTTPS) to https://csi7.secunia.com.

See the diagram below for an overview of the Software Vulnerability Manager Cloud System Architecture.
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INTELUGENCE BY SECUNIA RESEARCH

Software Vulnerability

Manager

DEPLOYMENT
SYSTEMS

SYSTEM ARCHITECTURE - CLOUD

Patches SVM BACKEND

https://dl.csi7.secunia.com
https://csi7.secunia.com

https://agent.csi?’.secunia.comsvM SERVER

Cert Revocation Check
crlverisign net

ﬂ crl thawte com
httpy//ftimestamp.digi
cert.com

Flexera

Agent Data Collection

After scanning your environment, the Software Vulnerability Manager Agent collects the following data, which is
summarized into a single POST to https://csi7.secunia.com. The Agent collects data from Windows, Red Hat Enterprise
Linux (RHEL) and macOS operating systems. The data collected varies by operating system as described below.

138

All operating systems
® Machine name

°

°

® |Paddress

® MAC address

® Time (GMT, local)
Windows

® Distinguished name
°

°

MachineGUID (generated by Flexera)

System type (architecture / operating system)

List of security Knowledge Base articles installed or pending, source thereof

List of vulnerable and unrecognized applications from the File System scan:

Sends only:
®  File path
® Filesize
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® Metadata from the Portable Executable (PE) header to recognize known software (Examples: timestamp,
machine architecture)

® Metadata from the Version Block to recognize known software (Examples: product name, product version,
company name, original file name, internal name, file version, comments, file description, legal copyright,
legal trademarks, private build, special build)

®  Files collected are filtered by scan rules or type
® Locations of well-known system folders (Example: C:\Program Files)
® List of drives discovered or scanned

®  Processing time and other profiling measures

Red Hat Enterprise Linux (RHEL)
® |jstofinstalled Red Hat Package Managers (RPMs) from rpm

® |ist of packages with security updates using the Yellowdog Updater Modified (YUM) tool

macOS
® |jst of applications from the File System scan of .plist sends only:
®  File path

® Metadata from the list used to recognize known software (Examples: author; description; CFBundle: display
name, identifier, short version string, version, executable, get info string, name, package type;
NSHumanReadableCopyright)

® List of operating system updates queried from the system

Agent Thread Priority

Agent sets the lowest thread priority (THREAD_PRIORITY_IDLE) by default and begins background processing mode so that
it can perform background work without significantly affecting activity in the foreground. The thread priority can be
changed via command line (--scan-thread-priority) or registry (ScanThreadPriority) as explained below:

All Agents-specifics

SVM Agents will begin background processing mode so that it can perform background work without significantly affecting
activity in the foreground. By default, SVM Agents for Windows, Linux, macOS will be installed with lowest thread priority:

THREAD_PRIORITY_IDLE

Windows/Linux-specifics

The thread priority can be changed via the command line using the following optional command-line parameter supported
by the Agent for Windows/Linux:

--scan-thread-priority
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Windows-specifics
On Windows hosts (SVM Agent for Windows), the configuration of thread priority is more flexible.

You can also configure the default thread priority of your Agents through the Windows registry entry ScanThreadPriority by
specifying one of the following available values:

® 0: THREAD_PRIORITY_NORMAL

® 1: THREAD_PRIORITY_BELOW_NORMAL

® 2: THREAD_PRIORITY_LOWEST

® 3: THREAD_PRIORITY_IDLE

ScanThreadPriority is setup as a DWORD registry value in the Windows Registry.

The agent reads the setting from HKLM\SOFTWARE\Wow6432Node\Secunia\CSI Agent when running under the Local
System account, and from HKCU\SOFTWARE\Secunia\CSI Agent when running under a different domain service user
account.

See SetThreadPriority Windows API for more details about the parameters of thread priority.

The Software Vulnerability Agent doesn’t use the background processing mode when THREAD_PRIORITY_NORMAL is
specified.

macOS-specifics

The scan thread priority for macOS-based SVM Agents cannot be changed due to known performance problems when
different than the lowest thread is being used by the SVM Agent on macOS hosts.

Agent Caching of Scan Rules

140

New scan agents available with this release, will now cache scan rules. Agent servers will determine if the agent needs a
new set of rules and will only push these rules if needed. This will result in decrease in the amount of network traffic
generated by the scan agents which will be especially beneficial in very large environments. To take benefit of this
enhancement, the current version of the scan agent in your environment should be upgraded to the new version of the
agent-7.6.0.15 or later.
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Scanning

Software Vulnerability Manager allows scanning of target hosts using the following approaches:

® Single Host Agent-based scans are conducted by the Software Vulnerability Manager Agent that can be installed in
different modes: Single Host mode, Network Appliance mode, or Command Line mode.

® Alternatively, you can scan the target hosts by launching a scan from the system where the Software Vulnerability
Manager console is running. By using this approach, no software is installed in the target hosts. The scanning is
performed using standard operating system services. This scan is also referred to as a “remote scan”.

The various types of scan are listed and shown below:

® Agent-based Scan - Requirements for Windows

® Agent-based Scan - Requirements for macOS

® Agent-based Scan - Requirements for Red Hat Enterprise Linux (RHEL)
® Remote/Agent-less Scan - Requirements (Windows)

® Remote Scanning Via Software Vulnerability Manager (Agent-less Scan)
® System Center Inventory Import

® Remote Scanning Via Agents

® Scanning Via Local Agents

®  Run Scan from System Center Configuration Manager (SCCM)

® Scanning macOS

® Scanning Red Hat Enterprise Linux (RHEL)

Filter Scan Results
® Completed Scans
® [nventory Assessment

Below is a visual overview of the Software Vulnerability Manager scanning options:
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ASSESSMENT/SCANNING OPTIONS

2
<
INVENTORY
IMPORT

HTTP(S)

HTTP(S)

FLEXEra

Note - Ifthe WSUS Self-Signed Certificate will be used to sign the update packages created by Software Vulnerability
Manager, you can use a different certificate as an alternative.

[®

Important « Administrators must ensure that Software Vulnerability Manager, and its scanning Agent respectively, have
access to all necessary system and online resources which allow the application to run as intended. The following addresses
should be allowed in the Firewall/Proxy configuration to ensure that the client system is allowed access to these online
resources: crl.verisign.net, crl.thawte.com, http://*.ws.symantec.com, and https://*.secunia.com/

Agent-based Scan - Requirements for Windows

The flexibility offered by Software Vulnerability Manager ensures that it can be easily adapted to your environment.

If you choose to scan using the installable Agent (Agent-based scans), as described in Single Host Agents, the following
requirements should be presentin the target hosts:

® Administrative privileges (to install the Software Vulnerability Manager Agent - csia.exe)
® Microsoft Windows Server 2012 R2 or Later (2016, 2019)

®  Microsoft Windows Operating System: Windows 10, Windows 11

® Internet Connection - SSL 443/TCP to https://*.secunia.com/

® Windows Update Agent 2.0 or later
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Agent-based Scan - Requirements for macOS

The following requirements should be met before installing the Single Host Agent on an Intel/arm based macOS machine:
® Supported Systems:

® 10.8 Mountain Lion

® 10.9 Mavericks

® 10.10 Yosemite

® 10.11ElCapitan

® 10.12Sierra

® 10.13 High Sierra

® 10.14 Mojave

® 10.15Catalina

® 11BigSur

® 12 macOS Monterey

® 13 macOS Ventura

® 14 macOS Sonama

® 15macOS Sequoia
®  Administrator privileges at minimum (‘root’ privileges required for the installation)
® Internet Connection - SSL 443/TCP to https://*.secunia.com/
® The userinstalling the Agent must have 'execute' permissions on the file (chmod +x)

Note - To install and scan Mac Agent in Mac OS Big Sur and above with ARM Architecture, you need to install Rosetta

software. softwareupdate --install-rosetta

Agent-based Scan - Requirements for Red Hat
Enterprise Linux (RHEL)

Note « The csia agent for RHEL is architecture independent (that is, it works for 32- and 64-bit).

To install the Single Host Agent on a Red Hat Enterprise Linux (RHEL) machine, the user:
® Must be a member of the sudoer group.
®  Must have write access to the /etc/csiafolder to save configuration data.

® Must have a RHEL machine that supports the following operating systems:
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® RHEL 7:requires: bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libstdc++(x86-32), libuuid(x86-
32), yum

® RHEL 8:requires: bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libstdc++(x86-32), libuuid(x86-
32), yum

® RHEL 9:requires: bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libstdc++(x86-32), libuuid(x86-
32), yum

For further RHEL agent installation information, see Installing the Software Vulnerability Manager Agent for Red Hat Linux.

Note - It may be possible to install the scan Agent on RHEL operating systems and configurations other than those described
above. However, these have not been tested and are not supported by Flexera.

Remote/Agent-less Scan - Requirements
(Windows)

If you prefer to scan without installing the Software Vulnerability Manager Agent (Agent-less scans), the following
requirements should be present in the target hosts:

®  Ports 139/TCP and 445/TCP open inbound (on hosts)

® Filesharing enabled on hosts

® FEasy/simple file sharing disabled

® Windows Update Agent 2.0 or later

Required Windows services started on hosts:

® Workstation service

®  Serverservice

® Remote Registry service (by default is disabled on Win7/Vista)
® COM+ services (COM+ System Application: Set to Automatic)

In order for a remote/Agent-less scan to succeed, the user executing the scan - whether that’s the user running the
Software Vulnerability Manager console or the user for the service running the network appliance - must have local
administrative privileges on the scanned hosts.

When performing Remote/Agent-less scans, the result may be displayed as Partial in the Completed Scans page. This is
caused by the Windows Firewall default settings that block the RPC dynamic ports.

On the host, in Windows Firewall, the user should create an inbound rule to allow inbound traffic for all products that use
RPC dynamic ports.
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Task To create the rule:
1. From Windows Control Panel (View by Category) > System and Security > Windows Firewall, select Advanced settings

2. Select Inbound Rules in the Windows Firewall with Advanced Security on Local Computer pane and then select New
Rule in the Actions pane

3. The New Inbound Rule wizard opens

4. Select Custom rule and click Next

5. Select All programs and click Next

6. Inthe Protocol and Ports window:

7. From the Protocol type: drop-down list, select TCP

8. From the Local port: drop-down list, select RPC Dynamic Ports

9. Click Next until the Profile window appears

10. Clear Private and Public, select Domain and click Next

11. Give the rule a name, for example: Software Vulnerability Manager
12. Click Finish

Once you have created the rule, use the Software Vulnerability Manager console to perform a remote scan of the PC. The
host will connect to Windows Update and the scan status should be displayed as Success in the Completed Scans page.

Remote Scanning Via Software Vulnerability
Manager (Agent-less Scan)

These scans are performed in an Agent-less manner and the credentials used by Software Vulnerability Manager to
authenticate on the target hosts will be the same as those of the user that launched the Software Vulnerability Manager
console.

This section describes the features for this Agent-Less Scan:
®  Quick Scan
® Scan Groups

® Scan Progress

[®

Important « Please consider the system requirements for the Scan Groups/Agent-less scans, described in Remote/Agent-less
Scan - Requirements (Windows).

Note « This is available using MS Edge in IE mode with Active X plugin installed. For more information, see Download and
Install the Software Vulnerability Manager Plug-in.
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Quick Scan

Use this page to conduct quick, on-demand, scans from your Software Vulnerability Manager console against remote hosts

on your network or your local PC. Enter the scan type and IP address range for the hosts you wish to scan in the Enter hosts
to scan screen and click Scan Hosts.

For local host scanning, click Include this computer in scan.

Enter hosts to scan
Scan Type
(@) Type 2: All Paths (Recommended)
() Type 1: Default Paths
IP Range

From: | Enter IP address

Ta: | Enter IP address

IP Addresses or Computer names

Enter host names and ip addresses here

Scan this computer (localhost)

[¥] Include this computer in scan

| Scan 1 Host |

To make sure that you are able to remote scan the target host, please ensure that all the system requirements for the
remote scan are in place.

The progress can be seen under Scan Progress.

Scan Groups

This page displays a list of Scan Groups you have created. To start a scan, right-click the group name and select Scan
Group.

Scan 1 selected group  Mew Scan Group

Scan Group =

ChrisTe
Edit Group
Scan Group
Delete Group

If you are scanning remote hosts, your current login credentials, or the ones you supplied via “Run as...” will be used to
authenticate against the remote hosts when conducting the scan.

Click New Scan Group to create and configure a group of hosts to be scanned.
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New Scan Group: s

Name & Scan Type IP Ranges IP Networks Hosts & IPs

Name: | |

Scan Type: () Type 3: Inspect all .dll, .exe, and .ocx files (Slow)
(@) Type 2: All Paths (Recommended)
() Type 1: Default Paths

Microsoft Update: Check for missing Microsoft security updates has been globally enabled by the
partition administrator.

Cancel

After navigating through the different tabs: Name & Scan Type, IP Ranges, IP Networks and Hosts & IPs, click Save to create
the scan group.

Scan Progress

Use this page to track the scans being conducted. You can also configure the number of simultaneous scan threads (the
default value is set to 5) as described in Settings.

Overall Scan Progress
Time Elgpsed: 10 seconds
Scans Completed: 0
Scans Remaiing: 1

Overall Scan Progress:

| ‘
Thiead 1 of3:

|
anning (| Loca king for Windows upd

Thiead 2 of3:

Thiead 3 of 3
Thiead 4of 3
Thread 5 of 5:

Thread 6 of5:

| Sop Al Sears |

System Center Inventory Import

Scan results are obtained from the data collected by the System Center software inventory agent, which avoids the need to
install the Software Vulnerability Manager Agent on each client.

To set up an import schedule, see System Center Import Schedules (Requires the Software Vulnerability Manager Daemon).

System Center integration requires the following prerequisites:

®  Setting up authentication. The user running the Software Vulnerability Manager console must have access to the
database containing the data of the System Center. For System Center Configuration Manager, the database is named
CM_ssite_code> and for System Center Configuration Manager it is named SMS_<site_code>. To add permissions,
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open SQL Server Management Studio, right-click the appropriate database, navigate to permissions and add Connect
and Select.

®  Setting up the software inventory agent. Assuming that the System Center site has been set up, open the System
Center console and ensure that the System Center client (agent) is installed on the hosts to be scanned. In System
Center Configuration Manager, go to Devices and right-click Install client. Then go to Administration > Client Settings >
Properties > Software Inventory. To configure the broadest possible pattern, select File Detail: full and add the
patterns *.dll, *.exe, *.ocx. Do not exclude the Windows directory. Less data will be generated by specifying a narrower
pattern, however, the quality of the scan result will suffer.

® |naddition, you might want to consider increasing the software inventory file size from the default of 5 MB to 12 MB.
To accomplish this, change the following registry key on the System Center Server:
HKLM\Software\Microsoft\SMS\Components\SMS_SOFTWARE_INVENTORY_PROCESSOR\Max File Size

Click Configure System Center. In the Software Vulnerability Manager System Center Configuration page, enter the System
Center Server Name. Select the Use System Center Collection Name as Site name for imported hosts check box to use the
Collection name as a host's Site name during Collection import and click Save.

If you select Manual, enter the SQL Host, SQL Port and SQL Database connection data and click Save.

In the System Center Inventory Import page, click Import Selected Collections or Import All Collections.

(o

Important « The scan result is based on the data collected by the software inventory agent, which may not be of the same

quality as that of the Software Vulnerability Manager Agent (csia). This means that there could be discrepancies between a
scan performed by the System Center integration and the csia. It may also result in some products not being detected
correctly. For higher quality scan results Flexera recommends using the csia.

System Center Import Schedules (Requires the Software
Vulnerability Manager Daemon)

Click New System Center Import Schedule and enter:
The Schedule Name.
The Next Run date and time.

The Frequency (Hourly, Daily, Weekly or Monthly) that the import will be performed or select the One-Time Import check
box.

Click Add Collections and enter the Collections to include in the Import Schedule.

Right-click an Import Schedule in the grid to edit or delete the schedule.

Remote Scanning Via Agents

You can use Network Appliance Agents for scanning one or more networks at scheduled intervals without having to install
the Software Vulnerability Manager Agent in every single target host.

With the csia.exe installed in Network Appliance mode, you will have the ability to schedule remote scans.

The hosts to be scanned can be identified by an IP-range, IP-network or Host-name.
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The Software Vulnerability Manager console allows you to easily manage the scans being performed by the Network
Appliance Agent.

[®

Important « Please consider the system requirements for the Scan Groups/Agent-based scans, described in Agent-based
Scan - Requirements for Windows and Agent-based Scan - Requirements for macOS.

Software Vulnerability Manager Agent Command
Line Options

You can use the following command line options for the Software Vulnerability Manager Agent.

® Help

® \ersion
® |Install

® Uninstall

®  Modify Settings

®  Controlling the Service

® Scanning from the Command Line

® Randomizing the Agent Scan Schedule

® Agent Configuration Options

Help

Run the Software Vulnerability Manager Agent to get instructions and a list of command line options (ignores all other
command line options, prints instructions and exits immediately). Also prints version as with
-V. Exclusive:

csia.exe -h

Version

Print the version number of the Software Vulnerability Manager Agent on the command line (exclusive):

csia.exe -V

Install

Install the Software Vulnerability Manager Agent from the command line, with configuration options. Installs as current
user, prompts for password, settings saved to HKCU:

csia.exe -i <config options>
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Install the Software Vulnerability Manager Agent from the command line to run as LocalSystem, with configuration
options. Saves settings to HKLM:

csia.exe -i -L <config options>

Install the Software Vulnerability Manager Agent from the command line to run as <user>, with configuration options.
Prompts for password and saves settings to HKEY_<user>:

csia.exe -i -R <user> <config options>

Install the Software Vulnerability Manager Agent from the command line to run as <user>, with <password> with
configuration options. Saves settings to HKEY_<user>:

csia.exe -i -R <user>:<password> <config options>

Install the Software Vulnerability Manager Agent from the command line but not write anything to the registry (also works
with-Rand-L):

csia.exe -i -N

Uninstall

Uninstall the Software Vulnerability Manager Agent service, remove all settings and delete the key from the registry where
the service reads them from:

csia.exe -r

Note - The -L and -R options are irrelevant when uninstalling.

If the service is installed but cannot be removed, then the registry settings aren't removed.

If the service is not installed, does nothing.

If the registry settings cannot be removed, a warning is given and the service is removed regardless.

To uninstall the Software Vulnerability Manager Agent service, while leaving the registry settings intact:
csia.exe -r -N

To remove the service, if installed, and delete the \Software\Secunia\Software Vulnerability Manager Agent registry key
from everywhere in the registry (exclusive):

csia.exe --delete-all-settings

Modify Settings

Save command line setting to the registry, so the service will use it. The settings are saved to the location based on where
installed the Software Vulnerability Manager Agent reads the settings from. If no agent s installed, or the settings cannot
be saved to the correct location, nothing is saved, an error is printed and the command aborts:

csia.exe -S <config option>
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Controlling the Service

Starts the service if it is not running (exclusive):

csia.exe --start
csia.exe --restart

Stops the service if it is running (exclusive):

csia.exe --stop

Scanning from the Command Line

Run Software Vulnerability Manager Agent with immediate command line scan, with options. Ignores registry settings and
server settings:

csia.exe -c <config options>

Run Software Vulnerability Manager Agent locally in service mode as current user, reading options from command line,
registry and server, with command line options taking precedence, then server options, then registry options. To stop the
service once it is running, press CTRL+C:

csia.exe -fg <config options>

If possible, run the Software Vulnerability Manager Agent locally in service mode as a different user with -L and -R. This will
read options in exactly the same way as a service, with the exception of <config options> on the command line override
which, unlike a service, has no command line:

csia.exe -fg -L <config options>
csia.exe -fg -R <user> <config options>

Order of precedence:
® Settings given on command line take precedence but, when running as a service, there is no command line.

®  Settings from server take precedence over settings read from registry.

Randomizing the Agent Scan Schedule

Set up arandom scan schedule to stagger the scanning of multiple machines within a system. This command line applies
to all platforms.

csia.exe -c -si <scan interval upper limit>
“si” represents scan interval, and the scan interval’s upper limit can be set up by the number of minutes.

For example, csia.exe -c -si 120 would mean that the scanning agent will start scanning after a delay of random
minutes, which could be from 1 to 120 minutes.
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Agent Configuration Options

The following table lists the Agent configuration options.

152

Table 7-1 « Agent Configuration Options

Configuration Option

Program Options:

Description

-A/--network-appliance

Run in Network Appliance mode.

-¢/--cli

Run software inspection from the command line using command-line settings and
server-supplied settings.

Exit codes returned:
0- SUCCESS
1-SERVER BUSY

2 - OPERATION FAILED

3-SERVICE FAILED

-d <path> --debug <path>

Write diagnostic information to the specified file.

--getfileinfo <path>

Directory for output file

-h/--help

Display this message and exit.

-n/--checkin-interval <interval>

Set the check-in interval for the service. This setting is in the format INTEGER
followed by M/H/D representing minutes, hours, or days.

Example: 10M for a 10-minute interval or 2H for a two-hour interval

-o/--outdir <path>

Directory for output file

-oc/--output-csv <file>

Output inspection results to a CSV file.

-ox/--output-xml <file>

Output inspection results to an XML file.

-si/--scantime_interval <minutes>

Set a random range to delay running software inspection. 0 means no random
range, or 1-60 minutes.

--skip-wait/--skipwait

Skip the initial 10 minute wait before the first check in.

-v --verbose

Display or log additional diagnostic information.

-V/--version

Display program version information and exit.

Use this option when you want to check the version of the agent.

Customer Area Option:
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Table 7-1 « Agent Configuration Options (cont.)

Configuration Option

Description

-g/--group <group>

Create host as a member of <group> in your Software Vulnerability Manager
Account (defaults to domain or langroup if unspecified).

Mac Agent Option:

--delete-all-settings

Deletes all information, including Globally Unique Identifiers (GUID), from the
system to ensure it is clean to accommodate a new installation.

Network Settings:

-D --direct-connection

Bypass proxy, use direct connection.

--forcehttps Force HTTPS, regardless of port.
When this option is not specified, we default HTTPS on port 443 and HTTP on
other ports. This option is for debugging purposes.

--ignore-ca Ignore unknown certificate authority.

--ignore-cn Ignore invalid Common Name in cert.

--ignore-crl Ignore Certificate Revocation list.

--pac-url <url>

Proxy Autoconfig URL

--request-timeout <minutes>

Sets a timeout on network connections. Set for 1-10 minutes or use 0 for no
timeout.

Use this option to increase the timeout period of HTTP requests to prevent the
timeout error when the server does not respond in 2 minutes.

-U <user:pass> --proxy-user
<user:pass>

Set proxy credentials (saved in encrypted form).

--use-network-winhttp

Enable WinHttp network stack (default).

Use WinHTTP when you want the agent to control the behaviors of the HTTP
Internet protocol. We default WinHTTP to force using TLS 1.2. Also, the command
line options for proxy such as -x, -U, and -D are designed to work in conjunction
with WinHTTP. This option is for debugging purposes.

--use-network-wininet

Enable WinInet network stack.

Use WinINet when you want to control the behaviors of HTTP Internet protocol
using the Internet Options. Since WinINet does not have services support, the
agent running as a service ignores this option. This option is for debugging
purposes.

Software Vulnerability Manager (Cloud Edition) User Guide

SVMC-MAY2025-UG00 153



Chapter 7 Scanning
Software Vulnerability Manager Agent Command Line Options

Table 7-1 « Agent Configuration Options (cont.)

Configuration Option

Description

-X <proxy:port>--proxy
<proxy:port>

Set proxy.

Proxy Options:

-D/--direct-connection

Force direct connection, overriding default internet proxy settings.

--pac-url <URL>

Specify the URL of the Proxy Auto Configuration file (.pac/.dat).

-U/--proxy-user <user[:pass]>

Specify Proxy authentication.

-x/--proxy <host[:port]>

Use HTTP proxy on given port.

Scan Options:

--check-wmi

Use WMI to get Windows updates.

Use this option to query Windows updates on SCCM using WMI in addition to a
query using Windows Update Agent.

This option could be used to see if the SCCM client on the device/host can be used
for reporting missing KBs.

-t/--type

Software Inspection Type: 1, 2 (default), or 3.

1: Inspect applications in default locations only.
2: Inspect applications in non-default locations.
3:Inspect all .dll, .exe, and .ocx files.

For details, see Scan Types.

-w/--no-os-update/--no-win-
update

Do not connect to Windows Update.

--wua-proxy <0,1 or host[:port]>

Configure proxy settings for Windows Update.
0: Use the default setting.
1: Use the proxy configured with -x/--proxy.

<host[:port]> Manually set the proxy host and port.

Scan settings that server can
override:

-g <group=--group <group>

Group name for association

154

SVMC-MAY2025-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Chapter7 Scanning
Software Vulnerability Manager Agent Command Line Options

Table 7-1 « Agent Configuration Options (cont.)

Configuration Option

Description

-n <minutes>M --checkin-interval
<minutes>M

-n <hours>H --checkin-interval
<hours>H

Set Check-in interval.

-w --no-win-update --no-os-update

Disable windows update check.

Security Options:

--ignore-ca Ignore Unknown SSL Certificate Authority (CA).
--ignore-crl Ignore SSL Certificate Revocation Check.
--ignore-cn Ignore Invalid SSL Certificate Common Name (CN).
Server Options:

--userid <userid>

Set the Software Vulnerability Manager access user ID.

--token <token>

Set the Software Vulnerability Manager access token.

--host <hostname> Set the Server hostname.
--port <port> Set the Server port.
Service Options:

--delete-all-settings

Delete all settings related to this program from the registry.

Deletes these settings from all registry keys.

--dry-run/--dryrun

Run up to the point of scanning without writing any changes and then exit (useful
to log the configuration).

Use this option to examine if the agent is able to run and communicate with the
server. It will exit before scanning and won't make any changes to the system. You
can use this option along with -c.

-i/--install

Install service.

-L/--localsystem

Run the service as the LocalSystem user.

--manual

When installing, set service to only be started manually, rather than automatically

-N/--no-registry-write

When installing, do not write any settings to registry.

When removing, do not delete settings from registry.
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Table 7-1 « Agent Configuration Options (cont.)

Configuration Option Description

-p/--copy <dest> Before installing, copy executable file to <dest> and install the service to run from
<dest>.

-r/--remove Remove service.

-R/--runas <user[:pass]> Specify the user the service should run as.

For a domain user type "user@domain" or "domain\user"

-S/--only-save-settings Only save settings from the command line to registry, as the relevant user.
Does not run, install or remove.

Use this option when you want to modify the agent registry settings after the
agentis installed. You need to restart the agent service to make the changes
effective.

This option could be used to edit the server options like userid/token/host/port
stored in the registry.

This setting is the opposite of “-N” options. If -N is used, no registry setting will be
edited.

Service Recovery Settings:

--service-failure-actions <actions> | Failure actions and their delay time (in milliseconds), separated by / (forward
slash) - e.g., run/5000/reboot/800. Valid actions are <run|restart|reboot>.
(Must be used in conjunction with the --service-failure-reset option)

--service-failure-command Command line to be run on failure.
<command line>

--service-failure-flag Changes the failure actions flag setting of a service. If this setting is not specified,
the Service Control Manager (SCM) enables configured failure actions on the
service only if the service process terminates with the service in a state other than
SERVICE_STOPPED. If this setting is specified, the SCM enables configured failure
actions on the service if the service enters the SERVICE_STOPPED state with a
Win32 exit code other than 0 in addition to the service process termination as
above. This setting is ignored if the service does not have any failure actions
configured.

--service-failure-reboot <message> | Message broadcast before rebooting on failure.

--service-failure-reset <period> Length of period of no failures (in seconds) after which to reset the failure count to
0 (may be INFINITE).
(Must be used in conjunction with --service-failure-actions)
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Use this page to view a list of the hosts which have Network Appliance Agents installed. Right-click a host to configure the

Network Appliance Agent installed on that host.

@ Dashboard Dashboard Network Appliance Agents

@, Scanning Search for host name m

Remote Scans Via Agents v Host 1

Network Agent WINE it Configuration
Network Groups Edit Site Configuration

Remove

Download Agent

To scan using a Network Appliance Agent you must:
® |Install the Agent in Network Appliance mode

® (Create a Network Appliance Scan Group

A schedule links the above to perform scans of the group at set intervals.

To create a target group to be scanned by a Network Appliance agent, see Network Appliance Groups.

To download the network agent, see Download Network Agent.

Network Appliance Groups

Use this page to create a target group that will be scanned by a Network Appliance Agent. Click New Group to create a new
target group that will be remotely scanned by one of the Network Appliance Agents previously installed.

Download Network Agent

Use this page to download the csia.exe file as well as read an explanation on how to install the Network Appliance Agent.

[®

Important « Ensure that the Agent file csia.exe is available in the system that will host the Agent in Network Appliance mode.

Example: If you want to scan three different networks (for example Germany, United States, and United Kingdom) without
having to install the Agent in Single Host mode, then you can install three instances of csia.exe in Network Appliance mode,

one on each network.

Afterwards you will be able to scan all the hosts on the three locations at scheduled intervals by creating the appropriate
scan groups in Network Appliance Groups and assigning each group to its respective and previously installed Network

Appliance Agent.

Result: 15 minutes after installing a csia.exe in Network Appliance mode, the Network Appliance Agent will appear in

Scanning > Remote Scanning Via Agents > Network Appliance Agents.
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Scanning Via Local Agents

To specify the target host to be scanned by the Network Appliance Agent, please configure the scan group in Scanning >
Remote Scanning Via Agents > Network Appliance Groups.

Install the Network Appliance Agent from the command prompt using:
>csia.exe -A -i
It is essential that the csia.exe is installed with the correct credentials.

The userinstalling the Network Appliance Agent must have administrator rights to all the target hosts that will be scanned
by the Network Appliance Agent.

Example of an installation:

C:sJDocuments and Settings“Administratorcd "“Program Files“Secunia“~CSI"

C:sProgram FilessSecunia“~C8I>csia.exe —A —-i
Enter password for user 'Administrator’:
Starting ‘'Secunia CS5I Agent’ service
'Secunia CE] Agent’ service started
'Secunia CS51 Agent’ successfully installed

C:Program Files“Secunia~C8IZ>

Scanning Via Local Agents

158

Software Vulnerability Manager provides different scan approaches, enabling you to select the one that best suits your
environment. The Agent-based deployment is more robust and flexible for segmented networks or networks with mobile
clients (for example, laptops). Once installed, the Agent will run silently in the background.

This is the recommended scanning approach due to its flexibility, usage convenience, and performance.

(o

Important - Please consider the system requirements for the Scan Groups/Agent-based scans, described in:

® Agent-based Scan - Requirements for Windows

® Agent-based Scan - Requirements for macOS

® Agent-based Scan - Requirements for Red Hat Enterprise Linux (RHEL)

The Scan Process - How Does it Work? graphic references agent configuration options that are compared in Scan Types.
To scan using the Agent installed in Single Host mode, see Single Host Agents.

To download the local agent, see Download Local Agent.
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When configuring the agent, you will be asked to select an Inspection Type or scan type, which are compared below.

Table 7-2 « Scan Types

Scan Type

Minimal Scan - Scan Type 1

Folders Searched

Default folders only

Example: Program Files

File Name Match

File names are matched
first; then metadata is
matched

Example: c:\Program
Files\Mozilla
Firefox\Firefox.exe

Applications Detected

Known applications in
predefined locations on a
host

Optimal Scan - Scan Type 2

Note « Scan Type 2 is the
default scan type.

All files and folders

File names are matched
first; then metadatais
matched

Example: c: \Custom
Mozilla Firefox
Folder\Firefox.exe

Known applications in
any location (“portable
applications”) on a host

Full Scan - Scan Type 3

All files and folders

Metadata only

Example: c: \Custom
Mozilla Firefox
Folder\myFirefox.exe

Renamed applications
that match a pattern
detected in the first two
scan types such as .exe,
.dll, and .ocx in any
location on a host

Single Host Agents

This page allows you to:

® Search for a site name to edit the configuration for agents joined to different sites.

® Manage configurations and schedule scans for the hosts where the Agent is installed as a service in Single Host mode.

To search for a site name to edit the configuration for agents joined to different sites:

1. Navigate to the Single Host Agents view.

Scans Via Local Agents

Single Host Agents

Download Agent

Agents for this account

Search for host name. ...

2. Inthe Scan 1 selected host search box, enter the site name and host name using the “OR” condition to show the

respective result.
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Task To manage the configuration of the selected Agent and change its settings (Inspection type, Check-in frequency, Days
between scans):

1. Double-click a host or Right-click a host name and select Edit Configuration.

Dashboard Dashboard  Single Host Agents
Scanning Agent Status Overview
it Seauss Vi Hgorits Agents in your partition Recommendation
(75%)3 Error: Something is wrong with the Agent, a new scan is needed, or a newer agent must be installed
Network Agent
(0%)0 Warning: Something may be wrong with the Agent, a new scan is suggested, or a newer agent should be installed
Network Groups (25%)1 OK: Everything appears to function correctly
Download Agent Tatal . g Anants
Agents for this account
Search for host name E3 Export v
Host T Site Platform Last Agent Check-In Last Scan Next Scan Agent Version
Lq | Not registeredinA...  Red Hat Linux 25ih Nay, 2021 15.,,,  181n Nov, 2021 15...,  26th Nov, 2021 15:... 76018
o Edit Site Configuration Not registered inA. Windows Ath Nov, 2021 16:21 As soon as possible 76.0.18
;. [r— Not registered in A Red Hat Linux 20th Sep, 2021 17 28th Sep, 2021 15 As soon as possible 76018
S| Remove Computers Windows 15th Nov, 2021 14 As soon as possible 76018

The Agent Configuration for Host wizard opens.

Agent Configuration for Host: @ n

Configure details regarding the inspection conducted on the hosts running the Agent. The changes will
automatically be updated in the database and applied to the Agents the next time they check-in with
Software Vulnerability Manager.

nspection Type

Agent check-in 25

o
frequency:
Time unit: M:Minutes hd
Schedule Scans
Days between 7 -
scans
Start the scan -

after:
Schedule Next Scan
[ Scan host as soon as possible

Or insert date

2021-11-19 15:52
and time:

e covgaton

2. Change the below settings as required:

® Inspection Type
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® Agent Check-In Frequency
® Schedule Scans
® Schedule Next Scan

3. Select Save Configuration to save the changes.

Task To manage the configuration of the selected Site and change its settings (Inspection type, Check-in frequency, Days
between scans):

1. Right-click a host name and select Edit Site Configuration to manage the configuration for all the hosts in that Site.

@ Dashboard Dashboard  Single Host Agents
@ Scanning Agent Status Overview
Remote Scans Via Agents Agents in your partition Recommendation
(75%)3 Error: Something is wrong with the Agent, a new scan is needed, or a newer agent must be installed
(0%)0 Warning: Something may be wrong with the Agent, a new scan is suggested, or a newer agent should be installed
Dok Cos (25%)1 OK: Everything appears to function correctly
Download Agent Tatal ‘ P
Agents for this account
e Search for host name. Export v
Download Agent
Host T Site Platform Last Agent Check-In Last Scan Next Scan Agent Version
G’E &;‘ am i | Not registered inA...  Red Hat Linux 25th Nov, 2021 15.,...  19ih Nov, 2021 151... 26th Nov, 2021 15:... 76.018
A 1 I 76.
Edit Site Configuration Not registered inA. Windows ith Nov, 2021 16:21 As s00n as possible 6.0.18
sl Scan Now Not registered in A. Red Hat Linux 29th Sep, 2021 17 28th Sep, 2021 15. As soon as possible 76.018
Sl Remove Computers Windows 15th Nov, 2021 14: As soon as possible 76018

2. Select Yesin the Confirm Edit alert box.

Confirm Edit

0 Confirm that you wish to editfoverwrite the scheduling settings for the standalone agents

within the specified site?
o |

3. Agent Configuration for site wizard opens, you can change the below settings as required:
® Inspection Type
® Agent check-in frequency
® Schedule Scans
® Schedule Next Scan

Note « ASite is linked to multiple hosts, Edit Site configuration reflects the setting changes in all the hosts in that Site.
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Agent Configuration for site- Not registered in Active Directory

Configure details regarding the inspection conducted on the hosts running the Agent. The changes will
automatically be updated in the database and applied to the Agents the next time they check-in with
Software Vulnerability Manager

Inspection Type

Agent Check-In Frequency

Agent check-in 25
frequency

L 2

Time unit: M:Minutes v

Schedule Scans

Days between 7
scans:

Start the scan
after:
Schedule Next Scan

[J Scan host as soon as possible

Or insert date

j 2021-10-06 15:41
and time:

Save Configuration

4. Select Save Configuration to save the changes.

[®

Important « When selecting options under Edit Site Configuration, note that:

®  Anyedits to the scan schedule will come into effect only after the currently scheduled scan has completed. Each agent
could potentially have a scan scheduled at different times. Therefore, any new scan configuration edit will affect the scan
schedule at various times.

®  Anyedits made to the Agent Check-In Frequency option or selecting the Schedule Next Scan option Scan host as soon
as possible will come into effect only after an agent has checked in as per the previously set scan frequency.

® The scan configuration settings set on the Software Vulnerability Manager website are not automatically transmitted to
the agents. The agents have to connect to the Software Vulnerability Manager website as per their prior scheduled Agent
Check-In Frequency before the agents become aware of the new scan configuration edits.

The hosts scanned with the csia.exe will be grouped by Site. By default, the domain name will be used as a Site name.

To change a Site name, please refer to Sites. You can also specify a Site name when installing the Agent, by using the -g
parameter or by specifying a site name in the additional parameters when creating the Agent deployment package
described in Agent Deployment.
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Note « When the agent runs as a service agent, it reads CSIAUser, CSIAToken, CSIAHost, CSIAPort, ProxyURL, and other
optional settings from registry HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Secunia\CSI Agent.

When the agent runs manually from the command line, the agent reads only CSIAUser, CSIAToken, CSIAHost, and CSIAPort
from the registry unless required settings are specified on the command line or embedded in the executable. Other optional
settings such has ProxyURL to be specified on the command line. The Agent doesn't read them from the registry.

5. The color codings are as mentioned below:

® LastAgent Check-In
e |fdateis morethan 7 days (604800 seconds) => Red
® [fdateis more than 1 day (86400 seconds) => Yellow
e |[fdateislessthan 1day=>Green

® lastScan
® [fdateis more than 32 days (2764800 seconds) => Red
® |fdateis more than 8 days (691200 seconds) => Yellow
® |[fdateis lessthan 8 days => Green

@ Dashboard Dashboard  Single Host Agents %

@ Scanning Agent Status Overview

Agents in your partition Recommendation

(75%)3 Error: Something is wrong with the Agent. a new scan is needed, or a newer agent must be installed

(0%)0 Warning: Something may be wrong with the Agent, a new scan is suggested, or a newer agent should be installed
(25%)1 OK: Everything appears to function correctly

Tatal Amante

Agents for this account

Rl | search for host name Export ¥
Host 1 Site Platform LastAgent Check-In | Last Scan Next Scan Agent Version
csiT php7.com Not registered inA .. Red Hat Linux. 250 Nov, 2021 15....  16th Nov- 2021 15| 26th Nov, 2021 15:.. 76018
DESKTOP-L6TD3D9 Not registered inA.. Windows 41h Nov, 2021 1621 As so0n as possible 76018

Not registered inA...  Red Hat Linux 29th Sep, 202117 28th Sep, 202115 |  As soon as possible 76.0.18
Computers Windows 15th Nov, 2021 14 As soon as possible 76.0.18

Download Local Agent

Use this page to download the signed and unsigned Agents (csia.exe) as well as read an explanation on how to install the
Agent in Single Host mode. For the signed Agents you shall download the token file csia_token. ini.

The following unsigned Agents are available:
® Download Agents with Token
®  Microsoft Windows
® macOS- 64bit
® macOS-32bit (ver. 7.6.0.7)
® Red Hat Linux 6.x
® Red Hat Linux 7.x / Red Hat Linux 8.x / Red Hat Linux 9.x

The following Signed Agents are available:
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® Download Signed Agents without Token
®  Microsoft Windows

® macOS-64bit

[®

Important « Note the following for Signed Agents:

® Toinstall signed agent for Windows, download csia_token.ini and place it in the same folder where agent is saved.

® Toinstall signed agent for MacOS, see Prepare Your Mac.

If your intention is to deploy the Software Vulnerability Manager Agent through WSUS/System Center please refer to Agent
Deployment for further information.

(o

Important « Ensure that the Agent (csia.exe) is available in a local folder on the target PC before installing.

Example

Install the csia. exe (Agent) in Single Host mode; download the Agent from the Software Vulnerability Manager console
under Scanning > Scanning via Local Agents > Download Local Agent.

@ Dashboard Dashboard  Download Local Agent
@ Scanning
Recommended For
Vs Agents Laptops and hosts that can not be scanned remotely, e.g. hosts that are not always oniine
Network Agent Example

Install the Agent in Single Host mode on corporate laptops. Everytime the laptops connects to the Intemet they will check-in with server o verify if a new scan should be done_ After scanning, the results will automatically
Network Groups. show up in the Results Database. Thus enabling you full control to scan and view results of hosts that are not always connected 1o your network.

Download Agent Result

Hosts scanned in Single Host mode will show in the Results Database similar to all other scan result. When and how they are scanned can be remotely controlled and configured from the Agent Management window,

Scans Via Local Agents
where the hosts automatically appear after being setup with the agent

Single Host Agents

| Download Agent

Instructions

1. Download the Agent using the links shown below.

2 Transfer the Agent to the host where it should be installed

3. Login to the host and install the agent. For help, press F1

4. Signed agents obtain the tokens from external configuration fle, csia ini

Download Agents with Token

Microsoft Windows (ver. 7.6.0.18) (2)
Macintosh OS X - 64bit (ver. 7.6.0.18) (2)
Macintosh OS X - 32bit (ver. 7.6.0.7) (2)
Results Red Hat Linux 7 x (ver. 7.6.0.18) (2)

Red Hat Linux 6 x (ver. 7.6.0.18) (2)

Reporting Download Signed Agents without Token
Microsoft Windows (ver. 7.6.0.18) (2)
Patching Macintosh OS X - 64bit (ver. 7.6.0.18) (2}

Configuration file: csia_token ini

Administration
Email Agent details
Email agent defails

Configuration
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= csia.exe Properties X

General Compatibility Security Details Previous Versions

csia.exe

)

Type offile: Application (.exe)

Description: Flexera Software Corporate Software Inspector Agent
Location: C:\Users\MKoppen\Downloads
Size: 894 KB (915,968 bytes)

Size ondisk 896 KB (917,504 bytes)

Created: Today, November 27, 2017, 1T minute ago
Modified: Today, November 27, 2017, T minute ago

Accessed: Today, November 27, 2017, T minute ago

Attributes: [JRead-only [ _]Hidden Advanced...

Security: This file came from another computer
and might be blocked to help protect Unblock
this computer.

Note - Make sure to right click on the .exe in the deployment share to “Unblock” it. Click Apply > OK.

Once the Agent is installed, every time, for example, the laptop goes online (Internet connection) it will verify if a new scan
should be conducted.

After scanning, the result will be displayed in Scanning > Completed Scans in the Software Vulnerability Manager console.

[®

Important « When the Agent is installed a unique identifier is generated so that each Agent has its own unique ID. For this
reason, the Agent should not be included in OS images. Doing so will result in having several instances of the same Agent and
in the inability to correlate the scan results with the scanned hosts.

Result
Hosts scanned with the Agent in Single Host mode will be displayed in Results > Host Smart Groups.

When and how the hosts are scanned can be controlled from the Software Vulnerability Manager console under Single Host
Agents. Right-click a host name and select Edit Configuration to change the Agent settings.

Install the Agent from the command prompt with Local Admin account using:
csia.exe -i -L

Example of an installation:
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C:~Documents and Settings~Administrator>cd "“Program Files“Secunia~C5I"

C:“Program Files“Secunia“~CSI*csia.exe —i -L
Starting ‘Secunia C8I Agent’ service
‘Secunia C8I Agent’ service started
'Secunia C8I Agent’ successfully installed

C:“Program Files“Secunia“~C8I>

By using the -L parameter, the Agent will be installed as a service running under the LocalService user account. For further
information, refer to: http://msdn.microsoft.com/en-us/library/windows/desktop/ms684190%28v=vs.85%29.aspx

If you are a member of a domain and you do not use the -L switch, the service will be installed under the user account
performing this action, granting the “logon as a service” privilege.

However, this privilege is usually removed in the next GPO background refresh since domain policies will not allow it. As a
consequence, the Agent will stop working after the privilege has been removed.

Refer to Agent Deployment to deploy the csia.exe through WSUS/System Center for further information of how to deploy
the csia.exe via Group Policy.

[®

Important - The csia.exe file is a customized executable, unique and private for your Software Vulnerability Manager
account. This means that the csia.exe automatically links all scan results to your Software Vulnerability Manager account.

Once the Agent is installed it will automatically scan after ten minutes. You can also initiate an on demand scan by

executing csia.exe —c.

Run Scan from System Center Configuration
Manager (SCCM)

Task

166

The Software Vulnerability Manager Agent does not have to be installed on the local host to do a scan. You can create a
traditional package in SCCM and run the scan on a weekly basis. To do this, you first need to be able to connect to https://
svm.flexera.com

To run the Software Vulnerability Manager Agent inside an SCCM package:
1. Download the latest Software Vulnerability Manager Agent as per Download Local Agent.
2. Launch the ConfigMgr console. Select Software Library > Application Management > Packages.
3. From theribbon, click Create Package.
4. Complete the package information and click Next.
5. Onthe Program Type page, ensure Standard Program is selected and click Next.
6. On the Standard Program page, configure the following settings and click Next.
® Name: SVM Scan

® Command Line: csia.exe -c -si 120 -v -d c:\windows\temp\csiscan.log (creates a scan log file up to 16
MB in size)

SVMC-MAY2025-UG00 Software Vulnerability Manager (Cloud Edition) User Guide


http://msdn.microsoft.com/en-us/library/windows/desktop/ms684190%28v=vs.85%29.aspx
https://svm.flexera.com
https://svm.flexera.com

® Run:Hidden
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®  Program can run: Whether or not a user is logged on

ﬁ Create Package and Program Wizard

@ Standard Program

Eaiage Specify information about this standard program
Program Type
Requirements Name: ]—CSI Scan |
i Command fine: [csie.exe < v d c-\windows \temp \csiscan og | | bowse. |
P
st Startup folder: [ |
Completion
Run: Hidden v
Program can run: {m«nﬂauwisbmedm )
Run mode: Run with administrative rights
[[] Allow users to view and interact with the program installation
Drive mode: | Runs with UNC name v
eronnect 1o at log on
< Previous | Next > Summary Cancel 1

7. Onthe Requirements page, complete the requirements as shown below and click Next.

() create Package and Program Wizard

@ Requirements

e Specify the requirements for this standard program
Program Type
Standard Program
Tl o
Summary -
owse
Progress )
Completion
Platfom requirements
@ This program can run on any platfom
O This program can run only on specied platfoms
[ All Windows RT ~
[] Al Windows 8 (64ba)
L] All Windows 8.1 (641)
[ Windows Embedded 8 Industy (645¢)
[] Windows Embedded 8 Standard (645%)
] Winows Embedded 8.1 Industry (645t) v
Estimated disk space: 2 ] [me
Maximum alowed run time minutes): 60 v
<Previous | [ Net> || Summary Cancel

8. Finish the wizard.

9. Distribute the package to all Distribution Points or groups using the Distribute Content feature.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00

167



Chapter 7 Scanning
Run Scan from System Center Configuration Manager (SCCM)

.E,;. Manage Access Accounts

i, Create Prestaged Content File

Create Program

Export

Refresh F5
Delete Delete

Deploy
Distribute Content

Bl X2 ¥

Task To create the initial scan and the weekly reoccurring scan:

1. Select the Package and click Deploy on the ribbon.

2. Onthe General page, select the target collection and click Next.

3. Onthe Content page, verify that the content is distributed and click Next.

4. Onthe Deployment Settings page, ensure the purpose is Required and click Next.

5. Onthe Scheduling page, in the Assignment schedule click New. Schedule a scan for as soon as possible and create a
weekly scanning schedule. Also configure the Rerun behavior deployment to Always rerun program.

% Deploy Software Wizard

g’ Scheduling

L Specify the schedule for this deployment
Content
Deployment Settings
This program will be available as soon as it has been distributed to the content servers unless it is scheduled fora

User Experience

Distribution Points
Summary [ Schedule when this deployment will become available:
Progress [11A772017 | [10:01 Am ] 1 um
Completion

[ Schedule when this deployment will expire:

[11772017 |[10:01 Am +]

later time below. For required applications, specify the assignment schedule

As soon as possible
Qccurs every 1 weeks on Friday effective 11/17/2017 10:02 AM

Rerun behavior: Mways rerun program

< Previous . Summary

Q

Cancel

Tip « For larger environments, it is recommended to spread out the execution schedule of the scan package to avoid spikes of

network traffic.
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6. Onthe user Experience page, click Next.
7. Onthe user Distribution Points page, select Download content, and click Next.

wl» Deploy Software Wizard

g! Distribution Points

General Specify how to run the content for this program according to the type of boundary

Content the client is connected to

Deployment Settings
Scheduling Select the deployment option to use when a client uses a distribution point from a cument boundary group.
User Experience
Dot o o
Summary Download content from distribution point and run locally ~
Progress Select the deployment option to use when a client uses 3 distribution point from a neighbor boundary group orthe
default site boundary group.
Completion
Deployment options:

Download content from distribution point and run locally

This option allows clients that use Windows BranchCache to download content from on-premises distribution points.

Content downloads from cloud-based distibution points can always be shared by clients that use Windows
BranchCache.

[ Allow clients to share content with other clients on the same subnet
] Allow clients to use distribution points from the default ste boundary group

< Previous Next > [ Summary Cancel

8. Finish the wizard.

You can now monitor the scanning results from the Software Vulnerability Manager console.

Scanning macOS

To scan Apple macOS machines, you need to deploy the Single Host Agent locally on the target system.

The installation can only be done under the Mac Terminal, as the Agent will be installed as a daemon (service) under the
LocalSystem account.

Installation of Local Services on macOS systems requires root privileges. The ‘root’ account is disabled by default on Mac
systems; therefore you need to enable it to proceed.

Before scanning macOS machines, please see the following sections:

® Download the Software Vulnerability Manager Agent for Apple macOS

® Prepare Your Mac

® |[nstall the Mac Agent

Download the Software Vulnerability Manager Agent for
Apple macOS

The Software Vulnerability Manager Agent for Mac OS X (csia) is a small, simple, customizable and extremely powerful

Software Vulnerability Manager scan engine that offers a fully featured command line interface (CLI) to the Software
Vulnerability Manager scanning functionality.
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This allows you to run Software Vulnerability Manager scans directly from the command line, or to launch scans by using
the Software Vulnerability Manager console.

You can download the Agent binary under Scanning > Scanning via Local Agents > Download Local Agents.

[®

Important « Ensure that the Agent is always available in a local folder on the target host.

Prepare Your Mac

170

Installation of daemons (services) on macOS systems requires root account privileges. This means that root account
should always be used when installing the Software Vulnerability Manager Agent.

You can switch to your local root account by using the command “su root” in your Mac Terminal. You will be prompted to
provide the password for the root account.

bash-3.2% su root
Password:

Provide the password for “root” if you know it. If you are not certain about the password, you may want to try entering
“toor”, which is the default password for the root account, or you may also try with the current password of your
Administrator account. Both ways may work, but if the account is disabled on the system, none of the passwords would
work.

[®

Important « The Terminal window will not display the password you typed in. Once you have entered the password correctly,

press ENTER and wait for confirmation.

If you do not know the password for the root account, or the latter is currently disabled, you can perform the following
actions to enable the account and set a new password:

® Open Terminal

® Type sudo passwd root

®  Provide a new password

For more details on how to enable root account on macOS systems, please refer to:

http://support.apple.com/kb/ht1528

[®

Important « If you cannot enable the “root” account on the Mac, or you prefer to not use it directly, you can alternatively use
the “sudo” switch before each command associated with Agent activities. For example: “sudo ./csia -i -L” can be used to

install the Agent on the system.
Once you are ready with setting/logging the root account you are one step away from installing the Agent.

When you download the Agent on a Mac system, normally the file is being set with limited file permissions on the system.
You must check whether the file is allowed execution on the system by using the “Is -1” command which will list the file and
will show its file permissions.
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—rwxrwxrwx 1 csc staff BB3460 May 30 11:84 csia
—rwxr-xr—x@ 1 csc  staff BA3460 Jun 11 13:84 csia cschB

In case the permissions do not include execute rights (the “x” character) for any user, you should set them for the root
account by using the chmod +x command.

chmod +x csia
(If you are not using the root account, add sudo before chmod)

Note « For MacOS Catalina and Mojave note the following:

® |n Scanning > Scanning Via Local Agents > Download Agent, download the disk image and csia_token.ini.

@ Dashboard Dashboard ~ Download Local Agent
@ Scanning
Recommended For
Resnote Scans\Via Agents Laptops and hosts that can not be scanned remotely, e.q. hosts that are not always oniine
Network Agent Example
Install the Agent in Single Host mode on corporate laptops. Everytime the laptops connects to the Intemet they will check-in with server o verify if a new scan should be done_ After scanning, the results will automatically
Network Groups. show up in the Results Database. Thus enabling you full control to scan and view results of hosts that are not always connected to your network.
Download Ags Result

Hosts scanned in Single Host mode will show in the Results Database similar 1o all other scan result. When and how they are scanned can be remotely controlled and configured from the Agent Management window,

Scans Via Local Agents
where the hosts automatically appear after being setup with the agent

Single Host Agents

Instructions
Download Agent 1. Downioad the Agent using the links shown below.
i 2 Transfer the Agent to the host where it should be installed

3. Login to the host and install the agent. For help, press F1
4. Signed agents obtain the tokens from external configuration file, csia ini

Download Agents with Token

Microsoft Windows (ver. 7.6.0.18) (2)
Macintosh OS X - 64bit (ver. 7.6.0.18) (2)
Macintosh OS X - 32bit (ver. 7.6.0.7) (2)
Results Red Hat Linux 7 x (ver. 76.0.18) (2)
Red Hat Linux 6 x (ver. 7.6.0.18) (2)

Reporting Download Signed Agents without Token
Microsoft (ver. 7.6.0.18) (2)
Patching Macintosh OS X - 64bit (ver. 7.6.0.18) (2)

Configuration file: csia_token ini

Administration
Email Agent details

Email agent defails

Configuration

® Double-click the downloaded disk image to view the csia executable file.

® Drag & drop the csia executable file and csia_token.ini to your desired location to install the Mac agent.

Mac Agent Code Signing on Privacy Preferences Policy Control (PPPC)

The Privacy Preferences Policy Control (PPPC) profile payload allows granting or denying of privacy access for specific
applications to certain privacy features on macOS.

To obtain the agent code signing information, follow the below steps:

Task To obtain the agent code signing information:
1. Download Mac agent without token (csia.dmg) and run.
2. Navigate to csia binary location and run.

sh-3.2# codesign -dr - csia Executable=/Users/administrator/Downloads/csia designated => identifier
csia and anchor apple generic and certificate 1[field.1.2.840.113635.100.6.2.6] /* exists / and
certificate leaf[field.1.2.840.113635.100.6.1.13] / exists */ and certificate leaf[subject.OU] =
QDOWNRE2L6

3. Placed the outputin the Code Requirements section of PPPC configuration.
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Install the Mac Agent

The traditional way of installing the Software Vulnerability Manager Agent is as a daemon (similar to local service in
Windows) as it will operate under the macOS LocalSystem account.

Install the binary by using the Mac Terminal services as follows:
1. Open Terminal:
® sudo su
®  Pass: (Administrator password)
® whoami (should be root)
2. Browse to the directory where you have placed the csia binary file:
® chmod +x csia
® Type the following command to install the Agent: sudo ./csia -i

® Type the following command to launch the Agent scan: . /csia -c

C5C-Mac:Downloads csc$ sudo .fcsia -1

[81/28 13:40:49,.294] Initializing Flexera Software Corporate Softwa
[B1/28 13:48:48,311] GUID : F34DGBESR-AFC4-4B1C-AGBT-4D3CACIBEAGE43
[81/28 13:4@:49,318] 'com.secunia.csia' service started

The Agent shows in the Software Vulnerability Manager console approximately 15 minutes after the installation.

Use the “-h” switch to see a full list of parameters supported by the Agent.

Scanning Red Hat Enterprise Linux (RHEL)

Red Hat Enterprise Linux (RHEL) 6, 7, 8, and 9 are the operating systems officially supported by Flexera for the Software
Vulnerability Manager RHEL scan Agent. It may be possible to install the scan Agent on operating systems and
configurations other than those described. However, these have not been tested and are not supported by Flexera.

The scan Agent for RHEL uses the inventory which is already present (RPM) and displays this in the Software Vulnerability
Manager after being processed by Flexera Detection/Version Rules. To download the Software Vulnerability Manager Agent
for Red Hat Linux, go to Scanning > Scanning via Local Agents > Download Local Agents. For further information, see
Installing the Software Vulnerability Manager Agent for Red Hat Linux.

Installing the Software Vulnerability Manager Agent for Red
Hat Linux

Note -« This is a sample reference implementation that you can use to help guide your setup.
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To install the Software Vulnerability Manager Agent for Red Hat Linux:

The RHEL 6 Agent requires: bash, gzip, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32),
libuuid(x86-32), yum, yum-security.

In RHEL7 machine bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libstdc++(x86-32), libuuid(x86-32), yum.

In RHEL8 machines bash, sed, gawk, procps-ng, policycoreutils-python-utils, glibc(x86-32), libcurl(x86-32), libstdc++(x86-
32), libuuid, yum.

In RHEL9 machines bash, sed, gawk, procps-ng, policycoreutils-python-utils, glibc(x86-32), libcurl(x86-32), libstdc++(x86-
32), libuuid, yum.

Login as root at the RHEL machine and install/update the package (the same command line option works for both cases):

su root
yum localinstall --nogpgcheck <path>/csia_linux-7.x.Xx.xx-x.noarch.rpm

Specifying proxy settings for the scanner (recommended method):
You can update the proxy setting to override the environment variables:
Update the proxy setting in the configuration file /etc/csia/csia.conf

Login as root and restart the scanner service:

su root
service com.secunia.csia restart (RHEL 6)

OR
systemctl restart com.secunia.csia.service (RHEL 7)
OR
systemctl restart com.secunia.csia.service (RHEL 8)
OR

systemctl restart com.secunia.csia.service (RHEL 9)

Specifying the LAN Group of the machine:

This setting will be overridden if the DNS domain name of the machine is publicly available (check with the
“dnsdomainname” command).

Update the LanGroup setting in the configuration file /etc/csia/csia.conf
Login as root and restart the scanner service:

su root
service com.secunia.csia restart (RHEL 6)

OR
systemctl restart com.secunia.csia.service (RHEL 7)

OR

systemctl restart com.secunia.csia.service (RHEL 8)

OR
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systemctl restart com.secunia.csia.service (RHEL 9)

Immediately update the RHEL Agent configuration:

If you have set the Agent check-in time to, for example, 1 day, it will be 1 day until the RHEL Agent picks up any
configuration changes. If you want the RHEL Agent to immediately adapt to configuration changes, you can use the
commands below to accomplish this by simply restarting the Agent service.

Login as root and restart the scanner service:

su root
service com.secunia.csia restart (RHEL 6)

OR
systemctl restart com.secunia.csia.service (RHEL 7)
OR
systemctl restart com.secunia.csia.service (RHEL 8)
OR

systemctl restart com.secunia.csia.service (RHEL 9)

Uninstalling:
Login as root and uninstall the scanner RPM package:

su root
rpm -e csia_linux

[®

Important - Software Vulnerability Manager supports scanning Red Hat Enterprise Linux 8.

Scan Results

Software Vulnerability Manager has the following scan features to restrict the locations inspected by the scan and to create
and maintain custom rules for scanning customer created programs, drivers, and Plug-ins.

® Scan Paths
® Custom Scan Rules

® Extended Support

Scan Paths

174

Use this feature to create either a Allow list or Block list of paths/locations to restrict the locations inspected by the
Software Vulnerability Manager scan.

You can add environment variables to the Allow list and Block list in the Scan Paths view. The environment variables will be
resolved to the full path by the windows agent while scanning a host and will appropriately be either scanned or skipped.
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For Example:

If %windir% is added to the Block list in the Scan Paths, then the agent will skip C:\Windows folder and its subfolders
while scanning a host.

Click Add Allow list Rule or Add Block list Rule and enter the Name, Path and Site (optional) details.

Note « By checking the Log blocked paths when found option, while adding a path to the Blocked List, the paths will be
recorded for your awareness. The products associated with logged paths will be available in the Completed Scans under the

Blocked Results tab. These paths will not be considered for the applicability rules while generating an SPS patch.

Note - If masking is enabled and you wish to log an absolute path which is maskable, then such a path will not be excluded
from the Scan Results.

New Scan Path rule for Block List

Name: VLC

Note: Paths are case-insensitive
Path: C:\Pragrams Files\Wideo'WLC\
Site (optional):

™ Log blocked paths when found

Preview Impact List

[®

Important « This feature is applicable to RHEL only if Log blocked paths when found option enabled in the Block List.

If using the Allow list, all the locations listed will be inspected by the scanner and any other locations are excluded from
Software Vulnerability Manager inspections.

If using the Block list, all the locations/paths block-listed will be ignored and any other paths are inspected by the Software
Vulnerability Manager scan.

[®

Important « Use this feature with caution. By using the Scan Path Rules some of your paths will be excluded from the scan

and Software Vulnerability Manager will not alert you towards excluded insecure products, even if they potentially expose
your hosts to security threats.

All logged paths will be set to Yes in the new column named Logged in the Block List view.
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29929
initclshB6 exe

Uity app/Contents/info plist MacSite

FEFFFEEFT S

%USERPROFILE% Flexera

Important « It is not possible to simultaneously use both a Block list and a Allow list.

Note « To exclude Microsoft One Drive files from agent scan, add "\OneDrive\" to you block list.

To exclude Dropbox files from agent scan, add "\Dropbox\" to you block list.

To exclude Box.net files from agent scan, add "\Box\" to you block list.

Custom Scan Rules

Use the Custom Scan Rules page to create and maintain custom rules for scanning customer created programs, drivers,
and plug-ins. Click New Custom Scan Rule and enter a Name for the rule and the Filename to scan. Click Browse to search
for the file you want to add to the rule.

Custom Scan Rule *

Name:

Filename: | Browse... |

| Cancel |

Right-click a rule in the grid to edit or delete the rule.

[®

Important « The file to be scanned must contain valid File Version Information.

Extended Support

176

Use the Extended Support page to view, edit, and delete the extended support products. Right click on the product for
which you wish to edit/delete and click on the menu option Edit Extended Support / Delete Extended Support.

To following topic is related to Extended Support:

® Add Extended Support
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Completed Scans

Use this page to view a summary of the scans conducted. Double-click an entry for further details or right-click and select
View Scan Result.

@ Dashboard Dashboard Completed Scans x
®, Scannin 2021-11-11 20211125 Search for host name Search Export v
Scanning ] ]
Time 4 Host Scan Status  Result Exists | ScanType  Zombie Insecure | End-of-Life Secure Total
19th Nov, 2021 15:63 csi7 php?.com Success: OK  Yes 3 included 62 6 224 202
15th Nov, 2021 15:06 Success: OK  Yes 2 included 44 18 336 398
| fpiietiaiani csiT.php com. ‘Success: 0K Yes 3 included 6@ U 2 2%
View Scan Result - : : ~ . . - B

Results

Reporting

Patching

Administration

The overview page appears on the screen with the following tabs:
® Overview

®  Scan Results

®  Blocked Results

® Zombie File Results

Overview

Use this page to view the overview information of the Scan results.

SVM-INTUNE2

Overview Scan Results Blocked Results Zombie File Results

Host Details
Host
Domain
Site
Scan Details
Last Scan: 25th Jul, 2023 19:01
Last Scan Type 2
Scans Conducted 7
Scan & Vulnerabilities
Flexera System Score: 91%
Vulnerabilities 5
State of Product
Insecure. 1
End-of-Life 2
Secure 32
Total 35

+21 Zombie Files

@ Secure (32) © End-of-Life (2) @ Insecure (1)
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Scan Results
In the Scan Results tab, you can view installations details of the product, and you can add desired product to the Block List.

To do so, right click on selected row and choose View Installations / Add to Block List from the context menu.

Success

The scan was completed successfully.

Partial

The Software Vulnerability Manager scans consists of two parts; the first part is the scan of third-party applications, the
second part is collecting information about Microsoft patching status from the Windows Update Agent (WUA).

If the Software Vulnerability Manager scan engine is not able to obtain the required information from the WUA, the scan
result will be Partial. Check the setting that controls the behavior of the WUA when a scan is completed (refer to Settings for
further information).

Failed

Software Vulnerability Manager was not able to connect to the remote target to perform the scan. Refer to Remote/Agent-
less Scan - Requirements (Windows) for further information.

Possible Reasons for Scan Status

After you complete a scan, you will see a Completed Scans page. This page includes a Scan Status column. The following
table explains the possible reasons for the Scan Status.

Table 7-3 « Possible Reasons for Scan Status

Scan Status Possible Reasons
Success: OK Scan executed successfully.
Partial Success Scan executed with partial success.

Partial: Windows Update  The scan was partially successful. An error occurred during the Windows update
Failed check due to possibly one or all of the following reasons:

1. Itappearsthat the RPC service is not running or that the Host is firewalled to
disallow access to the RPC service.

2. You do not appear to have specified the correct login credentials to perform
Windows Update checks on the Host.

3. Checkthat the Windows Update service is running on the Host and that you
use the correct administrative login credentials.

NOTE: This means that certain Microsoft products for this Host are listed with a
potential incorrect security state.

Failure Scan failed.
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Table 7-3 « (cont.)Possible Reasons for Scan Status

Scan Status Possible Reasons

Failed: License Limit
Reached

You have reached the limit of your CSI License Key. To resolve this issue:

1. Please make sure that you have removed all retired machines from your CSI
console using the database cleanup tool.

2. You may need to purchase more host licenses. Please contact
sales@flexera.com for more licenses.

Failed: No Connection

Could not connect to Host. Check that the Host is not blocked by a firewall.

Failed: Resolving Host

Could not resolve Host. Please verify that you typed the host name correctly.

Failed: Access Denied

The scan failed. Please verify that you are using the correct administrative login
credentials for the Host.

Failed: Error Connecting

Check that you have sufficient privileges to access the Host. Check that the Host
is not blocked by a firewall.

Failed: Partial Success

The scan started, but it could not be completed due to possibly one or all of the
following reasons:

1. Please verify that you are using the correct administrative login credentials
for the Host.

2. ‘Easy File Sharing’ is disabled on the Host.

3. TheHostis not blocked by a firewall.

Failed: No Data
Retrieved

The scan started, but it could not be completed. Please verify that you are using
the correct administrative login credentials for the Host. ‘Easy File Sharing’ is
disabled on the Host. The Host is not blocked by a firewall.

Failed: IP/AD
Restrictions

The user who installed the agent on the specific machine is not allowed to scan a
machine with that IP address.

Failed: Communications
Error

There has been a communications error between the agent and the Host. This
could be a temporary issue, so rescanning may resolve this issue.

Blocked Results

The products associated with logged paths will be available in the Blocked Results tab. These paths will not be considered
for the applicability rules while generating an SPS patch.
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DESKTOP-PJNBJTI
Overview Scan Results Blocked Results Zombie File Results

 Secure & End-Offife  Insecure Export v
Name State Version SAID Criticality | CVSS Base Store Threat 5... Issued Vulnerabilities
Amazon Gorretto 8.x Insecure 8037207 SAT17560 V359 7 days ago 3
Microsoft Visual C+¢ 2013R...  Secure 12.0.40660.0 -
Amazon Corretto 8.x Insecure 8.0.3720.7 SA117560 V359 7 days ago 3
Microsoft Visual G++ 2015 R...  Secure 1416270126 E
Microsoft Visual G+# 2013 R...  Seeure 12.0.40660.0 -
Amazon Corretto 8 x Insscure 8037207 SA117560 v3:59 7 days ago 3
Microsoft Visual C++ 2015 R...  Secure 14.16.27012.6
Microsoft Visual G++ 2013R...  Secure 12.0.40660.0

Page 1 of 1 a Displaying products 1 - 8 of 8

Zombie File Results

The discovered zombie files will be displayed in the Zombie File Results tab.

BLRLT-101293
Overview Scan Resuits Blocked Results Zombie File Results

O Secure & End-Oflife  Insecure Export
Name State Version sAID Crificality  Path CVSSBa.. | ThreatS Issued Vulnera
Oracle Java JRE 18/ 8.x Insecure 0112015  SA117836 c V375 7 days ago 8
WinSCP 5.x Insecure 51559925  SA103441 c V388 714 days 1
GIT2x Insecure 2301 SA114092 c V353 160 days 2
GIT2x Insecure 2301 SAT14092 c V53 160 days 2
Apache logdj 1.2x 1216 SA114092 c 160 days 2
Amazon Carretto 8. Insecure 80222010  SA17560 V359 7 days ago 3

Page 1 of 1 =] Displaying praducts 1- 25 of 25

Inventory Assessment

This beta feature provides directional (less definitive than file-level scan using file signatures) inventory assessment results
depending largely upon the detail of the version information contained in the supplied inventory data.

Use this page to view and import inventory files. This section includes the following topics:
® |mportInventory

® View Inventory Result
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The CSV file can have any number of columns. However, it is mandatory that it has columns representing Product, Vendor,

and Version. These columns will be imported into the inventory list.

Import Inventory

The file containing the software inventory is expected to be in the .csv format. To import the csv file, perform the following

steps.

Task To import an inventory file:
1. Click Inventory Assessment under Scanning menu in the left navigation pane.
2. Click Import Inventory in the Inventory Assessment (Beta) page.

x

Dashboard Dashboard  Inventory Assessment (Beta)

@ Scanning 2022-08-15 B 2022-08-29 #  search m “h;g here to fearn more about known limitation and planned future enhancements. Export w
Time 1 Inventory Name Inventory S Insecure End-of-Life Secure Potentiall Invalid Total
29th Aug, 2022 12:06 Test_Inventory3 Success 5 6 8 3 0 24
20th Aug, 2022 1205 Test_Inventory2 Success 5 6 8 3 0 24
26th Aug, 2022 12.05 Test_inventory1 Success 17 o 72 14 0 104

Via Local Agents
fost Agents

Download Agent

Completed Scans

B Results

The Import Inventory dialog appears.
3. Name of the Inventory appears or (if required) enter the inventory name.

4. Click Browse and select the CSV file which has the inventory list.

Note - It is mandatory that it has columns representing Product, Vendor, and Version.

5. Afterimporting the inventory file, click Confirm.
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Import Inventory
Name: firefox csv

etesya firefox.csv

Note: The csv file imported must have a minimum of three
columns mandatorily named as Product Vendor and Version,to
see better vulnerability assessment of inventory.

6. Click Submit.

7. Click OKand exit the dialog box.

Success

o Inventory has been saved.

8. Upon successful import, all entries present in the CSV file will be displayed in the Inventory Assessment (Beta) page.
Under Inventory Status column you can view the status of the imported file as, In Queued, In Progress, Success, and
Failed.

View Inventory Result

Use this page to view a summary of the inventory list. Double-click an entry for further details or right-click and select View
Inventory Result.

Overview

Use this page to view the overview information of the inventory data.
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firefox
Overview Inventory Results Unknown Results
—
Inventory Details 5%
Time 29th Aug, 2022 14:10
Valid Records: 22
Invalid Records: 0
Total Records 22

Inventory Advisories
Advisories 4

Inventory Assessment Details

Secure: 8
Insecure 4
EOL: ]
Potentially Insecure; 3
Unknown: 1
Total 22

@ Secure (8) ® Insecure (4)

@ Unknown (1)
© End-of-Life (6) @ Potential Insecure (3)

Inventory Results
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Use this page to view the inventory results of the inventory data. These advisories can be filtered by Secure, End-Of-Life,

Insecure, and Potentially Insecure.

Overview Inventory Results Unknown Results
———

& Secure & End-Of-life & Insecure ¥ Potentially Insecure

Product Name T Version State SAID Criticality CVS...
Google Chrome 104.0.5112.102 Insecure 5411
Google Chrome 104.0.5111 Insecure SA11.
Google Chrome 104.0.5112.103 Secure

Google Chrome 104.0.5114.102 Secure -
Google Chrome 104.0 Potentially Insecurs

Google Chrome 104 Potentially Insecure -
Microsoft Access 2019/ .. 16.0.15330.2.. Insecure 5411
Microsoft Access 2019/ ... 16.0.15330.2.. Insecure SA11.
Microsoft Edge {Chromi 104.0.1293.63 Secure

Microsoft Edge (Chromi... 104.0.1293.54 Insecure SAM..
Microsoft Edge (Chromi... 104.0.1293.63 Secure

Microsoft Edge {(Chromi 104.0.1293.63 Secure -
Microsoft Excel 2019/ 0., 16.0.15330.2.. Insecure 5411
Microsoft Excel 2019/ 0.,  16.0.15330.2.. Insecure SA11.
Microsoft Excel 2019/ 0 . 16.0.15330.2 Insecure sA11
Microsoft Excel 2019/ 0...  16.0.15330.2.. Insecure SA11
Mozilla Firefox 91.13 Secure

Mozilla Firefox 91 Potentially Insecure

Mozilla Firefox 91.13.252 Secure

Unknown Results

Use this page to view the unknown information of the inventory data.
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Sample Inventory

[J Show enly invalid records

Product T Version

MegaStat 10.2 Release .. 10.2 Release ...

Mein CEWE FOTOBUCH 516
Mitel Collaboration Adva.. 201220

MixPad Audio Mixer
MKS Toolkit 9.2 9.2.0200
Page 1 of 1

Overview Inventory Results Unknown Results

Vendor

McGraw-Hill/lrwin

CEWE Stiftung u Co. KGaA
Mitel Networks

NCH Software

Mortice Kern Systems

Q
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Export w

Displaying preducts 1-5 of 5
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Results

After scanning your system, you can use the following options to view your scan results:
® Sites

® Smart Groups

® Host Smart Groups

® Product Smart Groups

® Advisory Smart Groups

® Zero-Day Advisories

Sites

Use this page to view the Sites maintained within your account. You can double-click a Site name to see all the hosts
grouped under that Site name.

Right-click a Site to view its Hosts or delete the Site.

Scanned hosts will be grouped in a Site with the same name as the domain they log on to.

[®

Important - Switching to Active Directory will remove your current Sites structure (your existing data will be backed up).

Smart Groups

Smart Groups are the medium by which a Software Vulnerability Manager user views scan results. You are able to see the
hosts, products, and associated advisories that are available to you, based on your view of the network as configured by
your administrator. Furthermore, you are able to create custom filtered views of each of these using a variety of predefined
criteria. The All Hosts, All Products, and All Advisory default Smart Groups are created by Flexera and cannot be edited or
deleted. They represent an unfiltered view for their respective content. Use the filters when creating additional Smart
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Groups to effectively customize the data you are most interested in, and want to see, create reports on, receive alerts and
notifications about, and see dashboard portlet data on. Smart Groups are the basis by which most data in Software
Vulnerability Manager are viewed, and can be used effectively to optimize your workflow.

Note » Smart Groups are generated periodically, and the data you see is only as current as the last time the Smart Group was

compiled. At any time, you can queue the recompilation of a Smart Group to get the most current data.

Within the Smart Group grids, you can double-click to view/edit an existing group’s configuration. Alternatively, right-click
on any Smart Group to view, edit, compile or delete the group.

Click the check box, select the required Smart Group, and click Queue For Compilation button to update the data and
notifications for the group. The group will usually update within minutes. Multiple selections are allowed.

Click Create New Smart Group button to configure a new Smart Group. Click + and - to add or remove criteria.

Click Templates, where available, to open the Smart Group Example Use Cases page. Select an appropriate use case and
click Use Template to populate the Smart Group Overview and Configuration page, which you can then edit to match your
specific requirements.

All edits are done under the Create & Edit page in the Smart Groups.

(o

Important « If you edit a configured Smart Group, all existing log files and notifications for the Smart Group will be deleted.
New logs will be created after your changes have been saved.

[®

Important « Content can be available in multiple Smart Groups at the same time. For example, if you have a Smart Group
showing all insecure products and another showing all products from Adobe, then if a host has an Adobe product installed
that is insecure, this will be displayed in both Smart Groups. Also note that when you first run a scan you won’t see the hosts in
All Hosts, or any reports, until the Smart Group is compiled.

Note « You can click Export to export a single page, all pages or schedule an export. The exports are saved in CSV format. To

schedule an export from a smart group one must have the SVM Daemon installed and configured. For more information, see
Download and Install the Software Vulnerability Manager Daemon.

Host Smart Groups

186

This section describes how to:

® Create a New Host Smart Group (see Create a New Host Smart Group)

® View existing configured Host Smart Groups (see Overview and Configuration)
® Configure new Host Smart Groups (see Configured Host Smart Groups)

®  Filter Host Smart Groups on missing Microsoft Knowledge Base (KB) articles

®  Filter Host Smart Groups on Operating System Build Version
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Create a New Host Smart Group

This page describes how to create a new Host Smart Group.

&

Task To create a new Host Smart Group:

1. Navigate to Host Smart Groups > Create & Edit.

B Resulis

All Hosts (3)
Product Smart Groups (4) P

Advisory Smart Groups ... P

Chapter 8 Results
Host Smart Groups

2. Alist of created Host Smart Groups appears. To create a new Smart Group, click Create New Smart Group link.

= [A Software Vulnerability Manager

@ Dashboard Dashboard ~ Host:
@ Scanning [ create New Smart Group ||
J Name 1 Description Business Impact
B Results N = L
All Hosts Smart Group cont | —
Host Smart Groups (4) host12 —
Create & ] host_12 O
host QA —

Al H

Compilation
Complete
Gomplete
Complete

Complete

3. The Configure New Smart Group dialog box opens.
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Data Last Compiled
16th May, 2023 12
16th May, 2023 12
16th May, 2023 12
16th May, 2023 12

Modified Date

11th Feb, 2020 12
28th Mar, 2023 18
15th May, 2023 12.
15th May, 2023 14.

Average Score

Installations
2484
1475
1693
1523
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Configure New Smart Group

Smart Group
Name:

Description Enter an (optional) description for this Smart Group...

Business Impact: Critical -

Contains that match: all « of the following criteria
Criteria

System Score w is atleast v a0

4
-+
- |

Customize Columns

(*) Select All () Select Custom

e

4. Enterthevalid namein the Smart Group Name field.
5. Enterthe description of the smart group (optional) in the Description field.

6. From the Business Impact list, select the type of impact you want to add. You have the following options:
Table 8-1 « Business Impact list

Impact Type Description

Critical This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the red color.

High This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the orange color.

Medium This value is typically used for remotely exploitable Denial of Service
vulnerabilities and for vulnerabilities that allow system compromises but require
user interaction. It resembles the yellow color.

Minor This value is typically used for cross-site scripting vulnerabilities and privilege
escalation vulnerabilities. It resembles the light green color.

Low This value is typically used for very limited privilege escalation vulnerabilities and
locally exploitable Denial of Service vulnerabilities. It resembles the green color.
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7. From the Criteria list, select the type of smart group criteria you want to add. You have the following options:

Table 8-2 « Smart Group Criteria Options

Smart Group Criteria

Description

System Score

Filter by system score. For more information, see System Score Settings.

System Platform

Filter by system platform.

Last Scan Date

Filter by last scan date of the host.

Site Filter by site name.

Host Filter by host name.

Missing KB Article Filter hosts with missing Microsoft KB article.

CVE Number Filter host by CVE Number from selected CVE list.

Host Name Filter host name using begins with, starts with, and contains condition.
This filter supports options like contains, starts with, does not contain, and
equals. Then enter the Host name in the text field.

Site Name Filter site name using begins with, starts with, and contains condition.
This filter supports options like contains, starts with, does not contain, and
equals. Then enter the Site name in the text field.

Operating System Filter by operating system from selected list.

Operating System Build Filter by specific version of the Operating System.

For more details, see Filter Host Smart Groups on Operating System Build Version.

8. After updating the above fields, click Save button to create a new Host Smart Group.

Overview and Configuration

This page describes to view existing configure Host Smart Groups and to configure new Host Smart Groups.
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&

Task To view the existing configured Host Smart Groups and configure new Smart Groups:

1. Navigate to Host Smart Groups > Create & Edit.

B Resulis

All Hosts (3)
Product Smart Groups (4) P

Advisory Smart Groups ... P

2. Right-click anitemin the grid to view, edit, compile or delete the Smart Group.

Dashboard L3

Modified Date

@ Dashboard Host: Create & Edit

@ Scanning

Name T Description Installations

All Hosts Smart Group conta.
———
BUSIS \ie/E it Smart Group Configuration [

View Smart Group Contents

Business Impact Compilation Data Last Compiled Average Score Hosts.

B Resuls

Complete 25th Nov, 2021 19:26  20th Sep, 2021 1452 3 252

Gomplete 25th Nov. 20210716 27th Mar. 2019 16:16 86%. 144 are

Groups (1) ¥

G Queue Smart Group For Compilation

Al Hosts (3)

Delete Smart Group

3. When the View/Edit Smart Group menu appears, make the needed changes to the Smart Group.

Note « All Hosts is the default Smart Group and cannot be edited or deleted.

Configured Host Smart Groups

Use this page to view the information for each Host Smart Group you created. Right-click an item in the grid to view the
scan result or delete the selected host.

x

@ Dashboard Dashboard Host: All Hosts  ©
@ Scanning ShowingAll Stes | | Showi - Search Last Compiled: 25th Nov, 2021 20:26 Export v
B Results Host T System Score Last Scan Insecure End-Of-Life Secure Total Site Name Scan Engine Software Platform
B v e risiin 20th Sep, 2021 - il 7 90  sceMm 76015 Windows
Sites
“ DESK pelete Host 25th Nov, 2021 3 72 84 WORKGROUP 76.0.15 Windows
Flos Siest Goure (Y DESKTOP-VOS 20th Sep, 2021 2 68 78 WORKGROUP 76.0.15 Windows

Create & Edit

Filter Host Smart Groups on missing Microsoft Knowledge
Base (KB) articles

One option for filtering Host Smart Group information is by Microsoft KB articles to create a report of hosts that are missing
one or several specific KB articles. This filtering can be used for new or existing Host Smart Groups.
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To create a new Host Smart Group for missing Microsoft KB articles:

1. Navigate to Host Smart Groups > Create & Edit.

2. Inthe Criteria field, select the Missing KB Article and the appropriate in or Not in option.
3. Inthe KB Article Selection, search for the available KB articles.

4. Place acheck mark in front of the appropriate KB article to include in the Host Smart Group and click Save.

Search Search

Available KB Articles Selected KB Articles
() KB Atticle @ | KB Article
¥ KB5004954 ¥ KB5003681
[ KB5003681 [ KB5004954
() KB5003671 ¥/ KB5003209
(0 KB5003636

(0 KB5003220
¥/ KB5003209

(J KB5003165

) KB5001393

() KB5001382

(J KB5000853

(J  KB5000848

(J  KB5000809

[®

Important « The following conditions affect the availability of selecting and listing missing Microsoft KB’s.

1. Theselection of a particular KB in the Available KB Articles field is based on whether the PC’s in the partition
currently have a list of missing KB’s.

2. When anew KBis released, it will appear using the in criteria filter after the scan is completed. To include future KB’s,
use the Not in filter and choose the oldest Available KB Articles list.

3. Only machines with missing KB’s will be listed in the new host smart group. If a machine does not have any missing
KB’s, then the KB will not be listed in either the in or Not in filter.

Task To create a report of missing Microsoft KB articles:
1. Navigate to the Completed Scans view.

2. Click Export to save the report as a CSV file.
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Qverview Scan Results
—
(J Secure [ End-Ofife & Insecure Export =
Name T Version State SAID Criticality CVSSB.. ThreatS.. Issued Vulner... Missing M.
Microsoft Access 2019 / 16.0.138 Insecure SA104635 — CE—— 78 86 17 days 4
Microsoft Excel 2019/ 0.. 16.0.138...  Insecure SA104635 D 78 86 17 days .. 4
Microsoft Excel 2019/ 0 16.0.138 Insecurs SA104635 S 7 86 17 days 4
Microsoft Malware Prote 1.1.1380 Insecure SA104532 — 78 2 17 days 1
Microsoft Malware Prote. 1.1.1380...  Insecure SA104932 — v3: 7.8 2 1T days.. 1
Microsoft Qutlook 2019 / 16.0.138 Insecure SA104635 S 86 17 days 4
Microsoft PowerPoint 20...  16.0.138...  Insecure SA104535 ~ EEEEEEES (V3 86 17days.. 4
Microsoft Publisher 2019 16.0.138 Insecure SA104635 — — 86 17 days 4
Microsoft Silverlight 5.x 5.1.3051... - -
Microsoft Skype for Busi 16.0.138 Insecure SA10435 — —— 86 17 days 4
Microsoft Skype for Busi. 16.0.138...  Insecure SA104535 S 86 17days .. 4
Microsoft Windows 8.1 Windows Insecure SA104961 87 17 days 15 5007247
Microsoft Word 2019/0...  16.0.138...  Insecure SA104635 2~ EEEEEEES (V3 86 17 days .. 4
Mozilla Firefox 76.x 76017 - - - -
Mozilla Firefox 79.x 79.0.0.7... = = = =
Mozilla Firefox 92 x 9201 - - - -
Mozilla SeaMonkey 2.x 2531 Insecure SA105229 — 20 10days.. 3
Mozilla Thunderbird 78 x 78140 - -
OneNote for Windows 10 16.0.138 Insecure SA104635 D 86 17 days 4
Page 1 of 2 > » S Displaying products 1 - 30 of 44

Filter Host Smart Groups on Operating System Build Version

One option for filtering Host Smart Group information is by Operating System Build. This filtering can be used for new or
existing Host Smart Groups.

To create a new Host Smart Group for Operating System Build:
1. Navigate to Host Smart Groups > Create & Edit.

2. Inthe Criteria field, select the Operating System Build and the appropriate in or Not in option.

Smart Group
Name:

Description

Business Impact Critical -

Contains that match all v of the following criteria:

Operafing System = s in . (Oselecied. ) ‘

© Select All O select Gustom

3. Inthe Operating System Build Selection, search for the available Operating System Builds.
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Place a check mark in front of the appropriate Operating System Builds to include in the Host Smart Group and click
Save.

X
Search.. Search
Available Operating Systems Selected Operating Systems
(0  Operating System [ | Operating System

[0 Red Hat Enterprise Linux 8
[0  Microsoft Windows Server 2016

(J  Microsoft Windows 7
[0 Microsoft Windows Server 2012

Page 1 of 2 > »

(]

Displaying Available Operating Systems 1 - 10 of 14

Save Cancel

Product Smart Groups

This section describes how to:

Create a new Product Smart Group (See Create a New Product Smart Group)
View existing configured Product Smart Groups (see Overview and Configuration)
Configure new Product Smart Groups (see Configured Product Smart Groups)

Filter Product Smart Groups on Operating System Build Version

Create a New Product Smart Group

This page describes how to create a new Product Smart Group.
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Task To create a new Product Smart Group:

1. Navigate to Product Smart Groups > Create & Edit.

B Results

Sites

Host Smart Groups (1) b

Product Smart Groups (4) ¥
Create & Edit
All Products (72)
End-Of-Life Product. ..
Insecure Products (14)
Patched Products (53)

Advisory Smart Groups ... P

2. Alist of created Product Smart Groups appears. To create a new Smart Group, click Create New Smart Group link.
The Configure New Smart Group dialog box opens.

= [3 Software Vulnerability Manager ? 3 ®

Dashboard Dashboard  Product: X

Scanning Create New Smart Group Export v

A O Name t Description Business Impact  Compilation Data Last Compiled Unigue Products Installations Hosts  Modified Date
1 All Products Smart Group cont . SES—— Complete 16ih May, 2023 12 517 2484 19 11ih Feb, 2020 12
O End-OflifeProdu.. SmartGroupcont . — Se— Complete 16th May, 2023 12 51 141 15 11th Feb, 2020 12.
C1  Insecure Products Smart Group cont S Complete 161h May, 2023 12. m 300 19 11th Feb, 2020 12
) Patched Products  Smart Group cont Complete 16th May, 2023 12 384 2043 19 11th Feb, 2020 12

End-Of-Life Products
s (1)

84)

Advisory Smart Groups (3) ¥

3. Enterthevalid name in the Smart Group Name field.
4. Enterthe description of the smart group (optional) in the Description field.

5. From the Business Impact list, select the type of impact you want to add. You have the following options:

Table 8-3 « Business Impact list

Impact Type Description

Critical This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the red color.

High This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the orange color.
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Table 8-3 « Business Impact list

Impact Type Description

Medium This value is typically used for remotely exploitable Denial of Service
vulnerabilities and for vulnerabilities that allow system compromises but require
user interaction. It resembles the yellow color.

Minor This value is typically used for cross-site scripting vulnerabilities and privilege
escalation vulnerabilities. It resembles the light green color.

Low This value is typically used for very limited privilege escalation vulnerabilities and
locally exploitable Denial of Service vulnerabilities. It resembles the green color.

6. From the Criteria list, select the type of smart group criteria you want to add. You have the following options:

Table 8-4 « Product Smart Group Criteria Options

Product Status Filter by product status.
Criticality Filter by criticality.

Threat Score Filter by threat scores.

SAID Creation Date Filter by SAILD creation date.

Last Scan Date Filter by last scan date of the host.
Silent Installation Filter by silent installation.

Site Filter by site name.

Host Filter by host name.

Product Filter by product name.

System Platform Filter by system platform.
Software Type Filter by software type.

CVSS2 Score Filter by CVSS2 score.

CVSS3 Score Filter by CVSS3 score.

CVSS4 Score Filter by CVSS4 score.

Product Name Filter product name using begins with, starts with, contains, and does not

contain condition. Then enter the Product name in the text field
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Table 8-4 « Product Smart Group Criteria Options

Smart Group Criteria

Description

Host Name Filter host name using begins with, starts with, contains, and does not contain
condition. Then enter the Host name in the text field.

Site Name Filter site name using begins with, starts with, contains, and does not contain
condition. Then enter the Site name in the text field.

Vendor Name Filter vendor name using begins with, starts with, contains, and does not
contain condition. Then enter the Vendor name in the text field.

Operating System Filter by operating system from selected list.

Operating System Build

Filter by specific version of the Operating System.

Fore more information, see Filter Product Smart Groups on Operating System
Build Version.

7. After updating the above fields, click Save button to create a new Product Smart Group.

Configure New Smart Group
Smart Group
Name
Description: Enter an (optional) description for this Smart Group...
Business Impact: Critical
Contains that match all « of the following criteria:
Criteria
Product Status v is End-OfLife
Customize Columns
@ Select Al QO Select Custom

Overview and Configuration

Use this page to view the existing configured Product Smart Groups and to configure new Smart Groups. Right-click an
item in the grid to view, edit, compile or delete the Smart Group. To filter Product Smart Groups by the Last Scan Date, see
Last Scan Date for Product Smart Groups.

All Products is the default Smart Group and cannot be edited or deleted.
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The other default Smart Groups for End-Of-Life Products, Insecure Products, and Patched Products have been pre-created
for you by Flexera. You can right-click to view, edit, compile or delete these Smart Groups.

@ Dashboard Dashboard Product: Create & Edit x
@ Scanning Create New Smart Group Export =
8 Results Name T Description Business Impact Compilation Data Last Compiled Unique Products Installations Hosts Modified Date
All Products Smart Group conta. O Complete 26th Nov, 2021 1746 72 332 4 29th Sep, 2021 14
Sites T = _ 5
EULEU T pa—— Brous Confudion (Complete. 26th Nov, 2021 1746 5 19 4 20ih Sep, 2021 14 .
s
Insecure Products S View Smart Group Contents Complete 26th Nov, 2021 17:46 14 24 4 29th Sep, 2021 14
Product Smart Groups (4) Patched Products Complete 26th Nov, 2021 17:46. 53 289 4 29th Sep, 2021 14

" Queue Smart Group For Compitation

Create & Edit

Delete Smart Group

Last Scan Date for Product Smart Groups

Product Smart Groups can be filtered by Last Scan Date. This filter option lists products that were detected within a
specified time interval using one of the following Last Scan Date options: exactly, prior to, after, older than, and within last.

For example: if machinel was scanned on 26 November 2021 and a product was detected, then the product will be a result
when searched using a Last Scan Date greater than 25 November 2021.

Configure New Smart Group

Smart Group
Name

Description: Enter an (optional) description for this Smart Group.

Business Impact: Critical -

Contains that match all «  of the following criteria:

Criteria

&

Last Scan Date v is priorto A4 2021-11-26

Customize Columns

(®) Select All (O Select Custom

Configured Product Smart Groups

Use this page to view the information for each Product Smart Group you created. You can also add extended support for
the End-of-Life Products.

Right-click a product you can see the following menu options:

® View Installations
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® Add Extended Support

View Installations

To see the installation details of a product in the Product Smart Groups, right-click a product in the grid and select View
Installations from the menu option to display the installation details.

@ Dashboard Dashboard  Product: All Products

@ Scanning Show All Packages v Search Last Compiled: 26th Nov, 2021 17:46 -
8 Resuis ProductNam PatchVe...  SAID Advisory. Criticality | Threat cvss Vendor Insecure | End-O Secure Total | Afect Download  Product
[7z0 7 0 1 0 1 1 Download  Program
7-2ip 1% pgq Wit [} 0 3 3 2 Downloa. Program
art Groups (1) Adobe A 2021.00 SA104171  Adobe A —— 8 Adobe 1 0 1 2 2 Download  Program
art Groups (4) v (SN R Adobe 0 0 2 2 2 Download  Program
eix AdobeFl...  Product Adobe 0 3 0 3 1 Download  Program
A Prodiess (2] Amazon.. 1101381 - . = Amazon 0 0 1 1 1 Downloa  Program
Amazon .. 8312071 SA104602  Amazon 2 Va6l Amazon 3 0 3 6 2 Download  Program
ERORUE Broduc Apple iT 12.12 SA104253  AppleiT — 6 Apple 1 0 0 1 1 Download  Program
Insecure Products (14) Blender 2. Blender 0 0 3 3 2 Downloa Program
CPU-Z 1x CPUID 0 0 1 1 1 Program
eMuleOx 047266 - = g eMule 0 0 1 1 1 Download  Program
FileZila 3480 > - 0 0 2 2 2 Download  Program
FileZila 0959 SA73342  FileZila 7 2 0 0 2 1 Download  Program
Reporting Firebird 2x 257 Firebird 0 0 2 2 2 Downloa. Program
Google 94 Google 0 1 0 1 1 Downloa. Program
iy Google 96.0466.. - : : Google 0 0 1 1 1 Downloa. Program
Sl Google 733 Google 0 0 1 1 1 Download  Program
Google Product : 5 Google 0 2 0 2 1 Downloa . Program
Configuration KeePass.. 1180 0 0 1 1 1 Downloa. Program
LibreOffi.. 644 SAGS6T3  LibreOffi 4 v3i83  TheDoc 1 0 0 1 1 Download  Proaram

Page 1 o3 [ > » | & Displaying Smart Group's Products 1 - 30 of 72

Adialog box opens with the following tabs:
® Overview
® |Installations

® All Advisories

Overview

Provides the details of State of Detected Installations with a pie chart representation.
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View from the context of Smart Group: = All Products v

Overview Installations All Advisories
—

State of Detected Installations

Insecure: 5
End-Of-Life: 0

Secure: 6
Total 1

Other Info

Research Created 11th Feb, 2018

@ Secure (6) © End-of-Life (0) @ Insecure (5) |
.
Installations

Provides the list of Host machines where product is installed.
Enter keywords in the Search box to search the matching host in the grid.
Copy selected host paths to the clipboard by right click on the row and choose Copy path to clipboard.

To add desired host to the Block list, right click on the row and choose Add to Block List.

Amazon Corretto 11.x
View from the context of Smart Group: = All Products

Overview Installations All Advisories

& Secure & End-Oflife & Insecure Search Host Export ¥
Host T S. | Criicality | ThreatS s Patn

S.. CiProgram Files (x86)\Amazon Corretto\jdk11.0.16_9\bin\java.exe

Copy path to clipboard

Add to Block List

Displaying hosts 1 - 2 of 2

Close.

Q

Page |1 of 1

All Advisories

Provides the list of Secunia Advisory ID and its criticality details.
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Note « For RedHat Linux 7, and Microsoft products updating via KB will have blank Patched version in Product Smartgroups.

Add Extended Support

In this page you can configure Extended Security Updates (ESUs) for End-of-Life Products. The Extended Security Update
(ESU) is an option run certain legacy products end of support.

The Extended Security Update (ESU) allows you to override an End-of-Life status to Secure/Insecure for the selected
products. In this page you can add extended for the End-of-Life products.

To add extended support for the End-of-Life products, perform the following steps:

To add extended support for the End-of-Life products:

1. Inthe Results > Product Smart Groups view, right click on an End-of-Life product, and then select Add Extended
Support from the menu option.

Dashboard  Completed Scans **  Product: All Products

Show All Packages | sql sewcn  Last Compiled: 25th Jan, 2024 2251 epat

200

Pach Verson | SAD o | cmam |Tweasc. | cussss o | Ensorite Domioad
st saune " . m W o o 1 ¢ Doumoad
o7 saume u PR 2 o 0 w2 o Dumkad
w2 sauem " R 2 o 0 2 1 Douniag

KB3194719 SAT3550 S 7 1 L] 0 1 1

KevioaTis. s ‘ i o 2 3 s

. . o o s 3 5

KB5029379. SA122600 Microsoft S. - 16 1 0 0 1 ¥

o o s s 5 -

L (e B Z 3 : 2 Dosniosd
Microsoft SQL Server Manage. Im ms‘ml 0 4 0 4 4 Download

The dialog box opens.

2. Inthe Extended Security Updates (ESU) Date field, select the required date from the calendar list.

3. Inthe Available Sites, select required sites by clicking on the check box. You can see the selected sites in the right side
of that section.
Note « Multiple sites can be selected

4. Inthe Available Hosts, select required hosts by clicking on the check box. You can see the selected sites in the right
side of that section.
Note « Multiple hosts can be selected.

5. Upon adding the required details, click Save button.

6. Extended support added for the selected product can be seen in the Scanning > Filter Scan Results> Extended
Support.

7. You can view override End-of-Life status to Secure/Insecure for the selected product in Scan Results, Smart Groups,

and Reports.
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Note « When No Sites or Hosts are selected, then ESU is applicable for all the hosts and sites.

Filter Product Smart Groups on Operating System Build
Version

One option for filtering Product Smart Group information is by Operating System Build. This filtering can be used for new or
existing Product Smart Groups.

Task

To create a new Product Smart Group for Operating System Build:
1.

Navigate to Product Smart Groups > Create & Edit.
2.

Configure New Smart Group

Smart Group
Name

In the Criteria field, select the Operating System Build and the appropriate in or Not in option.

Description:

Enter an (optional) description for this Smart Group.
Business Impact:

Critical v
Contains that match all «  of the following criteria:
Criteria

Operating System v is in

- (0 selected...)
Customize Columns

(®) Select All (O Select Custom

3.

4.

In the Operating System Build Selection, search for the available Operating System Builds.
click Save.

Place a check mark in front of the appropriate Operating System Builds to include in the Product Smart Group and

Software Vulnerability Manager (Cloud Edition) User Guide

SVMC-MAY2025-UG00

201



Chapter 8 Results
Advisory Smart Groups

Search.. Search

Available Operating Systems

[0 Operating System

O  Linux Kemel 2 6.x

[0 Red Hat Enterprise Linux Server 7
(J  Linux Kernel 3.10.x

[J  Microsoft Windows 8.1

[0  Microsoft Windows 10

[0 Microsoft Windows Server 2012

Page 1 of 2 > »

(]

Selected Operating Systems

[ | Operating System

Displaying Available Operating Systems 1 - 10 of 14

Save Cancel

Advisory Smart Groups

This section describes how to:

® (Create a new Advisory Smart Group (See Create a New Advisory Smart Group)

® View existing configured Advisory Smart Groups (see Overview and Configuration)

® Configure new Advisory Smart Groups (see Configured Advisory Smart Groups)

Create a New Advisory Smart Group

This page describes how to create a new Advisory Smart Group.
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Task To create a new Advisory Smart Group:

1. Navigate to Advisory Smart Groups > Create & Edit.

@ Dashboard

@, Scanning

B Resulis

Host Smart Groups (1) »

Product Smart Groups (4) P

Advisory Smart Groups ... *
All Advisories (14)

Zero-Day Advisories. .

2. Alist of created Advisory Smart Groups appears. To create a new Smart Group, click Create New Smart Group link.

The Configure New Smart Group dialog box opens.

= [B)Software Vulnerability Manager ? a 2
@ Dashboard Dashboard  Advisory:
@ Scanning Create New Smart Group Export ¥
Name T Description Business Im._.  Compilation DatalastC..  Modified Date Advisories | Vulnerabil Hosts Products | Installations  Zero-Day
O Advisoryt S Cotpiete 16th May, 2 28th Mar, 20 3 13 15 2 41 3
O Advisory12 CE— Complete 16th May, 2. 15th May, 2. 2 12 15 1 38 2
S— Complete 16th May, 2 11th Feb, 20 m 364 19 12 301 4

All Advisori Smart Grou

3. Enterthe valid name in the Smart Group Name field.
4. Enterthe description of the smart group (optional) in the Description field.

5. From the Business Impact list, select the type of impact you want to add. You have the following options:

Impact Type Description

Critical This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the red color.

High This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the orange color.

Medium This value is typically used for remotely exploitable Denial of Service vulnerabilities
and for vulnerabilities that allow system compromises but require user interaction. It
resembles the yellow color.
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Impact Type Description

Minor This value is typically used for cross-site scripting vulnerabilities and privilege
escalation vulnerabilities. It resembles the light green color.

Low This value is typically used for very limited privilege escalation vulnerabilities and
locally exploitable Denial of Service vulnerabilities. It resembles the green color.

6. From the Criteria list, select the type of smart group criteria you want to add. You have the following options:

Smart Group Criteria Description

Criticality Filter by criticality.

Threat Score Filter by threat scores.

Advisory Published Filters by Advisory published date.
Zero-Day Status Filters by zero-day or non-zero day.
Impact Type Filters by Impact type of the advisory.
Attack Vector Filters by on attack vector.

CVSS Base Score Filters by CVSS2 or CVSS3 or CVSS4 score.
Solution Status Filters by solution Status.

CVSS2 Score Filters by CVSS2 score.

CVSS3 Score Filters by CVSS3 score.

CVSS4 Score Filters by CVSS4 score.

7. After updating the above fields, click Save button to create a new Advisory Smart Group.

Overview and Configuration

Use this page to view the existing configured Advisory Smart Groups and to configure new Smart Groups.

All Advisories is the default Smart Group and cannot be edited or deleted. For further details, see View/Edit Smart Group
Configuration.

Zero-Day Advisories reference a vulnerability that is actively exploited prior to its disclosure. These advisories can be
filtered by Advisories that Affected You and All Advisories.

View/Edit Smart Group Configuration

204

For each Smart Group, you can create or edit the advisory criteria using the Zero-Day Status and Advisory Published
criteria. Both criteria include dates, which are created using the Coordinated Universal Time (UTC). Therefore, the local
zone date of the user could be different from the zone the advisory data was saved in, which may lead to a difference in
advisory lists.
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In the View/Edit Smart Group menu, you can filter results by date for the following criteria: Advisory Published, Last Scan
Date, and Secunia Advisory ID (SAID) Creation Date. This filtering by date creates a list of all Advisories published on that
date.

Save/Edit Smart Group

Smart Group
Name impactType
Description Enter an (optional) description for this Smart Group.
Business Impact: Low v
Contains that match. all v  of the following criteria
Criteria
Advisory Published = is | prior to «| 2019-03:27 &
Customize Columns
(® SelectAll O Select Custom

Configured Advisory Smart Groups

Use this page to view the information for each Advisory Smart Group you created. Click a Secunia Advisory ID (SAID) in the
grid to display the details. For further details, see View All Advisories.

@ Dashboard Dashboard  Advisory: All Advisories %
@ Scanning Search Type:  CVE - Search Last Compiled: 26th Nov, 2021 19:46 Export v
8 Resuis SAID Advisory Description T Cricality Threa ZeroDay  Advisor..  Vulne. Solutio cvs Attack Impact  Instal Prod. Hosts
A1 Adobe Acrobat Reader /A~ Sem—" 8 No 14th Se 18 Vendor FromR_.  System Acc 1 1 1
SA104..  Amazon Corretto Mutiple 2 No 20th Oc 11 Vendor W38 romR.  Exposure of 3 4 i
SA104 Apple iTunes Multiple Arbi — 6 No 21st Se 4 Vendor Lelk] FromR System Acc 1 1 E
SAT3342  FileZilla Server OpenSSL 7 No 28th Oc 7 Vendor FromR_.  Exposure of 2 1 i
SAQS673  LibreOffice Mutiple Secur 4 No 9th Jun 2 Vendor V3133 FomR..  Securiy By 1 1 1
SA105. Microsoft Edge (Chromiu. — 8 No 220d N 20 Vendor FromR...  undefined, < 2 i 1
SA103 Microsoft Multiple Product 2 No 10th Au 1 Vendor FromL..  Privilege Es 2 4 o
All Adviso
= 104 Morzilla Firefox ESR Myl Smmm— 2 No 2nd No 10 Vendor BEE romR. Security By q
v
Zero-Day Advisories. SA104 Mozilla SeaMonkey Multi — 17 No 28th Se. 3 Vendor BEE] FomR Security By 1 4 1
A10: Mozila Thunderbird Multi. ~ Se— 17 No 8th Sep. 3 Vendor BEX] fomR.  Security By 1 it 1
o SA91115  Notepad++ Scintilla Mem — 2 No 18th Se. 1 Vendor From R System Acc 2 1 2
eporting
SA103 OpenVPN Security Bypas 2 No 6th Jul 1 Vendor V883 roml.  Security By 2 1 5
1 L Media Player Multip! - o 10th Ma. 4 fendor .51 From undefined, ¢
Patching VLC Media Player M N 0th M Ve V358 FomR <
SA103 WinSCP URL Handling Ar 3 No 10th Au 1 Vendor FromR_.  SystemAcc 3 1 3

Administration

Configuration

View All Advisories

Under the Configured Advisory Group view is a listing of All Advisories. For each advisory, you can click the corresponding
number listed in the Installations, Products, and Hosts columns. After clicking the number in the Installations column,
you will see a list of affected installations per host.
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Zero-Day Advisories

206

SA103765 Affected Installations

Product
Adobe Acrobat Reader DC 21.x
Adobe Acrobat Reader DC 21.x

Page 1 of 1

Version

215.20058.47388.
21520048 43252

Displaying Installations Affected By Advisory 1-2 of 2

Host 1
DESKTOP-V0SO.
SVM-TESTA

The All Advisories list affecting a product shows all current and past advisories that affect a product. Note that the Secunia
Advisory ID number (SAID) listed under the SAID column could be related to different platforms.

SAID }

SA1041T1
SA103765
SA102993
SA102334
SA102083

Adobe Acrobat Reader DC 21.x

Advisory
Adobe Acr.

Adobe Acr...

Adobe Acr.
Adobe Acr.
Adobe Acr.

Page |1

of

Criticality

View from the context of Smart Group: = All Products

Overview

Threat S..

Q

Advisory
2021-09-14
2021-10-12
20210713
2021-06-08
20210511

Installations

All Advisories

Solution S..
Vendor Pa...
Vendor Pa...
Vendor Pa
Vendor Pa..
Vendor Pa

Aftack Ve..

From remote
From remote
From remote
From remote

From remote

Export w
Zero Day CvssBa. Vulnera.

No
No
No
No

=121z
B i )
e
=
IS

&
~
o

Yes

2
&
@
o
=

Displaying advisories 1-5 of 5

Zero-Day Advisories reference vulnerabilities that are actively exploited before their disclosure. These advisories can be
filtered by two categories:

Advisories that Affected You:

® Shows a filtered list of zero-day advisories that have specifically impacted your environment.

® Includes both current and historic advisories relevant to your systems.

® Helpsfocus on actionable vulnerabilities that need immediate attention.

All Advisories:

® Displays a comprehensive list of all known zero-day advisories.

®  Provides an overview of vulnerabilities, regardless of whether they directly affect your environment.

By clicking on any SAID, a popup appears with the CVE, CVSS scores, affected software's, and other advisory details.

Clicking CVE Reference link navigates to the cve.mitre.org website for cybersecurity vulnerabilities information.

Clicking Secunia Advisory Details links navigates to external Websites for additional details.
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Dashboard

Scanning

Results

Host Smart Groups (43)
Product Smart Groups (31)
Advisory Smart Groups (4)

Zero-Day Advisori

Dashboard

Scope of Data

Zero-Day Advisories <

O Advisories that Affected You ) All Advisories

Zero-Day SAID| Advisory Description

SA130780
SA130373
SA130082
SA130080
SA130078
SA130076
SA130075

Microsoft Edge Multiple Vulnerabilities
Google Chrome Multiple Vulnerabilities

Microsoft Windows Server

012 Multiple Vulnerabilities

Microsoft Windows Server 2016 / Windows 10 Multiple Vulnerabilities
Microsoft Windows Server 2019 Multiple Vuinerabilities

Microsoft Windows Server 2022 Multiple Vulnerabilities

Microsoft Windows 11 Multiple Vulnerabilities

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00

Criticality

Advisory Published

23rd Aug
26th Aug,
13th Aug
13th Aug
13th Aug
13th Aug,
13th Aug

2024
2024
2024
2024
2024
2024
2024
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Vulnerabilities

43
4
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Reporting

This chapter describes the following Software Vulnerability Manager reporting features:

® Report Configuration

® Smart Group Notifications
®  Activity Log Notifications
® Database Access

® Scheduled Exports

Report Configuration

Use this page to view a list of reports that have been configured and scheduled for generation.

You can configure a new report by clicking Generate New Report or right-click an existing report to view, edit or delete it.

For more information, see Generate a New Report. The Software Vulnerability Manager reporting capabilities allow the

user to schedule and fully customize the intended report.

In the Search by Report Title field, you can enter keywords in the Search by Report Title search box to find the matching

entries in the grid.

In the Report Format drop down field, you can search for reports either by Show all Reports or Recurring or One Time or

PDF or CSV.

= [ASoftware Vulnerability Manager

Dashboard  Report Configuration <

Last Generation
30th Sep, 2023 0.
16th May, 2023 11
28th Sep, 20230
6th Feb, 2023 17:30
20th Oct, 2023 05.
28th Sep, 20230
28th Sep, 2023 0
281h Sep, 2023 0.
25th Oct, 202315,

Generale New Repoil Report Format | Show all Reports -
— Report Tite ~ Generale Next Schedule Repo... | Recurence Schedule

0ct 30, 2023 Every Morth

s Reporting - None (One-Time Report)
0ct 28, 2023 Every Month

None (One-Time Reporl)
Nov 20,2023 Every Month
Oct 28,2023 Every Month
oct 26,2023 Every Month
0ct 28,2023 Every Month

- None (One-Time Report)
Nov 25,2023 Every Month

Scheduled Exports
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25th Oct, 2023 15.

Date Created/Modified
30th Mar, 2023 1258
16th May, 2023 1127
28h Mar, 2023 1858
6 Feb, 2023 1729
25th Jul, 2023 13:04
28th Mar, 2023 1859
28th Mar, 2023 18:55
20th Feb, 2023 17:53
25th Oct, 2023 15:28
25th Oct, 2023 1529

Last Execution Time

0OhOm 25
Oh Om6s.
0hOm 1s
0hOm21s
0Oh Om 65
Oh Om 4s
Oh Om 55

Report Format

File Size

119 MB

20418

0.02M8
0.01M8

Stas
Alve
Processed
Alve
Processed
Alve
Alve
Alve
Alve
Processed
Alve

Downioad
Download
Download
Dosnload
Download
Download
Dounioad

Download
Download
Download
Download
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Generate a New Report

Use this page to view and generate a new report. Perform the following steps to generate a new report.

Task To generate a report:

1. Inthe Report Configuration grid under Reporting, click Generate New Report button. The Configure New Report
dialog box appears.

2. Inthe Report Format, choose either PDF or CSV as the format for the report.

Report Format

Specify the format for the report

Select Reporting Format.. -
PDF
csv

Note - When using the CSV option for the report format, unused options are disabled. For more information, see Select
the CSV Option for the Report Format.

3. Inthe Report Generation Schedule, choose either a One-time only report or a recurring one (daily, weekly, monthly),
and then click Configure to select the report distribution date or frequency schedule.

Report Generation Schedule

Specify the generation schedule for the report. Configure the details using the button to the right. Note: a report will always use the most current data
available at the time of generation

(O One-Time Report - Generate only one report at a specific time

(®) Recurring Report - Generate based on the a configured recurrence schedule.

Configure

Reports will be generated on Saturday November 27th, 2021, and every 1 month thereafter.

4. Inthe Execute Summary Report, select the Include Executive Summary Report check box which provides an overall
summary with the general state of vulnerability and patch management.

Executive Summary Report
Here you can choose fo include the Executive Summary Report. This is an overall summary document of the general state of vulnerability and patch

management today, and the security state of your system in the context of current threats, methods for securing and staying secure, and the cansequences
and implications of a proper patch management solution versus not choosing such a solution.

[ Include Executive Summary Report

5. Choose the dashboard profile to be included in the report.
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Dashboard Profiles

Specify the dashboard profile to be included in the report.

Search... Search
Available Dashboard Profiles Selected Dashboard Profiles
&  Profile & | Profile

Displaying Available Dashboard Profiles 1 - 1 of 1

Q

Page 1 of 1

6. Choose which sites should be included together with which statistics to include.

Site Level Statistics.

— Select Sites

Specify the sites whose data will be used for the report
(2) All sites for all selected users
() Use a custom selected group of sites.
() Use a custom selected group of host-smart groups.
Select Sites Select Host Smart Group

Using data from all sites for users selected above (default)

— Site Level Statistics to Include

Specify the site-level statistics that will be included in the report. If none of the statistics is selected, this section will not be included into the report.
() Overall Summary Statistics
() Qverall Criticality Statistics
() Overall Impact Statistics
() Overall Attack Vector Statistics
() By-Site Statistics on Secure Products
() By-Site Statistics on Insecure Products
() By-Site Statistics on End-of-Life Products

[ Include Detailed Site Specific Data for Each Site

7. Choose a Host Smart Group to be included together with which statistics to include.
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Host Level Statistics

Specify the hosts whose data will be used for the report by selecting a smartgroup.

All Hosts v

Specify the statistics that will be included for each selected host in the report.
() Overall Summary Statistics

) Add Host Details

Additional filter: Only include insecure installations with a rating of: of Above.

8. Choose a Product Smart Group to be included together with which statistics to include.

Product Level Statistics

Specify the products whose data will be used for the report by selecting a smartgroup

All Products v

Specify the statistics that will be included for each selected product in the report
() Overall Summary Statistics

[ Add Product Details

Additional filter: Only include insecure installations with a rating of: or Above

9. Choose the email address of the person(s) receiving the report or, if you do not want to send the report via email, do
not select any recipients.

Select Email Recipients

If you wish to receive the reports via email, please specify at least one email recipient below. If you do not want to send the report via email, do not select
any recipient.

[J Use default recipients defined in Settings page

Search... Search
Avallable Email Recipients Selected Email Recipients
() ' Name Email J Name Email
O - ¢ “lera.com
] - W @flexera.com
Page 1 of 1 S Displaying Available Email Recipients 1 -2 of 2

10. Choose the name for the PDF file, set the report title, and specify if you would like to include the report parameters in
the report itself. All the reports available through this feature are provided in a PDF format and will be emailed to the
defined email addresses in accordance with the schedule and recurrence specified. Once generated, a report can also
be downloaded directly from the main page.
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General Configuration Options

Report File Name
Here you can specify a custom output file name for the generated report.

[ Set the file name for the PDF report file generated

Report Title
Here you can specify a custom title for the front page of the report.

[ Set the report title

Report Title: | Flexera Custom Report

Publish Report Parameters
Here you can choose whether the report parameters (configured here) should be included in the repart for reference

() Show Report Options and Generation Parameters

(o

Important « The emails containing the PDF reports will be sent from the Flexera Data Cloud - no-reply@flexerasoftware.com.
Be aware that the email server from the recipient may block/filter the email if, for example, the size of the attachment exceeds
a certain pre-defined threshold. If no email is being received, please check the email Spam filter and/or the Junk folder in the
email client.

Select the CSV Option for the Report Format
When you select the CSV option for the report format, the following sections and options are disabled:

® Executive Summary Report, Dashboard Profiles, Site Level Statistics, and Overall Summary Statistics Check box
for both Host Level Statistics and Product Level Statistics are disabled.
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Configure New Report

Report Format

Specify the format for the report.

Ccsv v

When using the CSV option for the report format, all configured sections will be rendered into a separate CSV file and then compressed into a single ZIP file
Please note that some of the configuration options below will have no effect on the resulting data in the CSV files.

Report Generation Schedule

Specify the generation schedule for the report. Configure the details using the button to the right. Note: a report will always use the most current data
available at the time of generation

(O One-Time Report - Generate only one report at a specific time

(®) Recurring Report - Generate based on the a configured recurrence schedule.
Configure
Reports will be generated on Saturday November 27th, 2021, and every 1 month thereafter.
Executive Summary Report

Here you can choose fo include the Executive Summary Report. This is an overall summary document of the general state of vulnerability and patch
management today, and the security state of your system in the context of current threats, methods for securing and staying secure, and the consequences
and implications of a proper patch management solution versus not choosing such a solution

Dashboard Profiles

Specify the dashboard profile to be included in the report.

® Insecure Installation Details for both Host Level Statistics and Product Level Statistics are enabled only when you
select Add Product Details and Add Host Details respectively.

Configure New Report

Host Level Statistics

Specify the hosts whose data will be used for the report by selecting a smartgroup

All Hosts -

Specify the statistics that will be included for each selected host in the report.

[+ Add Host Details

[ Insecure Installation Details

Additional filter- Only include insecure installations with a rating of = Show Al ¥  orAbove
[} End-of-Life Installation Details

[ Secure Installation Details

Product Level Statistics

Specify the products whose data will be used for the report by selecting a smartgroup.

All Products v

Specify the statistics that will be included for each selected product in the report

[ Add Product Details

[ Insecure Installation Details

Additional filter- Only include insecure installations with a rating of = Show Al ¥  orAbove

(0 End-of-Life Installation Details
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® PDF Filename tab and Publish Report Parameters sections are disabled.

General Configuration Options

Here you can specify a custom output file name for the generated report.

Report Title
Here you can specify a custom title for the front page of the report.

[+ Set the report title.

Report Title: | Flexera Custom Report

Here you can choose whether the report parameters (configured here) should be included in the report for reference

Smart Group Notifications

Use this page to create and configure reminders, notifications, and alerts for a Smart Group based on the current state or

changes to a group.
Click Configure New Notification, enter the required information and then click Save.

Configure New Notification

Notification Details

Name & Applicability
‘You must give this notification a name (or short desription) to be used when receiving alerts. Here you will also select the Events for which the nofification will apply.

Name Enter a name (or short description) for this notification..

Smart Group: | Select a Smart Group

pey

Choose the conditions under which you will receive an Alert.

Recipients Selection

Select Email Recipients

If you wish to receive the reports via email, please specify at least one email recipient below. If you do not want to send the report via email, do not select any recipient.

[J Use default recipients defined in Settings page

Search... Search
Available Email Recipients Selected Email Recipients
O | Name Email O Name Email

Close

Activity Log Notifications

Use this page to schedule multiple notification digest for the respective events through emails.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00



Chapter9 Reporting
Database Access

Creating Notifications for the Activity Log

Task To create Notifications:

1. Click Create Notification. The Configure New Log Notifications dialog box opens.

@ Dashboard Dashboard  Activity Log Notifications

Name | Activity Log Monitored Next Scheduled Check Aways Notify Frequency Date Created/Modified

B Results

No Notifications configured

i Reporting

Report Configuration

Scheduled Exports

2. Describe notification name, select the required events, and then select notification schedules.

3. These email notifications can be scheduled on an Hourly, Daily, Weekly, or Monthly basis. If you select Daily, or
Weekly, or Monthly option, then you choose the time duration for the selected day.

4. Choose the recipients and then click Save.

Configure New Log Notification

Notification Details

Name & Applicability
You must give this notification a name (or short description) to be used when receiving alerts. Here you will also select the Events for which the notification will apply.

Name: Enter a name (or short description) for this notification

Event Selection

Select events

Available Events Selected Events

0O  Name O | Name

Add Allow List Scan Path

Add Block List Scan Path

Agent Details Email

Collect Network Information
Contact Verification

Create Customer Detection Rule
Create Patch Template

Create Report

JOO0OO0O0OO0DO0OO0OO

Prnntn Crnn Meain

Alert Conditions.
How often should this nofification rule run? Scheduled is based on when the rule is saved/modified:

Choose Frequency - Choose time -
[J NOTIFY me when the conditions are NOT met. |.e., leave unchecked for a 'no news is good news' policy.

Recipients Selection

Database Access

® To access Flexera’s SQL database, see Database Console.

® To delete hosts from your Software Vulnerability Manager account by configuring rules that check for certain criteria,
see Database Cleanup.
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Database Console

Use this page to access Flexera’s SQL database. You can access the content of each table by selecting the table name in the
Tables pane. Expand the table name to view the objects and data types within that table.

To create an SQL query, right-click a table and select Show Data to automatically create a SELECT * FROM table query from
the specific table. You can also right-click a table and select Schedule Query to create Scheduled Exports for the table and
save the output to a CSV file.

The Details and Results panes display the status of the query.

@ Dashboard Dashboard  Database Console

@ Scanning i o
3 W vw_cs_devices
L e
L}
m vw_host_insecure

B vw_host_unpalched_os

B Resulls y  Time 1 Status Table Query

Show Data B Success SELECT * from ww_csi_devices_cve

L Reporting Schedule Query

Refresh Clear

Results

nsi_device_id 1 host site cve

1 B sccum CVE-2021-38492,C
2 %O  WORKGROUP CVE-2021-38503.C

# Patching 3 BN WORKGROUP CVE-2021-39836,C
4

SccMm CVE-2021-3331
& Administration

£ Configuration

Summary of the SQL Data in the Database Console Tables

The following table lists the SQL Data in the Database Console Tables:

SQL Data Description

vw_csi_devices List of hosts with mac address & ip address

vw_csi_devices List of hosts affected by CVE
_cve

vw_host_eol List hosts with End of Life software

vw_host_unpat List hosts with insecure operating system and operating system version
ched_os

vw_host_insec List hosts with insecure software and software version
ure

Database Cleanup

Use this page to delete hosts from your Software Vulnerability Manager account by configuring rules that check for certain
criteria.

You can use this page, for example, to delete all the hosts that have not been scanned for more than 15 days.
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Click Add Rule, enter the required information, and then click Save.

New Rule

Action Delete Host

Name 15 Days Rule

Criterion Last Scanned Time ~ | More than

The rules can be based on Last Scan Time, Last Check-in Time or for Host that have been Never Scanned. Once a rule has
been configured you can see which Affected Hosts meet the criteria defined in the rule and will be deleted from your
Software Vulnerability Manager account.

Once you have checked the hosts to be deleted you can choose to run the rule. Right-click the rule name and select
Execute Rule.

Dashboard Database Cleanup

Rules
Add Rule

Name 1

15 Days Rule

T

Execute Rule

Delete Rule

For scheduled database cleanup, see Host Deletion Settings.

Scheduled Exports

Use this page to view, edit or delete automated data extraction schedules.

[®

Important « To schedule exports you must first download and install the Software Vulnerability Manager Daemon from
https.//www.flexera.com/svm-download.

Right-click a table in the Database Console and select Schedule Query. You can configure the file by hiding columns in the
grids prior to export.

In the Export Schedule Setup screen, enter:
® The Name of the scheduled export.

® The Filename that you want to save the CSV file as.
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® The Next Run date and time.

® The Frequency (Hourly, Daily, Weekly or Monthly) that the export will be performed or select the One-Time Export

check box.

Export Schedule Setup

Action

Name: Enter a name (or short description) for this scheduled export.
Table scheduled_exports

Cutput

Filename: Enter a filename ending with .csv extension

Schedule

These settings define the schedule at which the export will be performed

Next run: 2021-11-27 B 2030 v
Frequency - « or [J One-Time Export

e

Right-click a Scheduled Export in the grid to edit or delete the export.
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Patching

After scanning your system and analyzing the appropriate vulnerabilities to patch, the next step is to patch your system.
The following topics describe how to configure and deploy Software Vulnerability Manager’s patching function.

Flexera Package System (SPS)

Creating a Patch with the Flexera Software Package System (SPS)
The SPS Package Creation Wizard

Vendor Patch Module

External Package Signing for Software Vulnerability Manager Client Toolkit
Patch Deployment Status

Download Patch Publisher

Patch Publisher Connections

Agent Deployment

Add Proxy Settings

WSUS/System Center

Creating the WSUS-CSI GPO Manually

Deploying the Update Package Using WSUS

Deploying the Update Package Using System Center

Patch Configuration

Patch Template

QuickPatch

Patch Automation

Intune Publishing

Workspace ONE Publishing
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Flexera Package System (SPS)

This section provides further information regarding:
®  Flexera SPS Page Features

® SPS Concepts and Terminology

Flexera SPS Page Features

The Flexera Package System (SPS) page displays a list of products for which Software Vulnerability Manager can
automatically create an Update/Uninstall package. Right-click any of the listed products to view the available options.

Dashboard Dashboard  Flexera Package System (SPS)

Scanning Search Type Product v | | Search text IEZE] View: from the context of Smart Group: | All Products - Export v

o Product T | Vendor T | PaichedVers Architect. = SAID Critcality | Threat Detected  Adviso Insecure | End-O. Secure Total Hosts  Uninst
72ip 19x Windows 0 0 2 2 2 No
Reporting FileZila 3480 Windows 0 0 1 1 1 Yes
Notepad 77 Windows.. SAQ1115 = 18th Sep 1 0 1 2 2 No
gasivg PUTTY 0.x 074 Windows 0 0 2 2 2 No
Fleters Packee RealTe Windows 0 0 1 1 1 No
O Ultimate Windows 0 0 2 2 2 No
NinDirSt Windows 0 0 2 2 2 No
v Sty WinSCP. 5.17.10 Windows 2 0 3 5 5 No
Patch Deploy AdobeA..  Adobe 21.0072...  Windows 0 0 1 1 1 No
[rarrrn Amazon_. Amazon.. 110381 Windows.. - 0 0 1 1 1 No
Amazon.. Amazon.. 8312071 Windows.. SA104602 20t Oct 3 0 0 3 1 No
Configuration PUZ1x  CPUID Windows 0 0 1 1 1 No
eMule0x  eMule 047266  Windows 0 0 1 1 1 Yes
Google Google 96.0.466...  Windows 0 0 1 1 1 No
Google 733 Windows 0 0 1 1 1 No
Google Product .. Windows 0 2 0 2 1 No
Microsoft 96.0.105. Windows SA105276  ‘— 8 22nd No. 2 0 3 5 3 No
Microsoft Windows 0 0 3 3 3 No
Microsoft  1.1.1870...  Windows 0 0 4 4 2 No
Microsoft Windows 0 0 3 3 3 No
Page 1 a2 > » & Displaying Products 1- 30 of 47

The Flexera Package System (SPS) features include:
®  Product Display Criteria for SPS

® Language Selection for SPS

Patch Update Searches by Common Vulnerabilities and Exposures (CVE)

Advisory Published Date

Note -« Flexera SPS page now available in non-1E browser also. In order to use complete feature of patching, need to install
Software Vulnerability Manager Plugin.

Product Display Criteria for SPS

Click Configure View to select the criteria that will be used to display the products in this view.
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Configure View

() Hide Microsoft products

(¥ Group products where patched version and architecture are identical

(¥ Display only End-of-Life or Insecure products

(] Highlight products for which update packages have been created

o

(& Display only products for which silent update packages can be created automatically

You can customize the view of the products displayed using the following configurable options:

Note: The Software Vulnerability Manager should not be used for creating patches for Microsoft
products. The updates should come from Microsoft

Chapter 10 Patching
Flexera Package System (SPS)

When the Group products where patched version and architecture are identical check box is selected, the SPS page rows
will be grouped by the product, architecture, and the patch required to update them to a secure version.

If a row represents two or more product versions that require the same update, then the Product column will not show the
product version. For example, if Firefox 32.x and Firefox 37.x both require updating to patched version 40.x, then the
Product column will display “Firefox” only.

This means that if, for example, four products previously required the same update, rather than listing them four times
they will be listed once. This allows you to create fewer packages to target the same number of installations.

Dashboard

Seanning

Results

Reporting

Patching
Flexera Package System
Paich Template
Vendor P:

odule

Patch Deployment Status

Administration

Configuration

Dashboard

Search Type

Product T

FileZilla
Notepad

uTTY 0.x

WinSCP.
Adobe A
Amazon
Amazon

eMule 0.x

Google

Flexera Package System (SPS)

Product

Vendor 1

Adobe
Amazon
Amazon
CcPUD
eMule
Google
Google
Google
Microsoft
Microsoft
Microsoft
Microsoft

Page 1

Pached Vers

3480
77
074

517.10
21.0072
11.0.13.8.1
8312071

0.47.2.66
96.0.466.
733
Product
96.0.105.

1.1.1870.

of2 | >

Architect
Windows.
Windows
Windows.
Windows.
Windows.
Windows
Windows.
Windows
Windows.
Windows.
Windows.
Windows.
Windows.
Windows
Windows.
Windows.
Windows.
Windows
Windows
Windows

» &

x

IEZE] View: rom the context of Smart Group: | All Products

SAID Criticality | Threat

Detected

Adviso.

111 — 2 18th Sep

20th Oct,

22nd No.

SA105276

insecure

©CocoOoNO©OODOOO®OONOOOO a0 o

End-O.

cooomMoOooOOooooooo0ooo0oo

Configure View

Secure

| a fiev] e el o Pl & [l i) | e ol = fiRae| - [t

Total

Hosts  Uninst
2 2 No
1 1 Yes
2 2 No
2 2 No
1 1 No
2 2 No
2 2 No
5 5 No
1 1 No
1 1 No
3 1 No
1 1 No
1 1 Yes
1 1 No
1 1 No
2 1 No
5 3 No
3 3 No
4 2 No
3 3 No

Displaying Products 1 - 30 of 47

Note - An SPS package created when the Group products where patched version and architecture are identical check box is
selected (grouped mode) can cover multiple product rows that are displayed when the check box is not selected (ungrouped
mode). Consequently this can lead to a discrepancy when determining whether an update for the product already exists if you
are switching between the grouped and ungrouped modes. For example, if you create an update for a product in grouped
mode, the update may not be accurately detected when using the ungrouped mode. For this reason it is recommended to only
use the grouped mode when creating updates.
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Language Selection for SPS

You can target specific languages and approve packages before they are published. The package configuration, based on
the product family, is retained for future use.

Patch Update Searches by Common Vulnerabilities and Exposures (CVE)

In the Flexera Package System (SPS) Search Type field, you can search patch updates by CVE, which are referenced in
Secunia Advisories. The CVE results help identify affected hosts, advisories, and patches across entire organizations.

Dashboard Flexera Package System (SPS) x

Search Type: CVE ¥ || Search text. View from the context of Smart Group: | All Products v Export w

Product T| Vendor T Patched Version ~ Architecture SAID Criticality = Threat Detected Advis. Insec. End-. Secure Total Hosts Unin...

7-zip 19.x Windows32-bit - - 1day9h - 0 0 1 1 1 No

Advisory Published Date

The Advisory Published date is listed in the Flexera Package System (SPS) grouped and ungrouped views. This date
provides a quick reference for the latest patching information.

Note « Inthe Flexera Package System (SPS) ungrouped view which lists each product version separately, there will be no

Secunia Advisory IDs (SAID) listed for End-of-Life (EOL) products. Therefore, the Advisory Published date will be blank for EOL
products.

Dashboard  Flexera Package System (SPS) ™

SeachType: | Product < [Searcnton IEETER v from he contetof Smart Group. | A Prducts - ot +
Product T Vendor 1 Patched Version | Architecture SAID Criticality Threat Score Detected | Advisory P. Insecure End-Of-Life Secure Total Hosts. Uninstallable

B Product 7-2ip 16.x (1 tem)

7-2ip 16 18x Windows32-bit - - 5 days ago - 0 1 0 1 1 No
B Product Adobe Acrobat Reader DC 21.x (2 ltems)

AdobeAcrob...  Adobe 210072009..  Windows32-bit  SA103765 — 80 5daysago| 12th Oct 2021 2 0 0 2 2 No
AdobeAcrob...  Adobe 2021.00720...  Windows32-bit  SA10417 — 8  1monthago| 14thSep, 2021 1 [ 0 1 1 No
B Product Amazon Corretto 8.x (3 ltems)

Amazon Corr.. Amazoncom 8312071 Windows64-bit ~ SA104602 23 2daysago [ 20th Oct, 2021 5 0 0 5 2 No
Amazon Cor..  Amazoncom  831207.1 Windows32-bit  SA104602 23 2daysago | 20th Oct, 2021 5 0 0 5 2 No
Amazon Cor..  Amazoncom  8302.08.1 Windows64-bit  SA103200 6 tmonthago| 21stJul, 2021 3 0 0 3 1 No

B Product Apple iTunes 12.x (1 ltem)

Apple iTunes Apple 1212 Windows64-bit ~ SA104253 — 6 215t Sep, 2021 1 0 0 1 1 No
B Product FileZilla FTP Client 3.x (1 ltem)

FileZilla FTP 3480 Windows32-bit  $494916 - 2monthsago | 29th Apr 2020 1 0 0 1 1 Yes
B Product: Google Chrome 87.x (1 Item)

Google Chro. Google 96x Windows64-bit - - 5 days ago - 0 1 0 1 1 No
B Product: Google Chrome 91 (2 Items)

Google Chro...  Google 96x Windows64-bit - - 5 days ago - 0 1 0 1 1 No
Google Chro...  Google 9104472114 Windows32bit  SA102473 — 87 2monthsago | 17th Jun, 2021 1 0 0 1 1 No
B Product Google Chrome 95 (1 Item)

Google Chro. Google 96x Windows32-bit - - 2 days ago - 0 1 0 1 1 No
B Product IrfanView 4.x (1 ltem)

IfanView 4x  IrfanView 437 Windows32-bit  SA54959 — - 2monthsago | 17th Dec, 2013 1 0 0 1 1 Yes
B Product Mozilla Firefox 53:x (1 Item)

Mozila Firefo... ~ Mozila Foun..  94x/91xESR  Windows32-bit - - - 0 1 0 1 1 Yes

& Product: Mozilla Firefox 66.x (1 ltem)

Figure 10-1: Flexera Package System (SPS) ungrouped view
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Dashboard

Scanning

Results

Reporting

Patching

Flexera Pack:
Patch Template
Vendor Patch Module

Paich Deployment Status

& Configuration

Dashboard

Search Type
Product T
7.zip

7-zip 9.x
FileZilla FTP
FileZilla FTP
Notepad-++
Notepad++ 7.x
TortoiseSVN 1
WinSCP 5.x
Adobe Acroba.
Adobe Acroba
Adobe Bracke.
Amazon Corr.
Amazon Corr
Apple iTunes
Apple iTunes
Google Chrome
Google Chrome
Mozilla Firefox
Mozilla Firefox

Mozilla Thund

Page

Flexera Package System (SPS)

Product v | Search te
Vendor 1 Palched Ve Archite
18x Windo.
18x Windo.
3480 Windo.
3480 Windo
77 Windo.
77 Windo.
1122 Windo.
51710 Windo
Adobe 17.011 Windo.
Adobe 21x(C Windo.
Adobe 1141 Windo.
Amazo..  83120.. Windo
Amazo.. 83120  Windo
Apple 1212 Windo.
Apple 1212 Windo.
Google 96 Windo.
Google 96 Windo
Mozila..  94x/9..  Windo.
Mozila...  94x/9..  Windo.
Mozilla...  91x Windo.
1 of2 | > » &

B View from the context of Smart Group: | Al Products

Criticality | Thre
—

—_—

|11

LEEELT

Figure 10-2: Flexera Package System (SPS) grouped view

SPS Concepts and Terminology

Software Vulnerability Manager users should become familiar with the concepts and terminology described in this section.

Components of an SPS Package

Components of an SPS Package

Applicability

SPS Package

Rules

Execution Flow Script

Files

S
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12th Oct, 2021
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Export w

Total Hosts  Unins.
4 4 No
1 1 No
g 1 Yes
2 2 Yes
3 3 No
6 [ No
4 2 No
23 22 No
1 1 No
21 21 No
2 2 No
22 8 No
7 ¥ No
3 3 No
1 1 No
8 8 No
56 54 No
71 38 Yes
171 63 Yes
22 2 No

Displaying Products 1 - 30 of 33

The package consists of two parts; applicability rules and SPS package. The applicability rules are used by the deployment
solution (WSUS, Workspace One, Intune, and BigFix) to only execute the package on computers that are applicable for the

selected package.

The SPS package consists of the payload that is then executed on the computer.

Software Vulnerability Manager (Cloud Edition) User Guide

SVMC-MAY2025-UG00

225



Chapter 10 Patching
Flexera Package System (SPS)

Applicability Rules

SPS Package
(Index 0) Executive Flow
(Index 1) File 1

(Index 2) File 2

(Index n) File n

The following sections explain in greater detail all the components that make a SPS package.

Applicability Rules

The applicability rules are rules used to decide whether or not a package should be offered to a client. These rules are as
follows:

IsInstallableApplicabilityRule - Obtains the rules for determining whether or not this item is installable on a given
computer. It generally consists of paths and version information of relevant files.

IsinstalledApplicabilityRule - Obtains the rules for determining whether or not this item is already installed on a given
computer. It generally consists of keys and value information of relevant registry keys.

IsSupersededApplicabilityRule - Obtains or sets the rules for determining whether or not this item is superseded by
another update on a given computer. It generally consists of paths and version information of relevant files.

SPS Package

226

The SPS package must always consist of at least one file that is placed at index “0” this is the execution flow script, and any
additional files will be numbered accordingly in ascending order. The execution flow script is either JScript (JavaScript),
VBScript or PowerShell script; by default, a JavaScript example is provided in the SPS Package Creation Wizard.

The script will be automatically extracted from the SPS package and executed. Based on the execution flow more files can
then be extracted and executed from the SPS package, referenced by their index order.

[®

Important « When using PowerShell Scripting as the execution controlling script of the package, you must ensure that
Microsoft Visual C++ 2012 Redistributable (x86) is installed on the target hosts you are deploying the update package to.
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Execution Flow Script
This execution flow script is always executed. This is the file with index 0, and as such it will always be the first to run.

In the execution flow script you can define any other files to be extracted and executed. The default execution flow
template that is provided in the SPS Package Creation Wizard will extract the first file supplied in the package with the
specified silent parameters (usually this is the patch file provided by the vendor). Any other files added to the package will
NOT be extracted or executed when using the example script.

If you create your own execution flow, no user interaction is available. To make your execution flow totally unattended, use
log files accordingly for easy troubleshooting.

Files

The SPS package supports additional files besides the execution flow script. The added files will have array indices from 1
to n where the first file will have index 1, and the additional files are numbered in ascending order.

Creating a Patch with the Flexera Software
Package System (SPS)

The Flexera Software Package System (SPS) page displays a list of products that you can create updates for.

Click Configure View to customize the list and limit the types of products shown, as well as highlight products for which
packages have or have not been created.

If highlighted, products for which SPS packages exist will be shown in green.

A product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
product listed in blue is available to have an update created in a simple 3 step process.

Some products are presented in gray because the vendor of the product does not provide silent installation parameters. If
you choose to patch one these products, you must provide (import) the .MSI/.MSP/.EXE file together with the parameters
for the unattended installation. Software Vulnerability Manager will then repackage and publish the update through the
standard workflow. Packages cannot be automatically created by Software Vulnerability Manager for these products.

If you wish to create a new custom package that does not necessarily patch an existing product, for example to deploy new
software, you can click New Custom Package. In this case you should provide the files/installer that will be executed on the
target client together with the execution flow script.

With Software Vulnerability Manager you are able to create three different kinds of packages. Right-click a product and
select one of the available options:

® Create an Update Package
® Create an Uninstall Package
® Create a Custom Package

For the Update and Uninstall packages a default execution flow script is provided in the SPS Package Creation Wizard (Step
2 of 4: Package Contents), which will fulfill most of the common needs.
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The execution flow script for an Update package can also be customized for additional functionality. You can also configure
your patching package SPS Installer Parameters using dynamic check box options (where applicable) based on product
functionality, including:

® Remove End User License Agreement

® Disable Automatic Updates

® SilentInstall

® Update to lowest secure version

® No reboot necessary

® Cumulative updates in one package

®  Set Security Level

® Remove system tray icon

® Restrict Java Applications

® Uninstall Prior to Installing

® PreventInstallation of Certain Components
® Prevent Collection of Anonymous Usage Statistics

® Remove Desktop Shortcut

Create an Update Package

A Product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
Product listed in blue is available to have an update created in a 3 step process. Right-click or double-click one of these
Products and select Create Update Package to start the SPS Package Creation Wizard.

Software Vulnerability Manager retains Product Family Settings that you previously used. Click Yes to prefill the SPS
Package Creation Wizard with the available settings.

Product Family Settings X |

? , It is possible to prefill the wizard with some of the settings you previously used with Mozilla |
\..j Firefox. Do you want to proceed?

| Yes | No |

Create an Uninstall Package

Any Products that are listed as Yes in the Uninstallable column are available to have an uninstall package created in a 3
step process exactly as the update packages in blue.
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x

@ Dashboard Dashboard  Flexera Package System (SPS)

@ Scanning Search Type Product v | | search text IEZ] View from the context of Smart Group: | All Products - Export v
P B Product T Vendor T  Patched Versior Architec. = SAID Critcaiity | Threat Detec Advisory Insecure | End Secure Total  Hosts  Uninstallable

2ip 19 Window 0 0 1 1 1 No

L4 Reporting FileZila 3480 Window... - 0 0 1 1 1 [es]
Notepad 77 Window..  SAQI1s 2 18th Sep, 2 1 0 1 2 2 No
# Patching aTTY 0.x 074 Window 0 0 2 2 Z No
P RealTe Window. 0 0 1 1 1 No
Ultmate Window 0 0 2 2 2 No
VinDil Window 0 0 1 1 1 No
WinSCP 517.10 Window 1 0 3 4 4 No
AdobeA . Adabe 21.007200..  Window 0 0 1 1 1 No
2 Administration Adobe B Adobe 1141 Window 0 0 1 1 1 No
Amazon. Amazon. 1101381 Window. 0 0 1 1 1 No
% Configuration Amazon . Amazon . 8312071  Window.  SA104602 2 20th Oct, 2 3 0 0 3 1 No
Blenc Blender Window 0 0 1 1 1 No
Zix CcPUD Window 0 0 1 1 1 No

eMule0X  eMule 047.266 Window 0 0 1 1 1 [Fes]
rebird Firebird 257 Window. 0 0 1 : § 1 No
Google .. Google 960486445  Window 0 0 1 1 1 No
Google . Google 733 Window 0 0 1 1 1 No
S Googe  ProductDis..  Window 0 2 0 2 1 No
Microsof...  Microsoft Window 0 0 6 3 2 No

For Products listed as No in the Uninstallable column you must customize the execution flow script to successfully
uninstall the product. This can be done by starting the SPS Package Creation Wizard and selecting the Edit Package
Content check box in Step 1.

If you have an SPS XML template you can import it by clicking Import Package in the first step of the wizard. Once this is
completed, all the fields in the wizard will be automatically populated, including the execution flow script.

Special attention should be given to the files mentioned in the execution flow script. These files can be files originally
provided by the SPS template creator or they can be dynamically downloaded.

[®

Important « You should only import SPS packages if you trust the author of the package and the source from where you
downloaded/obtained the package.

Create a Custom Package

Software Vulnerability Manager allows creating custom packages that can be deployed through WSUS/System Center. By
creating a custom package you can do a wide range of actions; everything from updating and uninstalling third-party
applications to handling complex execution flows with multiple files.

The creation of a custom package can be done in two different ways. Either:

® Right-click a productand choose Create Custom Package. By doing this the product applicability rules will be included
in the package; this will mean that the Custom Package will only be applicable for computers with the selected
product installed.

OR

® Click New Custom Package to start the SPS Package Creation Wizard. In this case no applicability rules will limit the
installation base.

Independently of the chosen approach, in both cases the SPS Package Creation Wizard will be initiated.

The SPS Package Creation Wizard

The following steps explain how to create the SPS Package:
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® Step 1 of 4: Package Configuration
® Step 2 of 4: Package Contents
®  Step 3 of 4: Applicability Criteria - Paths

®  Step 4 of 4: Applicability Criteria - Rules

Step 1 of 4: Package Configuration

In Step 1, no action is required if the selected product was in blue. You should only check Edit Package Content (Optional) if
the product was in gray or there is a need to customize the update patch by selecting a different file(s) and/or defining a

different execution flow script.
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Step 1 of 4: Package Configuration

Use this form to set the name and description of the 5PS package, or edit the properties of an existing one. In the following steps you will configure the package contents
‘and parameters before creating and publishing the package, or exporting it as an XML formatted file.

Import XML (Optional)
‘You can start by importing an existing 5PS Package File. This will populate all of the wizard data fields with the package data, which you can then view 2
and/oer edit,
NOTE: You should only import packages if you trust the author of the package and the source from where you downloaded [ retrieved the SPS package.

| Import XML |
Package Name
The package will be created with the following name. Choose a new name if desired.

Mame:  Update Google Chrome, version 66.x, Moderately Critical
Description (Optional)
Here you can give a description of the package. For example, what it does, the contents, usage, etc.
Description:
Reference Id (Optional)
Here you can assign an Id to this package if desired.
Reference Id:
5PS Installer Parameters (Optional)
Here you can configure optional parameters you want to pass to the installer. This set of options is unique to this product. Some parameters have warning
message associated that should be read and understood before moving forward
Configure Package (@) Default (?)
Behavior: __
() Disable checking for running Chrome processes (¥)
(7> Kill any running Chrome processes (7)
Select Installer: (@) Install Enterprise version

() Install Stable version
Edit Package Content {Optional)
If you choose to edit the package contents, in the next Step of the wizard yvou will have the aption te view/edit the package contents. If net, you will be
directed immediately to Step 3.

| | Edit Package Content

b
Vendor & Product Naming
o Mext | v | Cancel

The Import Package feature allows you to import a SPS template in XML format that will automatically populate all the
fields of the SPS Package Creation Wizard. This feature will be especially relevant when creating custom updates or when
creating update packages for the products in gray.
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ol
Use this form to st the name and description of the 5°5 package, or edit the properties of an existing one. In the following steps you will configure the package contents _
and parameters before creating and publishing the package, or xporting it as an XML formatted file.
I Fackage WSS Connected]
Import XML {Optional) tecture saID Crtticalty Detected Insecure End-OF Life Patched
You can start by importing an existing 5PS Package File. This wil populate allof the wizard data filds with the package data, which you can then view A |fpdonassoe e & days ag 2 2 0
and/or edit indows32-bit - [ 8 [
NOTE: You should only import packages if you trust the author of the package and the source from where you downloaded / retrieved the SPS package. ndows32-bit b o 1 o
0 Indows6d-bit . o 1 o
[ 1mport 3. | oy
ndowsa2-bik Sy & days ago 1 0 0
Package Name @ Choose File to Upload
The package will be created with the following name. Chaose a new name if desired. .
Gl i ®© ~ | « Documents » My SPSTemplates v & | | Search My SPS Templates »
Name: | Update Google Chrame, version 66.x, Moderately Critical
Organize v Newfolder e [0 @
Description (Optional) 3 ) Wame ¥ Dt adife Type Size
“r Favorites Y
Here you can give a description of the package. For example, what it does, the contents, usage, etc. e STty T
Description: M This PC
€ Network
Reference Id (Optionaly
Here you can assign an 1d to this package if desired.
Reference 1d:
< >
SPS Installer Parameters (Optional) File name: | package_content_chrome v | AllFiles () v
Here you can configure optional parameters you want to pass to the installer, This set of options is unique to this product. Some parameters have warning 1 7
message associated that should be read and understood before moving forward Open | Cancel
Configure Package (@) Default (7}
Behavior: _ v
(©) Disable checking for running Chrome processes {7)
Previods | Next | Bubks | Cancel

In Step 4 of the wizard you will also have the option to export the XML template for the package being created.

After clicking Next, and if Edit Package Content (Optional) was not selected, you will go directly to Step 3 of 4: Applicability
Criteria - Paths.

Step 2 of 4: Package Contents

Step 2 becomes available when Edit Package Content is selected in Step 1. The first section of Step 2 is the Execution Script
where you select JScript (Javascript), VBScript or Powershell Script and then review or create a customized execution flow.

You are also able to change the files that are included in the SPS package, which can either be local files or links to be
dynamically downloaded upon publishing of the package.

To test a newly created execution flow together with the added files click Create SPS File. A SPS.exe file is created that can
be executed locally prior to being published into the WSUS server.

This SPS.exe file will include the execution flow script and the files to be included, but not the applicability rules.
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Step 2 of 4: Package Contents
‘Here you configure the package contents, including the execution script included, and the files induded.

Execution Script
iew/Edit the execution flow and script type for this SPS package.
Script Type: | JScript (Javascript) b
Execution Flow: |var Title = "Update Google Chrome, version 66.x, Moderately Critical";
var GUID = "1535edBd-b052-45a8b-0665-9544aleeTa7d"; ~

var silentFarama = “/S5";

var optionalParams = " /busineass";

// The fallewing four wariahles have been embedded by the CS5I at the
// stare of this seripe

// var GUID = “*;

// var Title = "";

// var gilentParams = "";

4/ wvar opticnalParama = "";

var ret = 1;
function main() I

if ( 1GUID } ¢
server.logMessage| "Mo GUID supplied for package " + Title ): N
return 1;

Files To Include

Configure the files to include in this package. The grid belaw shows the files that are currently scheduled to be included, and if they will be downloaded

dynamically {i.e., in the case of URLs) ar if they are local files, You can add additional files via the 'Add File' button, as well as choase from additional language
packages available via the 'Show Localised Files' button. To remeve a files, right-click and select 'Remove’.

File(s) to include in the package Status
http://dl.secunia.com/5P5/GoogleChrome_£6.0.3359.139_64-bit_5P5.exe To Be Dynamically Downloaded
| Add Local File | | Add Download Link | | Add Localisation (Language) File |

Create SPS File

You also have the option of creating an SPS File from this package, should you wish to.

| Create SPS File |

Previous | Mext | Fublish | Cancel

Step 3 of 4: Applicability Criteria - Paths

In Step 3 you should select the paths/locations to which this package should be applied. These are usually populated by
Software Vulnerability Manager based on the scans previously conducted.

Please be advised to only choose paths that are valid to avoid any update loops. You can also use paths with CSIDL and
KNOWNFOLDERID if you select the Show Advanced Options check box. These variables should be used with their decimal
value.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00 233



Chapter 10 Patching
The SPS Package Creation Wizard

Step 3 of 4: Applicability Criteria - Paths

Here you can define the path-based applicability rules for this package. Below you will find any relevant paths already found or configured for the package. You can
deselect paths in the grid or add paths as needed via the "Add Path” button. Check the “Advanced Options” box to enable additional options in the "Add Path” dialog and to
‘show advanced options in the grid.

[T] show Advanced Options

| Add Path |

Always Install Option

The purpose of this option is to allow installations of new software. For custom packages which are not updates to existing installations, you can bypass the
“isInstallable” W3US rule which will ignore all system paths when deciding if this package can be applied. Mote - this will not bypass the rules for checking if
something is already installed, or is superseded by a more recent version,

[] Mark Package as “Always Installable™

Minimum Version Option

The purpose of this option is to allow for updating of older products. Normally one updates a product to its secure version within the same major version. You
can alter this behaviour by specifying a custom minimum version. Mote: the version you enter must alse be supported by the installer itself - you cannot enter
arbitrary values here.

Minimum Version: 55.0.0.0

] Path « Information
[¥] €:\Program Files (x86)\Google\Chrome\Application\chrome.exe 1

Previous | Mext | Publish | Cancel

For packages that should not have any paths for applicability, select the Mark Package as “Always Installable” check box to
ignore all paths. Paths for App-V and Mac OS X are filtered out since they are not supported for patching.

Use the Minimum Version Option to update older products. Normally, a product is updated to its secure version within the
same major version. You can alter this behavior by specifying a custom minimum version. Note: the version you enter must
also be supported by the installer itself - you cannot enter arbitrary values here.
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Importing Bulk File Paths in the SPS Package Creation Wizard

To help with situations where you wish to include specific file paths for scanning software, you can now import multiple file
paths by providing a CSV file during Step 3 of the patch/template creation process.

On the Step 3 of 4: Applicability Criteria - Paths panel, click Add Path to open the Import Path Applicability Rules for
Package dialog box, and select a local CSV file which contains file paths.

=

Step 3 of 4: Applicability Criteria - Paths

Here you can define the path-based applicabiity rules for this package. Balow you will find any relevant paths already found or configured for the package. You can
deselect paths in the grid or add paths ac needed via the “Add Path™ button. Check the "Advanced Opticns™ bax to enable additional options iin the "Add Path” dislog and
to show advanced options in the gnd.

! Show Advanced Options

Add Path | | Import Path

Abwrays Install Option

The purpase of this option is to allow installations of new software. For custom packages which are not updates to existing installations, you £an bypass the
“isInstallable™ WSUS rule which will ignare all systam paths when dending # this package can be applied. Note - this will not bypass the rules for checking if
samething is already installed, or is supercteded by a more recent version.

] Mark Package as “Always Installable™

Import Path Applicability Rules for Package X
Minimum Versia
The purpose of th Import New Path's Bjor version. You
:';;";;“{':’m“: Click "Browse’ to choose a local csv file which contains file paths. fou cannot enter
Minimum Version: €SV file: | C:\Users\Administrator\Desktop\Patches\export csv x ]
Browse |
Path Options
7. \Google\Chrame\A mFilesse
T C\Windows.old\Pr
C:\Users\P7111074
C:\Program Files Import Cancel
C:\Program Files (x86)\Google\Chrome\Temp\scoped_dir7076_1072\0ld_chrome.exe o n/a
C:\Program Files (x86)\Google\Chrome!\Temp\scoped_dird108_1690650753\old_chrome.axe o nia
| C:\Program Files (x86)\Google\Chrome\Temp\scoped_dir26444_18370\pld_chrome.exe (] n/a
| C:\Program Fies (x85)\Goagle\Chrome!\ Temp} §_dir12364_25971\0ld_chrome, exe 0 nfa
__| C:\Program Files (x86)\Google\Chrome! Temp\scoped_dir10304_2754'0ld_chrome.exe o nfa
V| Ci\Program Files (x35)\ fe'Ch ' Appli inew_chrome. exe | nfa
V| C\Program Files (xB5)\Google\Chrame Application\chrame.exe 10 n/a
| G\$WINDOWS,~BT\NewOS\Program Files (x86)\Google\ChromelApplication\new_chrome.exe 0 n/a
] C\SWINDOWS. ~BT\NewD5\Program Files {xB5)\Google\Chrome'\Appcation| chrome. exe o nfa
Previous | Nexd Cancel

Figure 11: Import Path Applicability Rules for Package Dialog Box

This enables you to target specific file paths or to include file paths discovered in other partitions in order to create a single
patch for deployment that covers all desired file paths.

CSV File Format
When creating a CSV file for import, file paths entered in the following formats are acceptable:

C:\Users\Administrator\AppData\Local\Temp\Acme\acinstall\tools\acmeinstall\tools\7z.exe
C:\Program Files\Acme\tools\7z.exe
%ProgramFiles%\Acme\tools\7z.exe
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Note « The CSVfile does not need to have comma-separated values, but just a list. You don’t have to use quotes when there
are spaces in a file path. The CSV file can essentially be a text list with just one column. As a single column list of values, simply
provide one file path per line (no header row or additional columns should be included).

Step 4 of 4: Applicability Criteria - Rules

In Step 4 you should specify if you want to limit the package to 32-bit or 64-bit systems or computers with specific
operating system languages. The patch file to be deployed will be automatically downloaded in the background by the
Software Vulnerability Manager console. Once this is completed the Software Vulnerability Manager console will repackage
and publish the update package into the WSUS/System Center. To export a package select File System (Export) and click
Publish.

Step 4 of 4: Applicability Criteria - Rules

Here you configure the applicability rules for the package.

SEIELL LANyuayes: | anguage
Arabic ~
Chinese (Hong Kong SAR)
Chinese - (Simplified)
Chinese - (Traditional)
Czech v

ik

Export Patch Script
Before publishing XML patch script to your file system, you have the opftion to configure XML file. Note: As you might wish to share this package, for

example via the community forum, you can choose to not include the package files as binary and the applicability paths from Step 3, as your paths may
contain private user data.

["] Do not include Step 3 Applicability Paths in XML File.
[] Do net indude package file(s) as binary in XML File.

Patch Template (Optional)

Save as template: | Enter Template Name...

Publish Options

Select option for publishing Flexera package

Publish package using: (®) WSUS (via ActiveX)
() Schedule package to Patch Publisher
) Altiris
) Bxport Patch Script
() Cabinet File (Export)
() Save Template

Previous Publish Cancel

To publish a package through the Patch Publisher, select the Publish Options > Schedule package to Patch Publisher,
and then select the required connection from the Patch Publisher Connections (Required) drop down.

Note « Patch Publisher Connections are available only when you install the Patch Publisher.

236 SVMC-MAY2025-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Chapter 10 Patching
Vendor Patch Module

Here yau comfigure the applicabiity rues for the package.
Language serungs
Canfigure package applicatility rules based on language: A
[ anly make packags applicable o computers with ane af the ssiected languagss,
Select LaNGuUages:  |anguage

Arabic

Chinese (Hang Kang SAR) o
Chinese - (Simpified)

Chinese - (Traditicnal}

Ceach v

Export Pateh Seript

Before puilishing XML patch scripl Lo your Fie system, you have the oplion Lo configure XML file. Nole: A% you might wish Lo share Lhis package, far
example via the commurity farum, you can choose Lo not incuge the package files 2 binary and the sgplcability patha from Step 3, as your paths may
eonlain privale vser dala.

[ Do nat include Steg 3 Applicability Paths in XML File.

] D nat include package file(s) as binary in XML File.
Patch Template (Optional)

Save as template: | Enter Template Mame...

Publish Options
Sehect aplion far publishing Flexera packags
Pullish package using:
(®) Schedule package to Patch Publisher
) Altiris
() Expart. Patch Soript
() Sawe Templale

Patch Publisher Connections (Required)

Seleet ica: [Intune_win10 { Intune ) ~
Intune_winl0 { Intune |
- W5Dne_Winld { Warkspace One |

BigFix_Winl0 { BigFix } Previous | [ Publish | Cancel
| - |

If a reboot is required after the package has been installed this can also be configured in the second part of this step as well
as checking if Java is running.

To configure your package to only be applicable for certain languages of the operating system, select Only make package
applicable to computers with one of the selected languages and select the relevant language.

In this step you are also able to export the package that you have already configured to be used for future reference. You
have the option to include or exclude Step 3 applicability paths and the installer as binary.

The two options (Do not include Step 3 Applicability Paths in XML File and Do not include the package file(s) as binary in
XML File) are taken into consideration only when exporting the package to the File System (Export), otherwise the selection
will be disregarded.

Vendor Patch Module

Vendor Patch Module represents the largest set of patch data on the market today. It is designed to integrate several
hundred out of the box patches for prioritization and publishing within SVM. Additionally, it exposes details which helps
you to be aware what patches exist, and to provide as much detail as possible to make bringing your own patch to SVM
easier. These additional entries are typically missing something like the actual setup file (because the vendor does not
make it publicly available) or because we don’t have default applicability criteria (but can leverage assessment results for
your environment).

Q

Tip « To know more about the Vendor Patch Module, click here.
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This section provides further information regarding:
® Vendor Patch Module Page Features

® Creating a Patch with the Vendor Patch Module

® Package Creation Wizard in Vendor Patch Module

® Automating Patch Deployment

[®

Important - Vendor Patch Module is an optional feature and must be purchased separately:

® for pricing and availability, please contact your sales representative or contact us online at:
https://www.flexera.com/about-us/contact-us.html

® [fthe feature is not purchased, you can view the list of available patches but cannot use them.

Vendor Patch Module Page Features

The Vendor Patch Module page displays a list of products for which Software Vulnerability Manager can automatically
create an Update/Uninstall package. Right-click any of the listed products to view the available options.

Dashboard Dashboard  Vendor Patch Module
Scanning Searchtype:  Product v [seachiext View from the context of Smart Group: | Not Selected ~ Export v
— Product | Vendor | Patch..  Deplo.. SAD  Cric.. | Thr Advis.. | Archit. | Ins En se Total | Hosts  Upda. Down.. = File Subs.. | Subs
NET . Mo 228 Yes Wind tith Down. 2339 Mo
1 Reporting NET.. Mcro.. 228.. Yes Wind fih.. Down. 21.04. No
NET.. Mo 312 Yes - . Wind 23d.. Down. 2492. No
et NET . Micro.. 312 Yes - Wind 23rd Down.. 2232.. No
e NET . Micro. 314 Yes . Wind 23d.. Down. 1269. No
e NET.. Mo 314. Yes : : Wind 23d.. Down. 1176.. No
NET .. Mo, 311 Yes Wind tstM..  Down. 5177.. No
Vendoc Eatch Moaite NET . Mo 311. Yes = Wind fstM.. Down.. 4634.. No
Pateh Deployment Status NET.. Micro.. 501. Yes z o 5 25d.. Down. 2326.. No
L NET . Mo, 501 Yes Wind 2d.. Down. 2512. No
NET . Mo, 501 Yes . - Wind 23d.. Down.. 2256.. No
Configuration NET.. Mo 543. Yes - - - 23d.. Down. 1305. No
NET . Mico. 543 Yes : : Wind 23d.. Down. 1461. MNo
NET.. Mcro. 543. Yes : == Wind 23d.. Down. 138. No :
Pas..  Agle. TO8. Yes sAlQ 1st0..  Wind 2B . Down. 1133 Yes 20t
3DF.. 3Dfo.. 4530.. Yes - Wind 15th..  Down. 1859.. No
3DF.  3Dfo.. 4530 Yes - . Wind 6th..  Down. 1859.. No
3F . 3Dfo. 4530 Yes : : Wind i9th.  Down. 1859. No
AKVi. Open.. 418 Yes - - Wind 23 .. Down. 8872 No .
7Zp.. lgorP.. 21600 Yes SAgy - 2 1stM.. Wind 26 Down. 177.. Yes 29t

The Vendor Patch Module features include:

®  Product Display Criteria for Vendor Patch Module

® Patch Update Searches by Common Vulnerabilities and Exposures
® Advisory Published Date in Vendor Patch Module

® Threat Score in Vendor Patch Module

Product Display Criteria for Vendor Patch Module

Click Configure View to define a criteria from either or both the Show drop down and the Add more filters check boxes.
This criteria will be used to display the filtered products in this view.
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Configure View

Show All available Vendor patches v

All available Vendor patches
Add moreé Qnly those Detected in my environment
) ©Only these Not detected in my environment
¥ Deployment ready patches
[J Only Mac patches

[J Hide Microsoft products

Search... Search

Available Languages Selected Languages

Name [J  Name
African

Brazilian

Chinese (Simplified)

Chinese (Traditional

Croatian

OO00OO0ODO0O .

Czech

Page 1 of 4 > » I & Displaying Available Languages 1 - 9 of 31

The following display criteria are available.

Table 10-1 « Product Display Criteria for Vendor Patch Module

Drop Down Options

Show Select one of the following options:

® Allavailable Vendor patches—Displays all the list of out of the box patches available in
the module. (Default)

® Only those Detected in my environment—Displays a list of out of the box patches
available for applications which are already installed in the user environment.

® Only those Not detected in my environment—Displays a list of out of the box patches
available for other applications which are not deployed in the user environment.
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Table 10-1 « Product Display Criteria for Vendor Patch Module

Drop Down Options

Add more filters Select one or more following check boxes to add more criteria defined in the Show drop
down:

® Download available—Displays a list of out of the box patches available to download

® Deployment ready patches—Displays a list of deployable out of the box patches which
have no missing details. These patches are highlighted in Blue color in the products list
and have a high rate of success in mass deployment.

® Only Mac patches—Displays a list of out of the box patches for MAC OS, you can easily
download them for deployment in your Mac management solution of choice.

® Hide Microsoft products—Hides only a list of out of the box patches provided by the
vendor Microsoft.

® Highlight products for which packages have been created—Displays a list of
products in Green color for which packages have been created successfully.

Note « MSP packages are currently Not deployment ready, but deployment is possible depending on the environment that
these packages are ready to be deployed as is.

Select Package Language

You can target specific languages and approve packages before they are published. The Configure View settings in the
Vendor Patch Module can be retained for future use.

By default, the following package language is selected:

® English

® English (UK)
® English (US)
® EnglishGB
® English US
® Multi

You are also able to change the default selected language and select new package languages.
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Patch Update Searches by Common Vulnerabilities and Exposures

In the Vendor Patch Module Search Type field, you can search a patch updates by CVE, which are referenced in Secunia
Advisories. The CVE results help identify affected hosts, advisories, and patches across the entire organizations when
appropriate Smartgroup filters are chosen.

Dashboard Dashboard  Vendor Patch Module
Seanning Searchtype: | CVE v | | searchtext View from the context of Smart Group: | Not Selected - Export w
Results Product ~ Vendor Patch. Deplo SAID Critic Thr. Advis Archit Ins. En Se Total Hosts Upda Down. File Subs. Subs.
4KVi.. Open.. 418 Yes ‘ - Wind 0 0 10 10 10 23d Down. 8872.. No
Reporting 7Zip.. lgorP.. 21600 Yes - 5 = Wind 0 4 20 k5 32 26th Down... 1.7 No
TZip.. IgorP.. 2106 Yes Wind 0 1 32 3 30 26th Down. 137 Yes 16th
Patching NET Micro. 543 Yes - o - 23rd Down 1305 No -

Advisory Published Date in Vendor Patch Module

The Advisory Published date is listed in the Vendor Patch Module provides a quick reference for the latest patching

information.
Dashboard Dashboard  Vendor Patch Module %
Scanning Searchtype:  Product v | | searchtext View from the context of Smart Group:  Not Selected S Coniigure View Export ¥
e Product Ven. Pat. | Dep. SAD  Cri Threat Score | Advisory Published | Ac..  In E s T H Upd. Do Fi Sw..  Sub
Fre. Moz. 904 Yes Sao = 23| 2ndNov, 20210530 | Win 1 0 0 1 1 2r. Do 50 No
Reporting Fire.. Moz 94 Yes - -l - Win 0 1 1 2 2 2. Do 51 No
Fire.. Moz. 04.. Yes SA. 23| 2ndNov, 20210530 | Win 1 0 0 1 1 2. Do. 50MB No
Rskhkg Fire.. Moz.. 52 Yes - = = Win 0 1 1 2 2 30 Do 4 No
g Fire.. Moz. 52.. Yes S = 23| 2ndNov, 20210530 | Win 1 0 0 1 13t Do 43 No
B Fre. Moz. 52. Yes - Win 0 1 1 2 2 30t. Do 4 No
Fre.. Moz. 52.. Yes §A. o= 23| 2ndNov, 20210530 | Win 1 0 0 1 1%, Do 43 No
atide ol Fire.. Moz 60 Yes z Win 0 1 1 2 2 30t Do 3 No
Patch Deployment Status Fie.. Moz. 60.. Yes §A. = 23| 2ndNov, 20210530 | Win 1 0 0 1 1%, Do M No
e Fire.. Moz. 60 Yes - EE Win 0 1 1 2 2 3. Do 3 No
Fire. Moz. ©60.. Yes A 2 == 23| 2ndNov, 20210530 | Win 1 0 0 i 1 %t. Do. No
Configuration Fre.. Moz. 68.. Yes - 4|z Win 0 1 1 2 2 3. Do 46 No
Fre.. Moz. 68.. Yes S = 23| 2ndNov, 20210530 | Win 1 0 0 1 1 %t. Do 45 No
Fie.. Moz. 68.. Yes o] = Win 0 1 1 2 2 30t. Do. 46 No
Fire.. Moz. 68.. Yes SAo 2w 23| 2ndNov, 20210530 | Win 1 0 0 1 130, Do. 45 No
Fre. Moz. T78.. Yes Win 0 1 1 2 2 6h.. Do. 52 No
Fre.. Moz. 78.. Yes SA. o= 23| 2ndNov,202105:30 | Win 1 0 0 1 1o6th. Do 51 No
Fre. Moz T78. Yes B | Win 0 1 1 2 2 eh. Do 51 No
Fre.. Moz. T8.. Yes §A 2 = 23| 20dNov, 20210530 | Win 1 0 0 1 1o6h. Do 50 No
Fire.. Moz o1 Yes I Win 0 1 1 2 2 2. Do 5 No

Figure 10-1: Vendor Patch Module Advisory published date

Threat Score in Vendor Patch Module

The Threat Score provides the Threat Score information for the out of the box patches listed in the Vendor Patch Module.

Note « Threat Score is available only for users with Threat Intelligence Module
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Dashboard

Scanning

Results

Reporting

Patching

Flexera Package
Patch Templat
Vendor Patch Module

Patch Deployment Status

Administration

Configuration

Dashboard
Search type
Product Ven
Fire.. Moz
Fire.. Moz
Fire.. Moz
Fire.. Moz
Fire_. Moz
Fire.. Moz
Fire. Moz
Fire.. Moz
Fire.. Moz
Fire.. Moz
Fire.. Moz
Fire. Moz
Fire.. Moz
Fire... Moz
Fire_. Moz
Fire.. Moz
Fire. Moz
Fire.. Moz
Fire.. Moz
Fire_. Moz

Vendor Patch Module ™
Product -
Pat. | Dep. SAD
94 Yes SA
% Yes -
94 Yes SA
5. Yes -
52 Yes  SA
52 Yes
52 Yes SA
60 Yes
60 Yes SA
60.. Yes -
60.. Yes SA
66.. Yes -
66 Yes  SA
66... Yes
6. Yes SA
T8.. Yes
78. Yes SA
T8 Yes
78 Yes SA
ol Yes

View from the context of Smart Group: | Not Selected - Export v
Threat Score | Advisory Published  Arc..  In 3 s i H Upd. Do.. Fi Sub..  Sub

23 | 2nd Nov, 20210530 Win 1 0 0 1 1 2. Do. 50 No
- Win 0 1 1 2 2 2. Do 51 No
23 | 2nd Nov, 20210530 Win 1 0 0 1 1 2. Do. 50MB No
g |2 Win 0 1 1 2 2 30t. Do. 45 No
23 | 20dNov, 20210530 Win 1 0 0 1 130 Do 43 No
P Win 0 1 1 2 2 3. Do. 45 No
23 | 20d Nov, 20210530 Win 1 0 0 1 1%, Do 43 No
: Win 0 1 1 2 2 3. Do 3 No
23 | 2ndNov, 20210530 Win 1 0 0 1 130, Do. M No
=lE Win 0 1 1 2 2 3. Do 37 No
23 | 200 Nov, 20210530 Win 1 0 0 1 130t Do. M No
== Win 0 1 1 2 2 30t Do 48 No
23 | 2nd Nov, 20210530 Win 1 0 0 1 130 Do. 45 No
5| | Win [ 1 1 2 2 30t Do 46, No
23 | 20dNov, 20210530 Win 1 0 0 1 1 30 Do. 45 No
Win 0 1 1 7 2 6h. Do. 52 No
23 | 2nd Nov, 20210530 Win 1 0 0 1 1 6h. Do 51 No
i = Win 0 1 1 2 2 6h. Do 51 No
23 | 20d Nov, 20210530 Win 1 0 0 1 1 6h. Do. 50 No
Win 0 1 1 2 2 2. Do. 53 No

Figure 10-2: Vendor Patch Module Threat Score

Creating a Patch with the Vendor Patch Module

The Vendor Patch Module page displays a list of products that you can create updates for.

242

Click Configure View to customize the list and limit the types of products shown in the list as per your requirements.

A product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
product listed in blue is available to have an update created in a simple 3 step process.

Some products are presented in gray because the vendor of the product does not provide setup files to deploy, Packages
cannot be automatically created by Software Vulnerability Manager for these products.

With Vendor Patch Module you can update a package. Right-click a product you can see the following options:

Create an Update Package

View Installations

Patch Information

Subscribe to Patch

Edit Subscription

Pause Subscription

Resume Subscription

QuickPatch

To Update packages a default execution flow script is provided in the (Step 2 of 4: Package Contents), which will fulfill most

of the common needs.

[®

Important « The following color codes are used in the Vendor Patch Module products list:

Blue color patches - Out of the box patches are ready to deploy with no missing details, so no extra details needed to

deploy these patches.
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®  Black color patches - Patches that are missing some information but are available to download. To create a patch, any
missing details must be provided.

®  Gray color patches - Patches that are missing some information including the vendor setup files. To create a patch, the
vendor setup must be provided along with any missing details.

®  Green color patches - Patches for which publishable packages have already been created.

Create an Update Package

A Product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
Product listed in blue is available to have an update created in a 3 step process. Right-click one of these Products and
select Create Update Package to start the Package Creation Wizard.

To Create Update Package using 3 step process, see Package Creation Wizard in Vendor Patch Module

Note « You cannot Create Update Package for MAC OS patches.

View Installations

To see the installation details of a product in the Vendor Patch Module, Right-click on a product and select View
Installations to open the wizard.

The View Installations wizard provides the following details:
® Overview - Provides the details of State of Detected Installations with a pie chart representation.
® Installations - Provides the list of Host machines where product is installed. For more information, see Installations.

® AllAdvisories - Provides the list of Secunia Advisory ID and its criticality details.

View from the context of Smart Group: = All Products -

Overview Installations All Advisories

State of Detected Installations
Insecure:
End-Of-Life
Secure:
Total
Other Info
Research Created: 11th Feb, 2018

Sooco

@ Secure (5) @ End-of-Life (0) @ Insecure (5) |

Close

Figure 10-3: View Installations Wizard
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Patch Information
To know the details about any patch in the Vendor Patch Module, Right-click and select Patch Information.
Patch Information provides the following details of a selected patch:
® Product Name
® \Vendor
® Patched Version
® Architecture
® Uninstall Parameters (If required)
® FileSizein MB
® Date Modified
® Deployment ready status

® Download link

Package Creation Wizard in Vendor Patch Module

The following steps explain how to create update Package:
® Step 1 of 4: Package Configuration

®  Step 2 of 4: Package Contents

®  Step 3 of 4: Applicability Criteria - Paths

®  Step 4 of 4: Applicability Criteria - Rules

Step 1 of 4: Package Configuration

In Step 1, if the selected product was in Black and Gray you will get a Warning message. click Yes to initiate the Package
Configuration wizard.

Warning: Review[Update Required *

' This patch is not ready to deploy as provided and requires review/update prior to publishing. Do
L you want to create the update anyway?

| wves || No

In the Package Configuration wizard, click Next.
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ax

Step 1 of 4: Package Configuration

Use this form to set the name and description of the VPM package, or edit the properties of an existing one. In the following steps vou will configure the package
contents and parameters before creating and publishing the package.

Package Name

The package will be created with the following name. Choose a new name if desired.

Name: | Update Amazon WorkSpaces, version 2.5.8.0

Description (Optional)
Here you can give a description of the package. For example, what it does, the contents, usage, etc.

Description:

Reference Id (Optional)
Here you can assign an Id to this package if desired.

Reference Id:

Vendor & Product Naming

Choose this option to overcome limitations in the number of categories that can be published in the SCCM. This will set the vendor attribute of the package to
Flexera and strip the product version from the product name.

|:| Use Flexera Custom Naming

Cancel

Step 2 of 4: Package Contents
Step 2 provides the following package details:
®  Silent Parameter
® Filesto Include
® Add Local File

® Add Download Link
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| o)X
|
|

Step 2 of 4: Package Contents

| Here you configure the package contents, including the silent parameters, and the files induded.
Silent Parameters
Here you can provide silent parameters for the package

Silent Parameters: | REBOOT=ReallySuppress ARPNOMODIFY=1

Files To Include

Configure the files to include in this package. The grid below shows the files that are currently scheduled to be included, and if they will be downloaded
dynamically {i.e., in the case of URLs) or if they are local files. You can add additional files via the "Add File' button, as well as choose from additional language
packages available via the 'Show Localised Files' button. To remove a files, right-click and select 'Remove’.

File(s) to include in the package Status

Amazon+WorkSpaces. msi To Be Dynamically Downloaded
| Add Local File | | Add Download Link |

Previous | Next Cancel

You are also able to change the files that are included in the update package, which can either be local files or links to be
dynamically downloaded upon publishing of the package.

Click Next to open the Applicability Criteria - Paths wizard.

Note « Note the following:

® [fthe selected product was Blue and Black in color, you can see the file(s) to include in the package.

® [fthe selected product was Gray in color, you need to add the file(s) or download link manually.

Step 3 of 4: Applicability Criteria - Paths

246

In Step 3 you should select the paths/locations to which this package should be applied. These are usually populated by
Software Vulnerability Manager based on the scans previously conducted.

Please be advised to only choose paths that are valid to avoid any update loops. You can also use paths with CSIDL and

KNOWNFOLDERID if you select the Show Advanced Options check box. These variables should be used with their decimal
value.
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Step 3 of 4: Applicability Criteria - Paths

Here you can define the path-based applicability rules for this package. Below you will find any relevant paths already found or configured for the package. You can
deselect paths in the grid or add paths as needed via the "Add Path” button. Check the "Advanced Options” box to enable additional options in the "Add Path” dialog and
to show advanced options in the grid.

] show Advanced Options

| Add Path

Always Install Option

The purpose of this option is to allow installations of new software. For custom packages which are not updates to existing installations, you can bypass the
"isInstallable” WSUS rule which will ignore all system paths when deciding if this package can be applied. Note - this will not bypass the rules for checking if
something is already installed, or is superseded by a more recent version.

[ Mark Package as "Always Installable”

Minimum Version Option

The purpose of this option is to allow for updating of older products. Normally one updates a product to its secure version within the same major version. You
can alter this behaviour by specifying a custom minimum version. Mote: the version you enter must also be supported by the installer itself - you cannot enter
arbitrary values here.

Minimum Version: 2.0.0.0

[] path Information Advanced Options
V| ‘\Amazon Web Services, Inc\Amazon WorkSpaces\workspaces.exe Default Install Path %%:ProgramFiles(x86)%
Previous | Next Cancel

For packages (except .msi and .msp) that do not have any paths for applicability, select the Mark Package as “Always
Installable” check box to ignore all paths. Paths for App-V and Mac OS X are filtered out since they are not supported for
patching.

Use the Minimum Version Option to update older products. Normally, a product is updated to its secure version within the
same major version. You can alter this behavior by specifying a custom minimum version.

Click Next to open the Applicability Criteria - Rules wizard.

Note « The minimum version you enter must also be supported by the installer itself - you cannot enter arbitrary values here.

Step 4 of 4: Applicability Criteria - Rules

In Step 4 you should specify if you want to limit the package to 32-bit or 64-bit systems or computers with specific
operating system languages. The patch file to be deployed will be automatically downloaded in the background by the
Software Vulnerability Manager console. Once this is completed the Software Vulnerability Manager console will publish
the update package into the WSUS/System Center.
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To export the package, select Cabinet File (Export), and click Publish.

Step 4 of 4: Applicability Criteria - Rules

Here you configure the applicability rules for the package.

System Applicability
Configure the system type(s) the package will be applied to.
Apply Package To:
(®) 64-bit Systems Only

Language Settings
Configure package applicability rules based on language:
["] Only make package applicable to computers with one of the selected languages.
Select Languages:  |anguage
Arabic
Chinese (Hong Kong SAR)
Chinese - (Simplified)
Chinese - (Traditional)
Czech v

Pinmirk

Publish Options
Select option for publishing Flexera package

Publish package using: (@) WsSUS
() schedule package to Patch Publisher

() Altiris
() Cabinet File (Export)

Previous Publish | Cancel

To publish a package through the Patch Publisher, select the Publish Options > Schedule package to Patch Publisher,
and then select the required connection from the Patch Publisher Connections (Required) drop down.

Note « Patch Publisher Connections are available only when you install the Patch Publisher for the account.
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Here you configure the applicabilty rues for the package.

System Applicability
Canfigure the system type(s) the package will b2 applied Lo,
Apply Package Ta:

(®) G4-bit Systems Only

Language Settings
Configure packane apglicability rules based an language:
[ anly make peckage applicatie Lo compulers with ane of Lhe seieded languages,
Select LANGUAGES: | anguane

Arabiie

Chinese (Hang Kang SAR) ~
Chinese - (Simplfied)
Chinese - (Traditional}
Crach L4

Peaniah,

Fublish 0ptions
Selest aplion for publishing Flexera package
Publiah package using:
(®) Schedule package to Patch Publisher
(O Aitiris

Patch Publisher Connections [Required)

Select ean eeliva: |InU.|ne_l\"|n10 { Intune ) >
Intune_winl0 { Irture )
W5One_Winld { Warkspace One )
BigFix_WinlD { BigFix }

Pravious d Publish | Cancsl
J

To configure your package to only applicable for certain languages of the operating system, select Only make package
applicable to computers with one of the selected languages and select the relevant language.

After deployment, you can see the patches for which packages have been successfully created are highlighted in Green
color in the Vendor Patch Module products list. See Product Display Criteria for Vendor Patch Module.

Automating Patch Deployment

With Software Vulnerability Manager, you can subscribe, unsubscribe, edit, pause, and resume the automatic publishing of
patches. To do so, right click on any SPS Template or VPM patch and select the following option:

®  Subscribe to Patch
®  Edit Subscription
®  Pause Subscription

® Resume Subscription

Subscribe to Patch

Subscribe to package option provides interface to define the threshold for automation. It helps you to set the below
preferences, based on your requirements.
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Task To subscribe to SPS and VPM patches for automatic publishing:
1. Rightclick on any SPS template or VPM patch.
To use this option, navigate to Patching >> Vendor Patch Module or Patching >> Patch Template.

2. Select Subscribe to Patch option from the context menu.

X

Dashboard Dashboard  Vendor Patch Module
Scanning Searchtype  Product v Searchtext IEEE]  view from the context of Smart Group: | Not Selected Rl Goriioure view | Export ¥
_— Product | Vendor | Patch.. Deplo.. | SAID | Crica.. Advis.. Awchi. | Inse End Sec Tota Hosts | Updat.  Downl. File Subsc..  Subsc
esults
TedE.. TexE.. 72(7. Yes - = Windo 25 Down! 683K Yes 17t
o i T —_— 2 B Windo.. 21stF. Downl. .6 MB.
Repocing ¥ Create Update Package L L
1 Yes = = Windo. 21stF..  Downl. 2134 No
Patching 1 Ao Yes - c Windo 21stF.. Downl. 2339 No
Patch Information
Yes = s Windo 2istF.. Downi. 2104. No
Subscribe fo Patch Yes : = Windo 218tF. Downl. 2502 No
Eaription Yes Windo. 21stF.. Downl. 2249 No
Fes F No s 2 Mac| 2stA.  Downl . 2865.. No =
| bt ke, Yes Windo 22nd Downl . 1419  Yes 17t

Administration

Gonfiguration

The Configure Subscription dialog box appears.

3. Click Select connections to Publish drop down and select required connections from the list.

Note « You can select multiple connections to publish. To select multiple connections hold Shift key.

To make assignments for end point deployments for Intune publishing, click Manage Assignments. The Manage
Assignments dialog box appears.

Note - The Manage Assignments button is available only for Intune publishing.

In the Select Connection field, the default connection will be pre-selected. If required, choose the desired configured
connection from the drop down list.

In the Required section, you can add the following:
® Add Groups
® Click Add Groups. The Intune Assignment Groups dialog box appears.

® Select the required group from the list or enter keywords in the Search box, and then click Find button to
display matching entries in the grid. Select the desired group(s) from the list.

Note « You can select multiple groups.

®  After selecting the required groups, click Save and exit the dialog box.
® Toremove a selected group, click the delete icon in the Delete column.

® AddAll Devices
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® Click Add All Devices to include all available devices.
® Toremove added devices, click the delete icon in the Delete column.

Note - IfAdd All Devices is already selected, the hyperlink will be disabled. The option will only be enabled again
once you delete the selected Add All Devices.

® AddAll Users
® Click Add All Users to include all available users.
® Toremove added users, click the delete icon in the Delete column.

Note « IfAdd All Users is already selected, the hyperlink will be disabled. The option will only be enabled again
once you delete the selected Add All Users.

After adding the details, click Save and exist the dialog box.
4. Define the following:
Either one of the below preferences can be defined:

® Always publish a new patch when a new version is available—Publishes when new version of the patch is
available.

® Only publish a new patch when any of the following are true: Publishes when any one of the defined
preferences are met.

®  SAID CVSS score is greater than
®  (Criticality is greater than
Extremely Critical
Highly Critical
Moderately Critical
Less Critical
Not Critical
® Patched version greater than—By default current version of a patch will be displayed
Either one of these options must be selected to define the deployment schedule based on the above preferences:
® Trigger subscription rule above now for the current version—Publishes the package right away

® Trigger subscription rule above next time a new version is available—Start publishes the package when
newer version is available

Either one of these options must be selected for package configure:
® Use Flexera custom naming—Saves as a Flexera custom name
® Silent Parameters—Saves custom silent parameters for VPM subscription

5. After selecting, click Save button.
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Configure Subscription - NET Core Runtime 2.1 (x64)

Select connections to publish®: Test intune ( Intune ) -

Note: To select multiple connections hold Shift key

(O Always publish a new patch when a new version is available

(=) Only publish a new patch when any of the following are true

SAID CVSS score is greater than: 0 hd
Criticality is greater than: Not Critical hd
Patched version greater than 2.1.30.3041

(O Trigger subscription rule above now for the current version

(*) Trigger subscription rule above next time a new version is available

Package configuration
() Use Flexera custom naming

[J Silent Parameters

Save Cancel

6. Click OKand agree the confirmation dialog that appears.

7. Upon successful action, the Subscribe column will be changed to Yes, and the Subscription Started column will be
updated as per the subscription started date.

If you have installed Patch Publisher, then you can select the Patch Publisher Connections while subscription.

Note « The Patch Publisher Connections are available only when you install the Patch Publisher.

Edit Subscription

If the package is already subscribed as explained in Subscribe to Patch, you can right click and select Edit Subscription to
edit the configured preferences.

Make the necessary modifications and click Save. Then, click OK and confirm in the dialog that appears. Once the action is
successfully completed, the modifications will be updated.

Click Cancel to close the Configure Subscription dialog box without saving your changes.

To unsubscribe the subscription, click Unsubscribe button.
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Configure Subscription - VLC Media Player 3.x
Subscription started on 19th Sep, 2024 12:16

Select connections to publish™ Test intune ( Intune ) -

Note: To select multiple connections hold Shift key.

(=) Always publish a new patch when a new version is available

(O Only publish a new patch when any of the following are true

(=) Trigger subscription rule above now for the current version

(O Trigger subscription rule above next time a new version is available

Package configuration
[+ Use Flexera custom naming

Pause Subscription

If the package is already subscribed as explained in Subscribe to Patch, you can right click and select Pause Subscription

from the context menu.

Click OK to confirm in the dialog that appears. Once the action is successful, the Subscribe column will change to Paused.

Resume Subscription

If the package is already subscribed as explained in Pause Subscription, you can right click and select Resume
Subscription from the context menu.

Click OK to confirm in the dialog that appears. Once the action is successful, the Subscribe column will change to Yes.

External Package Signing for Software
Vulnerability Manager Client Toolkit

Using Manual Signatures (also known as External Signatures) allows separating the privilege of Windows Server Update
Services (WSUS) administration from the privilege to mark a package as trusted for deployment. With automatic signatures
(typically, but not always, using a self-signed certificate), the WSUS administrator has full access to a digital certificate and
private key that is trusted by all the machines within the organization. With Manual signatures, WSUS, and thus the WSUS
administrator, does not require access to the private key.
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External Package Signing for Software Vulnerability Manager Client Toolkit

Prerequisites

The below prerequisites are required:

pfx certificate needs to be installed in WSUS m/c in Trusted publisher and Trusted CA.

pfx certificate needs to be installed in Trusted publisher and Trusted CA in the m/c where patch daemon is installed.

254

To External Package Signing, perform the following steps:

1.

In Patch daemon, select Sign package manually option.

A Flexera SVM Patch Configuration - O
| WSUS Connection | SVM Connection | General Output Window: Clear Output
Server:
Port:
[] UseSSL
Groups to auto deploy:
Computers

Cleanup package files on WSUS when removing old patch
Sign packages manually

Flexera SVM Patch will connect to the WSUS server under the running
Windows user context.

Load Groups |

Restart the patch daemon.
Subscribe VPM packages and wait for patch daemon to fetch the tasks.
Patch daemon creates unsigned .cab files and places in the unsigned folder location.

The Unsigned folder location is available in the subscription status page as an unsigned path.

Subscription Status

Search Type: Package | v | Search fext Search Export ~
Packa.. Vendor Type  Version Unsigned Path Signed Path Status ~ Published to Dej
Updat.. Google vPM 83.0.4103.116 C:\Pr tch i Waiting for sign
Updat.. VideolAN veM 3.0.11.0 C:\p signed\Bbee5266-d911-4edf-b68d-009bf0fa7474\vie-3.0.11-win32.. Waiting for sign.

Updat... FileZilla VPM 3481 c\P lexera ch IO\ d\a214f314-5e22-4360-9eea-b0129cclafee\FileZilla_3.48.1_w... Waiting for sign...
Updat.. Google vPM 84.0.4147.89  C:\P a \SVMPatch i db9a-47b; hromest Waiting for sign
Updat.. Google veM $4.0.4147.89  C:\Pr h i 1529-beea-4856-9edd-4b78415cc780\googlechromesta. Waiting for sign
Updat.. FilezZilla vPM 3.49.1 cip \ i 1813-7824-4057-8429 leZilla_3.49.1_w... Waiting for sign.
Updat.. MartinPriknd  VPM 5.47.7 c:\ lexera tch i baf1-4073-ba5H CP-5.17.7-5 Waiting for sign

Sign the cab file using the format below and place the signed .cab file in the signed folder.
For example:

C:\ProgramData\Flexera Software\SVM Patch\SVMPatch 10\Signed\package_id\
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Note -« Private Keys are typically stored in .pvk files, and public keys are stored in .cer or .pfx files.

7. During the next check-in, the daemon picks and publishes the signed cab files.

Patch Deployment Status

Use this page to view the status and details of SPS and VPM patches published.

Upon mouse hovering on the Message column, you will see the entire message appear as a tooltip. Alternatively, you can
click on the Message to see the entire message appear in a popup message box.

This view provides further information regarding:

® Manage Assignments

® Delete
Dashboard Dashboard  Patch Deployment Status >
Scanning Search Type: Package v Search text Export v
— Package Name Vendor Type Version Publishedto | Deployedto  Status Triggered On | Last status upd  Message Published .
Update AdoptOpenJDK JRE with Hotspot 12 (.. | AdoptOpen... VPM Quick..  12.0.2.10 Success 29th Nov, 2. 29th Nov, 2 WIN-37S5.
W Reporting Update 7-Zip (x64), version 21.6.0.0 IgorPaviov  VPM Subs 216.0.0 Success 26th Nov, 2...  26th Nov, 2 WIN-37S5.
Update 1Password 7, version 7.9.828 AgileBits VPM Subs. 7.9.828 Success 24th Nov, 2. 24th Nov, 2 WIN-37S5
Patching Update Enterprise Mode Site List Manager, ve Microsoft VPM Quick. 12.0.0.0 Win-375558. All Comput. Success 23rd Nov, 2. 23rd Nov, 2. WIN-37S5.
Flexera Package System Update Google Chrome 93.x, version 95.x, Hi..  Google SPSWizard  93.999.999 Success 20th Oct, 2. 23rd Nov, 2 WIN-37S5
pateh Templat Update COM Port Manager (x64), version 1.1 Uwe Sieber  VPM Quick.  1.12.0 win-37s558...  All Comput...  Success 23rdNov, 2. 23rd Nov, 2 WIN-37S5.
atch Template
Update 1Password, version 7.9.822 AgileBits VPM Subs. 7.9.822 Success 20th Oct, 2. 20th Oct, 2 DESKTOP-
Vendor Patch Modul
ndor Patch Moduie Update Mozilla Thunderbird, version 91.x, Hig...  Mozila Fou... ~SPSWizard  68.9999.99 Success 20 Oct, 2. 29th Oct, 2 DESKTOP-
Patch Deployment Status Update 7-Zip (x64), version 19.00.00.0 Igor Paviov VPM Subs. 19.00.00.0 Success 29th Sep, 2 29th Sep, 2. DESKTOP-.
e Update 1Password, version 7.7.818 AgileBits VPM Subs 7.7.818 Success 20th Sep, 2...  29th Sep, 2 DESKTOP-

Manage Assignments

Note » Management assignments are only available for Intune and are disabled for Quick Patch.

You can add or edit assignments for deployed patches based on their specific status.

Task To add or edit deployed patches:
1. OnPatching menu, click Patch Deployment Status in the left pane.
The Patch Deployment Status grid appears.
2. Rightclick on a desired deployed patch and select Manage Assignments from the context menu.
The Manage Assignments page appears.

3. Inthe Connection field, the default connection will be pre-selected. If required, choose the desired
configuredconnection from the drop down list.

4. Inthe Required, Available, and Uninstall sections, you can add the following:

® Add Groups
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® Click Add Groups. The Intune Assignment Groups dialog box appears.

®  Select the required group from the list or enter keywords in the Search box, and then click Find button to
display matching entries in the grid. Select the desired group(s) from the list.

Note « You can select multiple groups.

®  After selecting the required groups, click Save and exit the dialog box.

® Toremove aselected group, click the delete icon in the Delete column.

Add All Devices

® Click Add All Devices to include all available devices.

® Toremove added devices, click the delete icon in the Delete column.

Note - IfAdd All Devices is already selected, the hyperlink will be disabled. The option will only be enabled again
once you delete the selected Add All Devices.

Add All Users
® Click Add All Users to include all available users.
® Toremove added users, click the delete icon in the Delete column.

Note « IfAdd All Users is already selected, the hyperlink will be disabled. The option will only be enabled again
once you delete the selected Add All Users.

5. After adding the details, click Save and exist the dialog box.

6. Upon successful, assignment details are added to the selected patch.

The Manage Assignments and Delete options are available in the context menu based on the status of the patch:

Table 10-2 « Context Menu options based on Status of the Patch

Status of Patch Manage Assignments Delete
Added to Queue Yes Yes
In Progress No No
Pending Deployment Yes No
Success Yes No
Failed No Yes
Waiting for signature No (not a status for Intune, so it No
doest not apply)
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Table 10-2 « Context Menu options based on Status of the Patch

Status of Patch Manage Assignments Delete

Signed No (not a status for Intune, so it No
doest not apply)

Added to Queue + Valid App ID Yes No

Failed + Valid App ID Yes No

Delete

To delete deployed patches based on their specific status, perform the following steps.

Task To delete a deployed patch:
1. OnPatching menu, click Patch Deployment Status in the left pane
The Patch Deployment Status grid appears.
2. Rightclick on adesired deployed patch and select Delete from the context menu.
3. Click Yes and confirm to proceed the changes.

4. Upon confirming, the selected patch will be removed.

Download Patch Publisher

Use this page to download the latest version of Patch Publisher. Click on Download button to download the latest version
of Patch Publisher from the Software Vulnerability Manager console.

= Software Vulnerability Manager

Dashboard Dashboard Download Patch Publisher LS

Scanning

The Patch Daemon has taken a new form as SVM Patch Publisher with enhanced capabilities and user experience.
SVM Patch Publisher enables you o establish connection with the SVM supported endpoint management systems like
Results Microsoft WSUS, Intune, VMware Waerkspace ONE UEM, HCL BigFix etc., to publish patches.

Click here to leam about all the capabilities of the SVM Patch Publisher.

Reporting
Click on the Download button to download the latest version of SVM Patch Publisher (ver. 7.4.797, sha256: faa746b4c309ee5285c0fe20c16f76fe0583b725961397974cab8c378014654)
Patching

Download

Flexera Package System

Paich Template
Vendor Patch Module
Palch Deployment Status

Download Patch Publisher

Administration

Configuration

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00 257



Chapter 10 Patching
Patch Publisher Connections

Patch Publisher Connections

Use this page to view / delete Patch Publisher and its connections.
® View Patch Publisher Connections

® Delete Patch Publisher and its Connections

® Delete Independent Patch Publisher Connections

Note - This feature is available only at SVM New User Interface.

View Patch Publisher Connections

To view Patch Publisher connections, perform the following steps.

Task To view Patch Publisher connections:
1.  OnPatching menu, click Patch Publisher Connections in the left pane.
The Patch Publisher Connections page appears with connection details.
2. Select the desired patch publisher and click on Get Connections to get the connection details.

= A Software Vulnerability Manager ? 2 3

ashboard  Patch Publisher Connections

7500 s 7500 Version 7600
3 Connect s Comecions .
E=EE B S B [ |

Created Date Modifed Date
9ih Dec. 20222012 14th Dec. 2022 1556
9th Dec 202220:13 14th Dec, 2022 1235
9ih Dec. 20222015 141h Dec. 2022 1249
12 Dec, 2022 1933 120 Dec, 2022 1933

HCL BigFix

Delete Patch Publisher and its Connections

To delete Patch Publisher connections, perform the following steps.

Task To delete Patch Publisher connections:
1. On Patching menu, click Patch Publisher Connections in the left pane.
The Patch Publisher Connections page appears with connection details.

2. Select the desired patch publisher and click on Delete button.
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= [A Software Vlnerabilty Manager ! =

@ Dasnboara Dasnboara  Patch Publisher Connections -

Last Connection Date: ~ 9th Dec, 20211059 Lost Connection Date: ~ 8ih Nov, 2022 17:28 Last Comnection Date: st Dec, 20220943 Last Connection Dats: Lest Comnection Date: 14
Version 500 Version 7300 Version 7500 Version 7500 Version 7600
Reporting
e Connections: ] Connections: ¥ ‘Connections 3 Connections: 6 Connections; 4

e [ s B E= B = B |

O Connection Name Distibution System Last Connection Date Creatsd Date Modifed Date
[E7] Microsot wsus WsUS 4h Dec. 2022 16 9th Dec, 202220.12 14th Dec, 2022 1556
Mictosol intune Intune. 9th Dec 202220:13 14th Dec, 20221235
Vhiware Workspace ONE Workspace ONE 130 De 9 9 Dec 20222015 14 Dec. 2022 1249

HCL BigFix BigFix 140 Dax » 12 Dec, 2022 1933 120 Dec, 2022 1933

Configuration

3. Select Yes or No to confirm whether or not to delete the Patch Publisher connection.

Delete Independent Patch Publisher Connections

To delete Independent Patch Publisher connections, perform the following steps.

Task To delete independent Patch Publisher connections:
1.  OnPatching menu, click Patch Publisher Connections in the left pane.
The Patch Publisher Connections page appears with connection details.
2. Select the desired patch publisher and click on Get Connections to get the connection details.
3. Click on the check box button and select the independent connections that you want to delete.

Note « You can select multiple connections (if required).

4. Click on Delete Connections button.

= [AlSoftware Vulnerability Manager ? 2 ®
Dashboard Dashboard Patch Publisher Connections x
Last Connection Date: ~ §th Dec 2021 1058 Last Connection Date: ~ 8th Nov. 2022 17:2¢ Last Connection Date: 1t Dec. 2022 09.43 Last Connection Date Last Comnection Dale:  141h Dac: 2022 16.35
Version 500 Version 7300 Version 7500 Version 7500 Varsion 7600
Connections 0 Gonnecions 1 Gonnsations 3 Gonnecions: 5 Gonnections 4

EEEEE BT EEEEE B EEE=E BT EEEE B EEEET B

Flexera Package System

Patch Template

=

Connection Name Distribution System Last Connection Date Created Date Modified Date
i Microsoft WSUS WsUs 14 Bee- 2023 16:37 9t Dec, 2022 20 12 14th Doc, 20221556
0 Microsoftintune Intune. 14h Dec, 2022 11 9th Dec, 2022 2013 14th Dee, 2022 12.35
Vhware Workspacs ONE. Workspace ONE 13 Dee 2002236 9th Dec, 20222015 14h Dec, 20221248
HCL BigFix BigFix 14th Dec, 2022 11.35 12th Dec, 2022 19.33 12th Dec, 2022 19.33

5. Select Yes or No to confirm whether or not to delete the Patch Publisher connection.
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Agent Deployment
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If you choose to scan the target host by using the Software Vulnerability Manager Agent in Single Host mode
(recommended), you can easily distribute and install the Agent by deploying it through the currently supported
deployment solutions WSUS/System Center, Intune, Workspace One, and BigFix.

Click Create CSI Agent Package under Agent Deployment to start the Software Vulnerability Manager Agent Package
wizard.

Agent Summary

Below is a summary of the Software Vulnerablity Manager Agents currently installed in the network.
NOTE: The statistics are based on scan results thus may be out of synchronisation with vour WSUS/System Center server if a scan has not been recently performed.

Overall Agent Statistics

Total Number of Hosts: 65
Mumber of Hosts with an Agent Installed: 36
Mumber of Hosts without an Agent Installed: 29

Version Statistics for Installed Agents

Hosts with the Newest Agent Installed (= 7.6.0.2) : 2
Hosts with an Older Agent Installed (= 7.0.0.0 and < 7.6.0.2) : 34
Hosts with an Outdated Agent Installed {< 7.0.0.0) : 1]

Deploy the Software Vulnerablity Manager Agent through your Microsoft WSUS/System Center Server
Click "Create Software Vulnerablity Manager Agent Package" to start the Software Vulnerablity Manager Agent Package wizard.

| Create Software Vulnerablity Manager Agent Package |
The Software Vulnerability Manager Agent Package can be created and managed just like any other SPS package.

SVM Agent Deployment Package Configurations

The Agent Deployment package allows the configuration of a variety of agent installation options that can be used to
customize the agent prior to deploying the package.

The command-line options of the agent can be set in the script that is provided at step 2 of the SPS Agent Deployment
package configuration wizard.

Execution Script

View/Edit the execution flow and script type for this SPS package.

Script Type: | JScript (Javascript) v

Ewculion Flaw: /7 var silentParams = ;

// The following variables can be optionally modified and will be

// used accordingly

var proxyUsername = "";

var proxyPassword = "";

var proxyHost = "";

var proxyPort = "";

var runhAsUsername = ""; // If a domain is used please use: userfidomain
var runAsPassword = "";

var siceName = "";

Configure runAsUsername when you intend to install and run the agent under service account different than
LocalSystem. You are required to configure the runAsPassword together with that.

Configure runAsUsername and runAsPassword when the network proxy will block LocalSystem to perform online
connections. Then you will be required to use a service account to run the agent as an authenticated user to have it easily
bypass network blocking.
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Configure ProxyUsername and ProxyPassword variables when the username and password for the network proxy are not
shared with active directory and are verified only against the proxy server.

Configure proxy host and proxyPort variables when you want to specify which proxy should be used by the local agent to
successfully connect to its target online servers at Flexera.

Configure the SiteName variable when you want to define a custom site grouping in the management interface. This
method should never be combined with the use of Active Directory feature in Software Vulnerability Manager. You must
decide which you will use and stick to it.

SiteName is also used when extra options like debugging parameters or scan interval randomization commands must be
included in the installation command of the agent.

The next command will install the agent with custom site Hi, scan interval 30 minutes, and will create a log file of the
installation of the agent that will run until you uninstall the agent.

siteName = “Hi -si 30 -d c:\agent-log.txt -v”;

Preliminary Package Testing

After your settings are configured in the script SPS gives you the option to export the file on the local file system and
execute it. The exported file is always called sps.exe. This executable is ready to install, and it includes the settings you
have set in the execution flow script.

For each script change, you can export different package and test until you get a working package. This is your final goal, an
agent deployment package that installs an agent that successfully communicates with its server without errors.

Create SPS File

You also have the option of creating an 5PS File from this package, should you wish to.

| Ovenwrite SPS File |
SPS File Status: Created C:\Users\sgladm\AppData\Local\Temp\Corporate Software Inspector Plugin\fob68cBe-ad81-417¢-95fe-2db02c7c6b47\

Agent Package Applicability

The agent deployment package enables you to publish the installer as a software update to WSUS. Its applicability rules
are set to always install. It will execute on any endpoint where it has not been installed, or where a previous agent version
exists without having to pass SCCM package applicability evaluation which is traditional for every other 'update' type of
package published through SVM.

Add Proxy Settings

You can add proxy settings to the installation script in the SPS wizard when creating the agent deployment package. In
Step 2 of 4: Package Contents, modify the variables in the Execution Flow field.
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Step 2 of 4: Package Contents
Here you configure the package contents, including the execution script included, and the files included.

Execution Script
iew/Edit the execution flow and script type for this SPS package.

Script Type: | JScript (Javascript) i

Execution Flow:
~

/4 The following variables can be opticnally modified and will be

// used accordingly

yar proxyUsername = ""; // WOTE: If proxyUsername is entered you must enter
runfisUsername and runAsPassword as well
var proxyPassword = ""; // HOTE: If proxyPassword is entered youn must enter
runAsUsername and runfAsPassword as welll
ar proxyHost = "";
ar proxyPort = "%:
rar runAslUgername = ""; /7 If & domein 13 used please uge: userédomai
var runizPassword it
giteName = "";

function main() |

if ( !GUID ) ¢ v
server.logMessage( "Mo GUID supplied for package " + Title )
i T

Files To Include

Configure the files to include in this package. The grid below shows the files that are currently scheduled to be included, and if they will be downloaded
dynamically {i.e., in the case of URLs) or if they are local files. You can add additional files via the 'Add File’ button, as well as choose from additional language
packages available via the 'Show Localised Files' button. To remove a files, right-click and select 'Remove’.

File(s) to include in the package Status

http://dl.secunia.com/5P5/GoogleChrome_66.0.3359.139_64-bit_SP5.exe To Be Dynamically Downloaded
| Add Local File | | Add Download Link | | Add Localisation (Language) File |

Create SPS File
You also have the option of creating an SPS File from this package, should you wish to.

| Create SPS File |

Previous | Mext | Publish | Cancel

SVM Agent Deployment Logic to Avoid Proxy Blocking

When there is a proxy on the network, in many cases you might be best suited to install agents under managed domain
service account which can authenticate through the proxy successfully, especially when the LocalSystem account is
disallowed to connect online by Proxy or local domain policies.

When there is no proxy or the existing proxy does not require client/user authentication to allow online access, installing
the Single Host Agent under LocalSystem account and setting up the netsh winhttp forwarding to the correct proxy server
is sufficient to have the Agent bypass the network successfully.

You should use this logic flow to match the correct way to set up your Agent based on the networking requirements of your
estate. -L symbolizes installation under "LocalSystem" while -R symbolizes "RunAs" installation under a managed domain

service account.

This type of planning can save you from having to revert to a different configuration because of network proxy blocking
and permission problems that prevent SVM 2019 Agents to report back scan results.
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Installation of SVM
Agent on Windows =
Workstation/Server

No Install Agent with
command: csia.exe —i —L

Create AD User Account Yes Proxy No Install Agent with
(Service Account for the AUTH? > command: csia.exe —i —L

-x ProxyName:Port

Agent) and login once to it

Install SVM Agent with command

(running CMD as —R account):
AUTH Yes

o I— Csia.exe —i —I_R v
user@domain.com:password —x *
ProxyName:Port Agent reports
No check-ins and scans ~ —
to the Cloud/UI?

Install Agent with:
csia.exe —i —L -x
ProxyName:Port

: Repeat the last command
Install with command: you ran, but append to it
csia.exe < -R

logging parameters *-d
user@domain.com:password log.txt —v'. Escalate to 2™ Agent is
—x ProxyName:Port U tier including all relevant installed!
ProxyUser:Password case data and the ‘log.txt’.

Create new Private Proxy
User and configure the

same name/passwmd as
you've set for the AD User

You can use automated deployment and configure the correct parameters in the Agent configuration. For more
information see, SVM Agent Deployment Package Configurations.

WSUS/System Center

The following sections describe the WSUS/System Center:
® Available

® Deployment

Available

Right-click a package for more options such as Approve, Decline or Delete or double-click a package to display additional
status details.
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crcal Soarch | Approval Siate: Any ~ | instaation State: Al ~
Narme - Vandor Approved Approved Groups | State Instal. | Pendi. | Falled | NofN.. Unkn..  Crestion Date

Updte Libreffice 5., version 5.4.6, Hoderately Critcal Seaunia pproved Approved Ready ) o o o 23 26th Agr, 2018 02:40
Update LibreOffice 5.x, version 5.4.5, Moderately Critical_VA Secunia Declined Hot Approved Not Heeded o 3 o o 0 22nd Mar, 2018 22:28
Update Google Chrome, version 66.x, Highly Critical Secunia ‘Approved Approved Ready o o o o 23 2nd May, 2018 05:06
Update Google Chrome, version 66.x, Highly Critical Secunia Approved Approved Ready o o o o 23 23¢d Apr, 2018 22:30
Update Google Chrome, version 65.x, Highly Critical_39_userl Secunia et Appraved Nt Approved Ready L o L L] 23 27th Mar, 2018 04:26
Update Google Chrome, version 65.x, Highly Critical - Group Staging Google Declined MNot Approved Not Needed o o 0 o 0 20th Mar, 2018 03:53
Update Goagle Chrome, version 650.3325.183, Moderately Crtcal Google Dechined Mot Approved Mot Nesded ° o ° o o 2tstar, 2018 17:34
Update Google Chrome, version 64.x, Highly Critical Secunia Declined Not Approved Not Needed o o o o 0 20th Mar, 2018 06:26
Update Google Chrome, version 64.x, Highly Critical Google Not Approved Hot Approved Ready 0 o 0 o 23 7th Mar, 2018 01:11
Update Google Chrome, version 63.x, Highly Critical 64 bit Secunia Not Approved Mot Approved Ready o o o L 23 16th Mar, 2018 06:33
Update Google Chrome 65.%, version 66.%, Highly Critical Secunia Approved Appraved Ready o 0 o o 23 27th Apr, 2018 02:02
Update Goagle Chrome 63.x, version 640 Moderately Critcal Seaunia Oeclned Mot Approved ot Nesded o 0 o o 0 25t Har, 2016 02:43
Updste Google Chrome 63.x, version 64.x, Highly Crtcal 641 Goagle NotApproved Mot Approved  Ready o o o o 23 19th Mar, 2018 11:02
Updste Google Chrome 63.x, version 64.x, Highly Criical 25t Seaunia Approved Appraved Ready o o o a 23 26t Mar, 20148 06:08
Update Google Chrome 63.x, version 64.x, Highly Critical 32bit Secunia ‘Approved Approved Ready 0 o 0 o 23 27th Mar, 2018 00:11
Update Goagle Chrome 63., version 64.x, Highly Critical Google Not Appraved Nt Approved Ready 0 0 0 o 23 7th Mar, 2018 01:08
‘Update Geagle Chrome 61.x, version 65, Highly Critical_19Mar Secunia Declined Mot Approved Not Needed o L] o o 0 19th Mar, 2018 22:38
Update Google Chrome 61., version 62.x, Highly Critical Secunia Approved Apgroved Ready o o o o 23 2nd May, 2018 05:15
Update Google Chrome 61.x, version 62.x, Highly Critical Secunia Hot Approved Hot Approved Ready o o o [ 23 dst Mar, 2018 18:54
Update Google Chrome 60.x, version 62.x, Highly Critical 64 bit Secunia Declined ot Approved Not Needed 0 o o o 0 25th Mar, 2018 23:15
Update Google Chrome 58.x, version 64.x, Moderately Critical Secunia Declined Mot Approved Not Needed o o 0 o 0 21st Mar, 2018 09:28
Update Goagle Chrome 58.x, version 64.x, Moderately Critical Secunia Declined Not Approved Not Needed 0 o 0 o 0 215t Mar, 2018 02:35
Updste Filezilla 3., version 3.21.0, Moderately Crtical Seaunia NotApproved Mot Approved  Ready 0 o 0 o 23 27th Mar, 2018 01:10
Update el Plus 1.3, version 1250, Less Crtical Seaunin Decined HotApproved  Not Nesded 0 o 0 o o0 215t M, 2018 00:08
Update eMule Plus 1.x, version 1.2.5.0, Less Critical Secunia ‘Approved Approved Ready 0 o 0 o 23 26th Apr, 2018 02:49
Update Calibre 2., version 3.x, Moderately Critical Secunia Declined Mot Approved Not Needed o o ) o 0 20th Mar, 2018 05:45.
‘Update Apple ITunes 12, version 12.7.3, Highly Critical ottt Secunia Declined Mot Approved Mot Needed ) o 0 0 0 215t Mar, 2018 03119
Update Apple iTunes 12.x, version 12.7.3, Highly Critical s Secunia Declined Mot Approved Not Needed 0 0 0 o 0 22nd Mar, 2018 04:28
Update Apple Tunes 122, verslon 12,7 (32-bit), Highly Crtic Seaunia NotAgproved  MotApproved  Ready o o o o 23 27th Mar, 2018 0102
Update Apple iTunes 12.x, version 12.6.2 (32-bit), Highly Critic Pecine Secunia Not Approved Mot Approved Ready o o o o 23 18th Mar, 2018 21:40
Update Adabe Shockwave Player, version 12.3.1.201, Highty & gqit Adobe Systems Declined Ht Approved Not Heeded 0 0 0 o 0 20th Mar, 2048 03:43
Update Adobe Shockwiave Player 10, version 12.x, Highly Ci D Secunia Declined Hot Approved ot Needed o o o 0 0 19th Mar, 2018 1516
Update Adabe Shockwave Player 10., version 12.x, Highly Crltear—renpocsage Seaunia Decined Hot Approved  Not Needed [ o o o 0 19th Mar, 2018 15:35
Update Adobe Reader XT £1.x, version 185 (Continuaus), Highly Crical Seaunia NokApproved Mot Approved  Ready o o o o 23 27%h M, 2018 01:03
Update Adobe Reader XI 11.x, version 11.0.23, Highly Critical Secunia Not Approved MNot Approved Ready o o o o 23 26th Apr, 2018 02:03
Update Adobe Flash Player, version 20.x (NPAPL), Highly Ciial_sushma-user Seaunia Decined NotApproved Mok Nesded o o o ] 0 2stiar, 2018 05:12
Update Adabe Flash Player, version 29.x (NPAPT), Highly Criical_28thHAr Seaunia NotApproved Mot Approved  Ready [ o [ o 23 28th Mar, 2018 040
Update Adobe Flash Player, version 27.x (NPAPI), Highly Critical 32/64 Adobe Systems Not Approved Mot Approved Ready 0 o 0 o 23 27th Mar, 2018 00:08
Update Adobe Flash Player 27, verslon 28.x (NPAPT), Moderataly Sritcal seania Approved Aoproved Ready o o o o 23 2nd May, 2018 05:13
Update Adabe Flash Player 27.x, version 28.x (NPAPT), Moderately Critical Secunia Declined Mot Approved Not Needed 0 o o o 0 16th Mar, 2018 02:40
Update Adabe Acrobat Reader, vrsion 11.x Highly Critical Seania Decined Mot Approved  Nok Hesded o o o o 0 20th M, 2018 06:36
Update 7-zip 9.x, version 16.x, Highly Critical_userl_rhel? Secunia Not Approved Mot Approved Ready 0 o 0 o 23 27th Mar, 2018 04:30
4 4 (Page|  slotal b W@ Dioplaying packages 85 - 126 of 164

(o

Important « Once the updates have been published into the WSUS, the same rules previously configured for the Microsoft
updates will apply to the updates created by Software Vulnerability Manager. If the updates automatically appear with the
Approved status, this means that this setting is being inherited from the WSUS.

Deployment

Use this page to view a host's information collected from the WSUS Server. Use the Installation State drop-down list to
filter the hosts being displayed.

Right-click a host and select Information to view additional details such as: Scan Result, Patch Information, Patches
Available and Overview.

You can also right-click a host listed in this view and select Verify and Install Certificate to install the required certificate
created or imported in Step 2 - Certificate Status.

Usually, the certificate is installed through a GPO as described in Step 3 - Group Policy Status.

In order for Software Vulnerability Manager to connect to WSUS and to create packages successfully, Internet Explorer
must be run As Administrator in most cases (right-click and select Run as administrator). Also note that the Remote
Registry must be enabled on hosts for which you intend to install the certificate using the Software Vulnerability Manager
GUL. The remote registry is not needed if distributing the certificate through GPO.

The WSUS Self-Signed Certificate can also be installed through a manually created Group Policy.
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Creating the WSUS-CSI GPO Manually

Task To create the WSUS-CSI GPO manually:
1. Export the WSUS Self-Signed Certificate.

2. Onthe Domain Controller, click Start > Administrative Tools > Group Policy Management. Right-click your Domain
name and select Create a GPO in this domain and Link it here. Alternatively, you can edit an existing GPO.

Remoke Deskiop Services 3
Active Directory Administrative Center

Active Directory Domains and Trusks

B &

Active Directory Module For Windows Power Shell

Active Directory Sikes and Services

Active Directory Users and Compukers
ADSI Edit

Component Services

Computer Management

Data Sources (ODBC)

CMS

Ewent Yiewer

== f@roup Policy Managemeant
o

o [l ) [ N

Group Policy Management

@
- i i J f: « |allows management of Group Policy across sikes, domains, and
< Active Directory Users and i!l organizational units within one or more Forests,
Camputers —
csC n'ﬁ\)_ Performance Morikar
DS _i;, Security Configuration YWizard
Documents T4 Server Manager
Command Prompt <} Services
p Computer L3 Share and Storage Management
e Internet Explorer 4 Storage Explorer
L Mebwork = BREe
W\I Syshern Configuration
Motepad 3
- | Control Panel @ Task Scheduler
== l i Evesiays Dame o and @ Windows Firewall with Advanced Security
E Trusts Devices and Printers (3] Windows Memary Diagnastic
= ) EX Windows PawerShel Modules
| Event Viewer
=] @ Windows Server Backup
L’:'_I Syskemn Configuration Help and Support
=
_{/f ADSI Edit Run...
|
tg:g Active Direckory Sikes and Services Windows Security
3 All Programs
I Search programs and files F2)  Logoff ’l

3. Right-click the GPO that you created/edited in the previous steps and select Edit.

4. Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Public Key Policies.
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5.

4 i Computer Configuration
| 4 || Policies |
p [ | Software Settings
I.g ] Windows Settings |
I+ || Name Resolution Policy
|| Scripts (Startup/Shutdown)

I mn Deployed Printers
4 _ﬁ; Security Settings
I ;é Account Policies

j Local Policies
.:‘E Event Log
|4 Restricted Groups

& System Services

& Registry

g File System
:_;ﬁ,r Wired Metwork (IEEE 802.3) Policies

| Windows Firewall with Advanced Secur
| Network List Manager Policies
I Wireless Metwork (IEEE 802.11) Policies
[+ || Public Key Policies
b || Software Restriction Policies
p [ Network Access Protection
[
3

v v T W W v v v

| Application Control Policies
,g IP Security Policies on Active Directory
p || Advanced Audit Policy Configuration
I+ g Policy-based CloS
p [ | Administrative Templates: Policy definitions (4
I || Preferences
4 4%, User Configuration
B | Policies
b || Preferences

<] [T [ >

[ Encrypting File System

| Data Protection

| BitLocker Drive Encryption

| BitLocker Drive Encryption Metwork Unlock Certificate
_| Automatic Certificate Request Settings

| | Trusted Root Certification Authorities |

[ Enterprise Trust

| Intermediate Certification Authorities

|j Trusted Publishers

| Untrusted Certificates

I Trusted People

@ Certificate Services Client - Certificate Enrollment Policy
’;}; Certificate Path Validation Settings

ig_aJ Certificate Services Client - Auto-Enrollment

Trusted Publishers store contains 1 certificate.

Right-click Trusted Root Certification Authority and select Import. Import the certificate that you exported in Step 1.

4 (& Computer Configuration
4 || Policies
p || Software Settings
4 [ Windows Settings
I [ Mame Resolution Palicy
=] Seripts (Startup/Shutdown)
[ Deployed Printers
4 i Security Settings
3 _E Account Policies
_.-iE Local Policies
j Event Log
_'é Restricted Groups
& System Services
|4 Registry
_ 5 File System
iﬁr Wired Network (IEEE 802.3) Policies
| Windows Firewall with Advanced Secu
1 Network List Manager Policies
;ﬂg‘ ‘Wireless Metwork (IEEE 802.11) Policies

4
3
4
3
4
3
4
3

4
b | Public Key Policies
I [ Software Restriction Policies
b || Metwork Access Protection
p || Application Control Policies
I ‘g IP Security Policies on Active Directory
p || Advanced Audit Policy Configuration
I+ gJiy Policy-based QoS
p || Administrative Templates: Policy definitions (4
| [ ] Preferences
4 % User Configuration
b o] Policies
|| Preferences

[ Encrypting File System

| Data Protection

| BitLocker Drive Encryption

|| BitLocker Drive Encryption Metwork Unlock Certificate
|| Automnatic Certificate Request Settings

05| Trusted Root Certification Authorities
Import...

| Enterprise Trust

| Intermediate Certification Authorities
| Trusted Publishers

| Untrusted Certificates

I Trusted People Help

All Tasks

Refresh

13

[7] Certificate Services Client - Certificate Enrollment Policy
[7) Certificate Path Validation Settings
I'R Certificate Services Client - Auto-Enrollment
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6. Repeat Step 4 and import the certificate for Trusted Publishers.

4 i Computer Configuration [ Encrypting File System
4[] Policies || Data Protection
b [ Software Settings | BitLocker Drive Encryption
4 [ _W_iﬂdOWS Settings | BitLocker Drive Encryption Network Unlock Certificate
t- [ ] Name Resolution Palicy [ | Automatic Certificate Request Settings
2] Seripts (Startup/Shutdown) | Trusted Root Certification Authorities

|- = Deployed Printers
4 T Security Settings
b 53 Account Policies

[ Enterprise Trust

| Intermediate Certification Authorities
2| Trusted Publishers

:_gf Wired Metwork (IEEE 802.3) Policies
Windows Firewall with Advanced Secur
Metwork List Manager Policies
ﬂg' Wireless Metwork {IEEE 802.11) Policies
| Public Key Policies
| Software Restriction Policies
| Metwork Access Protection
[+ || Application Control Policies
[ @ IP Security Policies on Active Directory
|| Advanced Audit Policy Configuration
I gl Policy-based QoS
| Administrative Templates: Policy definitions (4

[; g Fueiit Log | Untrusted Certificates [Py

b o Restricted Groups || Trusted People All Tasks L4

b System Services E;_J Certificate Services Client Rifresh licy
b [ Registry [77] Certificate Path Validation

b [ 4 File System [&] Certificate Services Client Help

=

=

v v vV

I || Preferences
4 @ User Configuration
1 [ Policies

I || Preferences

7. Navigate to Computer Configuration > Administrative templates > Windows Component > Windows Update.

4 il Computer Configuration 53 o T
“|| - windows Update

| Software Settings 5
B = Select an item to view its description.  Setting State Comment

b IB Windows Settings ] _ o not display ‘Instsll Updstes and Shut Down’ option in Sh...  Not configured No
| 4 B AdmlmstratlvaTamp\atas:Pollcydaf\mtlori

o not adjust default option to 'Install Updates and Shut Do...  Not configured Mo

[ Control Panel
b ] Network
rinters
ystem
| Active Directory Federation Services
| ActiveX Installer Service |
7| Add features to Windows &
| App Package Deployment
| App runtime
| Application Compatibility
] AutoPlay Policies
p | Backup

nabling Windows Update Power Management to automati.. Not configured Mo

Iways automatically restart at the scheduled time Mot configured Mo
onfigure Automatic Updates Mot configured Mo

-

Specify intranet Microsoft update service location Enabled Mo

utomatic Updates detection frequency Mot configured Mo

llow non-administrators to receive update netifications Not configured MNo

urn on Software Notifications Not configured MNo

llow Automatic Updates immediate installation Not configured Mo

urn on recommended updates via Automatic Updates Mot configured Mo

Mo auto-restart with logged on users for scheduled automat... Mot configured Mo

e-prompt for restart with scheduled installations Mot configured Mo

Delay Restart for scheduled installations Mot configured Mo
Biometrics

_| BitLocker Drive Encryption

7| Credential User Interface

7| Desktop Gadgets

“| Desktop Window Manager

Device and Driver Compatibility

*| Digital Locker

7| Event Forwarding

| Event Log Service

eschedule Automatic Updates scheduled installations Mot configured Mo
nable client-side targeting Not configured MNo

llow signed updates from an intranet Microsoft update ser... Enabled Mo

~| Event Viewer

- Family Safety

7| File Explorer

| File History

| Game Explorer
" HomeGroup

7 Internet Explorer

~| Internet Information Services
Windows Update

8. Ontheright-side menu, double-click Allow signed updates from an intranet Microsoft update service location.
Select Enabled and click OK.
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9.

Allow signed updates from an intranet Microsoft update ser... Enabled

E Allow signed updates from an intranet Microsoft update service location

O Mot Configured ~ Comment:
® Enabled

() Disabled
Supported on:

Mo

Previous Setting | | Mex

At least Windows Server 2003 operating syst:

5P1, excluding Windows RT

Help:

service location,

signed by Microsoft.

affected by this policy setting.

This policy setting allows you to manage whether Automatic
Updates accepts updates signed by entities other than Microsoft
when the update is found on an intranet Microsoft update

If you enable this policy setting, Automatic Updates accepts
updates received through an intranet Microsoft update service
location, if they are signed by a certificate found in the "Trusted
Publishers" certificate store of the local computer.

If you disable or do not configure this policy setting, updates
from an intranet Microsoft update service location must be
Mote: Updates from a service other than an intranet Microsoft

update service must always be signed by Microsoft and are not

Mote: This policy is not supperted on Windows RT. Setting this
policy will not have any effect on Windows RT PCs.

0K

|| Cancel || Apply

On the right-side menu, double-click Specify intranet Microsoft update service location. Enable this setting and
modify the existing empty fields with the intranet address of your WSUS Server. This step is only valid for WSUS
integration and is not required for System Center Configuration Manager integration.
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\i=] Specify intranet Microsoft update service location Enabled Mo

A Specify intranet Microsoft update service location = |2 -
E Specify intranet Microsoft update service location | i | | Next Sefting |
) Not Configured Comment: ~
® Enabled
O Disabled i

Supported oni [ a4 jeact Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3, |~
excluding Windows RT
v

Options: Help:
Set the intranet update service for detecting Specifies an intranet server to host updates from Microsoft ~

Update. ¥ou can then use this update service to automatically

updates:
update computers on your network.

| http:/ my-wsus:80 |

This setting lets you specify a server on your nebwork to function

Set the intranet statistics server: as an internal update service. The Automatic Updates client will
search this service for updates that apply to the computers on

| your network.

| http://my-wsus:80

(example: hitp://IntranetUpd01) To use this setting, you must set two servername values: the
server from which the Automatic Updates client detects and
downloads updates, and the server to which updated
waorkstations upload statistics. You can set both values to be the
SaMe Server,

If the status is set to Enabled, the Automatic Updates client
connects to the specified intranet Microsoft update service,
instead of Windows Update, to search for and download
updates. Enabling this setting means that end users in your
organization don't have to go through a firewall to get updates,
and it gives you the opportunity to test updates before deploying | v

| oK || Cancel || Apply |

10. Link the created GPO to an Active Directory container appropriate for your environment.

=5 Administrator: Command Prompt =2

N>gpupdate sforce
pdating policy...

omputer Policy update has completed successfully.
ser Policy update has completed successfully.

The clients affected by the created GPO will install the certificate being distributed (either the WSUS Self-Signed Certificate
or your own CA certificate) and acknowledge the Windows Update settings that you have specified in the GPO.

By default, Group Policy refreshes in the background every 90 minutes, with a random offset of 0 to 30 minutes. If you want
to refresh Group Policy sooner, you can go to a command prompt on the client computer and type:

gpupdate /force

Refer to http://technet.microsoft.com/en-us/library/cc720539 for further information on how to configure Automatic
Updates by Using Group Policy.

Deploying the Update Package Using WSUS

To deploy the update package using WSUS, the update package must be approved. After publishing the package into the
WSUS, and assuming that the update is visible under Available, right-click the package name and select Approve.
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You will be prompted to select the computer target groups for which you would like to approve the update. These target
groups are configured in the WSUS.

The same approach should be used if you wish to decline a previously approved update.

Deploying the Update Package Using System
Center

The actions Approve and Decline are only applicable if the package is to be deployed through WSUS. If you are using the
Microsoft System Center, the package created with Software Vulnerability Manager will be available in your System Center.

Integrate SVM with WSUS/SCCM and Deploy a
Patch

270

Users often require additional help for the logical process workflow when it comes to integrating the Software Vulnerability
Manager 2019 software to their internal WSUS or SCCM servers for patching.

In most, users need additional elaboration on what is the right sequence of steps to integrate SVM and what actions will be
needed to troubleshoot expected errors that come in their way as part of the deployment process.

Flexera has made a logic flow map that provides essential knowledge of the steps involved to integrate the SVM to your
internal server infrastructure and the steps to troubleshoot basic errors or exceptions that might come in your way while
you're performing this process. We also provided an extensive amount of additional information that can help you
investigate package errors in the different phases of the deployment process of a package made with SVM and handled for
deployment in WSUS/SCCM/CCM.

Customers are highly encouraged to follow this diagram at their best effort, before reporting support cases to Flexera
Support, as they would also receive a greater knowledge in learning each step of the integration while following the
diagram.
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Figure 10-4: Logic Flow Map

You can download the attached PDF document under this KB for a better resolution of the logic map.

Customers are highly advised to include the relevant log files that enable visibility when they send their cases to the Flexera
Support team. Depending on where the problem occurred (in which phase), the following log files can be relevant:

Patch Creation phase

If there was a technical problem not covered by the logic flow map, the first course of action should always be to search the
error you see inside this Flexera Community site, as Flexera Support issues KBs for each new error that is detected with
customers. The chance of finding a solution here is very high.

If that did not help you solve the issue or move further in the mapping process, find the "%userprofile%\My
Documents\csi_pluginlog.txt" file on the system where you tried creating a patch and submit that to our Support team
adding as much as information about your case as possible.

Patch Deployment phase

The patch was published successfully, but there is an issue with your WSUS server not sending the update to the recipients
you approved it for. This may be expected if the recipients did not have the same software already installed (hence, the
patch is not applicable, that's why it is not showing up). This is where you have to check the patch applicability rule
configured in the SPS wizard -> steps 3 and 4 and verify all enabled requirements of the patch against the clients not
receiving it.
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If the patch was published to SCCM, you should first and foremost ensure that your SCCM/WSUS (SUP) configuration is
intact. Ifitis and you're successfully publishing Microsoft patches that way, then you can troubleshoot the wsynclog.log file
for errors that might shed lighter on what is causing a problem with the synchronization of the patch between the WSUS DB
and the SCCM's own database.

Patch Download/Installation phase

If the patch has shown up and you've deployed it to hosts, but the hosts failed to install it, you can look into the respective
client logs for the CCM Client service, Windows Update, or the Secunia Logs as well:

® Check C:\Windows\SecuniaPackage.log for any traces of installation - did package ran to install?
If it ran - patch applicability rules are fine - there's an execution error, however.

Ifit did not run at all and there are no traces of that - there are most likely patch applicability issues or management
point download issues. Such problems can be diagnosed in the log files (to name a few):

C:\Windows\CCM\Logs\UpdatesDeployment.log

C:\Windows\CCM\Logs\UpdatesHandler.log

e |fthe patch ran and there's an obvious error in the SecuniaPackage.log file - check the
"C:\Windows\WindowsUpdate.log" file next. You can also find more information on the CCM->WUA patch passing
in the C:\Windows\CCM\Logs\WUAHandler.log file.

Windows Update is the last service to touch the patch upon execution and the first one to handle the incoming errors -
disregarding if you use SCCM or WSUS - that's the case for both scenarios. This log file will contain many lines of error
description that you can check against MS Technet first.

e |fyou deploy patch via SCCM and your WUA service, CCM service, and SecuniaPackage.log all indicate that the
package was installed correctly (hence, exit code = 0), but your SCCM is showing wrong compliance of the patch,
then you are likely to be looking at a known bug in the CCM "state message" handling of the CCM service that
transmits the wrong execution status to its server (for which you can only talk to Microsoft about as Flexera
cannot be helpful to solve known CCM-related bugs).

This issue can be identified using some of the following logs:
C:\Windows\CCM\Logs\StateMessage.log
C:\Windows\CCM\Logs\SCNotify_<domain>@>WindowsUsername>

C:\Windows\CCM\Logs\SCClient_<domain>@>WindowsUsername>

as well as the following local WMI classes where CCM stores the incorrectly handled package execution status, and the
incorrect state messages being sent to the SCCM server database (to name a few):

root\ccm\SoftwareUpdates\UpdatesStore -Class CCM_UpdateStatus
root\ccm\SoftwareUpdates\DeploymentAgent -Class CCM_TargetedUpdateEx1l
root\ccm\SoftwareUpdates\DeploymentAgent -Class CCM_AssignmentCompliance
root\ccm\ClientSDK -Class CCM_SoftwareUpdate

root\ccm\SoftwareUpdates\WUAHandler.
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Patch Configuration

The following patch configurations are available in Software Vulnerability Manager:
®  External Package Signing

® \WSUS/System Center

® Setting Up Clients to Access WSUS

®  Third-Party Integration

® Create and Publish the Package

External Package Signing

Software Vulnerability Manager allows you to export packages as Cabinet files (.cab) which can be used to publish signed
cab files using the Software Vulnerability Manager Daemon. To enable this feature, you must run daemon.exe -S --
publish-dir <PATH> after the Daemon has been installed. This will initiate a monitoring feature in the Daemon which will
look for Cabinet files in the directory <PATH>/Flexera Software IO/.

Note » <PATH> must be an existing directory that is accessible by the user the Daemon is running as and the subdirectory
Flexera Software IOisadded by the Daemon for security reasons.

External Package Signing Configuration
External Package Signing Settings

Configure whether to use external signing when publishing packages to W5US server.
Enable External Package Signing

I

| Save External Package Signing Settings |

Select Enable External Package Signing on the configuration page and provide a path to where the packages will be
exported. Similar to the Software Vulnerability Manager Daemon, a subdirectory (Flexera Software IO)will be added for
security reasons.

Specify the recipients who will receive an email notification when a package is published or if it failed to do so.

External Pack Signing Recipient Settings

These settings define the external package signing email redpient L\\ﬁs used for notifications about published or failed
packages. Select email addresses and dick "Save" to update your redipients.

Search... Search
Available Email Redpients Selected Email Recipients
Name Emiil Name Email
[
[
[
| Page 10f3) b M| & Displaying Available Recipients 1 - 4 of 11

| Save Recipient Settings |
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If the External Package Signing option is enabled the SPS Package Wizard will by default select the Cabinet File (Export)
option in Step 4.

Publish Options
Select option for publishing Flexera Software package
Publish package using: (") wWsUs
() Altiris
() File System (Export)
(®) Cabinet File (Export)

An export will create a Cabinet file which includes the files required to patch applicable components.

To publish these packages, you must sign them and place them in the Daemon monitoring directory. The WSUS server
must be set up correctly with the certificate used to sign the packages. Once a Cabinet file has been exported it can be
signed using your favorite signing method. Then, after placing it in the directory monitored by the Daemon, it will be picked
up and published to the WSUS server. You must ensure that the WSUS server can verify the certificate used for signing.

A notification email will be sent to the account email of the user running the Daemon to inform the user know about
success or failure for published packages.

Note « The export and monitoring directories should not be the same since it will try to publish unsigned Cabinet files which
will not be allowed.

WSUS/System Center

274

Use this option to configure the integration of Software Vulnerability Manager with your WSUS server(s). If you have a
single WSUS server, which is connected to the Microsoft Updates site, running the Configure Upstream Server wizard will
be sufficient for setting up Software Vulnerability Manager with WSUS.

After clicking Configure Upstream Server, a configuration wizard will be initiated.

WS5US Configuration

Configure WSUS Upstream Server

1. Click "Configure Up Server” to configure the integration of the Software Vulnerablity Manager with your WSUS server.

2. The wizard guides you through three configuration steps: "Connection”, "Certificate”, and "Group Policy” all necessary to use the Software
Vulnerablity Manager with WsU5,

3, In the "Connection” window, please specify the server, port, and if you wish to use S5L to connect to your WSUIS server.

4, The "Configure Signing Certificate” window enables you to install, export, and import a signing certificate to vour WSUS server.

5. The "Group Policy” window allows you to configure the group policy options to be used with your WSUS server,

| Configure Upsiream Server |

Configure WSUS am Servers

1. Click "Configure Downstream Servers” to configure your W5US Downstream servers.

2. The wizard guides you through two configuration steps: “Connection” and "Certificate”.

3. In the "Connection” window, please specify the server, port, and if you wish to use S5L to connect to your WS5US Downstream server,
4, The "Configure Signing Certificate” window enables you to import an existing signing certificate to your W5US Downstream server.

Follow the wizard steps to successfully integrate Software Vulnerability Manager with your Microsoft WSUS.

® Step 1-Connection Status
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®  Step 2 - Certificate Status

® Step 3-Group Policy Status

Step 1 - Connection Status
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In Step 1 you should provide the relevant information (NetBIOS name and port number) for the main Upstream WSUS

server. After inserting the required information, click Connect.

To check the status of the connection, expand Step 1. Connection Status.

i i, [T T

Step 1. Software Vul y M WSUS ¢

Connect to WSUS Server

WSUS Server Name: |wsus.niomain.ﬂd| X

WS5US Server Port: B530
[] se 851 Connection

Connect

Below you can see the connection status between the Software Wulnerablity Manager and your WSUS server,

‘Connection successfully established to pscom.scom.test

Step 2. Certificate Status

Step 3. Group Policy Status

Mext

If you are unsure of which port number to use, check your WSUS configuration as shown.
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_ﬁ Update Services
351 File Action View Window Help

|
,ﬁ Update Services CSC-WSUS-NOSCCM
4 35 CSC-WSUS-NOSCCM

[ @' Updates

%_‘[ Use this snap-in to quickly and reliably deploy the latest updates to your computers.
4 ¢ Computers

[ m All Computers

5 Downstream Servers To Do

I3 Synchronizations

| . 11 computers have not reported status for more than 30 days. Learn about troubleshooting computer connection issues,
Reports

Options . 70 security updates are waiting to be approved.

1 critical updates are waiting to be gpproved.

® 3 new products and 0 new classifications have been added in the past 20 days. View products and classifications

Overview
Computer Status Synchronization Status
‘ B Computers with errors: 0 Status: Idle
| Computers needing updates: 18 Synchronize Mow
I Computers installed/not applicable: 4 Last synchronization: 2011-05-31 21:46
Last synchronization result: Succeeded
Update Status Download Status
B Updates with errors: 0 Updates needing files: 0
~ 7] Updates needed by computers: 128
I Updates installed/not applicable: 252
Server Statistics Connection
Unapproved updates: 91 Type: Mon-55L
Approved updates: 343 Port: &0
Declined updates: P User role: Administrator
Computers: 27 Server version: 3.2.7600.226

Computer groups: 10

[®

Important « If you have a WSUS server hierarchy with one or more Downstream Replica WSUS server(s) connected to an
Upstream WSUS server, please run the Configure Downstream Servers after running the Configure Upstream Server wizard.

[®

Important « The port number used to connect to your WSUS depends on your settings. Ports 80 or 8530 are commonly used

when SSL is not configured. Only select the Use SSL Connection check box if your WSUS is configured to accept SSL
connections.

[®

Important « Refer to http://technet.microsoft.com/en-us/library/bb633246.aspx for further information on how to configure
WSUS to use SSL.

Step 2 - Certificate Status

276

A code-signing certificate is needed to publish third-party updates to WSUS/System Center so they can be deployed as
patches. In this Step Software Vulnerability Manager can request the WSUS to create and install the WSUS Self-Signed
Certificate.

To create and install a WSUS Self-Signed Certificate in all appropriate certificate stores, click Automatically create and
install certificate.

The WSUS Self-Signing Certificate must be installed/provisioned in the following systems:
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® \WSUS Server

The system running Software Vulnerability Manager (note that the certificate must also be installed on the system
running the Software Vulnerability Manager console)

® Clients receiving the Update

The created certificate is required and it will be used for all future publishing. Without it, only packages from Microsoft
Update will be installed.

If you would like to use your own CA certificate instead of the Microsoft WSUS Self-Signing Certificate, click Import Signing
Certificate.

At Step 3 - Group Policy Status, the certificate created/imported in this step will be provisioned to all clients through a
GPO.

Step 2. Software Vul blity M; ‘WSsUS Confi tion | #

Configure Signing Certificate

Here you can create and install a W5US Self-Signed Certificate in all appropriate certificate stores. A WSUS signing
certificate is required to create and install local packages. Without it, only packages from Microsoft Update will be
installed,

Click "Automatically create and install certificate’ to install the certificate in the appropriate certificate stores. The
certificate will be installed on this system and on your WSUS server In the following stores:

1) "Trusted Root Certification Authorities"
2) "Trusted Publishers"

| Aulomatically create and install certificale |

« | Certificate Options
The WSUS Self-Signed Certificate can be imported and exported. Please use the options below.

If the WSUS Self-Signed Certificate exists you can export the certificate to a file. Click 'Export Certificate” to export the
certificate to a file.

Here you can import the WSUS Self-Signed Certificate. Click 'Import Certificate’ to impaort the cerlificate. Please be aware
that this feature requires that you are connected to your WSUS server through an 550 connection.

| Import Signing Cerificate |

Step 1. Connection Status
Step 2. Certificate Status

Step 3. Group Policy Status

Previous Next Close

[®

Important « Be careful not to re-provision a signing certificate on a WSUS server that already has a signing certificate
assigned. Doing so can cause issues with certificate validation at the WSUS server and target computers unless BOTH
certificates (new and old) are left in the appropriate certificates stores (Trusted Publishers and Trusted Root Authorities). It can
also cause issues with troubleshooting.

Once a certificate is either inserted or created it does not need to be re-created until it expires or needs to be replaced.
Click Automatically create and install certificate. The certificate will be installed on the WSUS server in the following stores:
® Trusted Root Certification Authorities

® Trusted Publishers

® WSUS - The certificate in this location must also contain the private key
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Expand the Certificate Options to access the import and export certificate features.

Step 3 - Group Policy Status

278

A Group Policy is required to distribute certificates and locally created packages. Software Vulnerability Manager can easily
create this GPO so the WSUS Signing Certificate is distributed to all clients. Please choose to use WSUS or System Center.
Once this is completed expand the Group Policy Options.

If you are creating the Software Vulnerability Manager WSUS Group Policy for the first time, proceed by selecting all the
options and then click Create Group Policy.
Step 3. Software Vulnerablity Manager WSUS Configuration Wizard ¥
Group Policy
A Group Policy is required to distribute certificates and locally created packages. Please specify if you use System Center

or WS5US to distribute packages. Te apply additional configuration options please goto "Group Policy Options™.

(®) Use WSUS to distribute packages.
() Use System Center to distribute packages.

| Create Group Policy |
~ | Group Policy Details

~ | Group Policy Options

Step 1. Connection Status

Step 2. Certificate Status

Step 3. Group Policy Status

Below you can see the status of the Software Vulnerablity Manager Group Policy.

Group Policy could not be created - please check Flexera FAQ @

Previous Close

[®

Important « Besides distributing the certificate through the Software Vulnerability Manager WSUS GPO, it is also possible to
provision certificate to the target computers by going to Patching > WSUS/System Center > Deployment, selecting the target
hosts where the certificate is to be installed (CTRL+ mouse click for multiple selection) and then right-click and select Verify
and Install Certificate.

Remote Registry service (disabled by default on Win7/Vista) should be enabled and started for the certificate to be
successfully installed.

If you prefer to create your own Group Policy to distribute the WSUS Signing Certificate, please refer to Creating the WSUS-
CSI GPO Manually. If you prefer not to create the Software Vulnerability Manager WSUS Group Policy, the existing Windows
Updates GPOs must be edited in accordance with Setting Up Clients to Access WSUS.

[®

Important « If you use Microsoft System Center Configuration Manager, please make sure you do not select the first option
Use the WSUS Server specified in Software Vulnerability Manager.
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[®

Important « If you already have the Windows Updates being configured through a Group Policy, we suggest you select the
first 3 options in the Create a new Software Vulnerability Manager WSUS Group Policy page.

[®

Important « The Software Vulnerability Manager WSUS Group Policy will be created but not linked to your domain. This way
you can easily check the details of the newly created GPO and verify that the existing WSUS GPOs are correctly configured.

Setting Up Clients to Access WSUS

If you choose not to create a new Group Policy using the Software Vulnerability Manager WSUS Group Policy wizard,
please edit your existing WSUS Group Policy as follows:

1. Inthe Group Policy Management Console (GPMC), browse to the Group Policy Object (GPO) on which you want to
configure WSUS and click Edit.

2. Inthe GPMC, expand Computer Configuration, expand Administrative Templates, expand Windows Components, and
click Windows Update. Select:

® Enable: Configure Automatic Updates (choose your settings)
® Enable: Specify intranet Microsoft update service location (add the host name/IP of your WSUS server)

® Enable: Allow signed updates from an intranet Microsoft update service location (Important - enables WSUS to
distribute patches through Software Vulnerability Manager)

3. If Windows update not working, then check whether:

®  WUServer contains WSUS server, WSUSStatusServer contains WSUS server:portnumber,
AcceptTrustedPublishedCerts:1 in location

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate]

"WUServer"="psccm.sccm.test"
"WUStatusServer"="psccm.sccm.test:8530"
"ElevateNonAdmins"=dword:00000001

"AcceptTrustedPublisherCerts"=dword: 00000001

® Inregistry location, [HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU],
check"UseWUServer"=1

[®

Important - Forinstalling the WSUS server in your environment we recommend reading the Step-by-Step Installation Guide
provided by Microsoft:

http://technet.microsoft.com/en-us/wsus/default.aspx
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Third-Party Integration

Software Vulnerability Manager provides you with the capability of publishing packages using third-party patch
deployment solutions, for example Altiris. To support this feature, Flexera has enhanced the package export feature. The
exported xml file contains additional information that can be helpful in creating packages in other tools, including:

® The version numbers
® The executable itself
® The vulnerability/criticality

Flexera has retained the simplicity of the xml file by giving you the options to exclude large binary files and applicability
paths from the file, in the form of check boxes in the package creation wizard. To perform a complete export, clear they Do
not include package files check box during Step 4 of the SPS Package Creation Wizard.

In order for Software Vulnerability Manager to integrate with other patch deployment solutions, you need to create a
configuration file, a script file and an applicability check script file:

® Configuration file. The configuration file is actually a representative of the tool and a visual integration between
Software Vulnerability Manager and that tool. The file is an xml file that should contain the tool name, script name and
the input/setting fields required to configure the settings for the tool (text fields, radio buttons and check boxes are
supported). When Software Vulnerability Manager is launched it checks for the presence of any configuration file and,
if there is a valid configuration file in the Extensions folder in the Software Vulnerability Manager path, it dynamically
loads a GUI under the Patching menu of Software Vulnerability Manager. The configuration file also acts as an input
file for the script.

®  Script file. This script file corresponds to the SDK that the user has created to create and dispatch the package in the
respective tool. The script file can be an executable, Java, VB, Python, or Perl script. Click Publish to execute the script
file.

® Applicability Check script file. This script file runs the sps.exe on the computer if the applicability checks are cleared.
This file is published together with the package to establish if the package is applicable to the system or not.

[®

Important « Running the script is a very strong feature. Use caution and ensure the sanity of the script file before publishing.

Create and Publish the Package

280

To create and publish the package:

1. Place the configuration and script files in the Extensions folder. The Extensions folder should be created in the same
folder as the csi.exe.

2. Launch Software Vulnerability Manager. If the configuration file format is valid, a configuration option will be visible
under the Patching menu (for example, Altiris Configuration).

3. Click the configuration option to open a page where input and settings can be provided and saved.

4. Go to the SPS creation wizard. Complete all the package wizard fields or import a package. In Step 4 of 4: Applicability
Criteria - Rules, there will be radio buttons allowing you to select the tool that you want to publish the package with.
There will be as many selection options as there are valid configuration files.
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5. Clicking Publish for any tool other than WSUS will run the script placed in the Extensions folder and named in the xml
file.

6. Software Vulnerability Manager waits for the script to finish and, depending upon the execution of the script being
successful or not, displays a message.

7. After successful publishing, the package can be seen in the respective tool.

Patch Template

The Software Vulnerability Manager Patching tab includes a Patch Template feature so that users can save a template of
their patches for a product. With the Patch Template feature, the user can prepopulate Flexera’s Software Package System
(SPS) four-step deployment process and publish directly to WSUS using previously selected options.

@ Dashboard Dashboard  Patch Template
@ Scanning Searchtype:  Template Name v | | Search text ER Expont v
P et Template Name 1 ProductName | Vendor Patched Ver.. | Minimum Architecture  UpdatedOn | Subscribed Subscription
7-zip, version 18.x 7.2ip UnknownVe.. 18 9000 Windows64-bit  15th Apr, 20 Yes 15th Apr, 20.
14 Reporting VLG Media Player 2 VLC Media VideoLAN 3013 2000 Windows32-bit ~ 26th Mar, 20...  No
firefox Mozilla Firef..  MozilaFoun... 92x/91XE.. 45000 Windows32-bit  1stDec.201..  No
e Tunest AppleiTune...  Apple 1294 12200 Windows32-bit  1stDec.201..  No

Creating a Patch Template

To create a patch template, perform the following steps.

Task To create a Patch Template:

1. From the Patching > Flexera Patching System (SPS) tab, select an insecure product from the grid. Right click and
choose an option from the context menu. For example, select Create Update Package.

2. InStep 1 of 4 of the SPS wizard (Package Configuration), select the appropriate SPS Installer Parameters and choose
whether you want to edit the package contents. Click Next when done.
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Step 1 of 4: Package Configuration

Use this form to set the name and description of the SPS package, or edit the properties of an existing one. In the following steps you will configure the package contents
‘and parameters before creating and publishing the package, or exporting it as an XML formatted file.

Reference Td (Optional)

Here you can assign an Id to this package if desired.

Reference Id:

sps fler Par: ters (O )]

Here you can configure optional parameters you want to pass to the installer. This set of options is unique to this product. Some parameters have warning
message associated that should be read and understood before moving forward

Configure Package (8) Default (?)
Behavior:
() Disable checking for running Chrome processes (7)

7 Kill any running Chrome processes (7)

Select Installer: (®) Install Enterprise version
() Tnstall Stable version

Edit Package Content (Optional)

If you choose to edit the package contents, in the next Step of the wizard you will have the option to view/edit the package contents. If not, vou will be
directed immediately to Step 3.

| | Edit Package Content

Vendor & Product Naming

Choose this option to overcome limitations in the number of categories that can be published in the SCCM. This will set the vendor attribute of the package
to Alexera and strip the product version from the product name.

I:I Use Flexera Custom Maming

ous | Next | Publish | Cancel

3. Step2of4ofthe SPS wizard (Package Contents) lists the latest files to include in the package. Click Next.

Step 2 of 4: Package Contents
Here you configure the package contents, including the execution script included, and the files included.

Files To Include
Configure the files to include in this package. The grid below shows the files that are currently scheduled to be included, and if they will be downloaded
dynamically {i.e., in the case of URLs) or if they are local files. You can add additional files via the "Add File' button, as well as choose from additional

language packages available via the 'Show Localised Files' button. To remove a files, right-click and select 'Remove'.

File(s) to include in the package Status
http://dl.secunia.com/5P5/GoogleChrome_66.0.3359.139_64-bit_5PS.exe To Be Dynamically Downloaded

| Add Local File | | Add Download Link | | Add Localization (Language) File |

4. InStep 3 of 4 of the SPS wizard (Applicability Criteria - Paths), select the appropriate paths to save the package. Click
Next.

Note » The Patch Template will always show paths based on the latest assessment.
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Step 3 of 4: Applicability Criteria - Paths

Here you can define the path-based applicability rules for this package. Below you will find any relevant paths already found or configured for the package. You can
deselect paths in the grid or add paths as needed via the "Add Path” button. Check the "Advanced Options” box to enable additional options in the "Add Path” dialog and to
‘show advanced options in the grid.

[T] show Advanced Options

Add Path |

Always Install Option

The purpose of this option is to allow installations of new software. For custom packages which are not updates to existing installations, you can bypass the
“isInstallable” W3US rule which will ignore all system paths when deciding if this package can be applied. Mote - this will not bypass the rules for checking if
something is already installed, or is superseded by a more recent version,

[] Mark Package as “Always Installable™

Minimum Version Option

The purpose of this option is to allow for updating of older products. Normally one updates a product to its secure version within the same major version, You
can alter this behaviour by specifying a custom minimum version. Mote: the version you enter must alse be supported by the installer itself - you cannot enter
arbitrary values here.

Minimum Version: 55.0.0.0

] Path « Information
[¥] C:\Program Files (x86)\Google\Chrome\Application\chrome.exe 1

Previous | Mext | Publish | Cancel

5. InStep 4 of 4 of the SPS wizard (Applicability Criteria - Rules), select the appropriate System Applicability, Special
Rules, and Language Settings.

Step 4 of 4: Applicability Criteria - Rules
Here you configure the applicability rules for the package.

System Applicability
Configure the system type(s) the package will be applied to.

Apply Package To:

(@) 64-bit Systems Only

Special Rule

The fellawing special rule is available to configure:

| | Reboot is required after package has been installed.

Language Settings
Configure package applicability rules based on language:

| ] Onty make package applicable to computers with one of the selected languages.
Select Languages: Language

Arabic I
Chinese (Hong Kong SAR)

Chinese - (Simplified}

Chinese - (Traditional)

Czech v

L e

6. Inthe Patch Template (Optional) field, enter the Template Name and select Save Template. Click Publish to create
the new template, which is saved under the Patch Template tab.
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Step 4 of 4: Applicability Criteria - Rules

Patch Template (Optional)

Save as template

Template Name: | Enter Template Name.

Publish Options
Select option for publishing Flexera package
Publish package using: () WSUS (via ActiveX)
(®) Schedule package to Patch Daemon
O Altiris
() Export Patch Script
() Save Template

Previous Publish | Cancel

Note - Providing a template name while publishing a package to WSUS will publish and create a template at the same
time. If the template name is empty, it will only publish the package as a reqular workflow.

A patch template only needs to be created once for the life of the product, provided that there are no changes to the
product’s architecture (32-bit versus 64-bit) or to the SPS Installer Parameters from Step 1 of 4: Package Configuration.
Over time, the product’s Patched Version listed under the Flexera Package System (SPS) menu will increase. Patch
Templates automatically update up to within three patched versions as listed under the Flexera Package System (SPS)
menu. After three patched versions, you can edit the Patch Template to deploy the latest patched version to your system.

Dashboard Dashboard Patch Template x
Scanning Searchtype:  Template Name v | | Search text m Export w
el Template Neme 1 Product Name | Vendor Patched Ver. Minimum Architecture  Updated On Subscribed Subscription
s
7.2ip, version 18.x 7.2ip UnknownVe.. 18 9000 Windows64-bit  15th Apr, 20 Yes 15th Apr, 20
Reporting VLE Media Player 2:x VLCMedia...  VideoLAN 3013 2000 Windows32bit  26th Mar, 20..  No
firefox Mozilla Firef. Mozilla Foun 92x/91xE 45000 ‘Windows32-bit 1st Dec, 201 No
Eacky unest AppleiTune . Apple 1294 12200 Windows32.bit  1stDec.201 . No

Flexera Package System

Patch Template

Editing a Patch Template or Publishing from a Patch Template

To edit a patch template or publish from a patch template, perform the following steps.

Task To edit a Patch Template or to publish from a Patch Template:

1. From the Patching > Patch Template tab, select a template and select Publish/Edit Template from the context

@ Dashboard Dashboard Patch Template x
®, Scanning Searchtype:  Template Name v | | search text E= Export v
Resuits Template Name 1 Product Name Vendor Patched Ver. Minimum Architecture Updated On Subscribed Subscription
s
[ r— Tempiate 7-zip Unknown Ve. 18x 9000 Windows64-bit  15th Apr, 20 Yes 15th Apr, 20.
Reporting VLCh Delete Template VLC Media VideolLAN 3013 2000 Windows32-bit ~ 26th Mar, 20 No
firefoy Mozilla Firef. Mozilla Foun. 92x/91xE 45000 Windows32-bit  1st Dec, 201 No
Patching Edit Subscription
Tund Apple iTune. Apple 1294 12200 Windows32-bit  1st Dec, 201 No

e
Publish with QuickPatch
Flexera Package System

Patch Template
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2. Step1of4 of the Flexera SPS wizard will open with the SPS parameters prefilled. From the same SPS wizard, you can
either publish the package to various channels or you can save only the template.

3. Toupdate the Patch Template to the latest patched version:

a. Select Edit Package Content in the Edit Package Content field and click Next.

Step 1 of 4: Package Configuration
Jse this form to set the name and description of the 5P5 package, or edit the properties of an existing one. In the following steps you will configure the package contents and
sarameters before creating and publishing the package, or exporting it as an XML formatted file,

SPS Installer Parameters (Optional)

Here you can configure optional parameters you want to pass to the installer. This set of options is unigue to this product. Some parameters have warning message
associated that should be read and understood before moving forward

~

Configure Package (@) Default (7)
Behavior:

() Disable checking for running Chrome processes (7)

() Kill any running Chrome processes (7)
Select Installer: (@) Install Enterprise version
() Install Stable version

Edit Package Content (Optional)

If you choose to edit the package contents, in the next Step of the wizard you will have the option to view/edit the package contents. If not, you will be directed
immediately to Step 3.

[+#] Edit Package Content

(o

Important « If you need to publish the package from the template without updating the template, update the
Package Name in Step 1 of 4 of the SPS wizard to identify the package version that you deploy to your system. The
package will be published with the updated settings.

b. Confirm the updated patched version file appears under Files to Include in Step 2 of 4 of the Flexera SPS wizard
and click Next.

Step 2 of 4: Package Contents
Here you configure the package contents, including the execution script included, and the files included.

Files To Include

Configure the files to include in this package. The grid below shows the files that are currently scheduled to be induded, and if they will be downloaded dynamically
{i.e.; in the case of URLs) or if they are local files. You can add additional files via the 'Add File’ button, as well as choose from additional language packages available
via the "Show Localised Files' button, To remove a files, right-click and select 'Remove’.

File(s) to include in the package Status
http://dl.secunia.com//SP5/GoogleChrome_66.0.3359.139_64-bit_SPS.axe To Be Dynamically Downloaded

| Add Local File | | Add Download Link | | Add Localisation (Language) File |

c.  When Step 3 of 4 of the Flexera SPS wizard appears, click Next.

d. When Step 4 of 4 of the Flexera SPS wizard appears, click Publish.

Deleting a Patch Template

To delete a Patch Template, perform the following steps.

Task To delete a Patch Template:

1. From the Patching > Patch Template tab, select a template and select Delete Template from the context menu.

2. Select Yes or No to confirm whether or not to delete the Patch Template.
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Publishing a Patch Template to WSUS

To publish a Patch Template to WSUS, perform the following steps.

To publish a Patch Template to WSUS:

1. From the Patching > Patch Template tab, select the template to be published to WSUS. Right click and select
Publish/Edit Template from the context menu.

2. When Step 1 of 4 of the SPS wizard (Package Configuration) appears, update the Package Name to indicate this
package is for WSUS publishing and click Next.

Step 1 of 4: Package Configuration

Jse thiz form to set the name and description of the SPS package, or edit the properties of an existing one. In the following steps you will configure the package contents and
Jarameters before creating and publishing the package, or exporting it as an XML formatted file.

Package Name

The package will be created with the following name. Choose a new name if desired.

Mame: |Undate Google Chrome, version 66.x, Moderately Critical X

3. When Step 3 of 4 of the SPS wizard (Applicability Criteria - Paths) appears, click Next.

4. InStep 4 of 4 of the SPS wizard (Applicability Criteria - Rules), select WSUS for the publishing option and click
Publish.

Step 4 of 4: Applicability Criteria - Rules

Publish Options
Select option for publishing Flexera package
Publish package using: (O) WSUS (via ActiveX)
(@) Schedule package to Patch Daemon
() Altiris
() Export Patch Script
(O Save Template

5. The Attempting to Publish Package - Please Wait status appears. After the WSUS package is successfully created, a
Success pop-up window appears. Click Approve package.

Success *
Package Successfully Created.

To view the update, statistics, and to approve the update, dick "Available” in the menu.

| Approve package | | Close |

6. When the Approve Updates pop-up window appears, select the appropriate computers to deploy the WSUS package
to, select the appropriate date and time to deploy the WSUS package, and click OK.
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Approve Upllnliﬂ Eq
.=:l{_\,||:iAlI Computers .
E[lunassigned Computers
[E]V]win10
=] Jwing
E[Jwin?
[EI[Jwinz012

Zi’a'ck;a'g‘e Deadline
Date: Fri,Bth May 2020 3
Time: | 07:00| > |" |

oK ||, Cancel

7. When the Success - Package successfully approved pop-up window appears, click OK.

Success b3
Package successfully approved.

[ |

8. You can confirm the WSUS package listing under Patching > WSUS / System Center > Available Packages.
The following topics are releted to Patch Template:

®  Subscribe to Patch

®  Edit Subscription

®  Pause Subscription

® Resume Subscription

QuickPatch

This is a new and quick way for non-1E browsers to publish patches from SVM to an end-point management system with no
dependency on ActiveX. QuickPatch publishes patches to end-point management system via Patch Daemon using defaults
(no customizations).

Note - QuickPatch is available only in the new SVM web interface.

To do so, right click on any SPS template or VPM patch and select Publish with QuickPatch from the context menu. The
Publish with QuickPatch dialog box appears.

Click Select connection drop down and select the required connections from the list.

Note » You can select multiple connections to publish.
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To make assignments for end point deployments for Intune publishing, click Manage Assignments. The Manage

Assignments dialog box appears.

Note - The Manage Assignments button is available only for Intune publishing.

In the Connection field, the default connection will be pre-selected. If required, choose the desired configured connection
from the drop down list.

In the Required section, you can add the following:

Add Groups
® Click Add Groups. The Intune Assignment Groups dialog box appears.

®  Select the required group from the list or enter keywords in the Search Text box, and then click Search button to
display matching entries in the grid. Select the desired group(s) from the list.

Note « You can select multiple groups.

®  After selecting the required groups, click OK and exit the dialog box.

® Toremove a selected group, click the delete icon in the Delete column.
Add All Devices

® Click Add All Devices to include all available devices.

® Toremove added devices, click the delete icon in the Delete column.

Note « IfAdd All Devices is already selected, the hyperlink will be disabled. The option will only be enabled again once
you delete the selected Add All Devices.

Add All Users
® Click Add All Users to include all available users.
® Toremove added users, click the delete icon in the Delete column.

Note - [f Add All Users is already selected, the hyperlink will be disabled. The option will only be enabled again once you
delete the selected Add All Users.

After adding the details, click Save and exist the dialog box.

Select required Package Configuration and then click Publish.
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Publish with QuickPatch - Atlassian Confluence 8.7

Select connections to publish®: W3S1-1 ( Workspace One ), csi-new-gp ( Intum ~
Mote: To select multiple connections hold Shift key.

Package configuration

[+ Use Flexera custom naming

() Silent Parameters

Figure 10-5: Click Publish

Note - Ifyou have installed the Patch Publisher, then you can select the Patch Publisher Connections for the Quick Patch
publish.

Click Ok and agree the confirmation dialog which appears.

The selected patch will be published to Patch Daemon.

Once the patch published, status in the Patch Deployment status will appear as Success.

If the same version of patch is published, then an error popup will be shown that Already sent to Patch Daemon.

Note « Patches are published based on the versions.

o Already Sent to Patch Daemon

Lo

Figure 10-6: Error popup appears

Patch Automation

With Software Vulnerability Manager, you can automate publishing of patches. To do so, right click on any SPS template or
VPM patch and select Subscribe to Patch from the context menu.
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Dashboard Dashboard  Vendor Patch Module %
Scanning Searchtype  Product v Searchtext IEZE]  view from the context of Smart Group: | Not Selected Rl Goioue view | -
- Product 1 Vendor | Patch.. ~Deplo.. = SAID  Cica.. | Advis.. Achl. | Inse End Sec Total Hosts  Updat. Downl_  File Subsc..  Subsc
esu
TextE.. TexE.. 72(7. Yes Windo 25tn Downl 683KB  Yes 17t
e T T - - . 1StF. Downl. ¥ 2
Reporting o Create Update Package Yes Windo. 21stF. 236MB  No
1 Yes Windo. 21stF..  Downl. 2134.. No
Patching 1’ - Yes Windo 21stF.. Downl. 2339 No
Patch Informat
e eleh mormaton Yes Windo 21stF..  Downl. 2104 No
i Subscribe fo Patch Yes Windo 21stF. Downl 2502 No
Patch Templat Pause Subscrip
et s J Pa d Yos Windo. 21stF.. Downl. 2249 No
Vendor Patch Module 1 ul tior No Mac | 21stA. Downl 2865 No
Patch Deployment Status L Eupisn wn Quickpaien: Yes Windo. 22nd Downi 1419  Yes 17th

Download Patch Publisher

Patch Publisher Connecions

Administration

Configuration

Figure 10-7: Selecting Subscribe to Patch from the Context Menu

On the Configure Subscription dialog box, specify the details as described in Subscribe to Patch.

Patch automation is delivered via a new version of the SVM Patch Publisher. To download this tool kit click here.

(o

Important - Patch Daemon will be deprecated in the future; therefore, you are encouraged to migrate to the new SVM Patch
Publisher tool. To download, click here.

Patch automation is delivered via a new version of the Flexera SVM Patch Configuration (Version 2.x) tool, which is part of
the Software Vulnerability Manager Client Toolkit. For more information on the toolkit, visit the SVYM Toolkit blog in the
Flexera Community.

The SVM Client Toolkit contains offline utilities such as the Multi-partition Reporting Tool, WSUS Management Tool, and Client
Data Tool which add value to SVM. This toolkit does not consist of Patch Daemon. The toolkit can be downloaded at:

https://resources.flexera.com/tools/SVM/SVMClientToolkit. msi

Note « Ifyou are already having the SVM Toolkit installed, the installer will upgrade you to the latest version.

You can see the status and details of patches published automatically on a new page named Patch Deployment Status,
which is opened by selecting Patch Deployment Status on the Patching menu.

Dashboard Dashboard  Patch Deployment Status >
Scanning Search Type: Package v Search text Export v
Results Package Name Vendor Type Version Publishedto | Deployedto  Status Triggered On  Last status upd  Message Published f
Update AdoptOpenJDK JRE with Hotspot 12 ( AdoptOpen VPM Quick 12.0.2.10 Success 29th Nov, 2 29th Nov, 2 WIN-3785
Reporting Update 7-Zip (x64), version 21.6.0.0 lgorPaviov  VPMSubs..  21.6.00 Success 26th Nov, 2. 26th Nov, 2 WIN-3755
Update 1Password 7, version 7.9.828 AgileBits VPMSubs.. 70828 Success 24th Nov, 2. 24th Nov, 2 WIN-3755
Patching Update Enterprise Mode Site List Manager, ve...  Microsoft VPM Quick 12.0.00 Win-37s558..  All Comput Success 23rd Nov, 2. 23rd Nov, 2. WIN-37S5
. Update Google Chrome 93.x, version 95.x, Hi..  Google SPSWizard  93.999.999 Success 20 Oct, 2. 23rd Nov, 2 WIN-3755
PdlleempIdl; Update COM Port Manager (x64), version 1.1...  Uwe Sieber  VPM Quick.. 1120 win-37s558...  All Comput...  Success 23dNov, 2. 23rd Nov, 2 WIN-3755
Update 1Password, version 7.9.822 AgileBits VPMSubs.. 79822 Success 20t Oct, 2. 29th Oct, 2 DESKTOP-
Nedoistch Mo Update Mozilla Thunderbird, version 91.x, Hig Mozilla Fou.. SPSWizard  68.9999.99 Success 29th Oct, 2 29th Oct, 2 DESKTOP-
Patch Deployment Status Update 7-Zip (x64), version 19.00.00.0 IgorPaviov  VPMSubs...  19.00.000 Success 20th Sep,2...  20th Sep, 2 DESKTOP-
Update 1Password, version 7.7.818 AgileBits VPMSubs.. 77818 Success 20th Sep, 2. 29th Sep, 2 DESKTOP-

Administration

Figure 10-8: Patch Deployment Status Page

All the patch level activities are also recorded in the Activity Log, which is opened by selecting Activity Log on the
Configuration menu.
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Dashboard Dashboard  Activity Log >
Scanning Showalllogs | From:  2021.08.29 & To | 20211120 & | Searchtype: v Searchtext m ‘Show Priorities v
Reaults Activity Name Activity Status User Time | Activity Information Host Prirority
Package Creation Successful P4_sushma 16:46 291 Nov, 20...  Update AdoptOpenJDK JRE with Hotspot 12 (x64), version 12.0.2.10...  223.3169.70 Medium
Reporting VPM QuickPatch Successful P4_sushma 16:4129t Nov, 20...  QuickPaich: AdoptOpenJDK JRE with Hotspot 12 (64), version 12.0... 223316969 Medium
User Login Successful P4_sushma 16:04 29th Nov, 20...  Authentication by cached UID 223316969 High
Patching User Login Successful P4_sushma 13:23 29th Nov, 20 Login (Software Vulnerability Manager) 223316969 Medium
User Login Successful P4_sushma 132329t Nov,20...  Authentication by cached UID 223.3169.69 High
Administration
User Login Successful P4_sushma 17:2428th Nov, 20...  Login (Software Vulnerability Manager) 223316969 Medium
Configuration User Login Successful P4_sushma 17:24281h Nov, 20...  Authentication by cached UID 223316969 High
Delete Host Successful P4_sushma 20:04 27th Nov, 20... 2 Hosts: Deleted 223.3169.69 Low
User Login Successful P4_sushma 19:38 27th Nov, 20...  Authentication by cached UID 223.3169.69 High
User Login Successful P4_sushma 17:5527th Nov, 20...  Login (Software Vulnerability Manager) 223316969 Medium
Actiiy 1og User Login Successful P4_sushma 17:5527th Nov, 20...  Authentication by cached UID 223316969 High
Seany Package Creation Successful P4_sushma 22:4626th Nov,20..  Update 7-Zip (x64), version 21.6.0.0 (SVM Patch Daemon) 223.3169.70 Medium
User Logout Successful P4_sushma 17:48 26t Nov, 20...  Logout (Software Vulnerability Manager) 14.143.20.100 Low
e UserAccountCrea...  Successful P4_sushma 17:46 26t Nov, 20...  Created user gauri_p2 14.143.29.100 High
e ) User Login Successful P4_sushma 17-44 26th Nov, 20 Authentication by cached UID 14.143.29.100 High
User Login Successful P4_sushma 17:4426th Nov, 20...  Login (Software Vulnerability Manager) 1414320100 Medium
User Login Successful P4_sushma 17:44.26th Nov, 20...  Login (Software Vulnerability Manager) 14.143.20.100 Medium
User Login Successful P4_sushma 17:44.26th Nov, 20...  Authentication by cached UID 14.143.29.100 High
User Login Successful P4_sushma 17:26 26t Nov, 20...  Login (Software Vulnerability Manager) 157.452090 Medium
User Login Successful P4_sushma 17:2626th Nov, 20...  Authentication by cached UID 157.452090 High

Figure 10-9: Activity Log Page

Unsubscribe Automatic publishing of the Patches

To unsubscribe automatic publishing of the patches, right click on any subscribed VPM Patch, and then select Edit
Subscription from the context menu. The Configure Subscription dialog box appears.

On Configure Subscription dialog box, select Unsubscribe.

Note « You can select multiple connections (if required).

Configure Subscription - VIL.C Media Player 3 x
Subscription started on 19th Sep, 2024 12:16

Select connections to publish*: Testintune ( Intune ) v

Note: To select multiple connections hold Shift key.

(=) Always publish a new patch when a new version is available

(O Only publish a new patch when any of the following are true

(=) Trigger subscription rule above now for the current version

(O Trigger subscription rule above next time a new version is available

Package configuration
[ Use Flexera custom naming

Figure 10-10: Select Unsubscribe
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Click Ok and agree the confirmation dialog which appears.
The following topics related to Patch Automation:

®  Subscribe to Patch

®  Edit Subscription

®  Pause Subscription

® Resume Subscription

Intune Publishing

Software Vulnerability Manager (Cloud Edition) can now publish SPS/VPM patches to Microsoft Intune.
This new capability requires a new version of patch daemon, released as a part of SVM Toolkit.

Note « Patch Daemon will be deprecated in the future; therefore, you are encouraged to migrate to the new SVM Patch
Publisher tool. To download, click here.

To publish patches to Intune, it will be necessary to configure valid Intune credentials and token. For more details, see Set
up a Distribution Connection for Microsoft Intune.

Once this is setup, you can use either Patch Automation or Patch Publisher or Create Update Package wizard (ActiveX) to
publish SPS/VPM patches to Intune.

Note « Patch daemon convert the patch to intunewin format before publishing.

Note » The Patch Daemon may be installed on any workstation or server. There are two prerequisites:

®  For Windows 10 RSAT must be installed which can be obtained here https://www.microsoft.com/en-us/download/
details.aspx?id=45520

®  for Windows 8.1 RSAT must be installed which can be obtained here https://www.microsoft.com/en-us/download/
details.aspx?id=39296&displaylang=en
®  Minimum version of .Net 4.7.2 must be installed.

Set up a Distribution Connection for Microsoft Intune

To obtain the required credentials to set up a distribution connection for Microsoft Intune, perform the following process.
®  App Registration
® Create Client Secret

® APl Permissions
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App Registration

To register an application perform the following steps.

To register an application:

1. Obtain login credentials for Intune services on Microsoft Azure.

2. Loginto Microsoft Azure using the obtained credentials.
https://azure.microsoft.com/en-in/account/

3. Once logged in, from the list of available Azure services, choose Azure Active Directory.

Azure Active Directory admin center E o &
«
. v
Bl Dashboard My Dashboard
Private dashboard
= All services

~+ New dashboard v /" Full screen & Edit ¥ Download [ Clone [i] Delete
“  FAVORITES

Flexera Development Account Welcome to the Azure AD admin center Quick tasks

secuniacmg.co.uk
& Users

£ Enterprise applications

Add a user
® Azure AD helps you protect your Adrdiaiguestaser
uEmOoQH > B Add a group

business and empower your users, :
Find a user

_ Find a group
Azure AD Premium P2 Learn more about Azure AD Find an enterprise app

Users and groups Recommended Azure portal

X portal.azurecom 4%
°°°°°®°° Sync with Windows Server AD
Sync users and groups from your on-
ﬂ’ premises directory t0 your Azure AD

Users Sign-ins
Sign-ins for *All Users' between 11/16/2020 and 12/16/2020.

100
50
0

Nov 22 Nov 29 Dec Dec 13

Figure 10-11: Choose Azure Active Directory

4. After selecting, it navigates to overview page of the Dashboard, select App registrations in the left panel.
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5.

B Azure Active Directory

& Users

EE{.', Enterprise applications

O overview
'?' Getting started

Preview hub

#{ Diagnose and solve problems

Manage

& Users

&8 Groups

B External Identities

At Roles and administrators

Administrative units

=
Lo

Enterprise applications

Devices

&

o
R
gL

App registrations

2]

Identity Governance
£l Application proxy

Licenses

®  Azure AD Connect

Figure 10-12: Select App Registrations

Click on New registration and enter values to complete the registration.
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Microsoft Azure B Search resources, services, and docs (G+/)

Home > Flexera, Inc. >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API?

@ Accounts in this erganizational directory only (Flexera, Inc. only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and persenal Micresoft accounts (e.g. Skype, Xbox)

O Personal Microseft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

By proceeding, you agree to the Microsoft Platform Policies '

Figure 10-13: New Registration page

6. Click Register. The new registered application will be listed.

7. Click on the registered account to get Intune connection details like Application (client) ID and the Directory
(tenant) ID, which will be used later for authentication purposes.

]E Delete @ Endpoints E Preview features
o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —»

“ Essentials

Display name E Supported account types My organization only
Application [client) ID Redirect URls : O web, 0 spa, 2 public client
Directory (tenant) ID @ Application ID URI : Add an Application ID-URI
Object ID . Managed application in |

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL} and Azure AD Graph. We will continue to provide technical support and security up
will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph, Learn more !

Authentication scenarios

Call APIs Documentation
Authentication libraries

Microsoft identity platform
—
*® m'"
b Code samples
. " Microsoft Graph
(£ Glossary
B Help and Support

Build more powerful apps with rich user and business data
from Microsoft services and your own company’s data
sources. |

Figure 10-14: Intune Connection details page
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Create Client Secret

To obtain client secrets for the registered account, perform the following steps.

Task To obtain client secrets:
1. Onthe application account details page, select Certificates & secrets from the left panel.
2. Togetnew client secret, click New client secret.

3. Provide a description to describe your client secret, choose the expiration date you wish to set, and then click Add.
The Client secret will then be listed in the Client Secrets section.

[0 search (ctri+n) | « Q Got feedback?

B Overview Add a client secret

& Quickstart Description

# Integration assistant I

Manage Expires

(® In1year
B Branding O Ty
D Authentication O Never

Certificates & secrets —

1! Token configuration

9 API permissions

@ Expose an API

24 App roles | Preview Client secrets
# owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Roles and administrators | Preview

~+ New client secret

Manifest
Description Expires Value D

Figure 10-15: Click Add

4. The Client secret will then be listed in the Client Secrets section, copy the client secret Value, as it will only be visible
and available to the user now.

B overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
. scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
& Quickstart
#" Integration assistant
Certificates
Manage
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
B2 Branding
D Authentication T Upload certificate
e fussaEs Thumbprint Start date Expires D

Token configuration No certificates have been added for this application.
9 APl permissions

@ Expose an API

2 App roles | Preview Client secrets
i owners A secret string that the application uses to prove its identity when requesting  token. Also can be referred to as application password
& Roles and administrators | Preview
—+ New client secret

Manifest

Description Expires Value D
Support + Troubleshooting

Apikey2 1/21/2021 D

& Troubleshooting

& New support request

Figure 10-16: Client Secrets details
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API Permissions

To obtain API permissions for the registered application, perform the following steps:

Task To obtain API permissions:
1. Select the registered account.
2. Select API permissions from left navigation panel.

3. Click Add a permission. The Request API permissions panel appears, select Microsoft Graph.

Request APl permissions X

Select an API

Commonly used Microsoft APls

Microsoft Graph

\—
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
\." single endpoint.

Figure 10-17: Select Microsoft Graph

4. Inthe Microsoft Graph, select Application Permissions.

a. Device Management Permission—Under DeviceManagementApps, select
DeviceManagementApps.ReadWrite.All, and then click Add permissions.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00 297



Chapter 10 Patching
Intune Publishing

5.
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Request API permissions

< All APIs

@ Microsoft Graph
https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions

Your application needs to access the API as the signed-in user.

Select permissions

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

expand all

| pel device‘

Permission

> Device

V' DeviceManagementApps (2)

DeviceManagementApps.Read.All
Read Microsoft Intune apps

DeviceManagementApps.ReadWrite.All &

Read and write Microsoft Intune apps

> DeviceManagementConfiguration

Figure 10-18: Request API permissions page

Admin consent required

Yes

Yes

b. Group Permission—Under Group, select GroupMember.Read.All, and then click Add permissions.

B Branding & properties
D Authentication 5% Configured permissions
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
Qertificateas & secrets all the permissions the application needs. Learn more about permissions and consent

I} Token configuration

-+ Add a permission </ Grant admin consent for Flexera

- API permissions

API / Permissions name Description Admin consent requ... Status
@ Expose an API
v~ Microsoft Graph (2)
App roles
DeviceManagementAppsRea Application Read and write Microsoft Intune apps Yes @ Granted for Flexera

& owners
2 GroupMember.Read.All

Roles and administrators

H Manifest

Application  Read all group memberships Yes

@ Granted for Flexera

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

> support + Troubleshooting

Figure 10-19: Add Group Permissions

Click on Grant admin consent for Flexera Development Account and consent to the permissions. The status will
turn to Granted. Make sure the permissions are of type Delegated.
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Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

- Add a permission " Grant admin consent for
API / Permissions name Type Description Admin consent requ... Status

~ Microsoft Graph (3} -

DeviceManagementApps.Read.4 Application  Read Microsoft Intune apps Yes @ Granted for wer
DeviceManagementApps.Readl Application  Read and write Microsoft Intune apps Yes @ Granted for e
User.Read Delegated  Sign in and read user profile Mo @ Granted for e

Other permissions granted for Flexera Development Account

These permissions have been granted for Flexera Development Account but aren't in the configured permissions list. If your application requires these permissions, you should
consider adding them to the configured permissions list. Learn more

AP1/ Permissions name Type Description Admin consent requ... Status

~ Microsoft Graph (1) -

Group.Read All Application  Read all groups Yes @ Granted for e

Figure 10-20: Configured permissions page

Workspace ONE Publishing

Software Vulnerability Manager can now publish SPS and VPM patches to VMware Workspace ONE.
This new capability requires a new version of patch daemon, released as a part of SVM Toolkit.

Note « Patch Daemon will be deprecated in the future; therefore, you are encouraged to migrate to the new SVM Patch
Publisher tool. To download, click here.

To publish patches to Workspace ONE, it will be necessary to configure with valid Workspace ONE connection details. For
more details, see Set up a Distribution Connection for Workspace ONE.

Once the connection to Workspace ONE is configured, you can use either Patch Automation or Create Update Package
wizard (ActiveX) or Patch Publisher to publish SPS and VPM patches to Workspace ONE.

Note « Workspace ONE permits publishing a single application only once to an Organization Group. Therefore, if you attempt
to publish an application to a Workspace ONE Organization Group that already contains that application, the publication will
fail.

Set up a Distribution Connection for Workspace ONE

To set up a distribution connection for Workspace ONE, perform the following process.
® Basicor Certificate Authentication Type
® Create Tenant ID / APl Key

For more details on Test Connections, see Flexera SVM Patch Configuration and SVM Patch Publisher
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Basic or Certificate Authentication Type

For Workspace ONE connection, you can select Authentication Type as either Basic or Certificate.

If you selected authentication type as a Basic, then enter your Workspace ONE User Name and Password.

If you selected authentication type as a Certificate, then provide certificate details as mentioned in the below steps:

1.

2.

300

To provide Certificate authentication:

Log in to Workspace ONE using the valid credentials.
Once logged in, choose Accounts in the left panel.

Under Administrators, choose List View.

The Admin users will then be listed in the List View page.

i Users > Accounts >  Administrators
User Groups > List View
FREFSPILE Administrators v

Admin Groups Username Last Name Email
o Roles
Evic -

System Activity > i

Administrators Settings > -
= -

Figure 10-21: List View Page

AdminType  Terms of Use

nsole Administrator  Basic

Click the Username. The Add/Edit Admin panel appears. Choose API tab.

In the API tab, generate a certificate export password by entering the valid values in the Certificate Password test

box, and then click the Export Client Certificate button.

Certificate has been exported to the local folder.

Note « This password will be used later for importing the certificate.

Note - By default Certificates authentication will be selected.

SVMC-MAY2025-UG00
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Add/Edit Admin

Basic Details Roles APl Notes

Authentication ® USER CREDENTIALS CERTIFICATES  N@))

Issued by

Valid From

Valid To

Thumbprint

Certificate Password

T [ o

10/19/2020 1:01 PM

10/14/2040 1:01 PM

0F8601CBF4689C98BA1208BAECFCA59AACBC3F97

[ CLEAR CLIENT CERTIFICATE l

Show

i EXPORT CLIENT CERTIFICATE ]

Figure 10-22: Generate Certificate Password
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6. Double click the exported certificate, the Certificate Import Wizard dialog box appears.

Select the store location to Local Machine, where you can import the certificate. Click Next.

&» Certificate Import Wizard

Welcome to the Certificate Import Wizard

X

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User
@ Local Machine

To continue, dlick Next.

Figure 10-23: Select Local Machine

Cancel

7. Inthe File to Import page, optionally, specify the file you want to import. Click Next.
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8. Inthe Private key protection page, enter the certificate password, and then click Next.

€ £ Cerificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ bisplay Password
Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time,

[]Protect private key using virtualized-based security(Non-exportable)

[ Indude all extended properties,

L

Figure 10-24: Enter Certificate Password

Cancel

X

9. Inthe Certificate Store page, select Place all Certificate in the following store radio button, and then browse to the
Personal folder where you can install the certificate. Click Next.

10. Click Finish to import the certificate.

€ £* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:
Certificate Store S

Content PFX

File Name C:\Jsers | mois Spmsechi\Downloads \CN=122264

Cancel
Figure 10-25: Click Finish
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11. Click Ok and agree the confirmation dialog which appears.

12. Inthe Flexera SVM Patch Configuration, click Thumbprint, browse and select the Certificate.

M Fiexera SVM Patch Configuration = O X
WSUS Intune Workspace ONE |SVM  General Output Window: Clear Output
. {cn'l!l& = I ﬂ Certificates - Local Computer = m} X
Authentication Type:  Certificate v| Select a client certificate that you want to authenticate into the Workspace ONE AP server.
Thumbgprint: -
65DDE6189BF 3D93A5AF SCBEDDAZEEA47258F 3648 -1 Thumbprint Subject
= 650DEG189BF3D99ASAFECBEDDAZEEAL7258. . | CN=10.20.150.53, CN=svm+esta
Tenant 1D / API Key: | |
Organization Group 1D: ‘ I
< >
. Ok | | Cancel
| Test Workspace ONE Connection
v

Figure 10-26: Browse and select Certificate

13. Inthe SVM Patch Publisher, click Thumbprint, browse and select the Certificate.

Home

GEHRSL TOoHE O

Restart Foce Save  Agent Custom Suggest Hep Feedback AboutSVMPaich
Service Publisher

Check-in Deployment Package Software
Settings Distribution Systems B \Mware Workspace ONE Smart Group - o x
v (& Comnections © AddNew @ Delete
SUM Connection G Intune_windows 10
2 WSt windows 10 Distrbution System Type: [vi | (8] | Smart Group ame Smart Group GUID |
7 / =
Distribution Systems O Bigrix_windows10 Do e ol | FUDIERASOFTWARE LIC Ad. =
[ ] | ruxera soFTwage uic -o0s2. AL/ Ad... 9908FBF-F6e-40 3ec90ce

Service Connections 228216000 s

Server: o

AdminStudo QA Group
Manage Patches Ahean T ol AdminStudio Smart Group(FLEXERA SOFTWARE LLC -00...| 74120e77-495-42¢7-8653 95 44fe0d0c
— FLEXERA SOFTWARE LLC - 006 IAd.. |T: 377941
Flexera Package System (SPS =
ke Systact (L) s, — Al Corporate Dedcated Devices(FLEXERA SOFTWARE L... 07ba797b-4d9F-452f b30¢ 6226995432

Saich Tampies Al Corporate Shaved SOFTWARE LLC . d98a16d b 3306

Password™: - Al Devices{FLEYERA SOFTWARE LLC
Agent Deployment Al Employee Owned Devices(FLEXERA SOFTWARE LLC -... 9¢994f25-1761-410-béde SacifSaficied

Tenant ID/API Key*: kL6l
Vendor Patch Module - p—r

Organization Group ID%: | 645/

Bring Your Own Patch (BYOF)
Assirment Groups:

Figure 10-27: Select Certificate

Create Tenant ID / API Key

To obtain Tenant ID / API Key for the registered account, perform the following steps.

To obtain Tenant ID / API Key:
1. Inthe application page, select GROUPS & SETTINGS from the left panel.

The Groups & Settings page appears.
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gm Workspace ONE UEM

Groups > Groups & Settings
= All Settings i
S Groups & Settings
Configurations
Manage advanced console-wide settings
IONITOR
o}
SEVICES Groups

Create and manage custom named groups for specific needs

All Settings
Setup, installation, Console settings, and other advanced configuration options

Configurations
Establish the foundational settings, customizations and integrations to provide employees with the resources they need to drive your
D business forward.

Figure 10-28: Groups & Settings page
2. Onthe Group & Settings > All Settings > Systems > Advanced > APl > REST API.

Note « Make sure that the Enable API Access field should be ENABLED.

3. Inthe REST API page, The Tenant ID / API Key details will be listed in the APl Key column.
4. To getnew TenantID / API Key, click Add.

5. Provide a service name, description to describe your API, choose the account type you wish to set, and then click
Save. The Tenant ID / APl Key will then be listed in the APl Key column.

Settings s s s ..\ «

~ System System » Advanced » API
Getting Started

Branding REST AP

> Enterprise Integration

> Securlty General Authentication Usage
Help

> Localization Current Setting O Inherit @ Override
Terms of Use

REST API URL

S/IMIME

~ Advanced I i
Enable APl Access DISABLED
v API

Event Notifications (@

REST API

SOAP API

ZQraxWKhvGERWoUa+2A/hBNyZEUNT/Ss
Admin v | |DkXBMNyCKkg=

Device Root Certificate

Site URLs

Figure 10-29: Click Add
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Administration

This chapter discusses the following Software Vulnerability Manager administrative features:

® Roles

® User Management

® Active Directory

® [P Access Management (Requires the Software Vulnerability Manager Plug-in)

® Password Policy Configuration

Roles

Software Vulnerability Manager uses role-based account management. Each Software Vulnerability Manager user is
created and assigned a set of roles and limitations as appropriate. These roles determine which parts of Software
Vulnerability Manager the user has access to and limits what the user can view and scan.

Every user of Software Vulnerability Manager can receive notifications such as reports, email and SMS.
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Roles
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User
Dashboard,
Reporting,
User Receive Notifications
Dashboard, —
Patching, RIS
- 2 " Vulnerability
User Receive Notifications Manager
Dashboard, e
Resu [ts! Vulnerability
i 1 . ME =
Receive Notifications i
User 1

Software
Dashbc.aard, Vulnerability
Scanning, Manager

Receive Notifications Softwara

WVulnerability

Mz B
Software e

Vulnerability
Manager

Administrator
Dashboard,
Scanning, Results,

Reporting, Patching,

Receive Notifications,
User Management,

Configuration

The roles are as follows:
®  Scanning—Allows the user to scan hosts and view the Scanning menu of Software Vulnerability Manager.

®  Filter Scan Results - Allows the user to access and configure Allow list and Block list filtering and Custom Scan
Results.

® Patching—Allows the user to access the Patching module.
® Results—Allows the user to view scan results via, for example, Smart Groups.

® Reporting—Allows the user to access various reporting options and the Database Console and Database Cleanup
menus.

® Database Access—Allows the user to access the Database Console and schedule exports. There are no options to
restrict the user’s network access if this option is selected.

® Read Only—Prohibits the user from making any changes that write data to the Flexera Software Cloud. Read Only
users do not have Scanning or Patching capabilities.

® Restricted—Users are read only users with limited functionality. A Restricted user is unable to view the default set of
Smart Groups and are restricted to:

® Viewingonly the Custom Smart Groups that have been created for them,
® Viewingthe Reports that have been created for them.

® Changing their password.
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Only the Root Administrator can access the Active Directory and Password Policy Configuration. Administrative users have
additional capabilities that allow:

®  Configuring Software Vulnerability Manager
® Creating users and assigning their roles and restrictions
®  Assigning License limits

None of the access limitations apply to an administrative user and they can view all Hosts and Results.

User Management

Use this page to administer your Software Vulnerability Manager users.
® Create a New Administrator

® (Create a New User

= [ Software Vulnerability Manager ? & ®
& Dashboard Dashboard  User Management
R, Scanni
A Host Licenses User Licenses
Licenses Granted: 100 5
§ Results Licenses Used: 5 4
Licenses Available: 96 1
4 Reporting
e e — S
Patching
Username Name Recipient Email Host License Limit Used Host Licenses User Type Authentication Type Created By Last Logged In |
NG bmad4 No Limit 4 RootAdmin  Standard Login 20th Jun, 2023 1827
nagatl No Limit 1 User Standard Login 16th May, 2023 12:02
nagal 1 No Limit 0  User Standard Login 24th Mar, 2023 14:23
bmd5 ) No Limit 0 User Standard Login 15th Feb, 2023 16:50

% Configuration

Create a New Administrator

Click Create New Administrator and fill in the form, providing all the necessary details about the administrative user and
include the limits to assign to the user.

An email will be sent to the user containing a welcome message and their Software Vulnerability Manager login credentials.

Right-click an existing account to view, edit or delete the account.

Create a New User

To create a new user account, click Create New User and fill in the form, providing all the necessary details about the user.
Select the User Roles & Permissions to assign the roles to the user.

A confirmation email with activation instructions will be sent to the email address provided.

Select the check boxes under Restrict User’s Network Access to specify which network endpoints you would like to allow
the user to have access to. You can use existing configured Host name or IP Based Restrictions. Please note that Host
names must be entered with the langroup(domain) in the format hostname.langroup. Using only the Host name will not
work as you could have the same Host name in different domains which will allow users to see hosts they might not be
permitted to see.
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Note « Restrict User’s Network Access options are not available when a Database Access Role is granted.

Create a New User for Single Sign-On (SSO)

To create a new user account, click Create New User and fill in the form, providing all the necessary details about the user.
Select Use SSO for authentication and then select the User Roles & Permissions to assign the roles to the user.

B Account Details

Name
Username
Email ®
[J Use SSO for authentication
[J Generate a new one-time password and email it to the address specified above
() Allow User to see the Completed Scans and Single Host Agents from all other Users

Host License Limit: [ No Limit (2 Host Licenses Available)

Assign User Licenses. 1 % | (No Licenses Available)

& Recipients Details

Enter an email address to be used for emails, notifications and alerts the Flexera Software Vulnerability Manager can be configured to send
Email: Use Above Email

Mobile Number: v

B User Roles & Permissions

Configure the specific roles and permissions for this user. Note that Read-Only and Restricted users have restrictions on what roles they may be
granted, and even within certain roles, there are actions and views they will not have access to. Restricted users are limited fo logging in,
changing their password and only viewing their Smart Groups and Reporis.

Write Permissions: () Read/Write (O Read Only (O Restricted

Roles & Sub-Roles
¥ Scanning

[¥ Filter Scan Results
¥ Reporting

[ Database Console
¥ Patching

¥ Results

Active Directory

As a Root Administrator, you can select Enable Active Directory integration to allow your group policies to be automatically
updated in Software Vulnerability Manager when changes are made to the Active Directory.

[®

Important - Switching to Active Directory will hide your current Sites structure and the Results > Sites menu. For these to be
displayed you must disable the Active Directory integration, logout, and then login to Software Vulnerability Manager. It is
NOT recommended to toggle Active Directory on and off unnecessarily.
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Note « Inthe SVM new User Interface, you can now configure Active Directory scan and use the schedule options to set Active
Directory scans at selected intervals using daemon. Manual scan cannot be done.

Requirements to integrate Software Vulnerability Manager with the Active Directory Domain:

®  Active Directory Domain environment

® Domain User privileges

®  Port 3268 (msft-gc protocol) open between Domain Controller and Software Vulnerability Manager Host

Enabling Active Directory imports all discovered computer objects in the Active Directory Schema. Disabling Active
Directory does not delete the computer objects in Software Vulnerability Manager. Deleting sensitive computer
information in Software Vulnerability Manager must be done manually by the user.

Use the options below to control which Active Directory paths will be scanned. The Active Directory scanner will attempt to
fetch the widest structure possible starting from the provided root location. The scanner only analyses Domain Controllers
and Organizational Units.

All accessible branches - By looking at the Active Directory Partitions, the scanner determines the accessible Domain
Controllers that can be scanned.

Specific Domain Controller - You can specify a certain Domain Controller to be scanned. It must be accessible from the host
running Software Vulnerability Manager. Select Set nETBIOSName manually to enter the nETBIOSName of the Domain
Controller.

The view options help you control how the elements of the Active Directory are displayed. You can select the Show
Distinguished Names for sites instead of single Organizational Units check box to display multiple Organizational Units
with the same name. Note that this does not affect the Site name for server-side exports or generated reports.

You can use the schedule options to set Active Directory scans at regular intervals or perform a manual scan.

Note « Manual Active directory scan requires Internet Explorer running in Admin mode with ActiveX functionality and will be
available only with previous interface (https://csi7.secunia.com).

IP Access Management (Requires the Software
Vulnerability Manager Plug-in)

As a Root Administrator, you can use this page to configure the IP addresses the Software Vulnerability Manager console
can be accessed from.

[®

Important « The first IP Access Rule you set up must always be a Allow list rule and must include the external (public) IP
address of the console you are creating the rule from. If, for example, you check ipconfig you will find the internal IP address,
which will not work. You can find your external IP address by using an Internet search engine and typing “find my ip address”.
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Task To create a new rule:

1. Click New IP Rule. Enter a name for the rule, the IP address or IP range, select to add the rule to a allow list or block list,
and the users to apply the rule to. The rule can contain a Single IP or an IP range, but you need to start with a allow list
rule. If you allow list one IP address (the one you are using), then all other IP addresses are block-listed by default.

New IP Rule
Name:
Type: (=) Single IP (O IP Range
IP:
Added to: (=) Allow List (?)
Users: @ Al (O Custom
=n

2. Onceyou have created a allow list rule with an IP range, you can then block list a Single IP or an IP range within the
allow list IP range.

3. AllIPsthat have been added to a allow list are able to use Software Vulnerability Manager and IPs added to a block list
are not able to connect.

4. Totestif an IP has access to Software Vulnerability Manager based on the current rules, click Check IP.

Password Policy Configuration

Use this page to configure the password policy for users. This policy should be set on a "global" level, that is, the password
policy cannot be configured differently for different users. The Administrator defines the policy based on the options
displayed in the Policy Rules dialog. These Policy Rules are mandatory.
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E Software Vulnerability Manager

Dashboard Dashboard Password Policy Configuration
Scanning .
Policy Rules

Results Configure the Software Vulnerability Manager password policy for your users

. 8 characters long
Reporting

5 changes

Patchin

9 1 digits
Administration

99 days

User Management
Active Directory m
IP Access Management

Password Policy

Configuration
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Configuration

This chapter describes the following features that can be configured in Software Vulnerability Manager:

Settings

Log Messages
Activity Log

Software Suggestions

Security

Settings

Use this page to configure various settings within Software Vulnerability Manager.

Scan Threads

Live Updates

Collect Network Information

Zombie File Settings

Host Deletion Settings

Check for Missing Microsoft Security Update Settings
Flexera Software Package System (SPS) Timestamp
Mask Paths That Show User Names

Configure Agents Status Polling

Configure Site name for agents deployed with custom name
Java Assessment Settings

Scan Exclusion Paths
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®  System Score Settings

® Default Recipient Settings

® Windows Update Settings

® Single Sign-On (SSO) Settings
® Configure Single Sign-On (SSO)

® Configure Single Sign-On (SSO) with Azure

Scan Threads

Define the number of simultaneous scans to be executed. You can set the Scan threads value from 1 to 99 (the defaultis 5).

Please note that the number of simultaneous scan threads will not affect the scans being performed by the CSIA (Agent),
since these scans are made locally by the agents.

Scan Settings

This setting defines the number of simultaneous scans to be executed. The recommended value is between 5 and 10,
depending on the power of the computer and the network capacity available. The value can be set from 1 to 59. [7)

Secan threads: |5 v

Live Updates

Select the Activate Live Update check box to update your scan results as new Vulnerability Intelligence pertaining to your

existing scan results emerges. By doing this you agree that you understand and accept that this is not a replacement for

regular scheduled scanning and could lead to your shown scan results not being the most accurate representation of the

current state of your network. Live Update changes will only modify scan data received after enabling this feature. Older

scan results will not be affected by this feature. Please note that Live Update does not update Red Hat Agent scan results.
Live Update

| want my scan results to be updated in real time as new Vulnerability Intelligence pertaining to my existing scan results emerges. | understand and accept that this is not a replacement for regular scheduled scanning, and
could lead to my shown scan results not being the most accurate representation of the current state of my network. (2)

O Activate Live Update

Collect Network Information

Select the Allow Collection of Network Information check box to allow collection and storage of network hardware
information, such as assigned IP and Mac addresses, when scanning devices to be able to restrict users based on IP
addresses or IP Networks.

Note « The collected information is not visible to users except from the Database Console. This option is only available to the

Root Administrator.

Collect Network Information

I want to allow the collection and storage of network information, such as assigned IPs and MAC addresses, when | scan devices. (2)

& Allow Collection of Network Information
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Zombie File Settings

Zombie files are files that were left behind after removing or applying a product/patch. Software Vulnerability Manager will
pick up these files since these are listed in Software Vulnerability Manager file signature as being related to an Insecure or
End-Of-Life product. Select the Hide Zombie Files check box to ensure that zombie files will not be included in any of the
scan results. With the Hide Zombie Files setting enabled, only the highest version of the discovered product will be
displayed in the scan results. To activate the Hide Zombie Files setting, a new scan is needed to change the scan results.

This setting determines the behaviour of the scan engine for handiing zombie files. If you choose to hide the zombie files, they will not be included in any of the scan results. If you choose to display zombie files, they will be displayed under the Zombie
File Results tab. (2)

[ Hide Zombie Files & Display Zombie Files

The Display Zombie Files check box option enables only when the Hide Zombie Files option is unchecked. With the
Display Zombie Files check box enable, the discovered zombie files will be displayed in the Scanning > Completed Scans >
View Scan Result > Zombie File Results tab. For more information, see Zombie File Results.

Note « Zombie File results may appear as unlinked files, but they could still be essential for application functionality. Users

should confirm their necessity before deletion to prevent disruptions.

The Hide Zombie Files setting is a global setting for a partition that applies to all users of that partition. This option is
visible to all users, but only Partition Administrators are able to change it. Refer to Appendix A - Partition Management for
more information.

Host Deletion Settings

A new setting to delete hosts and their scan data for which the last scanned/check-in time is greater than the specified
number of days.

Host Deletion Setfings

| want the host and its scan data to be deleted automatically if the host is either not scanned or checked-in for more than the number of days configured in this setting

(¥ Delete hosis after 90 4 days

Check for Missing Microsoft Security Update Settings

The Check for Missing Microsoft Security Update Settings determines whether or not agents perform the Windows Update
check to collect and report missing Microsoft Security Updates:

® Enable check for missing Microsoft Security Updates - All agents will check for missing Microsoft updates, using the
Windows Update Settings.

® Disable check for missing Microsoft Security Updates - No agents will check for missing Microsoft updates.

® Use individual configuration - Agents will use their site settings or their individual settings for determining whether to
check for missing Microsoft updates. If their individual or site setting says that the agent should check for missing
Microsoft updates, then that agent will do the check, using the Windows Update Settings.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00 315



Chapter 12 Configuration

Settings

Check For Microsoft Security Update Setting

When enabled, agent scans will collect and report Microsoft Security Updates. (2)

(® Enable check for Microsoft Security Updates
(O Disable check for Microsoft Security Updates
© Use Individual Configuration

This option is visible to all users, but only Partition Administrators are able to change it. Refer to Appendix A - Partition
Management for more information.

Flexera Software Package System (SPS) Timestamp

The Flexera SPS Timestamp setting allows users to track when a patch was deployed to its system when Creating a Patch
with the Flexera Software Package System (SPS).

Flexera SPS Timestamp

This setting determines your preferred Timestamp provider. If you don't need any timestamp provider then select No timestamp required. (?)

‘ No timestamp required -
No timestamp required

DigiCert sha256

Under the Flexera SPS Timestamp drop-down menu, you can select the default “No timestamp required” option or the
appropriate timestamp provider.

URL Allowlist for new Timestamp server

New DigiCert timestamping service IP address:

If necessary, allow this service so that you can access it on your network. It recommended to allow by domain name
(timestamp.digicert.com), but if you are required to allow by IP, the new IP address will be: 216.168.244.9

Mask Paths That Show User Names

To comply with the European Union’s General Data Protection Regulation (GDPR), folder names that contain user
information (Example: C: \Documents and Settings\Username) can be concealed using environment variables instead of
hard-coded paths (Example: #HOMEPATH%).

Select Enable Masking to turn on the GDPR functionality of concealing user name information.

Note « This setting is only available beginning with the Software Vulnerability Manager May 2018 release.

Mask Paths That Show User Names

This setting (not applicable for SCCM imports) is used to ensure windows environment variable names are used instead of user name for the paths that contain profile names. (2)

& Enable Masking

Configure Agents Status Polling

316

To address a server’s high CPU usage during high volume of scan data, agent polling has been switched off by default as
agent polling is intended for debugging purposes only and is not needed for core functionality. You have the ability to turn
agent polling ON or OFF.
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Configure Agents

Configure Agents Status Polling

After submitting scan to the server, agent polls the server to figure out if the processing is completed. You can reduce the server traffic by stopping agent from polling. (2)

& Stop agent polling

Configure Site name for agents deployed with custom name

Note « Ifyou are using custom Site name for a single host agent, then enable Stop Site update check box.

Configure Agents
Configure Agents Status Polling

After submitting scan to the server, agent polls the server to figure out if the processing is completed. You can reduce the server traffic by stopping agent from polling. (2)

& Stop agent polling

Configure Site name for agents deployed with custom name

Stop Site name update on agent check in. (2)

 Stop Site update

Java Assessment Settings

The Java Assessment Settings allows to you specify if you want to detect Java instances in the standard installation
directories alone orin all the directories.

Java Assessment Settings

| want to detect all instances of Java, including those included with other applications which cannot be remediated by a Java patch. By default, only standard installation directories are considered as only they can be
directly patched. To patch vulnerable versions of Java embedded in other applications, such applications need to be patched versus trying to update Java directly. If enabling detection anywhere Java is found, look to the
detected paths to determine which can or cannot be patched directly.(2)

(@ Detect Java only in standard installation directories where it can be patched

O Detect Java in any directories where it is found, including those that cannot be directly patched

Note « SVM does not detect the Java versions that are embedded in a third-party application to avoid conflicts with publicly

available Java versions. It is recommended to update the embedded Java versions through the updates provided by the third-
party application vendor.

Scan Exclusion Paths

In the Scan Exclusion Paths, by default, all paths will be selected and products with these paths are notincluded in the
scan results. To include the excluded product and their paths to the scan result, uncheck the desired row and run the scan.
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[ Software Vulnerability Manager 2 s ®
@ Dashboard Dashboard  Settings X Log Messages
@ scanning General  WindowsUpdate Single Sign-On  Email/SMS Recipients

Resulls -
& Stop Site update

Java Assessment Sefiings

s (5)

want 1o detact all instance:
Advisory Smart Groups (3) other appications, such appicati

ineluding thoss include:
need o be patched v

nsidsred as only they can bs direety patched. To patch vulnerabls versions of Java embedded in
ch can or cannot be patched directly (2)

talation directories where it can be paiched

found, including those that cannot be directly pal

Below are the lis offle paths or folders match added by dafault o xclude fiom sean resull. Desied approach is to seleet alltems in the list below. (2)

Fils path matech 1 Regex
L LT ¥ DL cache (upper case) SYSTEMI20LLCACHE
Satings ~  DRVSTORE DRVSTORE
o Mo | Dil cache (lower cass) system32dicacha
Instaler Instaler
Actviy Lo
. v NiSenvicePackUninstall SNiSenvicePackUninstals
E T eom— S s
‘Security W RECYCLER RECYCLER
Ghange Password ¥ RecycleBin SRacyclaBin
PEsmonl ACoNEY ~' RegisteredPackages RegisteredPackages.
SenvicePackFlles SenvicePackFlles.
SoftwareDistribution SoftwareDistribution
“ System Volume Information SystemVolumelnformation
v Temp WINNTYTermp.
¥ Uninstall Path $SUninstall
7 WinSxS WinSxS
“ himig Shi_mig$
o ieTupdates ieTupdates.
¥ niservicepackuninstall Sntservicepackuninstaiis
¥ winsxs x86 winsxs'x86.

The excluded paths can be viewed in the Configuration > Activity Log grid by selecting Search type as Exclusion Path
List.

= [A Software Vulnerability Manager ? a
Dashboard Dashboard  Activity Log
Scanning owalllogs | From:  2023-05-11 & To  2023-08-11 # | |search type: ' Exclusion Path List v ||| search text m Show Priorities ¥
Activity Name Activity Status u Time Activity Information Host Prirority
Results
Exclusion Path List Successful p7.. 1. Listof Excluded Paths: Temp, Recycie Bin 150.117.152.221 Low
Reporting Exclusion Path List Successful Pt 1 List of Excluded Paths: winsxs x86, ie7updates, hf_mig, System Volume Information 159,117 152 221 Low
Exclusion Path List Successful p7. 0 List of Excluded Paths: winsxs x86, ie7updates, hf_mig, System Volume Information 159.117.152.221 Low
Patching Exclusion Path List Successful p7. 1 List of Excluded Paths: winsxs x86, ie7updates, hf_mig, System Volume Information 159.117.152.221 Low
Exclusion Path List Successful pT.. 1. Listof Excluded Paths: Installer 150117152 221 Low
e son Exclusion Path List Successiul pT.. 1. ListofExcluded Paths: Temp, Recycie Bin 150.117.152.221 Low
Exclusion Path List Successful pT. 1 List of Excluded Paths: Temp, Recycle Bin 159.117.152.221 Low
Configuration
Exclusion Path List Successful pl.. 1. ListofExcluded Paths: Temp, Recycle Bin 150.117.152.221 Low
Settings Exclusion Path List Successful pT.. 1. Listof Excluded Paths: Temp, Recycie Bin 159.117.152.221 Low
o0 haee Exclusion Path List Successful p7.. 1. Listof Excluded Paths Temp, Recycle Bin 159117452 221 Low
P Exclusion Path List Successful p7.. 1. Listof Excluded Paths: Temp, Installer 150.117.152.221 Low
—— Exclusion Path List Successtul pT.. 1. Listof Excluded Paths: Temp, Installer 159.117.152.221 Low
Software Suggestions B
Exclusion Path List Successful pr.. 1. Listof Excluded Paths: Temp, Installer 150.117.152.221 Low
ey Exclusion Path List Successful p7 1 List of Excluded Paths: ie7updates, hf_mig, Uninstall Path, Temp, RegisteredPacka. 159117 152 221 Low
hange Passwc Exclusion Path List Successful pT. 1 List of Excluded Paths: Installer 159.117.152.221 Low
I e Exclusion Path List Successful p7.. 1.. Listof Excluded Paths hi_mig, Temp, Recycle Bin 159.117.152.221 Low
Exclusion Path List Successful p7.. 1. Listof Excluded Paths: Recycle Bin, Temp 159.117.152 221 Low

System Score Settings

In the System Score Settings, you can configure weightage for each criterion to calculate the system score for hosts. The
sum of all weights cannot exceed 100. The percentage assigned to each attribute will dictate its influence on the overall
calculation of the system score.

The System Score for a host is calculated based on the following attributes. The percentage assigned to each attribute will dictate its influence on the overall calculation of the system score. The sum of all weights cannot exceed 100. (2)

Secure Products |60 & |9

Zero Day 0 =%
ThieatScore 10 o %
cussScore 1 2 %
Criticality 10 2%

Upon defining the criteria and running the scan, the system score details will be displayed in the Scanning > Completed
Scans > View Scan Result > Overview tab. Also displayed in the Host Smart Groups grid.
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Overview Scan Results Blocked Results Zombie File Results
——
Host Details
Host:
Domain
Site .
Directory
Scan Details
Last Scan: 26th Sep, 20231223
Last Scan Type 3
Scans Conducted 12
Scan & Vulnerabilities
Flexera System Score: 57%
Vulnerabilities 36
State of Product
Insecure: 29
End-of-Life 0
Secure 84
Total 113
@ Secure (84) © End-of-Life (0) @ Insecure (29) l
= [ Software Vulnerability Manager PHep & o
Dashboard Dashboard  Host: All Hosts %
@ Scanning Showing All Stes v | Showing All Platiorms = Search  Last Compiled: 27th Sep, 2023 1300 Export ¥
B Resuts Host T SystemScore | Last Scan Insecure End-Of-Life Secure Total | Site Name Scan Engine Software Platform
62%  24th Sep, 2023 12 26 93 131 Active Directory 76024 Windows
100%  17th Aug, 2023 0 0 2 2 FLEXERA 76024 Windows
99%  25th Sep, 2023 9 0 79 88 ActiveDirectory .. 76024 Windows
25th Sep, 2023 5 0 206 211 Active Directory RHEL76024 Red Hat Linux

new (0)

Operating System build.

Product

A

Settings

In the old SVM user interface, configured criteria details will be displayed in the Configuration > Settings > System Score

Settings. These attributes cannot be edited.
System Score Settings
The System Score for a host is calculated based on the following attributes. The percentage assigned to each attribute will
dictate its influence on the overall calculation of the system score. The sum of all weights cannot exceed 100. (#)
Secure Products: 60%
Zero day: 10%
Threat Score: 10%

CW55 Score: 10%
Criticality: 10%
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Default Recipient Settings

Specify the default email and SMS recipient lists used throughout the Software Vulnerability Manager User Interface in
various ways, including generating reports and configuring Smart Group notifications.

Default Recipient Setlings
These settings define the default email/'SMS recipient lists used throughout the Software Vulnerability Manager User Interface in various ways, including generating reports and configuring Smart Group nofifications. Select
email addresses/SMS numbers and click "Save" to update your default setting

Note: When configuring a report or a notification, if desired, a user can provide a select recipient list to use other than the default ones defined here

Select Email Recipients

If you wish to receive the reports via email, please specify at least ane email recipient below. If you do not want to send the report via email, do not select any recipient

Search Search

Available Email Recipients Selected Email Recipients

O | Name Email O | Name Email
O  bmd12 com

Windows Update Settings

The Windows Update Settings control the behavior of the Windows Update Agent (WUA) used by Software Vulnerability
Manager and the Software Vulnerability Manager Agent (csia.exe) to retrieve update information on Windows and other
Microsoft products. Each update setting is further explained below.

Windows Update Settings
Configure the behaviour of the Windows Update Agent (WUA). (?)

(O Use a managed Windows Update server
(®) Use the official Windows Update server
(O Use the official Microsoft Update server
(O Use offline method: path to .CAB file

[ Enable WMI Check

Save Windows Updates Settings

Use a managed Windows Update server

The csia.exe agent will request a check for updates through an enterprise managed WSUS instance. On machines not
configured through WSUS, this check for updates will result in the error: 0x80244011 "WUServer policy value is missing in
the registry".

Use the official Windows Update server

The csia.exe agent will request a check for updates through the public Windows Update server. This check will only return
updates related to Windows.

Use the office Microsoft Update server

The csia.exe agent will request a check for updates through the public Windows Update server. This check will return a
superset of the "Windows Update server" results that include Windows updates and updates for Microsoft products such as
Office (non App-V, non App-X installs only) and MSVC redistributables.
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Use offline method: path to .CAB file

You should implement the . cabfile scanning of windows update for clients that are not connected to the Internet and
cannot access WSUS or MU/WU. In such situations Microsoft provides a . cab file that can be used to scan the system. There
are limitations to this feature:

® You are responsible for placing the file in a location accessible by Windows Update Services. The file must be on the
local file system; placing the file on a shared drive is not supported by Windows Update Services.

® The alternate scan data source (.cab file) only includes high priority updates (security bulletins, critical updates,
update rollups) and some service packs. It does not include optional updates (such as updates, feature packs, and
tools) and some service packs. If a machine uses this source for scanning, then it is likely that fewer patches will be
detected.

® Software Vulnerability Manager should be run as administrator.

For the Windows Update Proxy Settings, select “Do not use a proxy server for the Windows Update Agent”.

Windows Update Proxy Settings

Configure whether the Windows Update Agent uses a proxy server

(=) Do not use a proxy server for the Windows Update Agent
(O Use the same proxy server for the Windows Update Agent as the Software Vulnerability Manager Agent uses

(O Use a custom proxy server for the Windows Update Agent

Save Windows Update Agent Proxy Settings

Enable WMI Check

Agents can be configured to include security updates from SCCM in the scan data. This feature can be used along with an
existing missing security update collection or as the only source for missing knowledge base information.

Single Sign-On (SSO) Settings

On the Configuration > Settings tab, you can specify SSO Settings.

IdP Configuration Instructions

Under SSO Settings on the Configuration > Settings tab, you can specify the following IdP Configuration Instructions
settings.

Table 12-1 « SSO SETTINGS / IdP CONFIGURATION INSTRUCTIONS

Settings Description

Single Sign On URL This field lists the application’s single sign-on URL. You will need to enter this URL
into the settings for your chosen Identity Provider.

Account Key Set this field in your Identity Provider (IdP) as a SAML attribute named
accountKey.
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Table 12-1 « SSO SETTINGS / IdP CONFIGURATION INSTRUCTIONS

Settings Description

Generate and Show Key Click to generate and display the Account Key.

Note « This key is not stored on the Software Vulnerability Manager server. Make

sure that you keep it in a safe place. If you lose it, you may regenerate the key, but
doing so will invalidate the old key.

Service Provider Metadata URL Lists the Service Provider Metadata URL.

Service Provider Configuration

Under SSO Settings on the Configuration > Settings tab, you can specify the following Service Provider Configuration
settings.

Table 12-2 « SSO SETTINGS / SERVICE PROVIDER CONFIGURATION

Settings Description

SSO Enabled Select this option to enable Single Sign-On.

Disable standard login If you are using Single Sign-On at your organization, select this option to disable
standard login options for all of your users (except root).

[®

Important « Before selecting this option, make sure that SSO is working correctly,

to prevent user lockout.
Upload IdP Metadata XML file Select this option if you want to upload the IdP metadata XML file.
Provide IdP Metadata URL Select this option if you want to enter the identity provider metadata URL into the

IdP Metadata URL field.

Automatically create new users Select this option to automatically create new users.

Default groups for new users Specify the default group for new users.

Note « For more information on Single Sign-On, see Configure Single Sign-On (SSO).
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Configure Single Sign-On (SSO)

Note  The following information is unique to the single sign-on vendor Okta (SAML 2.0). Single sign-on procedures from other
vendors may vary.

Perform the following steps to configure Single Sign-On (SSO).

Task To set up Okta (SAML 2.0) to use as a single sign-on (SSO) with Software Vulnerability Manager:
1. Signinto Okta.
2. Create an admin account.

3. Click Create App Integration to create a new Okta SSO app.

okta Q_ search.. 88 w
Dashboard ¥ Developer Edition provides a limited number of apps.
Dibsetasy - Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.
Applications ~
Applications search
Self Service STATUS @ Okta Admin Console
Security ~ ACTIVE 3
e = @ Okta Browser Plugin
Workflow o
Sapolfs ‘. Okta Dashboard
4. Choose SAML 2.0 and then click Next.
X
Create a new app integration
Sign-in method OIDC - OpenlD Connect

Learn More 2 Token-based QAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with

the Okta Sign-In Widget.

0 samL20
XML-based open standard for SSO. Use if the |dentity Provider for your

application only supports SAML.

SWA - Secure Web Authentication
Okta-specific 850 methed. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

Cance' m

5. Enterthe name of application in the App name field (Example: SVM). In the App logo (optional) field, click upload
icon and select the application logo. Then click Next.
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Note - Username needs to be in email format.

= Create SAML Integration

o General Settings

1  General Settings

App name Software Vulnerability Manager
App logo (opticnal) @ E]
&
B Wiy
App visibility Do not display application icon to users

Do not display application icon in the Okta Mobile app

St m

6. Copy the following from the Software Vulnerability Manager Configuration > Settings fields and paste in the Okta
SAML Settings > fields:

® Single Sign On URL (Same with Destination URL and Recipient URL) to Single sign on URL.
®  Service Provider Metadata URL to Audience URI (SP Entity ID).
® Account Key to accountKey Value.

Complete the remaining Okta SAML Settings > Attribute Statements (Optional) name and value fields using the
field’s drop-down list:

® firstName
® |astName
® email

® username
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GENERAL

Single sign on URL @ https://svm_flexera.com/sso/saml/75b3bea4-cfd0-4f2d-babe-97a4405
[2] Use this for Reciplent URL and Destination URL
D Allow this app to request other SSO URLs

Audience URI (SP Entity ID) & hitps://svm flexera com/sso/metadata/75b3bead-cid0-4f2d-babe-97 a:

Default RelayState )

1no value Is set, a blank RelayState Is

Name ID format § EmallAddress -
Application username § Okta usemame -
Update application username on Create and update v |
Show Advanced Settings
ATTRIBUTE STATEMENTS (OPTIONAL) LEARN MORE
Name Name format (optional) Value
accountkey Basic - Nxwit7dEEQLP v
firstName . Basic v userfirstName R X
lastName Basic - userlastName v A
emall Basic - useremail v A
username Basic v userlogin v X
Add Another
— IDP G 1 Instructions

Single Sign-On URL (Same with Destination URL and Recipient URL) (2)

| https://svm flexera com/sso/saml/75b3bead-cfd0-4f2d-babe-97a4405fc613

Account key set the below value in your Identety Provider(IDP) a SAML atribute named "accountKey"

Generate Key

Note: This key is not stored on the Software Vulnerability Manager server, please make sure that you keep it in a safe place. Iflost, you may regenerate the key but doing so will invalidate the old key.

Service Provider Metadata URII https //svm flexera. com/sso/metadata/7 5b3bea4-cfd0-4i2d-babe-37a4405fc613

7. Click (if not already selected) I’m an Okta customer adding an internal app for the Create SAML Integration - Step 3
Feedback screen.
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General Settings Configure SAML

e Help Okta Support understand how you configured this application

Are you a customer or partner? I'm an Okta customer adding an Internal app

I'm a software vendor. I'd like to Integrate my app with Okta

The optional guestons below assist Okta Support in understanding your app Integration.

App type o This Is an intemnal app that we have created

8. Atthe Okta SignOn, select SAML Signing Certificates > Actions drop down > View IdP metadata.

General Sign COn Maobile Impert Assignments

Settings

Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3™ party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML2.0

Default Relay State

Credentials Details

Application username format Okta username

Update application username on Create and update

Password reveal Allow users to securely see their password

{Recommended)
SAML Signing Certificates
‘Generate new certificate
Type Created Expires Status Actions
SHA-1 Jul 2022 Mar 2031 Inactive Actions ~
SHA-2 Jul 2022 Jul 2032 Active Actions ~

3
Sign On Policy

Download certificate

Sien i Foli
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Copy the Identity Provider metadata URL from Okta, login into the partition admin, browse Configuration >Settings
> Service Provider Configuration, and then check SSO Enabled. Select Provide IdP Metadata URL and paste the

copied IdP metadata URL into the text box.

Note - Single Sign-On settings can be updated only by the partition admin.

Note « For Binaries like Daemon, sc2012 plugin, Client toolkit will be logged in only by the standard login credentials. If
disable standard login is selected, then the binaries will be logged in only by the partition administrator.

Note « For asecure connection, the Assertions Signed (or similarly named) setting should be enabled on your IDP.

This XML file does not appear 1o have any style i i tared with it. The d tree is shown below,

(&} | @ Secure | hitps:// kta.com/ /sso/saml/metadata | Al ] q H

¥ énd:EntityDescriptor wmlns:imds"urn:casis:names:tc:SANL: 2. @:metadata” entitylDa"http:/fww. ckts. con/exké22quT2eTezvhCIEE")
¥ <md:10PS500escriptor WantAuthnRequestsSigned="false” protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.@:protocol”>
v«md:KeyDescriptor use="signing">
v <ds:KeyInfo xmlns:ds="http: //www. w3, org/2000/00/ xnldsige™>
¥adsiX5e90atax
¥ <ds:X500Certificates

MIIDn CCADagAWIBA QTyIT2MARGC WUAMTGPMQswCQYDVQQGEWIVUZETHEEG
ATUECAWKQIF s ol f:mspﬂEHW1UEEM2FUIEZMJEWJ‘J ENMASGALUECEWET 28aVTEL
MBIGAIVE ComLUINPUMI vdmLKZXI: MB2ZsIxhl EwBCQEWDH1Y

ZNAb2TAYSS b 2BuHhCHIT g {ESHTYEN T 1HhChP gl JEAHTYBHDT 11CE1 2 ELHAKGALUES R
VVHxE 2 ARBENVEAGHCKNREG Lmb 3] uslExF JAUBGNVBACHDVHhb iBGemFuY212Y 2ExDTALEGVBACH

BESrdGEXF ANTTLByb3ZpZavy g YOV ZXIhHRWWGEY IKGZIRvEN
AQkBFglp o LIBI] o AQEAMIIBCgHCAQEAhDEK/BMHM
24P/ aCTHs 2vicg ¥4y ThadglibinixgteFkN1S

gYSTHecyryf GRAATIMG S gdx0T fud+ x5 {5FHdsCtQzhTpP1iThle/ICSETICAXY/ hb22/ abBkou
CchQTb+10WRP] JnbilinaPzqI CqhOgXBYNOWT SHSWbucaX imkVar c12865Vns VT xTK+8n1pTiTb7X]
527a1BPLX3Q5ROVKUZEXSCE0TVT Zuzy4WIL JAYF T pEHEA N0 gqvxI4huYYOpPAKSVHGS 08 1F mky

UGY{20QNATS kK : 2w IDAQARH £G5S T 3DQEBCWUAS To
WHhTUe ZLﬁHqng)iMElé]?KlﬂQJV(Xr‘Ckl( 1dGg+SHIXNTbqiHGY03X/PkOIS Za3y4gesTo 0 D
/L 126+ EHBCVYVI xBANVX1gS /meQF CY 4+ TLR/ Fouvs TgshLovsl
it E f sk NF 2 dnﬁsL £q]Qr00QL/FRUSIOJLE4x29x0CbIY

840F TuoZhBRXNDOGOAGS FR26 I +4EbERNr3 jPseBejtUunéTcSaoteltnliqunT 386K joallc3]Eu syE41EolBuRlecho jodubow
509Certificater
eeData>
Tnfo>
</md: NE}‘DCEI:I’IPYUF‘I
¥ <md:Name IDForsat>
urn:oasis:names :tc:SAML:1.1:nameld-format:unspecified
</md:NameIDFormet >
¥ <md: Name IDForeat>
urn:oasis:inames:tci5AML:1.1:naneid-format:enailAddress
</md:NameIDFormat>
<md: SingleSigninService Binding="urnioasis:nomes:tc:SANL:2.@:bindings HTTP-POST"
Location="https://flexera.okta.com/app/flexera_svmstaging 1/exk622qw73eTex thcsssfsso.fswl />
<nd:Singlesignonservice Sinding="urn:0asis:names:te SANL:2.0:bindings tHTTP-Redirect
Location="https://flexera. okta.com/app/flexera_svmstaging 1/exk622qw73eTesvhC355/ 550/ saml" />
«/md: IDPSS00escriptor>
</md: EntityDescriptors

Service Provider Configuration
¥ SSO Enabled (2)

[ Disable Standard Login (Ensure SSO is working first, to prevent lockout)

(®) Provide |dP Metadata URL
(O Upload IdP Metadata XML file

https:// okta.com/. /sso/saml/metadata

[+ Automatically create new user

Copy permission from selected user

(User) hd

Save Service Configuration
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Copy the Identity Provider metadata context from Okta and save in XML format. When you select Upload IdP
Metadata XML file, click Import XML, browse and select the XML file.

Service Provider Configuration
[ SS0 Enabled (?)
[0 Disable Standard Login (Ensure SSO is working first, to prevent lockout)

(O Provide I1dP Metadata URL
(®) Upload IdP Metadata XML file

o file chosen

Impo
[+ Automatically create new user

Copy permission from selected user

(User) v
Save Service Configuration

10. To create an auto user, select the Automatically create new user check box and selected the template user from the

drop down.

11. If you want to disable standard login options for all of your users (except root), select the Disable standard login
(Ensure SSO is working first, to prevent lockout) option.

[®

Important « Before selecting this option, make sure that SSO is working correctly, to prevent user lockout.

12. Click Save Service Configuration on the Configuration > Settings page.

13. Add Software Vulnerability Manager users to the Okta SSO account.

Browse App Catalog l Assign Users to App ] l More 'l

Search

Okta Admin Console

STATUS @
ACTIVE 5
INACTIVE 5 @ Okta Browser Plugin
@ Okta Dashboard
Software Vulnerability Manager o -

14. To assign Software Vulnerability Manager users to the Okta SSO app, click settings drop down, and choose Assign to
Users. You can also assign user by clicking Assign Users to App tab.
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Browse App Catalog I Assign Users to App l I More

Search

STATUS @ Okta Admin Console
ACTIVE 5
INACTIVE 5 = Software Vulnerability Manager L
A Assign to Users
Okta Dashboard & Assign to Groups

© Deactivate

15. Users can login to Okta by entering the valid credentials and then click on Software Vulnerability Manager app to
access the application.

16. Users are then logged into the Software Vulnerability Manager Login page.

(o

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2 hours of

inactivity.

Configure Single Sign-On (SSO) with Azure
To configure SSO in Azure, perform the following steps:
® Create an Enterprise Application
® Assign Users to the Enterprise Application
®  Setup Single Sign-On (SSO) in Azure

® (Create Auto User in Azure

Create an Enterprise Application

Perform the following steps to add Software Vulnerability Manager as an Enterprise Application Azure Active Directory.

To create an Enterprise Application:
1. Loginto Microsoft Azure using the obtained credentials.
https://azure.microsoft.com/en-in/faccount/

2. From the list of available Azure services, choose Azure Active Directory.
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Welcome to Azure!
Don't have a subscription? Check out the following options.
\
N / '
l - 4 - 4
Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get $200 free credit toward Azure products and services,  Manage access, set smart policies, and enhance security Gt free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services. with Azure Active Directory. for Teaching after you verify your academic status.
Bl oo — EEE oo
Azure services
y — = = - »
= S 3 — & = & % < = -
Create a Azure Active Virtual App Services Storage SQLdatabases  AzureDatabase  Azure Cosmos  Kubernetes  More services
resource Directory machines accounts for Postgresa.. DB services
3. Click on Enterprise applications in the left pane.
@ Overview
'f Getting started
Preview features
K Diagnose and solve problems
Manage
& Users
& Groups
BE External Identit
&, Roles and administrators
Administrative units
Enterprise applications
CH Devices
App registrations
[ Identity Governance
El  Application proxy
.'. Licenses
®  Azure AD Connect
4. Click + New application.
Enterprise applications | All applications
Flexera, Inc. - Azure Active Directory
« Columns Preview features P Got feedback?
Overview =
. 0 Try out the new Enterprise Apps search preview! Click to enable the preview. —*
o Qverview
K Diagnose and solve problems Application type Applications status Application visibility
‘ Enterprise Applications v ‘ ‘ Any v ‘ ‘ Any '
5. Click + Create your own application.
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Browse Azure AD Gallery

| -+ Create your own application | @ Request new gallery app & Got feedback?

0 You're in the new and improved app gallery experience. Click here to switch back to the legacy app gallery experience. —

|/O fearch application Single Sign-on : All User Account Management : All Categories : All

6. Enteraname for the application.

Create your own application X

What's the name of your app?

| Software Vulnerability Managerl

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Azure AD (App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

We found the following applications that may match your entry
We recommend using gallery applications when possible.

@ TrendMiner
d j Software AG Cloud

E webMethods Integration Suite

Identity Panel

7. Click Create. The new enterprise application will be created.

22 Enterprise applications | All applications - X
®B® flexera Development Account - Azure Active Directory

& ~+ Newapplication | == Columns | [ Preview features O Got feedback?

Overview
@ Try out the new Enterprise Apps search preview! Click to enable the preview. —>

@ Overview
K Diagnose and solve problems Application type Applications status Application visibility
[ enterprise applications  ~ | [ any v [any v Apply
Manage
i All applications 12 4]
B Application proxy Name Homepage URL Object ID Application ID
& User settings n Software Vulnerability Manager c67652b7 3110¢1f80db 2-a8¢5-afbed2 1

B Collections
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Assign Users to the Enterprise Application

To assign users or groups to the enterprise application, perform the following steps.

Task To assign User:

1. Onthe application account details page, select Users and groups from the left panel.

zz= Software Vulnerability Manager | Overview
"= Enterprise Application
«
H overview ~ Properties
Deployment Plan Name O

Software Vulnerability Man... [y \
Manage e e e

Application ID ©

25a40eca-dSef-40c2-a8¢5-... I |

ObjectID @
&+ Roles and administrators (Pre... 67652b7-ec8b-469F 94ee... [
& Users and groups .
Getting Started

3 Single sign-on

1} Properties

& Owners

@ Provisioning

W bl .I ) 1. Assign users and groups 5) 2-Setupsingle signon @ 3. Provision User Accounts

R Provide specific users and groups access Enable users to sign into their application Automatically create and delete user
to the applications using their Azure AD credentials accounts in the application

Sacifity Assign users and groups Get started Get started

& Conditional Access

2. Click + Add user/group.

« + Add user/group f Edit \J Remove 4:'3' Update Credentials == Columns P Got feedback?

s . -
i Overview

e application will appear for assigned users within My Apps. Set 'visible to users?* to no in properties to prevent this.
Deol Pl Th licati ill i igned ithin My A Set 'visibl 2 i i his. —>
eployment Plan

Manage | First 100 shown, to search all users & groups, enter a display name.
HH Properties Display Name Object Type
&6 Owners

& Roles and administrators (Pre...
&8 Users and groups

23 Single sign-on

3. Under Add Assignment > Users and groups click None Selected link. Search and select desired users and groups,
and then click Select.

Home > Prashant_onprem > Users and groups X
Add Assignment

Azure Active Directory

[0 search
Users and groups

None Selected
Select a role

Selected items

No items selected
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4. After selecting, click Assign. The Users and groups then assigned to the Enterprise Application.
For setting up single sign-on in Azure, perform the following steps.
To set up single sign-on:
1. Onthe application account details page, select Single sign-on from the left panel. You can also select from the
Overview page by clicking Get started link.
i Software Vulnerability Manager | Overview x
Enterprise Application

B overview Properties

@ oeployment Plan Name ©

i n Software Vulnerability Man... b,\

m Application ID @

1! Properties il

25ad0eca-dSef-40c2-38¢5-.. |

& Owners cbjeetit: ©

&, Roles and administrators (Pre.. [ co765207-ectb4eor-desn. 1]

& Users and groups Gatting staved

@ Provisioning

! Application proxy ‘0. 1. Assign users and groups 5) 2 Setupsingle signon @ 3. Provision User Accounts

& Seifservite Provide specific users and groups access Enable users to sign into their application Automatically create and delete user

to the applications using their Azure AD credentials accounts in the application

% Conditional Access

i Permissions

© Token encryption ‘=_ & Conditona Ascess € 5.Self service

% Becursaccess b iz applicaiion wiiha Enable users to request access to the
. brrsraiatiok Syl g el e 4

2. Click SAML.
3. The Set up Single Sign-On with SAML page appears. Under SAML Signing Certificate field copy Metadata URL, login

Software Vulnerability Manager (Cloud Edition) User Guide

to Software Vulnerability Manager, browse Configuration >Settings > Service Provider Configuration, and then
check SSO Enabled. Select Provide IdP Metadata URL and paste the copied URL into the text box.
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o Basic SAML Configuration 2 edit

Identifier (Entity ID) https:y//svm.flexera.com/sso/metadata/17e785c8-eb08-40
91-bb16-94e1de0d0ds

Reply URL (Assertion Consumer Service URL)  https://svm.flexera.com/sso/saml/17e785c8-eb08-4091-b
b16-94e1desd0d3s

Sign on URL Optional

Relay State (Optional) Optional

Logout Url (Optional) Optional

e Attributes & Claims

&7 edit

firstName user.givenname

lastName user.surname

accountkey "“wh3TWEbkYtyt™

username useruserprincipalname

email user.userprincipalname

Unigue User Identifier user.userprincipalname

9 SAML Si
gning Certificate .

&7 edit

Status Active

Thumbgprint 4A3CAETBC2FCBE168ES805F21655DC5D2468186C

Expiration 2/21/2025, 9:09:47 AM

Matification Email :mg.co.uk

App Federation Metadata Url https:,-’,v‘login‘microsoftonline.comﬁd954282-b832...m

Certificate (Basetd) Download

Certificate (Raw) Download

Federation Metadata XML Download

Service Provider Configuration

¥ SSO Enabled (2)
() Disable Standard Login (Ensure SSO is working first, to prevent lockout)

(®) Provide I1dP Metadata URL
(O Upload IdP Metadata XML file

https://login. microsoftonline.com/0d80e003-d3a0-40ec-b68d-30f34753052d/federatio
& Automatically create new user

Copy permission from selected user

Save Service Configuration

To create an auto user - select the Automatically create new user check box and then select the template user from
the drop-down.

Generate an account key from the Software Vulnerability Manager Configuration > Settings > IdP Configuration
Instructions and then click Save Service Configuration button. Click Ok and agree the confirmation dialog which
appears.

Copy the following from the Software Vulnerability Manager Configuration > Settings fields and paste in the Azure
Single sign on > Set up Single Sign-On with SAML > Basic SAML Configuration:

® Single Sign On URL (Same with Recipient URL and Destination URL) to Reply URL (Assertion Consumer Service
URL).
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® Single sign on URL and Audience URL (SP Entity ID) to Identifier (Entity ID).
After selecting the details click Save.
Basic SAML Configuration X

Save R'j Got feedback?

Identifier (Entity ID) * ®
The default identifier will be the audience of the SAML response for IDP-initiated S5O

Default
https://svm.flexera.com/sso/metadata/17e785c8-eb08-4091-bb16-84e1defd0d35 o @
Add identifier
Reply URL (Assertion Consumer Service URL) * @
The default reply URL will be the destination in the SAML response for IDP-initigted S5O
Default
https://svm.flexera.com/sso/saml/17e785c8-eb08-4091-bb16-94e 1dedd0d35 v (0]

Add reply URL

Note « Metadata URL cannot be used for the multiple applications.

6. Editthe User Attributes & Claims

® Click Edit.

User Attributes & Claims

& Edit
firstName user.givenname
lastName user.surname
accountkey “t5PyT1W2vRkm"
email user.userprincipalname
username user.userprincipalname
Unique User Identifier user.userprincipalname

® The User Attributes & Claims page appears.

® Delete all old attributes and claims by clicking the context menu icon.
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User Attributes & Claims

= Add newclaim -+ Add a group claim

Required claim

Claim name

Unique User Identifier (Name 10}

Additional claims
Claim name
accountiey
email
firsthName
lastName

username

Columns

Value

user.userprincipalname [nameid-for... ***

Value

“t5PyTIW2vRkm" =t i Delete
user.userprincipalname

user.givenname

usersumame

user.userprincipalname

Click + Add New claim to add new attributes and claims.

The Manage claim page appears.

Enter name in the text field.

Select the source attributes from the drop down list.

After selecting, click Save.

Follow the above steps and add attributes and claims for the following:

firstName
lastName
email
username

accountKey

Note « While selecting accountKey attributes paste the generated Account key which is copied from the Software
Vulnerability Manager Configuration > Settings > IdP Configuration Instructions.

After configuring, click Test, and then click Sign in as current user link.
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Software Vulnerability Manager | SAML-based Sign-on

Enterprise Application

B overview

@ Deployment Plan

Manage

it Properties

& Owners

& Users and groups
D single sign-on
@ Provisioning

B application proxy
G self-service
Security

% Conditional Access
Si Permissions

@ Token encryption

& Roles and administrators (Pre..

Upload metadata file 9 Change single sign-on mode st this application

12/21/2025, 2:2
@secur

Expiration
Notification Email
App Federation Metadata Url

hitpsy/logins

Certificate (Base64) Download
Certificate (Raw) Download
Federation Metadata XML Download

Set up Software Vulnerability Manager

You'll need to configure the application to link with Azure AD.

Chapter 12 Configuration
Settings

Q 6ot feedback?

Test single sign-on with Software Vulnerability Manager _azure_ci X

@ Microsoft recommends installing the My Apps Secure Sign-in Extension for automatic error capture and resolution guidance. Make sure you
allow third-party cookies if you have installed it but this message still shows up.

Please make sure you have configured s s ssssss_ci before testing

[T v 1

Login URL [

| Sign in as someone else I(requues browser extension)

Agure AD Identifier [

hitpsy/login

Logout URL

View step-by-step instructions

Test single sign-on with Software Vulnerability Manager

Test to see if single sign-on is working. Users will need to be ad

Resolving errors
1f you encounter an error in the sign-in page, please paste it below. If you still see the same issue, please wait for couple of minutes and
retry.

What does the error look like? o'

Request Id: 4f8ec053-fb71-47de-a010-2786a32f1900
Correlation Id: 5aa879f5-68f1-482a-a405-f{a93d8fdcb0
Timestamp: 2018-03-06123:54:10Z

Message: Error AADSTSXXXX

Get resolution guidance

8. After successful action it navigates to the Software Vulnerability Manager application.

Note « You can also access through the Service Provider (SP) login for the created application by using the assigned user.

Create Auto User in Azure

This section helps to create an auto user in Azure Active Directory.

Perform the following steps to create an auto user in Azure Active Directory.

To create an auto user in Azure Active Directory:

1. Login to Microsoft Azure using the obtained credentials.

https://azure.microsoft.com/en-in/account/

2. From the list of available Azure services, choose Azure Active Directory.
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3.

— Microsoft Azure P Search resources, services, and docs (G+/)

Welcome to Azure!

Don't have a subscription? Check out the following options.

Manage Azure Active Directory
Manage access, set smart policies, and enhance security

Start with an Azure free trial

Get $200 free credit toward Azure products and services,
plus 12 months of popular free services.

with Azure Active Directory.

Azure services

+ | & B @ =

Create a Azure Active Virtual App Services Storage
resource Directory machines accounts

The Overview page appears on the screen.

Click on Enterprise applications in the left pane.

@ Overview
'f Getting started
Preview features

K Diagnose and solve problems

Manage

& Users

& Groups

BE External Identities

4l, Roles and administrators

Administrative units

i Enterprise applications

CH Devices

i App registrations
[ Identity Governance
El  Application proxy
.'. Licenses

Azure AD Connect

View Learn more &'

'Y

Access student benefits

Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status.

- - - Py
frn
g T = —>
SQLdatabases  Azure Database  Azure Cosmos  Kubernetes
for Postgresa.. DB services

More services

Select desired enterprise application from the list. The overview of the selected application appears.

Select Single sign-on from the left pane. You can also select from the Overview page by clicking Set up single sign on

under Getting started.
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il Software Vulnerability Manager | Overview

Enterprise Application
«

B overview

(D peployment Plan

Manage
1! properties
& Owners

&. Roles and administrators (Pre...

& Users and groups

@ Provisioning

B Application proxy
G Self-service
Security

% conditional Access
i Permissions

© Token encryption

Properties

Name (O
Software Vulneral ]

Application ID ©
25040eca-dSef-40c2-a8¢5-.. [ |
ObjectiD ®
67652b7-ecBb-469f-94ee.. [ |

Getting Started

& 1. Assign users and groups
Provide specific users and groups access
to the applications

Assign users and groups

i

4. Conditional Access

Secure access to this application with a
customizable access policy.

The Set up Single Sign-On page appears.

_3 2. Set up single sign on
Enable users to sign into their application
using their Azure AD credentials

Get started

© 5. Self service
Enable users to request access to the
application using their Azure AD
credentials

Chapter 12 Configuration
Settings

@ 3. Provision User Accounts

Automatically create and delete user
accounts in the application

Get started

Note « Make sure that assigned users or groups to the enterprise application. For more information, see Assign Users to

the Enterprise Application.

Note « Make sure that the Automatically create new user option has been checked while configuring SSO. For more
information, see Set up Single Sign-On (SSO) in Azure.

6. Click Test. The Test single sign-on appears on the right side. Click the Test Sign in button.

Home > Flexera | Enterprise applications > Enterp

| SAML-based Sign-on

e Ap

applications | All applications

Upload metadatafile ) Change single sign-on mode #= Test this application

B overview eman .
accountiey

0 Deployment pan Unique User idenifier e

X Diagnose and solve problems

Manage ©  uicaices

1l Propertes Token signing certficate

& Omers status Acive
Thumbprint

4. Roles and asminisraters Expiration 5/25/2026 82248 AM
Notification Email

& Users and groups App Federation Metadata Url

Cha e Certficate Basesly Download

X Certficate (Raw) ownioad

® Provisioning Federation Metadata XML Oownload

B application proxy

& salt<enice Verification certificates (optional)
Required No

; a Active o

Sqired 0

Securlty

0 .

® Conditional Access
S Permissions

© Token encrypton

Azure AD dentifier

Activity

Logout URL

D signinlogs
G Usage & insights
& Auditlogs

& Provioning logs

= Access reviews

Login URL

Youll need to configure the application to fink with Azure AD.

Test single sign-on with X

A7 Got fesdback?

27 Got feedback?

o

the My Apps Secure Sige

for automatic erar. Make sure you

ifyou have Click here to e =

Testing sign in

Test the single sign-on configuratio

2 configuration and

selecta ay o testsign n
@ sign n = o user

o]

Resolving errors.

n for by signing in here. Ensure that you have configured both the Azure Active Directory
.

If you encounter 2n error in the signr-n page, please paste it below. If you still see the same issue, please wait for couple of minutes and

2 et retr
Y-

What does the error look like? &

Request Id:
Correlation

Timestamp: 2018-03-06723:54:10

Message: Error AADSTSI000

L TS —

e sign-on s working. Users will need to be added to Users and groups before they can sign in,

7. Upon successful action, auto user will be created and navigates to the Software Vulnerability Manager application.
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Log Messages

Use this page to view sequential data regarding the actions being performed

by Software Vulnerability Manager. It can also

be used to detect and fix any issues that you might experience with the Software Vulnerability Manager console. The Log
Details page becomes populated when you select the Configuration > Settings > Debug Logging > Enable Logging check

box.

Right-click on a message to copy the row data to the clipboard. Click Clear to

remove all log entries. In the event of a

support request you may be requested to provide relevant information from this page.

Activity Log

Use this page to view information about user activity within Software Vulnerability Manager, for example "write" actions,

logins, and so on, with the exception of scans (due to the volume of data generated). You can access a full activity and login

log for compliance monitoring and auditing purposes.

Click the calendar icon next to the From and To fields to set a specific Activity Log date range to view. You can also use the

Search field to filter the Activity Log results to specific actions, for example changes to IP access rules.
The excluded paths can be viewed by selecting Search type as Exclusion Path List.

Select Show Priorities to filter the results by High, Medium or Low Priority.

Dashboard  Activity Log X

Showalllogs | From:  2021-08-20 @ To | 20211120 @i | Searchtype v | | Searchtext m Show Priorities v  [ReE
Activity Name Activity Status User Time Activity Information Host Prirority
User Login Successful 18:33 29th Nov, 20 Authentication by cached UID 22331.69.69 High
Package Creation  Successful 16:46 29th Nov, 20...  Update AdoptOpenJDK JRE with Hotspot 12 (x64), version 120.2.10...  223.3169.70 Medium
VPM QuickPatch Successful 164129t Nov, 20, QuickPaich: AdoptOpenJDK JRE with Hotspot 12 (x64), version 120 223.3160.69 Medium
User Login Successful 16:04 29th Nov, 20 Authentication by cached UID 223.31.69.69 High
User Login Successful 132329t Nov, 20, Login (Software Vuinerability Manager) 223316969 Medium
User Login Successful 132329t Nov, 20, Authentication by cached UID 223316969 High
User Login Successful 17:24 28th Nov, 20, Login (Software Vulnerability Manager) 223.31.69.69 Medium
User Login Successful 17:24 281 Nov, 20..  Authentication by cached UID 223316969 High
Delete Host Successful 20:04 27th Nov, 20... 2 Hosts: Deleted 223316969 Low
User Login Successful 19:38 27t Nov, 20...  Authentication by cached UID 223316969 High
User Login Successful 17:55 27th Nov, 20 Login (Software Vulnerability Manager) 223.31.69.69 Medium
User Login Successful 17:5527th Nov, 20 Authentication by cached UID 223316969 High
Package Creation  Successful 22:46 261 Nov, 20...  Update 7-Zip (x64), version 21.6.0.0 (SVM Patch Daemon) 223316070 Medium
User Logout Successful 17:48 26th Nov, 20 Logout (Software Vulnerability Manager) 14.143.29.100 Low
User Account Crea...  Successful 17:4626th Nov, 20 Created user gauri_p2 14.143.29.100 High
User Login Successful 17:44 26th Nov, 20. Authentication by cached UID 14.143.29.100 High
User Login Successful 17:44 26th Nov, 20 Login (Software Vulnerability Manager) 14.143.29.100 Medium
User Login Successful 17:44 26t Nov, 20 Login (Software Vinerability Manager) 14.143 29,100 Medium
User Login Successful 17:44 26th Nov, 20. Authentication by cached UID 14.143.29.100 High
User Login Successful 17:26 26th Nov, 20 Login (Software Vulnerability Manager) 157.45.20.90 Medium

Create Notifications for the Activity Log

With this configuration, you can schedule multiple notification digest for the respective events through emails.
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Software Suggestions

To create Notifications:

1. Click Create.

Dashboard Dashboard  Activity Log
Scanning Showalllogs | From: 2021-08-29 & To
Activity Name Activity Status User
Results 4 il
User Login Successful
Reporting Package Creation Successful
VPM QuickPatch Successful
sty User Login Successful
User Login Successful
Administration
User Login Successful
EniEE User Login Successtul
User Login Successful
Setioe Delete Host Successful
Log Mes: User Login Successiul
{Achtytog User Login Successful
User Login Successful
curity
Package Creation Successful
Change Password
User Logout Successful
e User Account Crea...  Successful
User Login Successful
User Login Successful
User Login Successful
User Login Successful
User Login Successful

20211129

& | Searchtype v Searchtext

Time |

18:33 29th Nov, 20
16:46 20th Nov, 20
16:4129th Nov, 20
16:04 29th Nov, 20.
13:23 29th Nov, 20
13:23 29th Nov, 20
17:24 28th Nov, 20
17:24 28th Nov, 20
20:04 27th Nov, 20
19:38 27th Nov, 20
17:55 27th Nov, 20
17:55 27th Nov, 20
22:46 26th Nov, 20
17:48 26th Nov, 20
17:46 26th Nov, 20
17:44 26th Nov, 20
17:44 26th Nov, 20
17:44 26th Nov, 20
17:44 26th Nov, 20
17:26 26th Nov, 20

2. The Configure New Log Notifications dialog box opens.

Activity Information

Authentication by cached UID

Update AdoptOpenJDK JRE with Hotspot 12 (64), version 12.0 210
QuickPatch: AdoptOpenJDK JRE with Hotspot 12 (x64), version 12.0.
Authentication by cached UID

Login (Software Vulnerability Manager)

Authentication by cached UID

Login (Software Vulnerability Manager)

Authentication by cached UID

2 Hosts: Deleted

Authentication by cached UID

Login (Software Vulnerability Manager)

Authentication by cached UID

Update 7-Zip (x64), version 21.6.0.0 (SVM Patch Daemon)

Logout (Software Vulnerability Manager)

Created user gauri_p2

Authentication by cached UID

Login (Software Vuinerabilty Manager)

Login (Software Vulnerability Manager)

Authentication by cached UID

Login (Software Vuinerabilty Manager)

Host
223.3169.69
2233169.70
223.3169.69
223316969
223.3169.69
223.3169.69
223.3169.69
223.3169.69
223.316060
223.3169.69
223316969
223.3169.69
223.3169.70
14.143.20.100
14.143.29.100
14.14329.100
14.14329.100
14.14329.100
14.143.29.100
157.4520.90

Configure New Log Notification

Nofification Details

Name & Applicabilty

Name:

Select events:

Available Events

O Name

O AddAllow List Scan Path

O  Add Block List Scan Path

(0 Agent Details Email

O  Collect Network Information

O Contact Verification

O  Create Customer Detection Rule

() Create Patch Template

O  Create Report

0 Prnntn Cran Prain
Conditions

Choose Frequency v Choose time

Enter a name (or short description) for this nofification

Selected Events

Name

How often should this notification rule run? Scheduled is based on when the rule is saved/modified:

[ NOTIFY me when the conditions are NOT met. |.e , leave unchecked for a 'no news is good news' policy.

You must give this notification a name (or short description) to be used when receiving alerts. Here you will also select the Events for which the notification will apply.

3. Describe notification name, select the required events, and then select notification schedules.

Prirority
High
Medium
Medium
High
Medium
High
Medium
High
Low
High
Medium
High
Medium
Low
High
High
Medium
Medium
High

Medium

4. These email notifications can be scheduled on an Hourly, Daily, Weekly, or Monthly basis. If you select Daily, or
Weekly, or Monthly option, then you choose the time duration for the selected day.

5. Choose the recipients and then click Save.

Software Suggestions

Use this page to view details of the suggested software.
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You can see the average time to resolution in days.

Dashboard Dashboard  Software Suggestions
@, Scanning Average time to resolution over last 30 days - 2 days Export =
Results Name Version URL Emai Comment Status Created |
NppShel4 dil 01 tlp /v flexera com Request Sent 20th Jun, 2023 15:09
Reporting Firefox 1100 http.//www flexera.com Request Sent 19th Jun, 2023 1302
7-Zp 2201 htto://www flexera com Request Sent 19th Jun, 2023 12:44
Eakching Internet Explorer 11.00.19041.1 (WinBuild1...  http://www flexera.com Request Sent 19th Jun, 2023 12.08
Microsoft® Windows® Op...  418.1800.6 (WinBuild 16, hlp/wwww flexera com Request Sent 19th Jun, 2023 12:07
Administration
Microsofi® Windows® Op...  10.0.180411 (WinBuild 1. htips //www heidisgl.com/ Request Sent 16th Jun, 2023 14:00
Configuration Notepad++ 853 http://www flexera.com Request Sent 16th Jun, 2023 12:05
VLC Web Plugin 303 itp /fwwnw flexera com Request Sent 3rd Mar, 2023 13,03

Settings

Activity Log

Suggestions

ecurity
Change P

Pa Rec

Under Status column you can view the status as given below:

Table 12-3 « Suggest Software Status Column Details

Status Description

Request Sent

Indicates the suggested software request has been sent to SVM.

Needs Clarification

Indicates that the suggested software request needs clarification.

In Progress

Indicates the suggested software request is In progress.

Not Applicable Indicates the suggested software request is not applicable.
Pending Review Indicates that the suggested software review in pending.
Completed Indicates that the suggested software is added to SVM.
Rejected Indicates that the suggested software request is rejected.

Note « You can delete only your Software Suggestion records.

Security

Software Vulnerability Manager provides the following security features for user passwords:

® Change Password

® Password Recovery Settings

342
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Change Password

Use this page to change the Software Vulnerability Manager account password for the user that is currently logged in. The
new password must contain a minimum of eight characters, or comply with the criteria defined in the Password Policy
Configuration rules.

Change Password

Change Stored Password Data

Password must confirm to the following policy

- Be at least & characters long.

- Contain at least 1 digit(s).

- Contain at least one lower case, one upper case and at least one special character.
- One cannot reuse a password for at least 5 change(s).

- Passwords must be changed every 180 days.

Existing Password:
Enter New Password:

Confirm New Password:

Change Password

Password Recovery Settings

Use this page to verify your email address and mobile number that will be used for password recovery. If your password is
lost, you can reset it at login by clicking Forgot your password? You will then be prompted to change your password using
your verified email address and mobile number.

In the Contact Details fields, you must provide your email address and a mobile phone number and click Send Verification
Codes. The verification code will be received in two separate messages - one SMS on your mobile phone and the second via
an email message. When entering your mobile phone number, you should select your country code from the drop-down
list.
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Password Recovery Settings x

Contact Registration

Contact information is not verified.

Verification codes were sent to:
Email address:

Maobile number:

Contact Details

Please enter your emall address and mobile phone number (including country code) and click "Send Verification
Codes". You will get two verification codes: one sent to your email address and another sent to your mobile.

Email Address:

Mobile Phone: ( v )

e.g +1 12345678

Contact Verification

Please enter the verification codes sent to your email address and mobile as well as your current password, and
click "Verify" to complete the verification process

Enter code sent via Email:
Enter code sent via SMS:

Enter current password:

Note - Ifyou have not configured your password recovery settings and you need to reset your password at login, you can
restore access to your user account. After clicking Forgot your password? Flexera will send an email to the email address

used at the time of your account creation. The email subject line will state: “Flexera Software Vulnerability Manager Password

Recovery Failed” The email will state: “Dear customer, you have not configured the password recovery settings. Please
contact your admin/Support.”
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Appendix A - Partition Management

This appendix explains how to create and administer your Software Vulnerability Manager Partitions:
® Introduction

® Partition Management

Introduction

Use Administration > Partition Management to create and administer:
® Additional Software Vulnerability Manager Partitions by assigning a specific number of host and user licenses
®  User roles with specific modules and read/write permissions with host licenses

Your overall corporate group of machines is your network. Software Vulnerability Manager gives you the ability to logically
partition your network. If you only use one network partition then your network and your network partition are the same
thing. If your company is divided across logical and physical partitions, you can mimic that in Software Vulnerability
Manager by creating multiple network partitions.

Refer to Administration for more information regarding User Management.

Note - Using a single WSUS server with multiple partitions is not supported.

Partition Management

Use this page to create and administer your Software Vulnerability Manager Partitions.
® Overview
®  Permissions

® Host and User Licenses
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® Create a New Partition Administrator

® Grant UserAccess to all Completed Scans and Single Host Agent Entries

Overview

346

When Flexera creates the Software Vulnerability Manager base user, this user is the Partition Administrator of “Partition 0”.

The Partition 0 Administrator is the unique global administrator for the company, irrespective of how many partitions are
created.

The Partition 0 Administrator can create further network partitions by creating new Partition Administrators. Only the
Partition 0 Administrator can create new partitions.

Every partition has identical functionality - the only difference is that an entire partition (N>0) can be deleted by the
Partition 0 Administrator.

Partition 0 Partition 2 Partition N
No No
Access Access "
SVM Partition OAdministrator T = SUMPartition1Administstor SVM Partition 2 Administrator
[Created by Flexera) Dashboard, Scanning, Resuits, Reporting, Dashboard, Scanning, Results, Reporting,
Dashbaard, Scanning, Results, Reparting, Fatching, Receive Notifications, Patching, Recsive Notifications,
Patching, Recsive Notifications, User Management, Configuration User Management, Configuration
Partition Management, User Management,
Configuration
o o
SVM Administrator: SUM Administrator:
SVM Administrator: Dashboard, Scanning, Results, Reporting, Dashboard, Scanning, Result, Reporting,
Digehbomeel B i i Rerire Patching, Recsive Norifications, Patching, Recsive Notifications,
Paching, Recsive Notficarions, User Managemert, Canfiguration User Management, Configuration

User Managemert, Canfiguration

P f o g o o

SVM User: SVM User: SVM User: SWM User: SVM User:
Dashboard, Scanning, Dashboard, Resuits, Dashboard, Scanning, Dashboard, Resuits, Dashboard, Scamning, Dashboard, Results,
Receive Notifications Receive Notifications Receive Notifications Receive Notifications Receive Natifications Recaive Notifications

SVM User: SVM User: SVM User: SVM User: SVM Usar: SVM User:
Dashbioard, Patching, Dashboard, Resporting, Dashboard, Patching, Dashboard, Resporting, Dashboard, Patching, Dashboard, Resporting,

Receive Natifications Receive Matifications Receive Natifications: Receive Matifications Receive Natifications Receive Noxifications

Note - Just as creating a partition is done by creating a new Partition Administrator, deleting an entire partition is done by
deleting the Partition Administrator.

Within a partition, there is only one Partition Administrator. All additional accounts are regular users, however, these users
all have specific roles. One of the roles a user can have an Administrator.

The main difference between users who have the Administrator role and those who don’t is that Administrators can create
and delete other users within their partition. They can delete any non-administration users, but not other Administrator
users.

The Partition 0 Administrator can access the Partition Management and User Management menus.

All other Partition Administrators can only access the User Management menu.
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Permissions

The MySQL user that is being used to connect to the database requires full privileges on the MySQL server (including the
grant option) as in the following SQL statement:

GRANT ALL PRIVILEGES ON *.* TO ‘secunia_user’@'localhost' WITH GRANT OPTION;

The WITH GRANT OPTION is only required when creating Partitions. If you don’t want to permanently give the GRANT
privilege to Software Inspector’s MySQL user, you can give the permission temporarily when creating Partitions and then
revoke the permission afterwards.

Host and User Licenses

The Partition 0 Administrator is assigned user licenses from Flexera. When the Administrator creates a new partition,
licenses are allocated to the Partition Administrator of that partition. Those licenses are effectively no longer relevant to
Partition 0 - and no one in Partition 0 can use them. The Partition 0 Administrator can reclaim unused licenses from
another Partition by right-clicking an existing account and editing it.

The Host and User licenses in a given partition belong to a shared pool. Any user who scans hosts will use host licenses
from this pool. When a user is created, an Administrator can limit how many active licenses they can claim - note, this is
only an upper bound of the licenses they can use, and should not be confused with them being “assigned” licenses.

User licenses are used per account. For example, when the Partition 0 Administrator is assigned 100 licenses from Flexera,
they use one for their account, so there are 99 left in the pool. The Partition 0 Administrator only assigns them when
creating a new Partition. For example, the Partition 0 Administrator creates a user for Partition 1 (that takes 1 license), and
gives the Partition 1 Administrator 50 user licenses. The Partition 0 Administrator now has 48 left, and the Partition 1
Administrator has 50, meaning, at most 50 additional users could be created in Partition 1.

When an Administrator in a given partition creates a user, they use 1 user license from the pool in that partition. When that
user is deleted, their user license is re-added to the pool.

Create a New Partition Administrator

Click Create New Partition Administrator and fill in the form, providing all the necessary details about the Partition
Administrator and include the number of host and user licenses to assign.
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View/Edit Administrator
B Account Details
Name
Username

Email
[J Use SS0O for authentication
[J Generate a new one-time password and email it to the address specified above
[ Allow User to see the Completed Scans and Single Host Agents from all other Users

Host License Limit: [ No Limit (Choose a value between 1 and 3)
User License Limit: [ No Limit (No Licenses Avallable)

B Recipients Details

Enter an email address to be used for emails, notifications and alerts the Flexera Software Vulnerability Manager can be configured to send
Email: Use Above Email
Mobile Number: | ... v
An email will be sent to the User containing a welcome message and the Software Vulnerability Manager login credentials.
Right-click an existing account to view, edit or delete the partition.
Partition Administrators can choose Smart Groups to copy to another account using the Create/Edit User form.

Note » Sub-Accounts are not allowed to modify their copy of a Smart Group.

The Partition Administrator can also unshare a copy of a Smart Group.

If the Sub-Account already has a Smart Group of the same name and type, the Partition Administrator cannot share their copy
with them.

If the Partition Administrator modifies the Smart Group, all shared copies are also modified.

If the Partition Administrator deletes the Smart Group, all shared copies are also deleted.

Grant User Access to all Completed Scans and Single Host

Agent

348

Entries

Partition Administrators can permit a user or administrator to view all Completed Scans and Single Host Agents by
selecting a check box in the User Account Details form.

When enabled, the user will be able to see the Completed Scans and Single Host Agents from all other users in their
partition.
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View/Edit Administrator

B Account Details

Name:
Username:
Email:
() Use SSO0 for authentication
(D) Generate a new one-time password and email it to the address specified above
[ Allow User to see the Completed Scans and Single Host Agents from all other Users
Host License Limit: (% No Limit (Choose a value between 1 and 3)

User License Limit:  No Limit (No Licenses Available)

B Recipients Details

Enter an email address to be used for emails, notifications and alerts the Flexera Software Vulnerability Manager can be configured to send

Email Use Above Email

Mobile Number: . hd

Note « This functionality is not available when editing a Partition Administrator or when creating a new user or
administrator, only when editing an existing one.
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Appendix B - About Secunia Advisories

This section includes the following articles:

® CVSS (Common Vulnerability Scoring System)
® CVE References

® Where (Attack Vector)

®  (riticality (Severity Rating)

® Impact (Consequence)

CVSS (Common Vulnerability Scoring System)

The Common Vulnerability Scoring System (CVSS) provides an open framework for communicating the characteristics and
impacts of IT vulnerabilities.

CVSS enables IT managers, vulnerability bulletin providers, security vendors, application vendors, and researchers to all
benefit by adopting this common language of scoring IT vulnerabilities.

CVSS consists of three groups: Base, Temporal, and Environmental. Each group produces a numeric score ranging from 0 to
10, and a Vector; a compressed textual representation that reflects the values used to derive the score.

® The Base group represents the intrinsic qualities of a vulnerability.

® The Temporal group reflects the characteristics of a vulnerability that changes over time.

® The Environmental group represents the characteristics of a vulnerability that are unique to any user's environment.
For details on interpreting a CVSS vector, refer to https://www.first.org/cvss/specification-document.

Secunia Advisories include a Secunia derived CVSS score and vector, as well as a link to an implementation of the NIST
CVSS calculator so that a user can adjust temporal and environmental metrics for advisories that match your Watch Lists.

The National Vulnerability Database (NVD) CVSS score/vector for each relevant CVE contained in an Advisory is also shown,
and is similarly linked to the NIST CVSS calculator.
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CVE References

CVE References

A CVE (Common Vulnerabilities and Exposures) name represents a unique, standardized name and description for a given
vulnerability or exposure.

Searching on a CVE reference (for example CVE-2009-3793 or simply 2009-3793) will find all Secunia Advisories in the
database that list that particular CVE as a reference.

An Advisory can contain more than one CVE reference, and not every Advisory has an associated CVE reference.

Where (Attack Vector)

The following are Where (Attack Vector) values.

Local System

Local system describes vulnerabilities where the attack vector requires that the attacker is a local user on the system.

Local Network

From local network describes vulnerabilities where the attack vector requires that an attacker is situated on the same
network as a vulnerable system (not necessarily a LAN).

This category covers vulnerabilities in certain services (for example, DHCP, RPC, administrative services, and so on), which
should not be accessible from the Internet, but only from a local network and optionally a restricted set of external
systems.

Remote
From remote describes vulnerabilities where the attack vector does not require access to the system nor a local network.

This category covers services, which are acceptable to expose to the Internet (for example, HTTP, HTTPS, SMTP) as well as
client applications used on the Internet and certain vulnerabilities, where it is reasonable to assume that a security
conscious user can be tricked into performing certain actions.

Criticality (Severity Rating)

The following are Severity Rating values.

Extremely Critical

This value is typically used for remotely and easily exploitable vulnerabilities that are otherwise designated “highly critical”
but also have been exploited in the wild before their publication (zero-day). These vulnerabilities typically exist in services
like FTP, HTTP and SMTP or specific client systems such as email programs or browsers. Operating systems can also be
prone to them—e.g., when font handling is performed on operating system level.

Highly Critical

® This valueis generally used for remotely and easily exploitable vulnerabilities that can lead to system compromise.
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Impact (Consequence)

®  Successful exploitation doesn’t usually require any interaction, but there are no known exploits available at the time
of disclosure.

® These vulnerabilities typically exist in services like FTP, HTTP and SMTP or specific client systems such as email
programs or browsers. Operating systems can also be prone to them—e.g., when font handling is performed on
operating system level.

Moderately Critical

This value is usually used for remotely and easily exploitable denial-of-service vulnerabilities against services like FTP,
HTTP and SMTP. Additionally, easily exploitable vulnerabilities that could lead to information disclosure or affect the
integrity of a product can result in this criticality level.

This rating is also used for vulnerabilities allowing system compromise on LANs in services like SMB, RPC, NFS, LPD and
similar services that are not intended for use over the Internet.

Less Critical

This value is typically used for cross-site scripting and local privilege escalation vulnerabilities.

This rating is also used for vulnerabilities allowing exposure of sensitive data to local users.

Not Critical

This value is typically used for very limited privilege escalation vulnerabilities and locally exploitable Denial of Service
vulnerabilities.

This rating is also used for non-sensitive system information disclosure vulnerabilities (for example, remote disclosure of
installation path of applications).

Impact (Consequence)

The following are Consequence values.

Brute Force

Used in cases where an application or an algorithm allows an attacker to guess passwords in an easy manner.

Cross-Site Scripting

Cross-Site Scripting vulnerabilities allow a third party to manipulate the content or behavior of a web application in a
user's browser, without compromising the underlying system.

Different Cross-Site Scripting related vulnerabilities are also classified under this category, including “script insertion” and
“cross-site request forgery”.

Cross-Site Scripting vulnerabilities are often used against specific users of a website to steal their credentials or to conduct
spoofing attacks.

DoS (Denial of Service)

This includes vulnerabilities ranging from excessive resource consumption (for example, causing a system to use a lot of
memory) to crashing an application or an entire system.
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Exposure of Sensitive Information

Vulnerabilities where documents or credentials are leaked or can be revealed either locally or remotely.

Exposure of System Information

Vulnerabilities where excessive information about the system (for example. version numbers, running services, installation
paths, and similar) are exposed and can be revealed from remote and, in some cases, locally.

Hijacking
Covers vulnerabilities where a user session or a communication channel can be taken over by other users or remote
attackers.

Manipulation of Data

This includes vulnerabilities where a user or a remote attacker can manipulate local data on a system, but not necessarily
be able to gain escalated privileges or system access.

The most frequent type of vulnerabilities with this impact are SQL-injection vulnerabilities, where a malicious user or
person can manipulate SQL queries.

Privilege Escalation

Covers vulnerabilities where a user is able to conduct certain tasks with the privileges of other users or administrative
users.

This typically includes cases where a local user on a client or server system can gain access to the administrator or root
account, thus taking full control of the system.

Security Bypass

Covers vulnerabilities or security issues where malicious users or people can bypass certain security mechanisms of the
application. The actual impact varies significantly depending on the design and purpose of the affected application.
Spoofing

Covers various vulnerabilities where it is possible for malicious users or people to impersonate other users or systems.

System Access

Covers vulnerabilities where malicious people are able to gain system access and execute arbitrary code with the privileges
of a local user.

Unknown

Covers various weaknesses, security issues, and vulnerabilities not covered by the other impact types, or where the impact
is not known due to insufficient information from vendors and researchers.
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When you export data from the Software Vulnerability Manager user interface to a CSV file, some values may differ. Each
data setin this appendix includes a cross-reference table to explain the different values between the user interface and CSV
file.

Note « Dates and times in the Software Vulnerability Manager database are created using the Coordinated Universal Time
(UTC). In the U, dates and times in UTC are converted to reflect your local time zone. This UTC date and time conversion is not
possible for CSV reports, resulting in a date and time mismatch between the Ul and CSV report.

Note - When you set the agent to scan “As soon as possible’, the date and time in the Ul will be listed “As soon as possible”
with a date in the past as the next scan date. In the CSV report, the scan date is the actual date from the Software Vulnerability
Manager database without transformation.

This section provides a cross-reference for the following CSV file values:
® Host Smart Group

® Advisory Smart Group

®  Product Smart Group

®  Scan Result

® Completed Scan

® Scheduled Exports

® Single Host Agent

® Smart Group Notifications

® User Management
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Host Smart Group

Host Smart Group

For further information regarding the Business Impact terminology, see Criticality (Severity Rating).

Advisory Smart Group

356

Table C-1 « Advisory Smart Group Values from the User Interface Versus the Exported CSV File

Advisory Smart Group Value

Software Vulnerability Manager
User Interface

Exported CSV File

Criticality - Extremely Critical 5 bars (red) 1
Criticality - Highly Critical 4 bars (orange) 2
Criticality - Moderately Critical 3 bars (yellow) 3
Criticality - Less Critical 2 bars (light green) 4
Criticality - Not Critical 1 bar (green) 5
Zero Day No 0
Zero Day Yes 1
Solution Status Unpatched 1
Solution Status Vendor Patched 2
Solution Status Vendor Workaround 3
Solution Status Partial Fix 4
Attack Vector From remote 1
Attack Vector From local network 2
Attack Vector Local system 3
Impact System Access 1
Impact Denial of Service 2
Impact Privilege Escalation 3
Impact Exposure of Sensitive Information 4
Impact Exposure of System Information 5
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Product Smart Group

Table C-1 « Advisory Smart Group Values from the User Interface Versus the Exported CSV File (cont.)

Advisory Smart Group Value Software Vulnerability Manager Exported CSV File

User Interface

Impact Brute Force 6
Impact Manipulation of Data 7
Impact Spoofing 8
Impact Cross Site Mapping 9

See Appendix B - About Secunia Advisories for further information regarding the following terminology:
® Where (Attack Vector)
®  (riticality (Severity Rating)

® Impact (Consequence)

Product Smart Group

For further information regarding the Criticality terminology, see Criticality (Severity Rating).

Table C-2 « Scan Result Values from the User Interface Versus the Exported CSV File

Scan Result Value Software Vulnerability Manager Exported CSV File

User Interface

Criticality - Extremely Critical 5 bars (red) 1
Criticality - Highly Critical 4 bars (orange) 2
Criticality - Moderately Critical 3 bars (yellow) 3
Criticality - Less Critical 2 bars (light green) 4
Criticality - Not Critical 1 bar (green) 5
Issued Number of days ago Month, Day, Year
Soft Type - 0S 1 1
Soft Type - Program 2 2

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-MAY2025-UG00 357



Appendix C Appendix C - CSV Export File Cross-References
Completed Scan

For further information regarding the Criticality terminology, see Criticality (Severity Rating).
Completed Scan

Table C-3 « Completed Scan Values from the User Interface Versus the Exported CSV File

Completed Scan Values Software Vulnerability Manager Exported CSV File

User Interface

Time Date, Month, Year, Time (24-hour Month, Day, Year, Time (12-hour
clock) clock)

Results Exist Yes 1

Results Exist No 0

Zombie Files included (Blank)

Zombie Files not included 0

Scheduled Exports

Table C-4 « Scheduled Exports Values from the User Interface Versus the Exported CSV File

Scheduled Exports Values Software Vulnerability Manager Exported CSV File

User Interface

Frequency One-Time Export 0
Frequency Hourly 1
Frequency Daily 2
Frequency Weekly 3
Frequency Monthly 4
Last Execution Status Failed 0
Last Execution Status Success (Blank)
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Single Host Agent

Single Host Agent

Table C-5 « Single Host Agent Values from the User Interface Versus the Exported CSV File

Single Host Agent Values Software Vulnerability Manager Exported CSV File

User Interface

Platform Mac OS X 11
Platform Windows 21or31
Platform Red Hat Linux 41

Smart Group Notifications

Table C-6 « Smart Group Notifications Values from the User Interface Versus the Exported CSV File

Smart Group Notifications Values Software Vulnerability Manager Exported CSV File

User Interface

Smart Group Type Host 1
Smart Group Type Product 2
Smart Group Type Advisory 3
Always Notify No 0
Always Notify Yes 1
Frequency One-Time Export 0
Frequency Hourly 1
Frequency Daily 2
Frequency Weekly 3
Frequency Monthly 4
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User Management

User Management

Table C-7 « User Management Values from the User Interface Versus the Exported CSV File

User Management Values Software Vulnerability Manager Exported CSV File

User Interface

Host License Limit No Limit -1
User Type User 0
User Type Root Admin or Admin 1
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Software Vulnerability Manager Threat Intelligence helps you prioritize the patching efforts.

In a world where there are more than 40,000 new vulnerabilities every year, being smart about prioritizing remediation
efforts is essential. Leveraging our optional Threat Intelligence Module, another valuable layer of insight is provided to help
you understand which of the vulnerabilities affecting your environment are actually being exploited in the wild.

Industry reports, including Gartner shows that between 6%-10% of the vulnerabilities disclosed each year actually are
exploited in the wild. Turns out that most of these have medium CVSS scores, which are typically overlooked by
organizations. With the insights provided by threat intelligence, it is possible better optimize the time spent remediating
software vulnerabilities. Avoid spending time and resources in patching vulnerabilities that do not have evidence of
exploitation, and favor those that do. Prioritization is crucial for effective risk mitigation and resource utilization.

Leveraging machine learning, artificial intelligence, and human curation from thousands of sources in the open, deep and
dark web, our Threat Intelligence Module augments Software Vulnerability Manager’s vulnerability intelligence with a
Threat Score that provides the ultimate prioritization tool for your busy desktop operations teams.

This appendix explains how the Software Vulnerability Manager Threat Intelligence module helps the enterprises to
manage their resources and Patching Vulnerabilities more effectively, the following topics are discussed in this section:

® Evidence of Exploitation

®  Criteria for the Threat Score Calculation

® Threat Score Calculation - Examples

® Threat Intelligence Data for Operations and Security
® Threat Score Locations

Note « Please note the following:

®  Secunia Advisory Threat Scores and Vulnerability (CVE) Threat Scores are each calculated as described in the Criteria for
the Threat Score Calculation section (an Advisory score is not determined by simply adding related CVE Threat Scores).

®  For pricing and availability, please contact your sales representative or contact us online at:
https://www.flexera.com/about-us/contact-us.html
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Evidence of Exploitation

®  for more details about the SVM or SVR Threat Intel Modules, please see our datasheet:
https://www.flexera.com/media/pdfs/datasheet-svm-threat-intelligence-module.pdf

Evidence of Exploitation

There are 10 primary rules that can impact the assigned Threat score and they are:
® |thasbeen linked to remote access Trojan

® |thasbeen linked to ransomware

® |thasbeen linked to penetration testing tools

® |thasbeen linked to malware

® |t hasbeen linked to an exploit kit

® |t hasbeen linked to a cyber exploit

® |t hasbeen linked to an exploit wild

® |thasbeen linked to POC verified

® |t hasbeen linked to vulnerability developed tools
® |t hasbeen linked to verified intelligence

In Software Vulnerability Manager we provide the resulting score for any given Secunia Advisory to add value to the
prioritization process. In Software Vulnerability Research, where a security persona requires more insight, we provide
these Threat Scores for the Secunia Advisory, and for each vulnerability in the advisory. Further, we will show which of the
rules above were triggered to arrive at the threat score presented.

Criteria for the Threat Score Calculation

Triggered rules increase the score by the values identified in the chart below based on the highest severity level triggered.

Table D-1 « Rules, Severity and Value

Rule Severity Value
Recently Linked to Remote Access Trojan Medium +2
Historically Linked to Remote Access Trojan Low +1
Recently Linked to Ransomware Medium +2
Historically Linked to Ransomware Low +1
Recently Linked to Penetration Testing Tools Medium +2
Historically Linked to Penetration Testing Tools Low +1
Recently Linked to Malware Medium +2
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Table D-1 « Rules, Severity and Value

Rule Severity Value
Historically Linked to Malware Low +1
Recently Linked to Exploit Kit Medium +2
Historically Linked to Exploit Kit Low +1
Linked to Recent Cyber Exploit Low +1
Linked to Historical Cyber Exploit Low +1
Recently exploited in the wild Very Critical +5
Exploited in the wild in the past year Critical +4
Historically exploited in the wild High +3
Recent remote code execution POC verified Critical +4
Recent POC verified High +3
Historical remote code execution POC verified Medium +2
Recent possible POC Medium +2
Historical POC verified Low +1
Tools to exploit the vulnerability developed recently Medium +2
Tools to exploit the vulnerability developed historically Low +1
Recently verified intelligence High +3
Historically Verified intelligence Low +1

The rule with the highest criticality determines the point range and the starting value for the Threat Score. The ranges for
each are as follows:

Table D-2 « Criticality - Ranges

({71 {{1113Y From To
Very Critical 71 99
Critical 45 70
High 24 44
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Table D-2 « Criticality - Ranges

Criticality From To
Medium 13 23
Low 1 12
None 0 0

Note « when assigning a Threat Score to the SAID, we do not simply add up the scores for each associated vulnerability, but
rather follow the same rules outlined here to calculate the Security Advisory threat score.

Threat Score Calculation - Examples

Some examples to explain how we would arrive at a Threat Score.

Example 1

A SAID has two CVEs; two come back as exploited.

Triggered Rules

The following rules are triggered:
® CVE1triggers
® Historically Linked to Remote Access Trojan
®  Recentremote code execution POC verified
® CVE2triggers
® Historically Linked to Exploit Kit

The Threat Score would be 51.

Calculating the Score

The criticality range is set by the most critical rule triggered, which is critical. This sets the score's maximum and minimum
range as between 45 and 70.

Item Value

Base Score +45
Recent remote code execution POC verified +4
Linked to Recent Cyber Exploit +1
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Item Value

Historically Linked to Remote Access Trojan +1
Threat Score (Sum of above values) 51
Example 2

A SAID has seven CVEs; and all come back as exploited.

Triggered Rules

The following rule is triggered by all CVEs:
® CVE1, CVE2,CVE3, CVE4, CVE5, CVE6 and CVE7 triggers
® Recently Linked to Malware

The Threat Score would be 23.

Calculating the Score

The criticality range is set by the most critical rule triggered, which is critical. This sets the score's maximum and minimum
range as between 13 and 23.

Item Value

Base Score +13
Recently Linked to Malware +2*7CVE=+14
Threat Score (Sum of above values) 27

Note - At this point, we have exceeded the maximum
for a critical threat, which is 23, so the score is 23.

Example 3

A SAID has one CVE and it comes back as exploited.

Triggered Rules

The following rule is triggered:
® CVE1ltriggers
® Historically exploited in the wild

The Threat Score would be 27.
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Calculating the Score

The criticality range is set by the most critical rule triggered, which is high. This sets the score's maximum and minimum

range as between 24 and 44.

Item Value

Base Score +24

Historically exploited in the wild +3

Threat Score (Sum of above values) 27
Example 4

A SAID has many CVEs, none come back as exploited.

The score would be 0 because there are no rules triggered.

Advisory with Multiple Vulnerabilities

An advisory Threat Score is based upon each of the CVEs included in an Advisory as specified above. In Software
Vulnerability Research, the vulnerabilities that have exploits are indicated with a red circle for easier identification.

Threat Intelligence Data for Operations and
Security

Software Vulnerability Manager and Software Vulnerability Research cater to different audiences with different needs.
Software Vulnerability Manager (for operations) provides what is needed for Operations to better prioritize remediation
efforts. Whereas Software Vulnerability Research (for security) provides more detail to meet the needs of security teams.

Table D-3 « Software Vulnerability Manager vs. Software Vulnerability Research

Software Vulnerability Manager Software Vulnerability Research

® Offers a Threat Score at the Advisory level ® Offers aThreat Score at the Advisory level

® Offers aThreat Score at the vulnerability level, within
the advisory

e Offersallist of which rules were triggered to arrive at
the Threat Score displayed

Threat Score Locations

In Software Vulnerability Manager, subscribed users can find the Threat Score in the following places:

® Dashboard Threat Score
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® Completed Scan Page Threat Score

® All Advisory Popup Threat Score

® AllInstallation Popup Threat Score

® Advisory Summary Threat Score

® Host Smart Group Threat Score

®  Product Smart Group Threat Score

®  Smart Group Criteria Threat Score

® All Advisory Threat Score

® All Advisory Smart Group Criteria Threat Score

® Zero Day Advisory Threat Score

®  Flexera Package System (SPS) List Threat Score

Dashboard Threat Score

The following image is an example of the Dashboard Threat Score.

Dashboard

Scanning

Results

Reporting

Patching

Administration

Configuration
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Threat Score Locations

Dashboard
Select dashboard element to insert ~ | | dashboard_naga (defautt) ¥ | save Delete  New | Reload Fullscreen View
insecure Software Instaliations Weighted Score “Time from Insecure Version Detection to Update Creation Most Prevalent End-ofLife Software Installations
All Products - B P Al Products -
# | Software Name Curently T | LastWeek LastM | 158 days, 21 hours, 19 minutes Update Zoom Client for Meetings (<56), # | Software Name Currently | LastWeek | LastMonih
1 Microsof Teams 1.x 5 16 YECRNS 0N Eallh Boeince) 1 Microsoft Edge (Chromium Based) 23 2 27
158 days, 21 hours, 18 minutes Update Zoom Gilent for Meetings (x36). —
2 Puses i i version 5.17.3150 (SVM Patch Daemon) 2 B it it
B 2 2 5days. 7 hours, 11 minutes Undate Firefox (English US) (x86), version 3 3 9 4
4 Amazon Corretto 8 20 30 122.0.0.0, Highly crlical (SVM Patch 4 5 s 6
Daemon) from wizard
5 20 a0 5 nderbird 102.x 5 5 5
163 days. 4 hours, 34 minutes Update Zoom Client for Mestings (x64)
5 £ 33 version 5.17.31859 (SVM Patch Daemon) 5 Gooole Chrome 119.x 4 4 6
7 Zoom Client for Meetings 5.x (-2) 336 334 0 days, 21 hours, 30 minutes Update Wireshark 4.2 (<64), version 422 7 Mozila Firefox 11 =2 4 2 3
8 Microsoft OLE DB Driver for SQL Server £ 36 (VM PAIEN Daeion H ol SOL Server Management 4 4 3
18x 19
9 Oracle Java JRE 18/ 8x £ 36 9 o Siveright 5 x 4 4 4
10 Microsoft ODBC Driver for SOL Server 48 3 10 Mozilla Firefox 121.x E 3 No Data
Most Crical Advisories Aflecting Your Securty Latest Advisories Affecting Your Security
All Products - Al Products -
# | Awvsory in Criticaiity Threat Score Date | Advisory 1 ci Threat Score
1 3 — 82 || Top Threat Score Affecting Your Securiy 13th Feb 1 0
All Products
2 3 — 2
# | Advisory Griicaliy | Threats, 7inFeb 3 - 17
- = 1 e Amirary Code Execution — 2
3 & 7 (SA119901
————— 2 g e— ) 3stJan 1 2
4 ¢ em— 3
3 T Se— 70
5 4 Sm— 2 30thJan  Google Chiome 1 - 2t
7 . = Muliple
5 4 o—— > [
% 4 — 3 3 2 ) 23rd Jan 2 - 19
6 1 2
8 7 — 6 7 15 2
17th Jan 15 2
3 2
g P 19
9 1 2

Completed Scan Page Threat Score

Once the scan is completed, the user can see the Threat Score in the Scan Result.
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Threat Score Locations

SVM-SCCM
Overview Scan Results Blocked Results Zombie File Results
—

[ Secure & End-Oflife (& Insecure Export v
State Name Version SAID Criticality | CVSS Base ... ThreatS... Issued Vulnerabilities
Insecure PuTTY 0.x 0.79.0.0 SA122264 - v3: 3.7 20 59 days ago 1
Insecure Google Chro. 121.0.6167.140 SA123535 - 2 days ago 1
Insecure Wireshark 4.x 4090 SA122580 23 42 days ago 5
Insecure Microsoft OD... 17.10.3:1 SA120152 4 128 days ago 5
Insecure Microsoft OL 18.6.0005.0 SA120152 4 128 days ago 5
Insecure Microsoft OD ... 17.10.3.1 SA120152 4 128 days ago 5
Insecure Microsoft OL 18.6.0005.0 SA120152 4 128 days ago 5
Insecure Zoom Client f... 5141017221 SA122704 16 35 days ago 2

Microsoft SQL...  19.1.56.0 - - - -

Mozilla Firefo 120.0 - - -

Adobe Flash .. 31.0.0.108 (IE) - - - -
Secure Secunia CSI ... 76.0.24 - - - -
Secure Microsoft Visu 10.0.40219.1 - - - -
Secure Secunia CSI ... 7.6.0.24 - - - -
Secure Google Updat. 1336372 - - - -
Secure Microsoft Inte.. 11.0.17763.592 - - - -

Page 1 of 2 > > = Displaying products 1 - 30 of 57
E3

All Advisory Popup Threat Score

When the user double clicks any of the products in the above screen, all the advisories related to that product appear along
with their Threat Score.

Google Chrome 121.x

View from the context of Smart Group:

All Products

Overview Installations All Advisories

Export w

SAD | Threat S_

Criticality

Advisory Advisory Solution Attack Ve... | Zero Day Vulnera

— SA123606
SA123535

SA123263

Google C. 2024-02-07 Vendor P From rem

Google C.
Google C

2024-02-13
2024-01-30

Vendor P
Vendor P

From rem

From rem

Displaying advisories 1- 3 of 3
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All Installation Popup Threat Score

When the user double clicks the product and selects the Installations tab, all the installations of that product get appear
along with their Threat Score.

Google Chrome 121.x
View from the context of Smart Group: = All Products

Overview Installations All Advisories
—

& Secure ™ End-Of-lfe & Insecure Search Host m Export ¥

Criticality Host T SAID ThreatS_ State Version Missing. Last Scan Path
FSVM-. SA123606 Insecure 121.06 6 days C:\Program Files\Google\Chrome'A.
FSVM-. SA123263 Insecure 121.06 10 days.. C:\Program Files\Google\Chrome\A.
QA_WI - - Secure 121.06 1 day, 3. C:\Program Files (x86)\Google\Chro.
SVM-IN_. - Secure 121.06 1 day, 8 C-\Program Files\Google\Chrome\A
SVM-S SA123535 - Insecure 12106 19 hour C:\Program Files\Google\Chrome'A

Displaying hosts 1-50f 5

Advisory Summary Threat Score

After Clicking on any SAID, a popup appears with the Threat Score and other required details.

Adobe Acrobat Reader / Acrobat Multiple Vulnerabilities

Secunia Advisory ID: SA121280
Creation Date: 2023-11-14

Criticality = - Highly critical
Threat Score: 2

Impact Exposure of sensitive information
System access

Where From remote

Solution Status Vendor Patched

Secunia CVSS3 Scores Base: 8.8, Overall: 7.7 CVSS:3 1/AV:N/ACL/PR:N/UI'R/S-U/C:H/IH/A'H/E:U/RL.O/RC:C

CVE CVE-2023-44336, CVE-2023-44337, CVE-2023-44338, CVE-2023-44339, CVE-2023-44340, CVE-2023-
44348, CVE-2023-44356, CVE-2023-44357, CVE-2023-44358, CVE-2023-44359 CVE-2023-44360
CVE-2023-44361, CVE-2023-44365, CVE-2023-44366, CVE-2023-44367, CVE-2023-44371, CVE-2023-
44372

Affected Software

Adobe Acrobat DC 20.x

Adobe Acrobat DC 23.x

Adobe Acrobat Reader DC 20 x
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Host Smart Group Threat Score

The Threat Score appears for all the products on the Host Smart Group Scan Result page.

Overview Scan Results Blocked Results Zombie File Results
—

(O Secure (J End-Of-life ( Insecure Export w
Name Version State SAID Criticality CVSS Base S Threat Score { Issued Vulnerabilities
Google Chro. 116.0.5845 111 Insecure SA119136 82 157 days ago

GIT2x 2392 Insecure SA115692 22 296 days ago
GIT2x 2392 Insecure SA115692 22 296 days ago

Pulse Secure 9.1.11.8575 Insecure SA107667 18 685 days ago
Python 3.x 3.9.13150.1013 Insecure SA118679 5. 17 174 days ago
Python 3.x 3.9.13150.1013 Insecure SA118679 5 174 days ago
Zoom Client f. 5.15.3.18551 Insecure SA118347 - 191 days ago
Palo Alto Net. 6.01.19 Insecure SA118191 7 199 days ago
Microsoft OD 17721 Insecure SA118361 191 days ago
Microsoft OD. 17.7.21 Insecure SA118361 . 8. 191 days ago

Displaying products 1 - 10 of 10

Product Smart Group Threat Score

The Threat Score appears for all the products on the Product Smart Group Result page.

Dashboard Dashboard Product: All Products %
——————
Scanning Show All Packages v Search Last Compiled: 15th Feb, 2024 18:54 Export v
Results Product . Patch Ve SAID Advisory. Criticality Threat. CVSS Base ! Vendor Insecure End-O._ Secure Total Affect. Download Product
Notepad 86 SA121573  Notepad 6 4 0 11 15 10 Download  Program
) ZoomCl. 5155 SA118347  ZoomD 7 Zoom Vi 86 0 1 a7 8 Download  Program
Product Smart Groups (9) Adobe A 23.0062 SA121280  Adobe A 2 Adobe 2 0 2 4 2 Downloa Program
Create & Edit AdobeA.. 23.x (Co SA121280 Adobe A 2 Adobe 2 0 0 2 2 Download Program
All Products (235) Docker 4271 SA123212 Docker 22 Docker, | 3 0 0 3 2 Download Program
Google 116058  SA119136  Google -— 82 Google 3 1 0 4 4 Download  Program
Google 119.x SA120899 Google 8 Google 1 0 0 1 1 Downloa. Program
Google 121.0.61.. SA123606 Google 17 Google 3 0 2 5 5 Download Program
End-Of-Life Products (46) Microsof. 171051 SA120152 Microsoft. 4 Microsoft 16 0 0 16 8  Download Program
Insecure Products (49) Microsof. 18.6.7 SA120152  Microsoft. 4 Microsoft 12 0 0 12 6 Download Program
Patched Products (165) Microsof. 1932 SA120152 Microsoft. 4 Microsoft 2 0 0 2 1 Download Program
Microsof.. 1.6.00.1 SA118370 Microsoft. 3 Microsoft 4 0 6 10 4 Downloa. Program
REETELS ) Microsof . KB5030.  SAT19274  Microsoft 70 Nicrosoft 1 0 0 1 - os
SAID (220) Mozilla T 15.7 SA122985  Mozilla T 19 Mozilla F 2 0 0 2 2 Download  Program
tes AGerman (39) Skype fo 8.105.0. SA119901 Microsoft — 82 Microsoft 3 0 5 8 8  Download Program
SRR TightvN 2863 SA105411  TightVN E Glavsoft 1 0 0 1 1 Downloa.. Program
VLC Me 3020 SA121203 VLC Me 2 VideoLAN 4 0 1 5 4 Download Program
WinSCP. 51710 SA103441 ‘WinSCP 3 2 0 6 8 7  Download Program
Reporting 7zip22x  23x SA118639  7-zip Mul 3 1 0 0 1 1 Downloa Program
Citrix W 1912 LT SA114069 Citrix Wo.. 4 Citrix Sy 1 0 0 1 1 Downloa. Program
Patching GIT2x 22377 SA15692  GIT Multi 2 Kemel.org 1 0 4 15 5 Download  Program
J —— Microsof.. 16.0.169.. SA122599 Microsoft. 3 Microsoft 1 0 4 5 5 - Program
Microsof. 16.0.169. SA122599 Microsoft. 3 Microsoft 1 0 7 8 5 - Program
Gonfiguration Microsof. 16.0.169. SA122599 Microsoft. 3 Microsoft 1 0 4 5 5 - Program
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Smart Group Criteria Threat Score

When creating the Product Smart Group, the Threat Score option is available for the Criteria specification. The result is
displayed based on the selection. By default, the Threat Score Criteria is set to 70.

Configure New Smart Group

Smart Group
Name

Threat Score

Description Threat Score Test

Business Impact. Critical -

Contains that match all ~  of the following criteria

Threat Score ¥ |is  atleast

® Select Al O Select Custom

All Advisory Threat Score

The Threat Score is made available in the All Advisories page.

@ Dashboard Dashboard Advisory: All Advisories
@ Scanning Search Type: | GVE - Search Last Compiled: 15th Feb, 2024 1854 Export v
B Restits SAID Advisory Des(  Criticality Threat Score Zero-Day Advisory Vulner Solution cvss Attack Ve Impact Installa. Products Hosts
SA118639 7-zip Mul 3 No 24th Aug, . 2 Vendor P. From Re System Acces 1 1 1
e S ERr o f) SA121280  AdobeAc 2 No 14th Nov, 17 Vendor P From Re System Acces 5 3 3
Product Smart Groups (9) SA123159 Amazon 23 No 17th Jan, 9 Vendor P From Re Exposure of S 15 1 4
Advisory Smart Groups (4) SA120348 Apache 8 No 28th Dec, 3 Vendor P. From Re Security Bypa 1 1 1
p— SA05881 Cisco We. - 3 No 17th Jun, 1 Vendor P From Loc Exposure of § 1 1 1
SA114069 Citrix Wo. 4 No 15th Feb,. 2 Partial Fix From Loc Privilege Esce 1 1 1
BRI SA119566 Docker D... - - No 26th Sep,. 1 Vendor P From Loc Security Bypa 2 1 1
Zero-Day Advisories (3) SA123212  Docker D.. 2 No 31st Jan, 4 Vendor P FromLoc...  Denial of Serv 1 1 1
SolutionisVendorPatche... SA117679 Eclipse T. 12 No 26th Jul 7 Vendor P From Re Manipulation ¢ 3 1 2
festae (38) SA122303  FileZilla - 20 No 21st Dec,. 1 Vendor P From Re Security Bypa 1 1 1
SAT73342 FileZilla 12 No 28th Oct, 7 Vendor P. From Re Exposure of S 2 1 1
SA115692 GIT Multi 22 No 25th Apr, 3 Vendor P From Re Security Bypa 1 1 3
Reporting SA119136 Google C... —~ CEE— 82 Yes 11th Sep, 1 Vendor P From Re System Acces 3 1 3
SA123263 Google C... 21 No 30th Jan,... 4 Vendor P, FromRe... System Acces 1 1 1
Baciing SA123606  Google C._ 17 No 7th Feb, 3 Vendor P From Re System Acces 1 1 1
TR ) SA120899 Google C.. 8 No 1st Nov, 15 Unpatched From Re undefined, Sy 1 1 1
SA123535 Google C.. - No 13th Feb,. 1 Vendor P v3:5 FromRe undefined 1 1 1
Configuration SA122599 Microsoft 3 No 9th Jan, 1 Vendor P. From Re System Acces 6 6 1
SA120152 Microsoft 4 No 10th Oct, 5 Vendor P From Re Denial of Serv 26 3 6
SA118361 Microsoft. 2 No 8th Aug 1 Vendor P From Re System Acces 4 1 2
SA119901 Microsoft —— 82 Yes 3rd Oct, 1 Vendor P From Re System Acces 3 1 3
SA118370 Microsoft. 3 No 8th Aug 2 Vendor P. From Re System Acces 4 1 1
SA119259 Microsoft. 3 No 12th Sep, 2 Vendor P. From Re System Acces 1 1 1
SA119274 Microsoft 70 Yes 12th Sep, 19 Vendor P. From Re Exposure of S 1 1 1
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All Advisory Smart Group Criteria Threat Score

When creating the Advisory Smart Group, the Threat Score option is available for the Criteria specification. The result is
displayed based on the selection. By default, the Threat Score Criteria is set to 70.

Configure New Smart Group

Smart Group

Threat Score
Name

Description: Threat Score Test

Business Impact: Critical -

Contains that match: all w  of the following criteria:

Threat Score v s atleast

(® Select All O Select Custom

Zero Day Advisory Threat Score

The Threat Score appears in the Zero Day Advisories page. Selecting the All Advisories option displays the list of all the
zero day advisories while selecting the Advisories that Affected You option displays only the list of all the current and
historic zero day advisories that have affected you. The list of advisories seen here may vary from the list in the Smart
Groups under the Results section.

Flexera Package System (SPS) List Threat Score

The Threat Score appears in the Flexera Package System (SPS) list, which helps user to prioritize patches.
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Dashboard Dashboard Flexera Package System (SPS) 3
Scanning Search Type: Product ¥ | Search text. View from the context of Smart Group: = All Products
Resuts Product Vendor Patched. Architec.. SAID Criticality Threat Score T Detect.. Advis. Insecure
Google Google 121x Window. SA123535 - 1day 8 13th Fe.
Reporting Adobe A Adobe 23x (Co Window SA123864 ~ 4 month 13th Fe.
Google Google 121.x Window. SA123535 - 26days 13th Fe.
Patching LibreOffi.  TheDoc.. 7x Window... - - 1day 4 -
Flexera Package System Adobe A Adobe 230082 Window. SA123864 - 3month 13th Fe.
Adobe A Adobe 23x(Co Window. SA123864 - 26days 13th Fe.
Patch Template AdobeA...  Adobe 20X (CI Window...  SA123864 ~ 26days 13th Fe..
Ve RaE M VLCMe.. VideolLAN  3.0.20 Window. SA121203 2 1day8 8th Nov,
Patch Deployment Status VLG Me VideoLAN 3.0.20 Window. SA121203 2 1month 8th Noyv,
D] e R e Notepad 77 Window...  SA91115 2 37days 18th Se
Ty S . WinSCP. 517.10 Window. SA103441 3 1month 10th Au
Notepad 8.6 Window.. SA121573 6 1day8 24th No..
& Administration Notepad 86 Window. SA121573 6 1month 24th No
Apache OpenOff 4115 Window. SA120348 8 1day 4 28th De
) EnlgET Zoom Gl ZoomVi.. 5170 Window...  SA123752 17 3month.. 14t Fe.
Zoom CI Zoom Vi 5170 Window. SA123752 17 3month 14th Fe.
Mozilla Mozilla 15 Window. SA122985 19 1day, 8 23rd Ja
Mozilla Mozilla 122x/1 Window. SA122987 19 1day 4 23rd Ja.
Mozilla Mozilla 122x/1 Window. SA122987 19 1day 4 23rd Ja.
Mozilla Mozilla 115.x Window. SA122985 19  1day 4 23rd Ja.
FileZilla 3664 Window. SA122393 - 20 1day 4 21st De
Oracle J Oracle 8u401 Window. SA123122 23 1 month 16th Jan
Oracle J Oracle 8ud01 Window. SA123122 23 1 month 16th Jan
Amazon Amazon 8402081  Window. SA123159 23 1 month 17th Jan
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- Export v
End- Secure Total Hosts Uninst.

15 0 22 16 No
0 0 2 2 No
2 0 2 2 No
1 0 1 1 No
0 0 2 2 No
1 0 1 1 No
2 0 2 2 No
0 0 1 Yes
0 0 3 3 Yes
0 0 1 1 No
0 0 2 1 No
0 0 1 1 No
0 0 3 3 No
0 0 1 1 No
0 0 4 4 No
0 0 82 4 No
4 0 6 6 No

19 0 19 9 Yes
15 0 15 10 Yes
2 0 2 2 No
0 0 1 1 Yes
0 0 5 2 No
0 0 1 1 No
0 0 6 2 No

373



Appendix D Appendix D - Threat Intelligence
Threat Score Locations

374 SVMC-MAY2025-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Appendix E - Troubleshooting
Techniques

This appendix explains Troubleshooting Techniques of the Software Vulnerability Manager:

Intune

Intune

Patch Publisher

This section includes the following topics:

Prerequisites

Publishing

SVM Patch Configuration

SVM Patch Configuration / General Tab
Troubleshooting Tips

FAQs

Prerequisites

Intune POC (Proof of Concept) requires the following prerequisites:

For Intune connection details, refer Add Intune API Application (Client) ID and Directory (Tenant) ID on Intune
Connection. For more details, see Intune Publishing and Set up a Distribution Connection in Flexera SVM Patch
Configuration for Microsoft Intune.

To get Application (Client) ID, Directory (Tenant) ID, and Client Secret app registration need to be done. For more
details, see App Registration and Create Client Secret.

Make sure that the following Intune Graph API Permission are available to the user. For more details, see API
Permissions.
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® Make sure that you have at least five to eight distribution endpoints in your sample test environment.

® To enroll adevice/endpoint to an Intune follow this link https://docs.microsoft.com/en-us/mem/intune/user-help/
enroll-windows-10-device

®  For each endpoint, please ensure:

® Endpoints have been recently booted up to ensure there are no pending updates that could hinder Intune
publishing.

® The credentials that will publish to endpoint has permissions to run PowerShell scripts - not required.
e Ifinstalling Win32 apps then antimalware settings should exclude the following directories

On x64 client machines:

® (C:\Program Files (x86)\Microsoft Intune Management Extension\Content

® (C:\windows\IMECache

On x86 client machines:

® C:\Program Files\Microsoft Intune Management Extension\Content

® (C:\windows\IMECache

Publishing

Once the prerequisites are completed, you can begin publishing from:
® The SVM console - To create and publish the package, see Create and Publish the Package.

® The Patch Publisher - To create and publish the package, follow the steps as mentioned in Create Patch Wizard.

SVM Patch Configuration

The Flexera SVM Patch Configuration Tool can control the publish into Intune.

[ Flexera SVM Patch Configuration — ] X

WSUS Intune Workspace ONE  SVM  General Output Window Clear Output

[5:34:52 AM] Executing the command:
PollTasksMNow

Distribution System

Distribution To: | Microsoft Intune =

Logging

Log File: C:“ProgramData\Fexera Software"SVM Patchsvmpatch_multipl| | ...

Log Level: LogAlways ~

Check-In Settings

Check-In Frequency: |0 % Days 0 |5 Hours 5 |5 |Minutes
Get all Latest Subscribed Packages

Force Check-In Now

For more information on Intune connection, see Flexera SVM Patch Configuration.
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SVM Patch Publisher

The SVM Patch Publisher tool can be used to publish into Intune.

Home

GSRL O & AW O

ave  Agent  Custom | S wsus
Service  Checkein Deployment Fackage ‘Software Management

Force S Help Feedback About SVM Patch
Publisher

Distribution Systems

Settings
v & Connections © AddNew  © Delete
SVM Connection S Intune
Ditrbuton System Type: | Microsoft inune
Distribution Systems Connection ame™: itune
Service Connections Applicaton (client) I0°:
Manage Patches Directory (tenant) ID:
Flexera Package System (SPS) S s
Patch Template e
\pp Category:
Agent Deployment
Assignment Groups: SVM_group
Vendor Patch Module
Bring Your Own Patch (BYOP)
Patch Deployment Status

For more information, see SVM Patch Publisher.

SVM Patch Configuration / General Tab

To set SVM Patch Configuration, perform the following steps.

Task

To configure:

1. Inthe General Tab set the Distribution To: Microsoft Intune.

2. You can click Force Check-In Now to distribute to Intune immediately or wait for the Check-In.

3. You can check log file (c:\ProgramData\Flexera Software\SVM Patch\svmpatch.log) for confirmation that publishing
happened to Intune. Here is a sample line:
[26/05/2021 16:09:35|V] [POST data]: {"data":{"package_id":"f8072330-ddd2-469f-8762-
e3cd28a2969d","error":""},"status":"success","task_type":"publish_package"}

4. You can then check for your app in Intune.
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Intune

5.

] Apps | Allapps - x

Helo and support

& Help s suppon

Now that your Application is in Intune, you can decide how to distribute.

Troubleshooting Tips

Following are the troubleshooting tips for Intune:

382

Intune log file location is C:\ProgramData\Microsoft\IntuneManagementExtension\Logs. For detailed debugging
check IntuneManagementExtension.log. Search for package name / Application ID.

Use %WinDir%\CCM\CMTrace.exe tool to read Intune logs.
Installation status of SPS package logged at C:\windows\SecuniaPackage.log

If install fails most time the reason is, the file in use by other application. In such cases, restart the machine. Some
other common reasons are listed here.

Debugging for PowerShell script not running, refer https://docs.microsoft.com/en-us/mem/intune/apps/intune-
management-extension#issue-powershell-scripts-do-not-run

Check whether the service Microsoft Intune Management Extension is running in endpoint.

Intune Management extension polls for packages for every hour. We can do force polling by restarting the Microsoft
Intune Management Extension service.

Once the package gets installed, it takes at least five minutes to reflect in Apps section of Intune interface. Sort by Date
created to list recently published packages.
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FAQs

The following table provides answers to frequently asked questions regarding Intune application.

Table E-1 « FAQs

Do endpoints need to have Not required to have execution permissions for a patch to get installed. We made
PowerShell execution policy to Enforce script signature check and run script silently in detection scripts to No
allow script execution? for an Intune application. Hence it bypasses the execution-policy and runs

irrespective of the execution policy being set in endpoint.

Do any files be excluded from Antimalware settings should exclude the following Intune directories:

virus scanning in endpoints? . .
g P ® Onx64 client machines:

® (C:\Program Files (x86)\Microsoft Intune Management Extension\Content

e C:\windows\IMECache
® Onx86 client machines:

®  C:\Program Files\Microsoft Intune Management Extension\Content

® C:\windows\IMECache

More details, see https://docs.microsoft.com/en-us/mem/intune/apps/apps-
win32-troubleshoot

Is it possible to deploy the agent  Yes via a feature in the product introduced in the April release of the Patch
via Intune? Daemon (version 5.0.385 and above).

What permissions does the Patch @ It requires an account which has access directory as an administrator with
Daemon account require? Does it rights to create new app registrations.
require PowerShell script

i iorhts? ® |tdoes notrequire PowerShell execution permissions as PowerShell is not
execution rights?

leveraged when publishing a package to Intune.

Patch Publisher

Patch Publisher requires the following prerequisites:
® OSWindows 10 or later

® Windows 2016 R2 or later

® _Netframework version 4.7.2 or later

® RSAT should be enable and needs to be installed only when you configure a connection to the Windows Server Update
Services (WSUS).

® Architecture - 64 bit operating systems
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® You caninstallin Local admin/domian admin

® OSRequirements (for WSUS Distribution System):
® |Install Patch publisher in Windows Server 2016 or Windows 10, for Windows 2016 WSUS.
® |[nstall Patch Publisher in Windows Server 2019 or Windows 10, for Windows 2019 WSUS.

® |Install Patch Publisher in Windows Server 2022 or Windows 10, for Windows 2022 WSUS.
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