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Introduction

Flexera’s Software Vulnerability Manager (formerly called Software Vulnerability Manager 2019) is a
vulnerability and patch management software solution that facilitates a customized patch management
process. It combines vulnerability intelligence, vulnerability scanning, and patch creation with patch
deployment tool Integration to enable targeted, reliable, and cost-efficient patch management.

Vulnerability and patch management are critical components of any security infrastructure because they
enable proactive detection and remediation of vulnerabilities before they are actively exploited and your
security compromised. With Software Vulnerability Manager, IT operations and security teams are empowered
to prevent vulnerability threats from both Microsoft and non-Microsoft (third-party) product vulnerabilities,
covering Microsoft Windows, macOS, and Red Hat Enterprise Linux.

Software Vulnerability Manager integrates seamlessly with Microsoft® WSUS and System Center Configuration
Manager.
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New Features and Enhancements

Software Vulnerability Manager (On-Premises Edition) includes the following new features and enhancements:

®  Patch Automation
® Import Bulk File Paths in SVM Patch Wizard

Note « To see the following new features and enhancements in your Software Vulnerability Manager (On-
Premises Edition) interface, you must refresh your browser’s cache (press Ctrl+F5).

Patch Automation

With this release of Software Vulnerability Manager, you can automate publishing of patches. To do so, right
click on any SPS template or VPM patch and select Subscribe to Patch from the context menu.

Software Vulnerability Manager
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Figure 1: Selecting Subscribe to Patch from the Context Menu
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On the Configure Subscription dialog box, you can choose to always publish a new patch when a new version
becomes available, or you can choose to only automate publishing a new patch when certain criteria are met

(recommended).

Software Vulnerability Manager

MAL (B)
Mac Platform (1845)
MessingKBGetmeaNewl (0)
newSmartGroup_150 {12919)
OSmacrhel6? (13)
RHELS&Y (7)
rhelsitename (4)
scom hosts (27)
sdfacfd (12919)
Server 2008 (2452)
SP@CSIWindows (16577)
S5@60 (12919)
System Score < 100 (21518)
WINDOWS (15376)
4 Product Smart Groups
Overview & Configuration
4 Configured Product Groups (11)
All Products (904)
End-Of-Life Products (126)
Insecure Products (192)
MacPlatform Products (51)
Microsaft XML (3)
Mot Patched (295)
Patched Products (766)
PN (1)
Regulatory Compliance (FROM TE
SI avail (85)
SiteName (126)
4 Advisory Smart Groups
Overview & Configuration
Configured Advisory Groups (15)
Zero-Day Advisories (61)

Patch Template
Search Type. Templale Name |~
Template Name ~
waterfox1
Update VLC Media Player 2.x, version 2.2.7
Update VLC Media Player 2.x, version 2.2.7
Update VLC Media Player 2.x, version 2.2.7
Update VLC Media Player 2., version 2.2.7
Update VLC Media Player 2.x, version 2.2.6
Update OpenOffice.org 2.x, version 4.x, Hig
Update OpenOffice.org 2.x, version 4.x, Hig
Update Mozila Thunderbird 52.x, version 5
Update Mozilla Thunderbird 52.x, version 5
Update Mozilla Thunderbird 52.x, version 5
Update Mozilla Thunderbird 52.x, version §
Update Mozilla Thunderbird 52.x, version 5
Update Mozilla Thunderbird 52.x, vergion 5
Update Mozilla Firefox, version 58.x, Highly
Update Mozilla Firefox 9.x, version 58.x [ 5
Update Mozilla Firefox 57.x, version 58.x; K
Update Mozilla Firefox 57.x, version 58.x, K
Update Mozilla Firefox 56.x, version 58.x, K
Update Mozilla Firefox 56.x, version 58.x, H
Update Mozilla Firefox 56.x, version 57.x, ¥
Update Mozilla Firefox 55.x, version 58.x, K

Update Mozilla Firefox 55.x, version 56, h{ |

Update Mozilla Firefox 53.x, version 58.x, K
Update Mozilla Firefox 53.x, version 57.x, b

Search lext

Product Name Vendor Patched Versig
Waterfox Firefox _Waterfox Profect _68.x (2020.02

- Mozilla Thunderbird 52.x X

() Always publish a new patch when a new version is available
(® Only publish a new patch when any of the following are true:

SAID CVSS3 score is greater than
Criticality i greater than
Threat score is greater than 10 b

Patched version greater than 68.5.0.0

() Trigger subscription rule above now for the current version
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Package configuration
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Figure 2: Configure Subscription Dialog Box

Patch automation is delivered via a new version of the Flexera SVM Patch Configuration (Version 2.x) tool,
which is part of the Software Vulnerability Manager Client Toolkit. For more information on the toolkit, visit the
SVM Toolkit blog in the Flexera Community.

The SVM Toolkit installer contains updates to the Flexera SVM Patch Configuration tool as well as some
optional tools documented in our online community. The SVM Toolkit installer can be downloaded at:

https://resources.flexera.com/tools/SVM/SVMClientToolkitInstall.msi

Note « Ifyou are already have the SVM Toolkit installed, the installer will upgrade you to the latest version.
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A Flexera SVM Patch Configuration
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Figure 3: Flexera SVM Patch Configuration Dialog Box

You can see the status and details of patches published automatically on a new page named Subscription
Status, which is opened by selecting Subscription Status on the Patching menu.

SearchType: Package v Search lext Search
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Update Mazila Firefor, version 73.x / 68.x (ESR) Mazila Foundation s 73/ 68 (ESR)  pscam.scomest  Unassigned Computers,win7w... Success 11th Mar, 2020 L1th Mar, 2020 02:40
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Update Yammer (x36), version 3.4.5.0 Microsaft Ve 3450 win-67ahugéchti Success 20th Feb, 2020 20th Feb, 2020 07:29
Update Zoters, version 5.0.82 Zoters ven sem win-67ahvgechts Success 20h Feb, 2020..  20th Feb, 2020 07:27
Update NET Core Runtime 3.1 (x64), version 3.1.1.28408 Microsoft e 3.0.0.28408 win-67ahvgbchli Success 20th Feb, 2020 20th Feb, 2020 07:26
Update PUTTY (x36), version 0.73.0.0 simon Tatham ven 07300 win-67ahvgechts Success 20t Feb, 2020, 20th Feb, 2020 0725
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Figure 4: Subscription Status Page
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All the patch level activities are also recorded in the Activity Log, which is opened by selecting Activity Log on
the Configuration menu.

[ Software Vulnerability Manager 7 Hep B Logout
. DRtBot Showalliogs | From: 2019-12-13 (4 To: 2020-0313 (3| Search | Show Priories + Export -
Aetwity Name Actity Satue User Time - Actvity Informaticn Host prorty
Q Scanning WSUS Pockage Approval  Successhul defat 2085114 Mo, 2020 Packege name: Update Fiefox (Englih US) (136}, verion 74.0 (Software Vulnerabily Manager Client Took®) 102015546 Medum
WSUS Pockage Crestin  Successhul defact 208511 Mar 2020 Update US) (x86), version ager Glent Toolkt) 102015146 Hedum
Results WSUS Package Approval  Succeseful delait 20831hMar, 2020 Package name: Update Frfox (Englsh US) (164), vesion 74.0 (Softare Vulnersbly Manager Client Toolkt) 102015146 Hedhum
WSUS Package Crestion  Successful detavkt 21153 11th var, 2020 i US) (x4, version 740 o Manager Clent Toollet) 02015046 Medum
- lu Regorm WSUS Package Approval  Successful P 15610 11th Mar, 2020 Packege name: Update Mzilla Firefos, version 73:x | 68:x (ESR) (Software Vulnerabilty Manager Client Took)  10.20.151.46 Medum
s WSUS Package Creation  Succesful defat 1510116 Mar 2020 Update Moaila Firefox, vrsion 73.x / 8.1 (ESR) (Software Vulnerabiy Manager Cent Toolkt) 020514 Medum
o s Mo WSUS Package Approval  Successful defauk 1507 11 Mar, 2020 Package name: Update 1Password, version 7.4.750 (Software Vulnerabilty Manager Gient Toolka) 0203514 Medum
4 Detabass Accass WSUS Package Creation  Successful defaukt 1507 11th Mor, 2020 Update 1Rassword, version 74750 (Sofoware Vulnerabilty Manager Clert Taolke) 12015146 Medum
Database Console WsUS Package Approval  Successful defaut 21:05 10th Mar, 2020 Update version 2.53.1 Vulnerabity Manager Chent Toolla) 02015146 Medum
Database Cleanup WSUS Package Creatin Successful defaut 2005100 Mar, 2020 Update Mozila Seabonkey, verion 2.53.1 (Software Vuinerabiity Manager Chent Toolt) 02015146 Medum
EciadeiaC Exporty ViSUS Package Approval  Successful defauit 20:27 10th Mar, 2020 Package name: Update Google Chrome, version 80.x (Software Vulnerabibty Manager Client Tooit) 102035146 Hedium
- n Pabching WSUS Package Creation  Successful defait Update Google Chrome, version 80.x (Software Vuinerabity Manager Clent Toollit) 202015146 Hedum
WSUS Package Approval  Suceessful defaut 20:1410M Mar, 2020 Package name: Update VLC Medis Plaver, version 3.0.8 (Seftware Vulnerablity Manager Cent Tookk) 102015146 tedum
:{:‘T:::: SR e WsUS Package Creatin  Suceessful safaun 20:14 108 Mar, 2020 Update VLC Media Player, version 3.0.8 (Software Vulnerabilty Manager Clent Toolke) 102015146 Hedum
e WSUS Pockage Approval  Successful defat 100510 Mor, 2020 Package name: Updote VL Medis Plavr, version 3.0 (Software Vulnerablty Manager Cent Tookk#) 02035046 Medum
prombinei WSUS Package Creaion  Successful defat 1005 10h Mar, 2020 Update ; version Toolke) 02035146 Hedum
User Login Successful defaukt B51i0h Mar, 2020 Login (Software Vulnerabitty Manager Clent Tookit) W205146  Medum
« &, rewnn i i b 208 Lo Sohroe Waesbly et G Tl pnsnn b
Vser Hanagement User Login Successful defaut 1846 106 Mar, 2020 Login (Software Vulnerabitty Manager Clent Toolkt) 102015146 Hiedum
Partition Management User Login Successful defaut 18:45 10th Mar, 2020 Login (Software Vulnerabiity Manager Client Toolkit) 0201514 Medium
X Accue Hansgmn g WSUS Package Approval  Swccessful defout 14331 9th Mar, 2020 Update VLC Media Player, ager Clent Taobke) 102035146 Medum
L POk Conlarod WSUS Package Creaben Successful detauk 1431 5th v, 2620 update , verson Glen Toalke) 0201546 Hedum
. 9? Configuration User Logn Successtul tetouk 19:26 5th Mer, 2020 Logn (Software Vulnerabity Manager Client Tookt) 12015146 Medum
_m;'m WsUS Package Approval  Successful defaut 16:08 5th Mar, 2020 Package name: Update VLC iedia layer, vrsion 3.0 (Software Vlnerabilty Manager Gl Toolk) 102015146 tedum
e WSUS Package Createn  Successful defat 14:08 5th v, 2020 Update VLC Medi Playe, version 3.0 (Software Vulnerabity Manager Clest Tookk) 102015196 Hedum
Actvty Log User Login Successful defaut 13153 5th Mar, 2020 Logn (Software Vulnerabity Manager Client Toolkt) 02015146 Medum
4 Security User Logn Successful defaut 1353 5th Mar, 2020 Logn (Software Vuinerabikty Manager Client Toolkt) 02015146 Medum
Change Pessword User Login Successful defaut 13151 5th Mar, 2020 Login (Sofware Vuinerabisty Manager Clet Tooks) 0201514 Medum
o Raceney. SRR User Login Successful defoutt 13:48 5th Mar, 2020 Login (Software Vulnerabitty Manager Clent Toolkt) 102035146 Medium
WSUS Package Creation  Succesful defackt 10:29 7th Mer, 2020 Update VLC Media Playe, version 308 (Software Vulnerabity Manager Clent Toolk) w2085 Hedium
WSUS Package Approval  Successful defackt 10:29 7th Mar, 2020 Package name: Update VLC Hedia Player, vrsion 3.0 (Sofwre Vnerabiity Manager Gient Taok®) 102085 Hedum
User Login Successful defat 10:27 7h bir, 2020 Login (Software Vulnerabiky Manager Client Tookit) 02085 Hedum
WSUS Package Approval  Succesfol detaut 2001 7thpir, 2020 Package name: Update VLC Hedia Plyer, version 3.0 (Software Vulnerabity Manager Chient Toolkt) 02085 Hedum
WSUS Package Crestion  Suceesful aetaut 1001 7h Update ; version Glent Toolkt) w2085 Hedum
WSUS Package Creation  Succesful detak 09:58 7%h Mr, 2620 Update FleZils 3.1, version 3.43.0 (Sotware Vulnerabilty Manager Clent Toolkt) 02065 Hedum
4 4 Page 1or10] b M Displaying Activity Log Eniries 1- 35 of 344|

Figure 5: Activity Log Page

In an upcoming release, Software Vulnerability Manager will also be introducing an option to get a daily/weekly
activity digest via email.
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Import Bulk File Paths in SVM Patch Wizard

To help with situations where you wish to include specific file paths for scanning software, you can now import
multiple file paths by providing a CSV file during Step 3 of the patch/template creation process (CSIL-9630).

On the Step 3 of 4: Applicability Criteria - Paths panel, click Add Path to open the Import Path Applicability
Rules for Package dialog box, and select a local CSV file which contains file paths.

Step 3 of 4: Applicability Criteria - Paths

Here you can define the path-based applicabilty rules for this package. Balow you will find any relevant paths already found or configured for the package. You can

deselect paths in the grid or add paths as needed via the “Add Path” button. Check the “Advanced Options™ bax to enable additional options in the “Add Path™ dialog and

to show advanced options in the gnid.

< |s

Import Path Applicability Rules for Package

Minimum Versio

The purpase of tH Import New Path's

m‘:;:‘fub:ﬁ Click "Browse” to choose a local csv file which contains fle paths.

Minimum Version: sV file: | C:\Users\Administrator\Desktop\Patches\export.csv x

Brovse

Path

\Google\Chrome!A

C:\Windows.old\P?

C:\Users\P7111074

C:\Program Files (; ]

C:\Program Files (x86)\Google\Chrome\Temp\scoped_dir7076_1072\0ld_chrome.exe 0 nfa

C:\Program Files (x86)\Google'\Chrome\Temp\scoped_dird 108_1690650753\old_chrome.exe o nja
| C:\Program Files (x86)\Google\Chrome\Temp\scoped_dir26444_18370\0ld_chrome. exe 0 nfa

C:\Program Files \Google'Chrome'| Pl d_dirl2364_25971\old_chrome. e (1] nfa
| C:\Program Files (x86)\Google'\Chrome!Temp\scoped_dirl0304_2754\o0ld_chrome.exe 0 nfa

C:\Program Files (x86)\Google'Chrome'\Application|new_chrome.exe 1 nja

C:\Program Files (xB6)\Google\Chrome\Application\chrome.exe 10 nfa

C:\SWINDOWS.~BTH \Program Files (x86)\Google\Chrome\Application\new_chrome.exe 0 nfa
1 C\SWINDOWS.~BT\NewO5\Program Files (x86)\Google\Chrome\Application\chrome.exe o n/a

Previous | Ned

+ Show Advanced Options

AcdPath | | Import Path

Always Install Option

The purpase of this option is to allow installstions of new software. For custom packages which are not updates to exdsting installations, you can bypass the
“isInstallable™ WSUS rule which will ignore all system paths when deciding i this package can be applied. Note - this will not bypass the rules for checking if

something is already installed, or is superseded by a more recent version.
[ ] Mark Package as "Always Installable™

pjor version. You

you cannot enter
Options.
mFiles%
Cancel

=14

Figure 6: Import Path Applicability Rules for Package Dialog Box

This enables you to target specific file paths or to include file paths discovered in other partitions in order to

create a single patch for deployment that covers all desired file paths.

CSV File Format

When creating a CSV file for import, file paths entered in the following formats are acceptable:

C:\Users\Administrator\AppData\Local\Temp\Acme\acinstall\tools\acmeinstall\tools\7z.exe
C:\Program Files\Acme\tools\7z.exe
%ProgramFiles%\Acme\tools\7z.exe
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Note « The CSV file does not need to have comma-separated values, but just a list. You don’t have to use quotes
when there are spaces in a file path. The CSV file can essentially be a text list with just one column. As a single
column list of values, simply provide one file path per line (no header row or additional columns should be
included).

Displaying Latest Microsoft Product Advisory in
Smart Groups

Previous versions of Software Vulnerability Manager used to display the most critical advisory applicable for a
Microsoft product. This led to situations where very old but critical advisories were shown in the Smart Groups.
Since these advisories did not correspond to the latest Knowledge Base articles, they did not give an accurate
status in terms of the latest missing Knowledge Base articles for recent “Patch Tuesdays”.

Based on customer feedback, we have tweaked this logic to show the latest advisory instead of the most critical
one. This change is in line with patches released on Microsoft’s “Patch Tuesday”, as these patches contain
cumulative fixes for older vulnerabilities (CSIL-9669).

Resolved Issues

The following table lists the customer issues that were resolved in Software Vulnerability Manager (On-
Premises Edition):

Issue Description

10J-2083143 Sorting by criticality column was not working in VPM Grid.

10J-2083144 Sorting by CVSS and CVSS2 columns was not working in product smart groups.
10J-2083662 Numbers next to KB of Windows products does not add up.

10J-2087062 Subscription status incorrect when filtering via smart group.

10J-2096746 VPM packages consuming disk space.

10J-2097405 SVM CentOS VA sending emails with Apache@ email address.

10J-2097487 Products mapped to Rejected Advisories.

Product Feedback

Have a suggestion for how we can improve this product? Please share your feedback with the product team by
visiting the Software Vulnerability Manager Forum in the Flexera Community:

https://community.flexera.com/t5/Software-Vulnerability/bd-p/SVM-Discussion
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Legal Information

Copyright Notice
Copyright © 2020 Flexera.

This publication contains proprietary and confidential information and creative works owned by Flexera and its
licensors, if any. Any use, copying, publication, distribution, display, modification, or transmission of such
publication in whole or in part in any form or by any means without the prior express written permission of
Flexera is strictly prohibited. Except where expressly provided by Flexera in writing, possession of this
publication shall not be construed to confer any license or rights under any Flexera intellectual property rights,
whether by estoppel, implication, or otherwise.

All copies of the technology and related information, if allowed by Flexera, must display this notice of copyright
and ownership in full.

Intellectual Property

For a list of trademarks and patents that are owned by Flexera, see https://www.flexera.com/legal/intellectual-
property.html. All other brand and product names mentioned in Flexera products, product documentation,
and marketing materials are the trademarks and registered trademarks of their respective owners.

Restricted Rights Legend

The Software is commercial computer software. If the user or licensee of the Software is an agency,
department, or other entity of the United States Government, the use, duplication, reproduction, release,
modification, disclosure, or transfer of the Software, or any related documentation of any kind, including
technical data and manuals, is restricted by a license agreement or by the terms of this Agreement in
accordance with Federal Acquisition Regulation 12.212 for civilian purposes and Defense Federal Acquisition
Regulation Supplement 227.7202 for military purposes. The Software was developed fully at private expense.
All other use is prohibited.

Software Vulnerability Manager (On-Premises Edition) (March 2020) 8


https://www.flexera.com/legal/intellectual-property.html
https://www.flexera.com/legal/intellectual-property.html

	Software Vulnerability Manager (On-Premises Edition) Release Notes
	Introduction
	New Features and Enhancements
	Patch Automation
	Import Bulk File Paths in SVM Patch Wizard
	Displaying Latest Microsoft Product Advisory in Smart Groups

	Resolved Issues
	Product Feedback
	Legal Information


