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Hardening
To keep the system safe, some hardening is required.

• RHEL 7

RHEL 7
To keep the system safe, some hardening is required. For information regarding using firewalls with RHEL 7, refer to:

 https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Security_Guide/sec-
Using_Firewalls.html#sec-Using_iptables

Mail Relay
To configure Postfix for relaying emails through smtp.example.com, run the command:

postconf -e 'relayhost = smtp.example.com'

For more configuration options, see:

man postconf

After changing the configuration, postfix needs to be reloaded with this command:

postfix reload

Upgrading to the Latest Version of Software 
Vulnerability Manager On-Premises Edition

To upgrade from a previous version of Software Vulnerability Manager On-Premises Edition to the latest version (where 
X.x.x.x.x refers to the Software Vulnerability Manager On-Premises Edition version number that you have just downloaded 
and are now upgrading to), run the command:

rpm -Uvh csi-X.x.x.x-x.x86_64.rpm

After Software Vulnerability Manager is installed, run the command:

cd /usr/local/Secunia/csi/install

You can then execute the installer by running the command:

./installationProcess.sh

This installation will be automatically configured with your previous Software Vulnerability Manager installation settings.

https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Security_Guide/sec-Using_Firewalls.html#sec-Using_iptables
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Security_Guide/sec-Using_Firewalls.html#sec-Using_iptables
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Synchronization Process and Dual
Mode Installation

This section describes the following:

• Setting the Synchronization Process for Certificate Verification

• Installing the Software Vulnerability Manager On-Premises Edition in Dual Mode

Setting the Synchronization Process for Certificate 
Verification

To alter the way curl verifies the certificate of the server providing the vuln_track database updates, the 
SYNC_SSL_VERIFY_HOST constant can be used.

The constant needs to be an integer with the only possible values of 0, 1 or 2. Any other value will result in defaulting to 2. 

Note • The usage of value 1 is depreciated by CURL for security reasons.

Use:

• 0 to disable certificate checking

• 1 to check the existence of a common name in the SSL peer certificate

• 2 to check the existence of a common name and also verify that it matches the hostname provided

It is recommended that this setting is not altered unless necessary, as setting it to a lower value than 2 will decrease the 
security.

The constant should be configured in the file /usr/local/Secunia/config.ini. A new line must be added:

SYNC_SSL_VERIFY_HOST = 2
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Installing the Software Vulnerability Manager On-
Premises Edition in Dual Mode

If the Software Vulnerability Manager On-Premises Edition is installed in dual mode - one to host Apache, PHP and 
Software Vulnerability Manager and the second server for MySQL - you should create a database user with the appropriate 
privileges to allow remote access to the database from the Software Vulnerability Manager Server.

The following query needs to be executed on the MySQL server:

• Example user name "csi"

• Example password "Sekret1"

GRANT EXECUTE, PROCESS, SELECT, SHOW DATABASES, SHOW VIEW, ALTER, CREATE, CREATE TEMPORARY TABLES, 
CREATE VIEW, DELETE, DROP, INDEX, INSERT, UPDATE, CREATE USER, FILE, LOCK TABLES, RELOAD, SUPER ON *.* 
TO 'csi'@'%' IDENTIFIED BY 'Sekret1' WITH GRANT OPTION;
GRANT USAGE ON *.* TO 'csi'@'%';
FLUSH PRIVILEGES;

When ‘csi’@’%’ is used, it creates a user named csi that can connect remotely from any host ‘%’. To lock-down the host, it 
can connect from/to the Software Vulnerability Manager App Server when you create the access grants (instead of %) for 
the host name and IP address as follows:

Example host name "csi7server.network.local"

… ON *.* TO 'csi'@'csi7server.network.local' IDENTIFIED BY 'Sekret1' WITH GRANT OPTION;

Example IP address "10.0.0.127"

… ON *.* TO 'csi'@'10.0.0.127' IDENTIFIED BY 'Sekret1' WITH GRANT OPTION;

Executing the grant twice, once for host name, once for IP, will allow the App server to connect if it is recognized by either 
host name or IP address.
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Software Vulnerability Manager
(On-Premises Edition Red Hat 7)

Installation Guide Changelog

The table below summarizes the changes made to the Software Vulnerability Manager (On-Premises Edition) Red Hat 7 
Installation Guide.

Table 6-1 • Software Vulnerability Manager (On-Premises Edition) Red Hat 7 Installation Guide Changelog

Release Date Summary of Changes

December 2017 1. Added changelog

2. Updated the security settings in Configure Apache (httpd) to use SSL for RHEL 6 and 
RHEL 7

3. In the section “Upgrading to the Latest Version of Corporate Software Inspector On-
Premises Edition”:

• Corrected the statement “where X.x.x.x.x refers to the Corporate Software 
Inspector On-Premises Edition version number you currently have installed” to 
“where X.x.x.x.x refers to the Corporate Software Inspector On-Premises Edition 
version number that you have just downloaded and are now upgrading to”

• Corrected the command rpm -U csi-X.x.x.x-x.x86_64.rpm to rpm -Uvh csi-
X.x.x.x-x.x86_64.rpm 
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January 2018 1. In the Import Your Own SSL Certificate section, replaced all cert_name and 
certificate.crt references with csi.

2. In the Configure Apache (httpd) to use SSL for RHEL 6 and RHEL 7 sections:

• Added the following code to create the /etc/httpd/conf.d/secunia_ssl.conf:

<Location>
Order allow,deny
Allow from all
<LimitExcept POST GET HEAD>
Deny from all
</LimitExcept>
</Location>

• Corrected the following: SSLCertificateFile /etc/pki/tls/certs/csi.crt 
and SSLCertificateKeyFile /etc/pki/tls/private/csi.key.

March 2018 Changed product year to 2018.

May 2018 Changed product name from Corporate Software Inspector 2018 to Software Vulnerability 
Manager 2018.

June 2018 In Configure Apache (httpd) to use SSL for RHEL 6 and RHEL 7:

• Added a double quote before "%t %h %{SSL_PROTOCOL}x %{SSL_CIPHER}x \%r\" 
%b"

• Added “AND rename the /etc/httpd/conf.d/ssl.conf file that was created during 
installation of mod_ssl to /etc/httpd/conf.d/ssl.conf.bak” after “To use SSL you 
should ensure that you have mod_ssl installed. If not, run the following command: 
yum install mod_ssl”

August 2018 1. Corrected hyperlink format in RHEL 7.

2. Updated PDF cover per Flexera branding.

3. Updated Online Help, Release Notes, and Contacting Us links with https.

October 2018 Updated the max-age value from “2592000” to “31536000” for RHEL 6 and RHEL 7.

November 2018 Updated release note and product feedback links.

July 2019 1. Updated the supported version of My SQL, Maria DB, PHP and Apache

2. Updated the Header set to Header always set to RHEL 7 command

August 2020 1. Discontinued RHEL 6 RPM support

2. Added PHP 7.2 Installation steps

3. Updating LAMP stack from PHP 5.4 to PHP 7.2

Table 6-1 • Software Vulnerability Manager (On-Premises Edition) Red Hat 7 Installation Guide Changelog (cont.)

Release Date Summary of Changes
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