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Introduction

Flexera’s Software Vulnerability Manager (formerly called Software Vulnerability Manager 2019) is a
vulnerability and patch management software solution that facilitates a customized patch management
process. It combines vulnerability intelligence, vulnerability scanning, and patch creation with patch
deployment tool Integration to enable targeted, reliable, and cost-efficient patch management.

Vulnerability and patch management are critical components of any security infrastructure because they
enable proactive detection and remediation of vulnerabilities before they are actively exploited and your
security compromised. With Software Vulnerability Manager, IT operations and security teams are empowered
to prevent vulnerability threats from both Microsoft and non-Microsoft (third-party) product vulnerabilities,
covering Microsoft Windows, macOS, and Red Hat Enterprise Linux.

Software Vulnerability Manager integrates seamlessly with Microsoft® WSUS and System Center Configuration
Manager.
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New Features and Enhancements

Software Vulnerability Manager (On-Premises Edition) includes the following new features and enhancements:
® Suggest Software in SVM Patch Publisher

® Software Vulnerability Manager and AdminStudio Integration

® Inventory - Based Vulnerability Assessment

® Support for Active Directory in SVM New User Interface

®  Publish Patches to Multiple Endpoint Management Systems Simultaneously

® Scan Cloud Storage Solutions like OneDrive, Dropbox etc., Without Triggering Downloads

® Binary Versions

Note « To see the following new features and enhancements in your Software Vulnerability Manager (On-
Premises Edition) interface, you must refresh your browser’s cache (press Ctrl+F5).

Suggest Software in SVM Patch Publisher

A new button - Suggest Software, is added in the SVM Patch Publish ribbon to suggest a software that is not
detected by SVM. Clicking on the button will launch a form to specify the details of the software suggestion to
send to Flexera.

Home
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Restart Force Save Agent Custom | Suggest Help Feedback AboutSVM Patch
Service = Check4n Deployment Package |Software Publisher

The details of the suggested software will be displayed in SVM new web interface under Configuration >
Software Suggestions.
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For more information, see Suggest Software.
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Software Vulnerability Manager and AdminStudio
Integration

AdminStudio is an industry de-facto tool for creating the best quality packages for deployment to endpoints.

In the Bring Your Own Patch (BYOP) view of SVM Patch Publisher, you will be able to send a request to
AdminStudio for creating patches for the products that are not covered by SPS and VPM patches. Right click on
a product for which you wish to send a request to AdminStudio for creating a patch and click on the menu
option Request Patch.

The new Service Connection view under the Settings menu provides options to establish connection between
SVM and AdminStudio.

Home
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Restrt  Force Save A tom Suggest  Help Feedback About SVM Patch
Service | Check-n Deployment Package Software Publsher

Settings Service Connections.

0 © AddNew  © Delete
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AdminStudo Connectin

ServiceConnection1

BRSNS Comnection fame: ServiceComnectont
Service Connections

Hostname/P:
Manage Patches
Flexera Package System (SPS)

Test&sove

Patch Template
Agent Deployment.
Vendor Patch Module

Bring Your Own Patch (BYOP)

Test & Save Comnection
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Settings Bring Your Own Patch (BYOP)
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Flexera Package System (SPS) Lasss 2 2 2 > o J
Patch Template. Natattcal ° 2 : 3

Patch requests sent to AdminStudio can be seen in the Backlog tab. The Backlog tab in AdminStudio helps you
manage new and update software requests.

Software Vulnerability Manager (On-Premises Edition) (October 2022) 3



§ ® @ Adminstudio Application Manager I

I il Backiog

HO0sBECRES O DU &

Import  Add  Edit Refresh Save
Apps List
‘A subscription to the Package Feed Module is required to execute or schedule automated package Processing as new versions become availzble.
sear Note: () - Packages support full automation. () - Packages support customization.
Product Name Vendor Version Priority  Version in Catalog Version in Package Feed Status Subscribe  Source
O  NoMatch
B W |sender Blender O NoMatch @ 7 Blender (64) i+ No Match o Inventory.csv
@ (7 Blender
No Match
Chrome for Business Google 1 3 ® NoMatch # Chrome for Business 32-bit 93.04577.63_ Msl* No Mateh No Inventory.csv
® # Chrome for Business 64-bit 93.04577.63_ MSI*
®  NoMah
VLC Media Player (X86) VideoLAN 1 E ® No Match No Match No Inventory.csv
# VIC media player (x86) 3.0.16.0_MSI*
®  NoMah S
Firefox (English US) (+86) 92.0_EXE*
Firefox (English US) Mozilla 1 E ® No Match Firefox (English UK) (x86) 92.0_EXEX No Match No Inventory.csv
Firefox (Dutch) (86) 92.0_EXE*
Firefox (French) (x86) 92.0_EXE* -
®  NoMach
Picasa Google 2 E ® No Match No Match No Inventory.csv
Picasa 3.0.141.259 EXE*
Notepad DonHo 1 E ® No Match ®  NoMach No Match No Inventory.csv
®  NoMtch
7-2ip 18x 3 ® NoMatch o/ 7-Zip (x64) 12.00.000_MsI* No Match No Inventory.csv
# 7-Zip (x86) 19.00000_MsI*

Inventory - Based Vulnerability Assessment

A new menu item - Inventory Assessment is added under Scanning menu. Import a csv file containing
software inventory into SVM for vulnerability assessment. To import a csv file, click the Import Inventory
button.

This beta features provides directional results (less definitive than file-level scan using file signatures) largely
depending on the details of the version information contained in the imported inventory data.

= [AlSoftware Vulnerability Manager PHp & ®
x
Dashboard Dashboard  Inventory Assessment (Beta)
@ Scanning 20220818 & 20220001 & Search 2 1o leam more about known limitations and future plans. ot v
R Vi Agerts Time 1 Inventory Name Iventory Sta EndorLite Secue | Potentally Insecure Unknonn Invaid Total
Network Agent 1st Sep, 2022 1459 ‘Sample Inventory Success 9 3 18 3 5 1 £
15t Sep, 2022 1457 ‘Sampe Inventory Success 0 3 19 3 B o ©
1 Sep, 2022 1342 Sample Inventory3 Success . 0 3 2 0 o B
16tSep, 2022 1335 Sample nventory2 Sucoass G 6 [ 0 2 2 »
1ot Sop, 2022 1334 Sampe Invrtory 1 Success 18 0 8 0 1 o 104
st Sep, 2022 1332 Sampe Invrtory Success 10 3 19 3 s 0 ©
1 Reportng
# patcting
2 Administration
& Connguration
Page (1 |oft 2 Displaying Inventoris 16 06

Support for Active Directory in SVM New User Interface

With this update, You can now configure an Active Directory and use the schedule options to set a frequency for
the daemon to scan the configured Active Directory.
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Dashboard

Scanning

Results

Reporting

Patching

Administration

User Management
Active Directory
1P Access Management

Password Poiicy

© Configuration

Dashboard  Active Directory ¢

Aciive Directory

This setting allows your group policies to be automatically updated in the Software Vulnerability Manager when changes are mage to the Active Directory. Switching to
Active Directory will remove yeur current Sites structure. Your existing sites will be backed up.

~ Enable Active Directory integration

To connect with LDAPS, enter the domain's fully qualified domain name (FQDN) with port number eg: DSCCM.SCEM. TEST.636
& Use LDAPS

DCSCCM.SCCM.TEST:636/

Using the options below you can control which Active Directory paths are geing to be scanned. The Active Directory
starting from the provided root location. The scanner only analyses Domain Controllers and Organizational Units

-anner will fry te fetch the widest structure possible

(O All accessible branches - By looking at the Active Directory Partitions, the scanner determines the accessible Domain Confrollers that it can scan

2 Specific Domain Controller - You can specify a certain Domain Controller to be scanned. It must be accessible from the host running the Software Vuinerability Manager
DG DC=SCCM,DE=TEST
& Set nETBIOSName manually: | NEW_SCCM

If you don't select the “Set NETBIOSName manually” checkbox, the NETBIOSName will be automatically detected from AD.

The view options help you control how the elements of the Active Directory are being displayed in the Software Vulnerability Manager
& Hide emply Organizational Units in the tree views

Show Distinguished Names for sites instead of single Organizational Units

Using the schedule options below you can set Active Direclory scans at regular infervals.

Freguency. Hourly -

B Save Active Directory Seitings

Publish Patches to Multiple Endpoint Management
Systems Simultaneously

With this release, you can now publish patches (SPS and VPM) to more than one endpoint management system
(or tenant) at the same time. QuickPatch and subscribing patches for automation will also give you the option
to select multiple connections to publish patches.

©

Output

[A Create Update Package Wizard

reate Patch Wizard

Completing the wizard

Publish package using: €3

Select Connections: €)

%) Schedule Package to Patch Pul

Save as a Template

Intune-Win10 { Intune ) , BigFix-Win 10 ( BigFix ) -
(Select Al

svm-ad-Win10 ( Wsus )

Intune-Win10 ( Intun

BigFix-Win 10 ( BigFix )

WSOne-S 2019 (W

orkspace One )

oK Cancel

Publish

Finisl Cancel

Software Vulnerability Manager (On-Premises Edition) (October 2022)



Publish with QuickPatch - Win10Pcap

Select connections to publish™ ‘ Intune-Win10 ( Intune ) , BigFix-Win10 ( BigF |

Note: To select multiple connections hold Sh svm-ad-Win10 ( Wsus )

Intune-Win10 ( Intune ) | A—
Package configuration BigFix-Win10 ( BigFix )

E Use Flexera custom naming WS50ne-Server2019 ( Workspace One )

[ silent Parameters

Publish Cancel

Configure Subscription - ID-software

Select connections to publish™ ‘ BigFix-Win10 ( BigFix ) , Intune-Win* = ‘

Note: To select multiple connections hold Sh svm-ad-Win10 (Wsus )

Intune-Win10 ( Intune } It
(O Always publish a new patch when a new Wil =VaV NI NEE /)

(=) Only publish a new patch when any of the WSOne-Server2019 ( Workspace One )

SAID CVSS3 score is greater than: 0 v
Criticality is greater than: Not Critical v
Threat score is greater than: 0 v
Patched version greater than: 22601930

(O Trigger subscription rule above now for the current version

(=) Trigger subscription rule above next time a new version is available

Package configuration
() Use Flexera custom naming

() Silent Parameters

Save Cancel

Scan Cloud Storage Solutions like OneDrive, Dropbox
etc., Without Triggering Downloads

Windows and Mac scan agents will not download the online-only files during scanning. Such files will not be
seen in the scan result as those files will not be physically available on the end point.
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Binary Versions

The following version of the binaries provided are:

®  SVM ActiveX Plug-in v7.6.1.22

® Single Host Agentv7.6.1.22

® SVM Daemon v7.6.1.22 (no feature update)

®  SVM System Center Plugin v7.6.1.22 (no feature update)
® SVM Patch Publisher v7.4.797 (to download, click here)

® SVM On-Prem Client Toolkit v5.0.547 (to download, click here) (no change)

Known Issues

This release of Software Vulnerability Manager (On-Premises Edition) does not include any known issues.
Software Vulnerability Manager (On-Premises Edition):

Issue Description

10K-704176 When connection to Intune is established for the first time with an App Category,
publishing of SPS and VPM patches to this Intune connection will fail. Please follow the
below steps for the workaround:

® Delete the configured App Category and save the Intune connection.
®  Publish at least one patch to the Intune connection without App Category.
® Reconfigure the Intune connection with the App Category.

Now all patch publishes to Intune should work.

10K-884662 SPS and Products Smartgroups grids performance degradation.

Resolved Issues

The following table lists the customer issues that were resolved in Software Vulnerability Manager (On-
Premises Edition):

Issue Description

10K-927687 Patch Publisher showing wrong download URL for SVM agent.

10K-751113 Publish is failing when we skip step 2 of the Create Update Package Wizard in the Patch
Publisher.

10K-752344 Calculation error of system score in SVM new web interface.
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https://resources.flexera.com/tools/SVM/SVMPatchPublisher.msi
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Issue Description

10K-930101 Red Hat RPMs Wrongfully Listed as EOL.
10K-882886 Patch Publisher - BigFix looping issue while publishing.
10K-930778 VPM package special version consideration for publishing.

Community Blogs

Please subscribe to latest news on Software Vulnerability Manager by going to https://community.flexera.com/
t5/Software-Vulnerability/bg-p/SoftwareVulnerabilityManagementblog and clicking on subscribe.

Product Feedback

Have a suggestion for how we can improve this product? Please share your feedback with the product team by
visiting the Software Vulnerability Manager Forum in the Flexera Community:

https://community.flexera.com/t5/Software-Vulnerability/bd-p/SVM-Discussion

Legal Information

Copyright Notice
Copyright © 2022 Flexera.

This publication contains proprietary and confidential information and creative works owned by Flexera and its
licensors, if any. Any use, copying, publication, distribution, display, modification, or transmission of such
publication in whole or in part in any form or by any means without the prior express written permission of
Flexera is strictly prohibited. Except where expressly provided by Flexera in writing, possession of this
publication shall not be construed to confer any license or rights under any Flexera intellectual property rights,
whether by estoppel, implication, or otherwise.

All copies of the technology and related information, if allowed by Flexera, must display this notice of copyright
and ownership in full.

Intellectual Property

For a list of trademarks and patents that are owned by Flexera, see https://www.flexera.com/legal/intellectual-
property.html. All other brand and product names mentioned in Flexera products, product documentation,
and marketing materials are the trademarks and registered trademarks of their respective owners.

Restricted Rights Legend

The Software is commercial computer software. If the user or licensee of the Software is an agency,
department, or other entity of the United States Government, the use, duplication, reproduction, release,
modification, disclosure, or transfer of the Software, or any related documentation of any kind, including
technical data and manuals, is restricted by a license agreement or by the terms of this Agreement in
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accordance with Federal Acquisition Regulation 12.212 for civilian purposes and Defense Federal Acquisition
Regulation Supplement 227.7202 for military purposes. The Software was developed fully at private expense.
All other use is prohibited.
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