era.

Software Vulnerability Manager
(On-Premises Edition)
Release Notes

September 2023
INErOAUCTION eeeriniieniiniieieeccancencreceseraccsscsnscascssscsscssscascsssssssssssassssssnsesssssssssssasssssssssssssassssssnsessssnssase 1
New Features and ENhanCemMeENtS .....ccceriuiirneiirnnirnninniiraecsraccssesrsessssessssssssscssssssssssssssssssssssssssssssnsses 2
Patch Publisher ENNaNCEMENTS ....ccuuuiiiiueiiiianiiiieniernanicirsssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssne 2
Devices View ................ .2
CUSEOM SCAN RULES VIBW ..ttt ettt ettt ettt et steseesesa e e ese e esassesesessessesasaesanseneesasseseesaneesansaneesanaeseesennans 3
VieW SCAN RESULL FOIr HOSES/DEVICES ...cviveevieiiiieeteereeeeeteete et et e ste st eteea et e sbeeseeaeesbeaesaeeseessessassesssessersesseeseessensesenseessensensens 3

Highlight the Published Products in the Flexera Package System (SPS) View
Software Vulnerability Manager User Interface Enhancements

DISPLAY ZOMDIE FIlES .ttt ettt bttt et b et b et et bttt be e s ebebeneas

Configure Scan Exclusion Paths.......

Flexera System SCOre ENNANCEMENTES ...c.coueucuiriririercirietei ettt ettt ettt ettt bbbttt st ettt seneeebeseneas

Add to Block List from INStallations WINAOW ........c.ceeirieueiririnieiiieeei ettt ettt benens

Highlight the Published Products in the Flexera Package System (SPS) View ..

Split CSV Report into SMaller MUILIPLE FIlES .....ecuivieiieieiiieieiesiet ettt sttt s s sse e a s e s e ese s esasseneesenes

Reference: Latest Binary VOrsioNnS.....ccccccccieeeieenuuiiiiieitennniiiiieneesnniiiiiesieessssssesssessssssssesssessssssssssssesssssssssssssans 10

KNOWN ISSUES ..tuuiuiienienciaiienienicencteitenstnssensenssessesssasssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssnssnsssnsss 10
RESOLVEA ISSUES..cevuuiirriuuiiiiitniiirtnniiirettiiettaniietesnieersseicssssssssessssssssssssssssssssssssssssesssssssssssssssssssssssnsss 11
COMMUNILY BlOZS . .uuiiiuuiiiiiiniiiiinuiiiiinniiiiiniiinineiissisneiserssnsesssssssssssssssssssssssssssssssssssssssssssssssssssssssnsss 11
Product FEEADACK ....ccccieuiireniiinniirniiinniiineiirniitniintnieieeisraisssissacssessssessssesssssstssssrssssssssssssssssssssssssnes 11
Legal INfOrMAtion ....ccceuciiiruuiiinnniinnenescsrenncsirsnesssrssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssnsss 11

Introduction

Flexera’s Software Vulnerability Manager (formerly called Software Vulnerability Manager 2019) is a
vulnerability and patch management software solution that facilitates a customized patch management
process. It combines vulnerability intelligence, vulnerability scanning, and patch creation with patch
deployment tool Integration to enable targeted, reliable, and cost-efficient patch management.
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Vulnerability and patch management are critical components of any security infrastructure because they
enable proactive detection and remediation of vulnerabilities before they are actively exploited and your
security compromised. With Software Vulnerability Manager, IT operations and security teams are empowered
to prevent vulnerability threats from both Microsoft and non-Microsoft (third-party) product vulnerabilities,
covering Microsoft Windows, macOS, and Red Hat Enterprise Linux.

Software Vulnerability Manager integrates seamlessly with Microsoft® WSUS and System Center Configuration
Manager via Microsoft® Intune, VMware® Workspace One, or BigFix.

SVM Patch Publisher inherits its current functionalities from the Patch Daemon. SVM Patch Publisher enables
you to configure connections to the SVM server and to the supported end point management systems. The tool
polls SVM on a configured frequency to look for new patches resulting either from a manual publish or Patch
Automation to publish patches to the specified end point management system.

New Features and Enhancements

Software Vulnerability Manager (On-Premises Edition) includes the following new features and enhancements:
® Patch Publisher Enhancements

® Software Vulnerability Manager User Interface Enhancements

® Reference: Latest Binary Versions

Note « To see the following new features and enhancements in your Software Vulnerability Manager (On-
Premises Edition) interface, you must refresh your browser’s cache (press Ctrl+F5).

Patch Publisher Enhancements

The following improvements have been added to the SVM Patch Publisher.
® Devices View

®  Custom Scan Rules View

® View Scan Result for Hosts/Devices

® Highlight the Published Products in the Flexera Package System (SPS) View

Devices View

Software Vulnerability Manager (On-Premises Edition) (September 2023)

A new Devices view is introduced under the Manage Patches menu. The Devices view displays the hosts/
devices based on the Host Smart Group that is selected from the Smart Group drop-down.



tome.

GBS 0o & W O
fat row e et G et WAE o Feted Aesaminh
o % oot Foson: St Wt A

Sevee  Checks
Settings Devices
St oupe: (A Foat Pt G M Patfrng -] Seetst - Search Eport
SVM Connection
Distnbtion Systems
Bees Satem Scare trssare ot seore o Seftvars Ftfom
Sorvice Connectons - 7y = i wedews
b 4 @ Viodows
Manage Patches : w .
2 o » sndows
Flexera Package System (75)
= [} S ot anager
Potch Template o 3 - vindows
» » = 54 At Oectory ophans 2. 76028 Wedows
Agent Deployment - 1 2 - & womGRow 76024 since
10 0 0 7 27 wnsre 76024
Vandor patch Mocule 1 2 o 2 swet 76024 o
» 0 9 5 114 Rhase e 78024 Rttt

Bring Your Own Patch (BYOF)

Patch Deployment Status.

Custom Scan Rules

Custom Scan Rules View

A new Custom Scan Rules view is introduced under the Manage Patches menu. Use the Custom Scan Rules
page to create and maintain custom rules for scanning customer created programs, drivers, and plug-ins.
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View Scan Result for Hosts/Devices

In the Devices view, you can view scan result for the hosts/devices based on the Host Smart Group that is
selected from the Smart Groups drop-down. To do so, right click on selected device and choose View Scan
Result from the context menu. A popup appear with details of the scan result for the selected host/device.
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Overview |Scan Result

Host Details
Host:

Domain:

Site:

Scan Details

Last Scan:

Last Scan Type:

Scans Conducted

Score & Vulnerabilities
Flexera System Score:
Vuinerabilities:

State of Products
Insecure:

End-OF fe:

Secure:

Total:

FLEXERA
FLEXERA

2023-09-25 04:25:51
3
43

4%
a1

n
0

a5

115

( + 174 Zombie Fies)

Secure: 82.6%

Insecure: 17.4%

[ Secure: 82.6%
End of Life: 0.0%
[ Inseaure: 17.4%

E Close ;

Highlight the Published Products in the Flexera Package System (SPS)

View

In the Flexera Package System (SPS) > Configuration View dialog box, the Highlight product for which
update packages have been created option is now enabled to check/uncheck to highlight the products for
which an update package is created and published to a configured endpoint management system.

Configure View

+ | Hide Microsoft products

+ | Group products where patched version and architecture are identical
+ | Display only End-of-Life or Insecure products

+ | Display only products for which silent update packages can be created automatically

+ | Highlight products for which update packages have been created

Display SPS Lite page

Hote:

‘You can customnize the view of the products displayed using the following configurable options:

The Software Vulnerability Manager should not be used for creating patches for Microsoft products.
The updates should come from Microsoft.

Apply

X

Cancel

Software Vulnerability Manager User Interface

Enhancements

The following improvements have been added to the Software Vulnerability Manager User Interface.

® Display Zombie Files

®  Configure Scan Exclusion Paths

®  Flexera System Score Enhancements

® Add to Block List from Installations Window
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® Highlight the Published Products in the Flexera Package System (SPS) View

®  Split CSV Report into Smaller Multiple Files

Display Zombie Files

A new Display Zombie Files check box is introduced in the Configuration view > Settings > General > Zombie
File Settings. The Display Zombie Files check box option enables only when the Hide Zombie Files option is
unchecked. By selecting the Display Zombie Files option and running the scan, the discovered zombie files will
be displayed in the Scanning > Completed Scans > View Scan Result > Zombie File Results tab.

= [A Software Vulnerability Manager ? 2 @

Dashboard

Scanning

Resuits

Patching

Administration

iguration

 Secure & End-Oflfe [ Insecure

Name 1

Visual Co+ 20,
Microsoft Visual C++ 20.
M

oft Visual C++ 20.
Microsoft Visual Ces 20
Microsoft Visual G++ 20.
0soft Visual C++ 20.

oft Visual Co+ 20,

fcrosolt Visual G+ 20,
oftVisual G+ 20
oft Visual G+ 20.
oft Visual C++ 20,
oft Vistal Ct+ 20,

ot Visual G+ 20.

Visual G+ 20.

"
[’
M
M
Microsoft Visual G+ 20.
Microsaft Vsual G- 20,
MicrosoftVisual G+ 20.
Microsot Visual C++ 20,
Hicrosot Visual C++ 20
oft Windows Defe.

osoft Windows Defe

asoft XML Core Ser.

x

Dashboard  Settings

General  Windows Update  Single Sign-On  Email/SMS Recipients

Iwant my scan resuls 1o be updated in real time 2s new Villnerabilty Intell
results not being the most accurate representation of the current state of my

.| understand and accept that this is not a replacement for regular scheduled scanning, and could lead to my shown scan

pertaining to my existing scan results emer
e (2)

& Activate Live Update

Iwant to allow the collection and storage of network information, such as assigned IPs and MAC addresses, when | scan devices. (2)

 Allow Collection of Network Information

This seting detesmines the behaviour of the scan engine for handing zombie fles. If you hoose to hide the zom
File Results tab. (2

Hide Zombie Files | & Display Zombie Files

s, they will not be included in any of the scan resuls. If you choose to display zombie

y wil be displayed under the Zombie:

Iwant the host and its scan data to be deleted automaticall if the host is either not scanned or checked-in for more than the number of days configured in this seting. (2)

 Delete hosts after 130 & | days.

This setting determines your preferred Timestamp provider If you don't need any timestamp provider then select No timestamp required (2)

No timestamp required -

This setting (not applicable for SCCM imports) is used 10 ensu

dows environment variable names are used instead of user name for the paths that contain prof

Enable Masking

Configure Agents Status Polling

‘After submitting scan to the server, agent

sever to figure out f the processing is completed. You can reduce the server raffic by stopping agen from poliing. (2)

 Stop agent poling

Overview  ScanResults  Blocked Results  Zombie File Results

Expont v
Version State SAID Path Cricalty  CVSSBa.  Th Issued Vuiner
105072 . Secure € \Windows\SysWOWB4msvert10.dl

1429301 Secure - G\Program Files (x86) AdminStudio 2022 Repackagerimsvcp 40 di

1402421 Secure E CiProgram Fik Intune Management ol

1434319 Secwe C\Program Files 3 01901

1434319 Secure - G:\Program Files (x86)MicrosoftEdgeCore\1150.1901 188\msvep140.di

1434319, Secwe = C/\Program Files 11501801

1416270 Secure CProgram Files (x86) Mozilla Thunderbirdmsvcp140.di

1428203 Secure - G\Program Files (x86)Zoombin'aomhostB4msvept40.di

1428, Secure P CProgram Files (x86) Zoomibin\msvep140 di

1416270, Secure GProgram Files'Mozila Firefoximsvep140 il

1416270 Secwre - G Program Files\Mozila Thunderbirdmsvep140.dil

1416270 Secwe E GProgram Files\WindowsApps\Wicrosoft Microsoft3DViewer_7 2211 24012.0_x64_ BwekybadBbbwe\msvep140 dl
1429301, Secure G Program Files\WindowsApps Microsoft SkypeADp_15 96.3207.0_x64_Kkzfiqx38agScSkypeimsvcp140.di

1429301 Secure - G 1Program FilesWindowsAppsMicrosoft SkypeApp_15.99.3403 0_x64 _ kefoqxi3Bzg5ciSkypeimsvep1d0 di

1430807, Secure 104.0_x64_Bwekyb3dBbbweimsvep140 dil
1430307, Secue G Program Files\WindowsApps Microsot VCLIbs. 140,00 UWPDesKiop_14.0.30704.0_xB5_ Bwekyb3dBbowe\msvcp140.61
1432313 Seae E SUSERPROFILE%AppDataL o Drivei23

1424281 Secure - C\WindowsiSystemazimsvep140.dil

43I Secue C\Windows\SysWOWB4msvep140.dil

41819096  Secure , Program Files\Windows DefenderiMsMpEng exe

4182305 Secue - G ProgramDataMicrosoftWindows Defender Platform 18 230

6301439, Secure CiProgram Files (x66) AdminStudio 2022\ QualtyMonitorims mié il

Configure Scan Exclusion Paths

A new Scan Exclusion Paths is introduced under the Configuration view > Settings. By default, all paths will
be selected and these paths are not included in scan result. Uncheck desired path to include in the scan result.
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The excluded paths can be viewed in the Configuration > Activity Log grid by selecting Search type as
Exclusion Path List.

= [A Software Vulnerability Manager ? a 3
Dashboard Dashboard  ActivityLog %
Scanning Show all logs 2023-05-11 i To 2023081 ] Exclusion Path List = | searchtex ties w
o, Activity Name Activity Status u Time Activity Host Prirority
Exclusion Path List Successful 1. Ustof Excluded Paths: Temp, Recycle Bin 159117152221 Low
Reporting sion Path List Successful 1. Listof Excluded Paths: winsxs x86, ie7updates, hi_mig, System Volume Information 159 117 152221 Low
Exclusion Path List Successful 0. Listof Excluded Paths: winsxs x86, ieTupdates, hi_mig, System Volume Information  150.117.162.221 Low
Patching clusion Path List Successful 1 List of Excluded Paths: winsxs x86, ieTupdates, hi_mig, System Volume Information  150.117.152.221 Low
sion Path List Successtul 1. Listof Exciuded Paths: Instalior 150,117 152221 Low
kiletsatcn Exclusion Path List Successtul 1. Lstof Excluded Paths: Temp, Recycle Bin 150.117.152.221 Low
o Exclusion Path List Successful PT.. 1. Listof Exciuded Paths Temp, Recycle Bin 159.117.152.221 Low
sion Path List P 1. Listof Excluded Paths Temp, Recycle Bin 150.117.152. 221 Low
sion Path List PT.. 1. ListolExciuded Pahs Temp, Recycle Bin 150.117.152.221 Low
Exclusion Path List PT.. 1. ListofExciuded Paths: Temp, Recycle Bin 150.117.152.221 Low
clusion Path List P7.. 1. Listol Exciuded Paths Temp, instalier 159117152221 Low
sion Path List p7. 1. ListofExcluded Paths: Temp, Installer 159.117.152.221 Low
xclusion Path List 1. Listof Excluded Paths Temp, Installer 150117152221 Low
usion Path List pT.. 1. Listof Excluded Paths iefupdates, hf_mig, Uninstal Path, Temp, RegisteredPacka...  150.117.162.221 Low
sion Path List PT.. 1. Listol Excluded Paths. instalier 150.117.152.221 Low
sion Path List P7.. 1. Listof Excluded Paths: hi_mig, Temp, Recycie Bin 150.117.152.221 Low

clusion Path List

1. Listof Exciuded Paths: Recycle Bin, Temp 150.117.152.221 Low

In the old SVM user interface, excluded paths will be displayed in the Configuration > Settings > Scan
Exclusion Paths.
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Software Vulnerability Manager Settings

Windows Update Settings

Configure the behaviour of the Windows Update Agent (WUA). (7]
) Use a managed Windows Update server

Use the official Windows Update server

Use the official Microseft Update server

Use offline method: path to .CAB file

[_) Enable WMI Check

| Clear || Save Windows Updales Seitings |

Windows Update Proxy Settings

Configure whether the Windows Update Agent uses a proxy server,
(@ Do not use a proxy server for the Windows Update Agent

() Use the same proxy server for the Windows Update Agent as the Software Vulnerability Manager
Agent uses

() Use a custom proxy server for the Windows Update Agent

| Save Windows Update Agent Proxy Setftings |

IdP Configuration Instructions

Single Sign On URL (Same with Recipient URL and Destination URL) ()

Account Key
Set the below value in your Identity Provider (IdP) as a SAML attribute named "accountKey"

[S———
| Generate Key |
Note: This key is not stored on the Software Vulnerability Manager server, please make sure that you keep it in 2 safe place.

If lost, you may regenerate the key but doing so will invalidate the old key.
Service Provider Metadata URL |

~ | Service Provider Configuration

Scan Exclusion Paths

Excuded Paths: Installer ()

Flexera System Score Enhancements

You can now configure the calculation of the Flexera System Score. A new System Score Settings is introduced
under the Configuration view > Settings. In the System Score Settings, you can configure weightage for each
criterion to calculate the system score for hosts. The sum of all weights cannot exceed 100.

‘The System Score for

Secure Products | g

Zero Day 10
ThieatScore | 19
cvssSeore (10 s %

tealty 0 %

ahost i calculated based on the following attributes. The percentage assigned to each attribute willdictate ts infsence on the overall calculation of the system score. The sum of all weights cannot exceed 100. (2)

Upon defining the criteria and running the scan, the system score details will be displayed in the Scanning >
Completed Scans > View Scan Result > Overview tab. Also displayed in the Host Smart Groups grid.
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Overview Scan Results Blocked Results Zombie File Results
——
Host Details
Host
Domain
Site .
Directary
Scan Details
Last Scan- 26th Sep, 2023 12:23
Last Scan Type 3
Scans Conducted 12
Scan & Vulnerabilities
Flexera System Score: 57%|
Vulnerabilities 36
State of Product
Insecure: 29
End-of-Life 0
Secure 84
Total 13
@ Secure (84) © End-of-Life (0) @ Insecure (29) }
= [3 Software Vulnerability Manager ? Y ©
@ Dashboard Dashboard  Host: All Hosts %
ShowingAllSites v Showng Al Platiorms Search  Last Compiled: 27th Sep, 2023 13.00 Export =
Host 1 System Score Last Scan Insecure End-Of-Life Secure Total Site Name Scan Engine Software Platform
62%  24th Sep, 2023 12 26 03 131 Active Directory 76024 Windows
100%  17th Aug, 2023 0 ) 2 2 FLEXERA 76024 Windows
% 25th Sep, 2023 9 o 9 88  Active Directory 76024 ‘Windows
25th Sep, 2023 5 0 206 211 Active Directory RHEL76024 Red Hat Linux

In the old SVM user interface, configured criteria details will be displayed in the Configuration > Settings >
System Score Settings. These attributes are not editable.

System Score Settings

The System Score for a host is calculated based on the following attributes. The percentage assigned to each attribute will
dictate its influence on the overall calculation of the system score. The sum of all weights cannot exceed 100. (7)

Secure Products: 60%
Zero day: 10%
Threat Score: 10%
CVSS Score: 10%
Criticality: 10%

Add to Block List from Installations Window

A new Add to Block List option is added in the context menu under the Smart Groups / Completed Scans >
Installations window. By selecting this option, the selected host / product will be added to the Block List.
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To do so, right click on selected row and choose Add to Block List from the context menu.

Amazon Corretto 11.x X
View from the context of Smart Group: | All Products v
Overview Installations All Advisories
& Secure & End-Otife & Insecure Search Host Export
Host 1 B Criticality  Threat S.. S.  Path
S Ci\Program Files (x86)\Amazon Corretioyjdk11.0.16_Sibinyjava.exe
Copy path to clipboard
Page 1 of 1 s} Displaying hosts 1 - 2 of 2
R
Overview Scan Results Blocked Results Zombie File Results
——
(4 Secure & End-Of-life & Insecure Export =
Name Version State SAID Criticality CVSS Bas. Threat S. Issued Vulnerab
Apache log4j 2.11.x 2111 - -
Apache log4j 2.8.x 280 - -
Apache log4j 1.2.x 1217 - -
Apache log4j 2.3.x 230 - -
Microsoft Visual C++ 2013 Red .. 120406640  Secure - -
Microsoft Visual C++ 2013 Red...  12.0.40664.0  Secure - -
Microsoft Visual C++ 2013 Red.. 120408640 Secure - -
Citrix Workspace app for Wind... 219.033 - -
Pulse Secure Client 9.x 91118575  Insecure SA107667 18 490 daysa... 1
-»
View Installations s 88 I
Google Update 1. 3.36.292 S - - - -
Bl d to Block List ecure

Microsoft Internet EXpIOTe X 0.1904 Secure - -
Microsoft SQL Server Manage. 15.0.18390.0 - -
Microsoft Edge (Chromium-Ba 115.0.190 Secure - -
Microsoft Edge (Chromium-Ba 115.0.190 Secure - -
Microsoft Edge (Chromium-Ba 115.0.190 Secure - -
Symantec Endpoint Protection ... 14.2.3335... Insecure SA102869 - - 772 daysa... 1
Microsoft Windows Media Play... ~ 12.0.1904...  Secure - -
Zoom Client for Meetings 5.x 5.15.3.18551  Secure - -

Page 1 of 5 > o» 2 Displaying products 1 - 30 of 124

Highlight the Published Products in the Flexera Package System (SPS)

View

In the Flexera Package System (SPS) > Configuration View dialog box, the Highlight product for which
update packages have been created option is now enabled to check/uncheck to highlight the products for
which update package is created and published to a configured endpoint management system.
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Configure View

You can customize the view of the products displayed using the following configurable options:
[ Group products where patched version and architecture are identical

[ Display only End-of-Life or Insecure products

[ Display only products for which silent update packages can be created automatically

[ Hide Microsoft products

¥ Highlight products for which update packages have been created

(J Display SPS Lite page

Note: The Software Vulnerability Manager should not be used for creating patches for Microsoft
products. The updates should come from Microsoft

o

Split CSV Report into Smaller Multiple Files

While generating reports that may result in large-sized CSV files, the file will be split into multiple smaller of
approximately 500 MB each. This enhancement will improve performance and eliminate the possibility of
report failure.

Reference: Latest Binary Versions
The following version of the binaries provided are:
®  SVM ActiveX Plug-in v7.6.1.24 (no change)
® Single Host Agent v7.6.1.24 (no change)
® SVM Daemon v7.6.1.24 (no change)
®  SVM System Center Plugin v7.6.1.24 (no change)
® SVM Patch Publisher v7.15.1071 (to download, click here)
Refer “Patch Publisher Enhancements” for changelog.

® SVM On-Prem Client Toolkit v5.0.547 (to download, click here) (no change)

Known Issues

The following table lists the known issues in Software Vulnerability Manager (On-Premises Edition):

Issue Description

10K-1046547 WSUS Management tool is giving exception when it is relaunched.
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Resolved Issues

The following table lists the customer issues that were resolved in Software Vulnerability Manager (On-
Premises Edition):

Issue Description

10K-1047459 Unable to download CSV report.

10K-1042693 Unable to download non-enhanced packages.

10K-752509 Unable to save SSO settings in SVM old console.

10K-1055008 On Creating/Editing the Patch Template, updated message in the output window saying
template created/updated successfully.

10K-1040911 In the Report Configuration grid, unable to download the reports when Download
column is moved.

10K-1057377 While suggesting a software from the Patch Publisher, Version is not coming properly.

10K-1059191 In the Patch Publisher > Patch Deployment Status grid, on deleting any failed package an
exception popup appears.

10K-1065430 In the Patch Publisher, when you publish a custom package from the Custom package in
the ribbon, giving an error message.

Community Blogs

Please subscribe to latest news on Software Vulnerability Manager by going to https://community.flexera.com/
t5/Software-Vulnerability/bg-p/SoftwareVulnerabilityManagementblog and clicking on subscribe.

Product Feedback

Have a suggestion for how we can improve this product? Please share your feedback with the product team by
visiting the Software Vulnerability Manager Forum in the Flexera Community:

https://community.flexera.com/t5/Software-Vulnerability/bd-p/SVM-Discussion

Legal Information

Copyright Notice

Copyright © 2023 Flexera.
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This publication contains proprietary and confidential information and creative works owned by Flexera and its
licensors, if any. Any use, copying, publication, distribution, display, modification, or transmission of such
publication in whole or in part in any form or by any means without the prior express written permission of
Flexera is strictly prohibited. Except where expressly provided by Flexera in writing, possession of this
publication shall not be construed to confer any license or rights under any Flexera intellectual property rights,
whether by estoppel, implication, or otherwise.

All copies of the technology and related information, if allowed by Flexera, must display this notice of copyright
and ownership in full.

Intellectual Property

For a list of trademarks and patents that are owned by Flexera, see https://www.flexera.com/legal/intellectual-
property.html. All other brand and product names mentioned in Flexera products, product documentation,
and marketing materials are the trademarks and registered trademarks of their respective owners.

Restricted Rights Legend

The Software is commercial computer software. If the user or licensee of the Software is an agency,
department, or other entity of the United States Government, the use, duplication, reproduction, release,
modification, disclosure, or transfer of the Software, or any related documentation of any kind, including
technical data and manuals, is restricted by a license agreement or by the terms of this Agreement in
accordance with Federal Acquisition Regulation 12.212 for civilian purposes and Defense Federal Acquisition
Regulation Supplement 227.7202 for military purposes. The Software was developed fully at private expense.
All other use is prohibited.
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