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Enterprise Product Integration
Configuration and Troubleshooting
Guide

Flexera Software has developed a unified application usage management solution—comprised of FlexNet Manager Suite
(On Premises or Cloud), AdminStudio, App Portal, and Workflow Manager—which gives you a consolidated and centralized
approach to maximizing software value and optimizing usage across the application life cycle.

Note - FlexNet Manager Suite On Premises was known as FlexNet Manager Platform in earlier releases.

This guide explains how to configure and troubleshoot this enterprise product integration solution. The following main
sections are included:

Table 1-1 « Enterprise Product Integration Configuration and Troubleshooting Guide

Section Description

Prerequisites for Integration Describes steps to take before implementing product integration,
including configuring accounts and permissions.

Installing and Configuring Explains how to install the Flexera Service Gateway.
Flexera Service Gateway 2

Configuring FlexNet Manager Suite Explains how to connect FlexNet Manager Suite On Premises to the Flexera
On Premises Service Gateway, test the connection, and perform configuration steps.

Note « This product was known as FlexNet Manager Platform in earlier
releases.

Configuring the FlexNet Manager Suite Explains how to configure the FlexNet Manager Suite Cloud environment.
Cloud Environment

Configuring App Portal Explains how to connect App Portal to the Flexera Service Gateway, test
the connection, and perform configuration and troubleshooting.

Enterprise Product Integration Configuration and Troubleshooting Guide EPI-0500-CG00 7
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Contacting Us

Table 1-1 « Enterprise Product Integration Configuration and Troubleshooting Guide

Section Description

Configuring AdminStudio Explains how to connect AdminStudio to the Flexera Service Gateway and
to test the connection.

Configuring Workflow Manager Explains how to connect Workflow Manager to the Flexera Service Gateway
and test the connection.

Contacting Us

Flexera Software is headquartered in Itasca, Illinois, and has offices worldwide. To contact us or to learn more about our

products, visit our website at:

http://www.flexerasoftware.com
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Prerequisites for Integration

Before you can use the integrated solution of FlexNet Manager Suite (On Premises or Cloud), AdminStudio, App Portal, and
Workflow Manager, you first need to install the products and configure user accounts and domains. The following tasks
need to be performed:

Integrated Environment Overview

Install and Set Up Applications

Set Up Accounts and Configure Account Access Between Products
Establish Two-Way Trusts Between Multiple Domains

Port Requirements

Recommended Proof-of-Concept Configuration

Note  FlexNet Manager Suite On Premises was known as FlexNet Manager Platform in earlier releases.

Enterprise Product Integration Configuration and Troubleshooting Guide EPI-0500-CG00 9



Chapter2 Prerequisites for Integration
Integrated Environment Overview

Integrated Environment Overview

Flexera Software’s unified application usage management solution—comprised of FlexNet Manager Suite On Premises or
Cloud, AdminStudio, App Portal, and Workflow Manager—gives you a consolidated and centralized approach to
maximizing software value and optimizing usage across the application life cycle.

The following diagram gives you an overview of how these integrated applications communicate—via the Flexera Service
Gateway—when performing the tasks involved in a single application’s life cycle.

Note - FlexNet Manager Suite On Premises was known as FlexNet Manager Platform in earlier releases.
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Figure 2-1: Flexera Software Integrated Environment Diagram
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Chapter 2 Prerequisites for Integration
Integrated Environment Overview

This application life cycle workflow includes the following steps:

Table 2-1 « Flexera Software Integrated Environment Workflow

# Step Description

1. End user requests non-catalogitem Using the App Portal web site, an end user submits a request for a
from App Portal. software item that is not currently in the App Portal catalog.

2. App Portaltriggers the creationofa  After the end user’s request for new software is approved, App Portal
Packaging workflow request in triggers the creation of a Packaging workflow request in Workflow
Workflow Manager. Manager.

3. Workflow Manager triggers the Workflow Manager can be configured to trigger AdminStudio tasks such

packaging process in AdminStudio.  as repackaging, importing a package into the Application Catalog,
performing tests, and resolving issues that are found, if needed.

4. Application is repackaged, The package is ready for deployment.
imported into Application Catalog,
tested, and any issues found are
resolved, if needed.

5. AdminStudio queries FlexNet When the package is imported into the Application Catalog,
Manager Suite for application’s AdminStudio automatically queries the FlexNet Manager Suite ARL and
Flexera Identifier. obtains the application’s Flexera Identifier.

6. AdminStudio publishes package to  After the software has been repackaged and tested, AdminStudio
supported distribution system publishes the application to System Center Configuration Manager,

Symantec Altiris Server, JAMF Casper Suite Server, or VMware AirWatch.

7. AdminStudio triggers the creation When AdminStudio publishes the application, a catalog item for that
of a new catalog item in App Portal. application is automatically created in App Portal, identified by the
same Flexera Identifier. End user can now request this software in App

Portal.

8. App Portal checks with FlexNet App Portal queries FlexNet Manager Suite to obtain entitlement and
Manager Suite for license usage data for that application including available license count and the
availability and reserves it if number of licenses used. If a license is available, App Portal will
available. automatically reserve it for the end user.

9. App Portal instructs deployment App Portal instructs distribution system to deploy the software to the
system to deploy software to end end user’s computer.

user’s computer.

Enterprise Product Integration Configuration and Troubleshooting Guide EPI-0500-CG00 11
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Supported Version Matrix

Supported Version Matrix

For each release of the Flexera Software enterprise products, this matrix lists the inter-product supported versions.

Table 2-2 « Enterprise Product Integration Supported Version Matrix

Compatible With

Workflow FNMP /

Version AdminStudio App Portal Manager FNMS On Premises FNMS Cloud
AdminStudio 11.5 SP2 7.5.3 or later 6.5 9.2 SP1 or later —
AdminStudio 2013 7.5.3 or later 2013 9.2 SP1 or later —
AdminStudio 2014 7.5.3 or later 2014 9.2 SP1 or later —
AdminStudio 2015 (2015 SP1) 7.5.3 or later 2015 9.2 SP1 or later 2014 or later
AdminStudio 2016 (2016 SP1, 7.5.3 or later 2015 or later 9.2 SP1 or later 2014 or later
2016 SP2)

Note - Creating a
Flexera Local Identifier

requires FNMS 2015 R2
SP3or later
App Portal 7.5.3 11.5SP2 or later 6.5 or later 9.2 SP1 or later —
App Portal 7.5.5 11.5 SP2 or later 6.5 or later 9.2 SP1 or later —
App Portal 2013 11.5SP2 or later 6.5 or later 9.2 SP1 or later —
App Portal 2014 11.5 SP2 or later 6.5 or later 9.2 SP1 or later —
App Portal 2015 (2015 R2) 11.5 SP2 or later 6.5 or later 9.2 SP1 or later 2014 or later
App Portal 2016 11.5 SP2 or later 6.5 or later 9.2 SP1 or later 2014 or later

App Portal 2017

Note « The Advanced
License Check feature
requires FlexNet
Manager Suite 2015 R2
SP5-02 Hotfix or later.

Workflow Manager 6.5 11.5SP2 7.5.3 or later 9.2 SP1 or later —
Workflow Manager 2013 2013 7.5.3 or later 9.2 SP1 or later —
Workflow Manager 2014 2014 7.5.3 or later 9.2 SP1 or later —
Workflow Manager 2015 2015 or later 7.5.3 or later 9.2 SP1 or later 2014 or later
Workflow Manager 2016 2015 or later 7.5.3 or later 9.2 SP1 or later 2014 or later

12 EPI-0500-CG00 Enterprise Product Integration Configuration and Troubleshooting Guide



Chapter 2 Prerequisites for Integration
Install and Set Up Applications

Table 2-2 « Enterprise Product Integration Supported Version Matrix

Compatible With

Workflow FNMP /
Version AdminStudio App Portal Manager FNMS On Premises FNMS Cloud
FNMP 9.2 SP1 11.5SP2 or later 7.5.3 or later 6.5 or later
FNMP 9.2.3 11.5SP2 or later 7.5.3 or later 6.5 or later
FNMS On Premises 2014 11.5SP2 or later 7.5.3 or later 6.5 or later
(2014 R2, 2014 R3)
FNMS On Premises 2015 11.5SP2 or later 7.5.3 or later 6.5 or later

(2015 R2, all service packs)

FNMS On Premises 2016 11.5SP2 or later 7.5.3 or later 6.5 or later

FNMS On Premises 2017

FNMS Cloud 2014 (2014 R2, 2015 or later 2015 or later 2015
2014 R3)
FNMS Cloud 2015 (2015 R2, 2015 or later 2015 or later 2015

all service packs)

FNMS Cloud 2016 2015 or later 2015 or later 2015 or later

FNMS Cloud 2017

Install and Set Up Applications

In order to implement the enterprise product integration solution, you need to first install and set up the following versions
of these Flexera Software applications:

Table 2-3 « Installation Instructions for Flexera Software Applications
Application Version Installation and Setup Instructions

AdminStudio 11.5 SP2 or later -

Professional or

) - To install and set up AdminStudio:
Enterprise Edition

1. Install AdminStudio, as described in the AdminStudio Installation
Guide.

2. Open Application Manager and create an Application Catalog
database on an SQL Server.

3. Connect to the Flexera Service Gateway, as described in
Connecting AdminStudio to the Flexera Service Gateway.

4. Perform other configuration steps, as described in Configuring
AdminStudio.

Enterprise Product Integration Configuration and Troubleshooting Guide EPI-0500-CG00 13
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Install and Set Up Applications

Table 2-3 « Installation Instructions for Flexera Software Applications

Application Version Installation and Setup Instructions

App Portal 7.5.3 or later (for
FlexNet Manager
Suite On Premises or  To install and set up App Portal:

FlexNet Manager 1
Platform)

Install App Portal, as described in App Portal Installation Guide.

2. Duringinstallation, specify your distribution system information.
9.0.3 or later (for

FlexNet Manager 3. Connect to the Flexera Service Gateway, as described in
Suite Cloud) Connecting App Portal to the Flexera Service Gateway.

4. Perform other configuration steps, as described in Configuring App
Portal.

FlexNet Manager 2014 or later -
Suite On Premises

To install and set up FlexNet Manager Suite On Premises:

1. Install FlexNet Manager Suite On Premises, as described in the
Installing FlexNet Manager Suite On Premises guide, which is
available from the Flexera Software Product and License Center.

2. Import the FlexNet Manager Suite On Premises Application
Recognition Library, as described in Importing the Application
Recognition Library (ARL).

3. Connect to the Flexera Service Gateway, as described in
Connecting FlexNet Manager Suite On Premises to the Flexera
Service Gateway.

4. Perform other configuration steps, as described in Configuring
FlexNet Manager Suite On Premises.

14 EPI-0500-CG00 Enterprise Product Integration Configuration and Troubleshooting Guide
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Install and Set Up Applications

Table 2-3 « Installation Instructions for Flexera Software Applications

Application Version Installation and Setup Instructions
FlexNet Manager 9.2.3 I
Platform
Note « Starting with the 2014 release, this product’s name was changed
to FlexNet Manager Suite On Premises.
o
To install and set up FlexNet Manager Platform:
1. Install FlexNet Manager Platform, as described in the FlexNet
Manager Platform Installation Guide, which is available from the
Flexera Software Product and License Center.
2. Import the FlexNet Manager Platform Application Recognition
Library, as described in Importing the Application Recognition
Library (ARL).
3. Connect to the Flexera Service Gateway, as described in
Connecting FlexNet Manager Suite On Premises to the Flexera
Service Gateway.
4. Perform other configuration steps, as described in Configuring
FlexNet Manager Suite On Premises.
FlexNet Manager 2014 or later Perform the following tasks:
Suite Cloud

® Configuring the FlexNet Manager Suite Inventory Beacon

® Registering FlexNet Manager Suite Cloud with the Flexera Service
Gateway

® Registering App Portal with FlexNet Manager Suite Cloud and
Flexera Service Gateway

Enterprise Product Integration Configuration and Troubleshooting Guide EPI-0500-CG00 15
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Set Up Accounts and Configure Account Access Between Products

Table 2-3 « Installation Instructions for Flexera Software Applications

Application Version Installation and Setup Instructions

Workflow Manager 6.5 or later

To install and set up Workflow Manager:

1. Install Workflow Manager, as described in the Workflow Manager
Installation Guide.

2. Create companies and user accounts.
3. Create workflow templates and projects.

4. Connect to the Flexera Service Gateway, as described in
Connecting Workflow Manager to the Flexera Service Gateway.

5. Perform other configuration steps, as described in Configuring
Workflow Manager.

[®

Important « in order for product integration to work, Workflow Manager
cannot be installed on the same server as App Portal.

Set Up Accounts and Configure Account Access
Between Products

The Flexera Software Integrated Solution includes AdminStudio, App Portal, FlexNet Manager Suite On Premises or Cloud,
the Flexera Service Gateway, Workflow Manager, and Microsoft System Center Configuration Manager (SCCM). All of these
products communicate over a company network to provide a complete packaging and deployment solution that tracks
usage and reports licensing.

When setting up these integrated Flexera Software products, you need to give certain accounts enhanced permissions to
other products. These accounts and permissions are listed by product below.

16

AdminStudio Accounts

App Portal Accounts

FlexNet Manager Suite On Premises / FlexNet Manager Platform Accounts
Workflow Manager Accounts

System Center Configuration Manager Accounts

EPI-0500-CG00 Enterprise Product Integration Configuration and Troubleshooting Guide
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AdminStudio Accounts

When setting up AdminStudio, you need to give certain accounts enhanced permissions to other products. The following
table lists the AdminStudio accounts and the required permissions:

Table 2-4 « AdminStudio Accounts and Privileges in the Integrated Solution

Product/Machine Account

AdminStudio Account Needs Access To Required Privileges
AdminStudio user Local workstation Require administrator privileges on the workstation
accounts where they are running AdminStudio.
System Center 2012 Require the Application Administrator role on System
Configuration Manager (or Center Configuration Manager.
later)

FlexNet Manager Suite [ FlexNet  See Accounts for Integration of AdminStudio and App
Manager Platform Portal with FlexNet Manager Suite.

App Portal When integrating with versions of App Portal prior to App
Portal 2016, AdminStudio users just require access to the
App Portal Web Site using Windows Authentication.

When integrating with App Portal 2016 and later,
AdminStudio users need to have read and write access to
App Portal catalog items so that AdminStudio can create
App Portal catalog items.

SQL Server In order to connect to an AdminStudio Application
Catalog database, users require db_datareader.,
db_datawriter, execute, alter, and references
permissions on the AdminStudio database. For detailed
instructions on assigning these permissions, see Required
Permissions on Application Catalog Databases.

0

Tip » The AdminStudio user account does not require these
permissions if connecting to SQL Server using an SQL Server
user account (which already has the appropriate
permissions).

Required Permissions on Application Catalog Databases

In order to connect to an AdminStudio Application Catalog database, users require db_datareader, db_datawriter, and
execute, alter, and references permissions on the database.

To assign these required permissions, perform the following steps:

Enterprise Product Integration Configuration and Troubleshooting Guide EPI-0500-CG00 17
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18

To assign required permissions to an AdminStudio Application Catalog:

1.

2.

3.

4.

Open Microsoft SQL Server Management Studio.

In the Object Explorer, open the Security > Logins node and select the user account or user group that you want to

assign permissions to.

Object Explorer - 1x
Connect~ 37 &3 3

= La SCHDTHOWET\SQLEXPRESS (SQL Server 10.50.1600 -
[ Databases
= [ Security
= [ Logins
&, #MS_PolicyEventProcessingLogin##
&, #8MS_PolicyTsqlExecutionLogin##
e BUILTIN\Users
A NT AUTHORITY\SYSTEM
@ MT SERVICENMSSQLSSQLEXPRESS
Y chovel
&, sa
3 Server Roles
[ Credentials
[ Server Objects
[ Replication

[ Management

Select Properties from the context menu. The Login Properties dialog box opens.

Select User Mapping in the tree. The User Mapping view of the Login Properties dialog box opens.

-

ﬂ Login Properties - phowe EI@
Sé'z“e‘n:a"f!'" 6 Senpt [ Help
ﬁ Server Roles
ﬁ User Mapping Lsers mapped to this login:
ﬁ Securables Map Database User Defautt Schema -
g Status APRILS
AUGUST21 phowe ]
= HOWE2012
[ JUNEDG2013 |
] MARCH29 r
= MARCH25_2
= MARCH23_5
[ master
[ model
[ msdb =
Guest enabled for: AUGUST21

Database role membership for: AUGUST21

Connection _
[ db_accessadmin

Server: [] db_backupoperator

SCHDTHOWET\SQLEXPRESS | | db_datareader

Connection: g‘

FLE*E R&\PatriciaHowe ] db_ddladmin

3 View connection propetties ] ::::mz::;‘:r
[] db_owner

Progress [[] db_securityadmin
[¥] public

Ready

0K | [ cancel
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Set Up Accounts and Configure Account Access Between Products

5. Inthe Users mapped to this login list, select the database that you want to assign permissions to.
6. Inthe Database role membership for: [DatabaseName] list, select db_datareader and db_datawriter.
7. Click OKto close the Login Properties dialog box.

8. Inthe toolbar, open the drop-down list and select the name of the AdminStudio database that you want to assign
permissions to.

2 Microsoft SQL Server Management Studio
File Edit View Query Debug Tools Window

HNewQuey | [ |3 |G H S E 5

Y [master |v| ¥ Execute b
Object Exp| ADMIN - + I x
ALPESH F
Connect ™ \pRIL102013 o
=] La SCHAPRIL30b rver 10.50.1600 -
3

AUGUST21

3 | Howezo12

3| juneos2013

L3 [MARCH29

[ |MARCH29_2

MARCH29_5

master 57

9. Next, click the New Query button in the toolbar to open the Query Editor.
10. Enter the following query:

grant execute to [username]
grant alter to [username]
grant references to [username]

For example:

LQueryl.sql - SCHDTHOWET\..52))*
grant execute to [phowe]
grant alter to [phowe]
grant references to [phowe]

11. Click the Execute button in the toolbar. The following message will be displayed:

Command(s) completed successfully.
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Accounts for Integration of AdminStudio and App Portal with FlexNet
Manager Suite

There are two requirements for accounts used in either AdminStudio or App Portal to allow integration with FlexNet

Manager Suite / FlexNet Manager Platform:

Members of an appropriate Active Directory security group—Because FlexNet Manager Suite or FlexNet Manager
Platform is configured to use Windows Authentication, integration accounts must be members of an appropriate
Active Directory security group in order to access FlexNet Manager Suite / FlexNet Manager Platform.

Note « While AdminStudio normally runs under the normal user account, any account used to integrate with FlexNet

Manager Suite / FlexNet Manager Platform must be in an appropriate security group.

Assigned to suitable roles—Internally within FlexNet Manager Suite / FlexNet Manager Platform, the accounts must
be assigned to suitable roles that provide appropriate access controls.

Meeting these conditions allows the accounts both to look up products (with Flexera Identifiers) in the Application
Recognition Library, and to set reservations against available licenses. The procedures for configuring accounts are

described below.

20

Permissions to Access FlexNet Manager Suite / FlexNet Manager Platform
Privileges Within FlexNet Manager Suite 2015 or Later

Privileges Within FlexNet Manager Platform 9.2.3

Privileges Within FlexNet Manager Platform

Special Settings for Multi-Server Implementations

FlexNet Manager System Account on the AdminStudio or AppPortal Machines
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Permissions to Access FlexNet Manager Suite / FlexNet Manager Platform

While it is possible to create an Active Directory domain group from scratch, this requires detailed knowledge of directories
where FlexNet Manager Suite or FlexNet Manager Platform is installed. It is far simpler to make use of the existing group
used to control access. At the same time, it is good practice to have a distinct group in which integration accounts are
contained, named according to enterprise conventions. These two approaches can be used together by creating a custom
group which is a child of the existing group now controlling access. The new child group inherits the access rights already
functioning in its parent group.

Task To enable authentication for FlexNet Manager Suite / FlexNet Manager Platform:

1. Identify the Active Directory security group used to grant access to FlexNet Manager Suite / FlexNet Manager Platform.
By default, this is called MGS Compliance Users.

2. InActive Directory, create a domain group as a child of MGS Compliance Users (or equivalent), and name the new
group according to corporate conventions (for example, Flexera Integration Accounts).

3. Add all the integration accounts (accounts for AdminStudio or App Portal users that may access features from FlexNet
Manager Suite / FlexNet Manager Platform) to your new child group.
Privileges Within FlexNet Manager Suite 2015 or Later

Privileges to access various functional areas within FlexNet Manager Suite 2015 or later are managed through access rights
that are assigned to roles within that product. When appropriate roles exist, user accounts must be both created as
operators and assigned to the roles in order to inherit access rights.

® Configuring a New Role Within FlexNet Manager Suite 2015 or Later

® Creating the Appropriate Service Account Records

Configuring a New Role Within FlexNet Manager Suite 2015 or Later

To configure a new role within FlexNet Manager Suite, perform the following steps:

Task To configure a new role within FlexNet Manager Suite:

1. InFlexNet Manager Suite, select Accounts on the Options menu:

John Smith ¥ wy

System Health >

Data Inputs
System Defaults
System Settings

FlexNet Manager Suite License

The All Accounts tab of the Accounts page opens.

2. Select the Roles tab. The Roles view opens.
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3. Scroll down until you see the Web Service role and click the copy icon.

Web Service 12 Accounts 1] jl

The Create a Role view opens.
ACCO U ntS Create and allocate roles and manage accounts.

iii Create a Role

All Accounts
Name:

Description:  Through the web API, Web Service accounts may access many objects in the FlexNet Manager Suite
database By default, privileges may be limited (for example, read-only)

Unassigned
Accounts

e Accessrights

Restrictthe data available to this role to objects owned by these groups and their descendants.

Location:  None
Corporate unit  Mone
Costcenter.  None

Category: HMNone

Expandall/ Collapse all

Administration Custom <
Applications Readonly <

Business reporting portal MNone 4

4. Inthe Name field, enter Integration.

5. Click the arrow next to each of the following product features and select the specified levels of access from the
Privileges list:

Product Feature Level of Access

Administration None

Applications Select one of the following:

® Ifyouare using AdminStudio 2016 or later and are going to be creating
new local Flexera Identifier entries, select Full.

® Ifyou are not using AdminStudio 2016 or later, select Read only.

Business reporting portal None
Licenses Read only
Management views and reports None
Roles None
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Product Feature Level of Access

SAP None

All other features Read only

After you have set these access levels, the Access rights area should look like this:

Administration None
Applications Full
Business reporting portal None
Contracts Read only
Corporate units Read only
Cost centers Read only
Categories Read only
Inventory devices Read only
Discovery devices Read only
Hardware assets Read only
Licenses Read only
Locations Read only
Purchase orders Read only
Management views and reports None
Roles None
SAP None

Users Read only

Vendors Read only

6. Click Create.

Creating the Appropriate Service Account Records

With the role(s) configured, move on to creating the appropriate service account records. These record the account names
(identical to the names registered in the Active Directory security group) that will exercise the access rights just defined.

0

Tip » Other procedures are possible, such as importing the accounts from Active Directory and subsequently registering them
as service accounts. This procedure assumes that an Active Directory import is inconvenient.
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Task To register a service account and assign to groups within FlexNet Manager Suite 2015 or later:

1. InFlexNet Manager Suite, select Accounts on the Options menu:

John Smith ¥ wy

System Health >

Data Inputs
System Defaults
System Settings

FlexNet Manager Suite License

The All Accounts tab of the Accounts page opens.

2. Click Create a service account. The Add Service Member to page opens.

Flexera Software Account Management

Administration

Add Service Member to Fiexera Melbourne QA Engineering 1
* Required
Member Service
Description
Email Address* Verify Email *
Name *
Phone *
Use an Existing Mo thanks, Il create a new address. v
Address
Street1*
City*
State / Province *  —Please choose one-— v Postal Code*
Country* —Please choose one-—- v
save

3. Enterthe details of the App Portal Service account and then click Save. The All Accounts tab of the Accounts page
opens, listing the new account name.
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4. Select the new account in the list and then click Open. The Account Properties view opens.

ACCO U n t S Create and allocate roles and manage accounts.

iii Account Properties App Portal System Account
All Accounts
Account
i. Account  appportal@yourcompany.com
U:::;Ifr:tid Name: App Portal System Account
Email:  appportal@yourcompany.com
Job fitle:
Permissions

Status: Enabled

Role:  Integration v

5. Set Status to Enabled.
6. SetRole to Integration.

7. Scroll to the bottom of the page and click Save.

Privileges Within FlexNet Manager Platform 9.2.3

Privileges to access various functional areas within FlexNet Manager Suite are managed through access rights that are
assigned to roles within that product. When appropriate roles exist, user accounts must be both created as operators and
assigned to the roles in order to inherit access rights.

® Configuring a New Role Within FlexNet Manager Platform

® Creating the Appropriate Operator Records

Configuring a New Role Within FlexNet Manager Platform

To configure a new role within FlexNet Manager Platform, perform the following steps:

Task To configure a new role within FlexNet Manager Platform:
1. InFlexNet Manager Platform, in the left-hand console tree, select the Roles node.
2. Click Add anew role.
3. Inthe New role dialog box, enter a unique name for the role you want to create (for example, Integration Accounts).
4. Click OK.

5. Inthe left-hand console tree, expand the Roles node to expose the newly-created role; right-click the role and select
Manage access rights... from the context menu. The Manage Access Rights dialog box opens.
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| Manage Access Rights

@ Manage Access Rights

Use this page to set access rights for all op i i to the sel i role.

Role: |Integration B
Select the level of access allowed for the following product features:
R Software Assets: Administrator access
S‘; Hardware Assets: Read-only access
@ Purchase Orders: Read-only access
@ Contracts: Read-only access
@ ‘endors: Read-only access
8 Users: Read-only access
e Custom Views and Reports: Mormal access
e Business Reporting Portal: Mo access
ﬁ Enterprise Groups: Read-only access
$B Administration: Mo access

[ ok ][ concel || e

4

6. Select the specified levels of access for the following product features:

Software Assets Administrator access
Custom Views and Reports Normal access
Business Reporting Portal No access
Administration No access
All other areas Read-only access

7. Click OK.

0

Tip - Ifyou are concerned about users from AdminStudio using their accounts to log in to FlexNet Manager Platform and

modify license data directly, you can repeat this procedure to create a second role exclusively for users of AdminStudio. Give it
a distinct name, and rights identical with the above except that Software Assets require Read-only access for these
personnel.

Creating the Appropriate Operator Records

With the role(s) configured, move on to creating the appropriate operator records. These record the account names
(identical to the names registered in the Active Directory security group) that will exercise the access rights just defined.
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Tip - Other procedures are possible, such as importing the accounts from Active Directory and subsequently registering them
as operators. This procedure assumes that an Active Directory import is inconvenient.

Task To register an operator and assign to groups within FlexNet Manager Platform:

1. InFlexNet Manager Platform, in the left-hand console tree, select the Operators node.

2. ClickAdd.

3. Inthe Generaltab of the operator properties, to the right of the Account field, click the ellipsis button [...] to open the
Windows standard Select User dialog box.

4. Navigate to, and select, an account you previously registered in your Active Directory security group (such as Flexera
Integration Accounts or MGS Compliance).

5. Record any other details you choose for this account. For example, for users of AdminStudio, you may wish to name
the individual personnel for later tracking.

6. Onthe Roles tab, select Enable operator to use FlexNet Manager Platform.

7. Atthe bottom of the panel, click Add.

8. Use the fly-out list to choose the appropriate role (double-click, or select the row and click Select).

9. ClickOKtosavetheoperator’s properties.

10. Repeat this procedure for each operator.

Privileges Within FlexNet Manager Platform

Privileges to access various functional areas within FlexNet Manager Platform are managed through access rights that are

assigned to roles within that product. When appropriate roles exist, user accounts must be both created as operators and

assigned to the roles in order to inherit access rights.

® Configuring a New Role Within FlexNet Manager Platform

® Creating the Appropriate Operator Records

Configuring a New Role Within FlexNet Manager Platform

To configure a new role within FlexNet Manager Platform, perform the following steps:

Task To configure a new role within FlexNet Manager Platform:

1. InFlexNet Manager Platform, in the left-hand console tree, select the Roles node.

2. Click Add a new role.

3. Inthe New role dialog box, enter a unique name for the role you want to create (for example, Integration Accounts).
4. Click OK.

5. Inthe left-hand console tree, expand the Roles node to expose the newly-created role; right-click the role and select
Manage access rights... from the context menu. The Manage Access Rights dialog box opens.
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| Manage Access Rights

@ Manage Access Rights

Use this page to set access rights for all op i i to the sel i role.

Role: |Integration B
Select the level of access allowed for the following product features:
R Software Assets: Administrator access
S‘; Hardware Assets: Read-only access
@ Purchase Orders: Read-only access
@ Contracts: Read-only access
@ ‘endors: Read-only access
8 Users: Read-only access
e Custom Views and Reports: Mormal access
e Business Reporting Portal: Mo access
ﬁ Enterprise Groups: Read-only access
$B Administration: Mo access

[ ok ][ concel || e

4

6. Select the specified levels of access for the following product features:

Software Assets Administrator access
Custom Views and Reports Normal access
Business Reporting Portal No access
Administration No access
All other areas Read-only access

7. Click OK.

0

Tip - Ifyou are concerned about users from AdminStudio using their accounts to log in to FlexNet Manager Platform and

modify license data directly, you can repeat this procedure to create a second role exclusively for users of AdminStudio. Give it
a distinct name, and rights identical with the above except that Software Assets require Read-only access for these
personnel.

Creating the Appropriate Operator Records

With the role(s) configured, move on to creating the appropriate operator records. These record the account names
(identical to the names registered in the Active Directory security group) that will exercise the access rights just defined.
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0

Tip - Other procedures are possible, such as importing the accounts from Active Directory and subsequently registering them
as operators. This procedure assumes that an Active Directory import is inconvenient.

Task To register an operator and assign to groups within FlexNet Manager Platform:
1. InFlexNet Manager Platform, in the left-hand console tree, select the Operators node.
2. Click Add.

3. Inthe Generaltab of the operator properties, to the right of the Account field, click the ellipsis button [...] to open the
Windows standard Select User dialog box.

4. Navigate to, and select, an account you previously registered in your Active Directory security group (such as Flexera
Integration Accounts or MGS Compliance).

5. Record any other details you choose for this account. For example, for users of AdminStudio, you may wish to name
the individual personnel for later tracking.

6. Onthe Roles tab, select Enable operator to use FlexNet Manager Platform.

7. Atthe bottom of the panel, click Add.

8. Use the fly-out list to choose the appropriate role (double-click, or select the row and click Select).
9. ClickOKtosavetheoperator's properties.

10. Repeat this procedure for each account.

Special Settings for Multi-Server Implementations

FlexNet Manager Suite On Premises or FlexNet Manager Platform may be installed on a single server, or on multiple servers
so that the database is separate from the core compliance server. In such a multi-server implementation, the App Pool
Identity Account configured within Microsoft IIS to support the web API (accessed by both AppPortal and AdminStudio)
must be trusted by the separate SQL Server computer for delegation. For instructions see, Resolving Active Directory
“Double Hop” Issues Which Occur if FlexNet Manager Suite and SQL Server are on Separate Computers.

FlexNet Manager System Account on the AdminStudio or AppPortal Machines

The FlexNet Manager Suite On Premises / FlexNet Manager Platform system account does not need access to AdminStudio
or AppPortal because the communication is driven from the users of those products, not from FlexNet Manager Suite On
Premises / FlexNet Manager Platform.
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App Portal Accounts

The following table lists the App Portal accounts and the required permissions,

Table 2-5 « App Portal Accounts and Privileges in the Integrated Solution

Product/Machine Account

App Portal Account Needs Access To Required Privileges

App Pool Identity System Center 2012 Currently requires Application Administrator permission
Account [ App Portal ESD  Configuration Manager on System Center Configuration Manager.

Service Account (or later)

Note « In future releases, only access to the App Portal
Web Service and READ access to the SCCM SQL Server
database will be required.

App Pool Identity FlexNet Manager Suite / See Accounts for Integration of AdminStudio and App
Account /[ App Portal ESD  FlexNet Manager Platform Portal with FlexNet Manager Suite.
Service Account
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FlexNet Manager Suite On Premises / FlexNet Manager
Platform Accounts

The following table lists the FlexNet Manager Suite On Premises / FlexNet Manager Platform accounts and the required
permissions.

Table 2-6 « FlexNet Manager Suite On Premises / FlexNet Manager Platform Accounts and Privileges in the Integrated
Solution

FlexNet Manager Suite On

Premises or FlexNet Manager Product/Machine Account

Platform Account Needs Access To Required Privileges

App Pool Identity Account FlexNet Manager Platform FlexNet Manager Platform must be configured to
machine work with Windows Authentication.

This App Pool Identity account for FlexNet
Manager Platform needs to be trusted for
delegation with the SQL Server computer. If your
enterprise’s security protocols require you install
FlexNet Manager Platform and SQL Server on
separate computers, you will need to enable a
trusted delegation on the FlexNet Manager
Platform computer to resolve this issue. For
instructions, see Resolving Active Directory
“Double Hop” Issues Which Occur if FlexNet
Manager Suite and SQL Server are on Separate

Computers.
FlexNet Manager System AdminStudio and The FlexNet Manager Platform system account
Account App Portal does not need access to AdminStudio or App

Portal because the communication is driven from
the users of those products, not from FlexNet
Manager Platform.
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FlexNet Manager Suite Cloud Service Account and Token

The following table lists the required FlexNet Manager Suite Cloud account.

Table 2-7 « FlexNet Manager Suite Cloud Account and Token

FlexNet Manager Suite
Cloud Account Account Needs Access To Creating a Service Account and Obtaining a Token

Service Account Invoke APIs in the FlexNet You need to create a FlexNet Manager Suite Cloud
Manager Suite Cloud Account and obtain an access token, as described in
Creating a FlexNet Manager Suite Cloud Service Account
and Obtaining a Token.

Creating a FlexNet Manager Suite Cloud Service Account and Obtaining a Token

To create a FlexNet Manager Suite Cloud service account and obtain an access token (which you will need when connecting
App Portal to FlexNet Manager Suite Cloud), perform the following steps.

Task To create a FlexNet Manager Suite Cloud Account:
1. Login to FlexNet Manager Suite Cloud.
2. Click on the Tools menu in the top right and select Accounts.
The Accounts view opens with the All Accounts tab selected.
3. Click Create a service account. The Add Service Member view opens.

4. Enterthe details of the App Portal Service account and then click Save. The Display Token screen opens, listing your
access token.

5. Copy this token to a safe location.

[®

Important - Save this token to a permanent location. This is the only time the token will be displayed. If you fail to save
the token or misplace it, it cannot be retrieved; you would be required to create a new service account in order to obtain a
new token.
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Workflow Manager Accounts

The following table lists the Workflow Manager accounts and the required permissions.

Table 2-8 « Workflow Manager Accounts and Privileges in the Integrated Solution

Workflow Manager Product/Machine

Account Requiring Privileges Required Privileges

AMS_SYSTEM account Workflow Manager The AMS_SYSTEM account on the Workflow Manager server
server requires the following privileges:

® [IS_WPG group member—Must be a member of the
local IIS_WPG group (or IIS_USRS) on the web server.

® Modify permissions on file share—Must have “modify”
permissions on the Workflow Manager file share.

® Email permissions—Permission to send e-mail through
the SMTP server.

® Active Directory query permission—Permission to
query Active Directory.

® Local Administrators group member—If you will be
calling any of the AdminStudio Platform APls in the
iPlugin DLL, this account must be a member of the local
Administrators group.

App Pool Identity SQL Server Starting with Workflow Manager 2013, if you configure

Account Workflow Manager to connect to SQL Server with Windows
Authentication, the domain account that you specify for the
App Pool needs db_reader, do_writer, and execute
permissions on the AdminStudio database.

Note - The Workflow Manager account does not require these

permissions if connecting to SQL Server using an SQL Server
user account (which already has db_reader, db_writer, and

execute permissions).
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System Center Configuration Manager Accounts

The following table lists the System Center 2012 Configuration Manager (or later) accounts and the required permissions.

Table 2-9 « System Center Configuration Manager Accounts and Privileges in the Integrated Solution

System Center 2012 Configuration Product/Machine

Manager (or Later) Account Requiring Privileges Required Privileges

App Pool identity account System Center 2012 Requires privileges to run System Center
Configuration Manager Configuration Manager, but does not require
(or later) Server special privileges to any of the other products

in the integrated solution.

Establish Two-Way Trusts Between Multiple
Domains

Windows NT authentication is used to communicate across these integrated Flexera Software products. Therefore, if the
customer’s environment contains multiple domains, and if your Flexera Software products are installed on different
domains, it is recommended that all domains have two-way trusts between them.

® Atrust between domains is required for communication—Users in one domain need to be authenticated and
authorized to use resources in another domain. To provide authentication and authorization capabilities between
clients and servers in different domains, there must be a trust between the two domains. Trusts are the underlying
technology by which secured Active Directory communications occur, and are an integral security component of the
Windows Server network architecture.

® Trusts act as bridges that allow only validated authentication requests to travel between domains—When a
trust exists between two domains, the authentication mechanisms for each domain trust the authentications coming
from the other domain. Trusts help provide for controlled access to shared resources in a resource domain (the
trusting domain) by verifying that incoming authentication requests come from a trusted authority (the trusted
domain). In this way, trusts act as bridges that allow only validated authentication requests to travel between
domains.

® Two-way trusts—How a specific trust passes authentication requests depends on how it is configured; trust
relationships can be one-way, providing access from the trusted domain to resources in the trusting domain, or two
way, providing access from each domain to resources in the other domain.

For more information and instructions, see the following articles:
® MSDN: What Are Domain and Forest Trusts?
® MSDN: How Domain and Forest Trusts Work

® TechRepublic: An Overview of the Active Directory Domains And Trusts Console
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Port Requirements

In the integrated solution, FlexNet Manager Suite / FlexNet Manager Platform, AdminStudio, App Portal, and Workflow
Manager are required to communicate with each other, and that communication requires that certain ports are opened on
firewalls between the products. This section serves as a reference for the ports that the products use, and it can be used as
a basis for configuring firewall rules.

App Portal / App Broker Outbound Port Requirements
AdminStudio Outbound Port Requirements

Workflow Manager Outbound Port Requirements
FlexNet Manager Suite Outbound Port Requirements

Flexera Service Gateway Outbound Port Requirements

App Portal / App Broker Outbound Port Requirements

App Portal / App Broker has the following outbound port requirements.

Table 2-10 « App Portal / App Broker Outbound Port Requirements

Target Program Uses These Ports

Active Directory See the following article in the Microsoft TechNet Library:

Active Directory and Active Directory Domain Services Port Requirements
http://technet.microsoft.com/en-us/library/dd772723(v=WS.10).aspx

Flexera Service Gateway ® HTTP traffic over 8280.

® HTTPS traffic over 9443.

Note « This is a one-time lookup of the FlexNet Manager Suite endpoint when the
Flexera Service Gateway server is configured (or reconfigured) in App Portal. After that,
the FlexNet Manager Suite endpoint is stored in the App Portal database, and no
further lookups to the Flexera Service Gateway server are necessary under normal
operating conditions.

FlexNet Manager Suite ® HTTP traffic over TCP 80.

®  HTTPS traffic over TCP 443 (or customer-designated alternate port).
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Table 2-10 « App Portal / App Broker Outbound Port Requirements (cont.)

Target Program Uses These Ports

System Center Configuration ® HTTP traffic over TCP 80.
Manager (App Portal Web

K ® HTTPS traffic over TCP 443 (or customer-designated alternate port).
Service)

Note « If using SCCM 2007, the option to refresh client policy requires additional ports
between the App Portal/Broker server and the client for RPC/WMI. However, this is very
rare, as it also requires the App Portal/Broker service account to have local admin
permissions on every client, which typically isn't allowed/realistic in most customer
environments. In SCCM 2012/ConfigMgr Current Branch, we take advantage of the
client notification channel between the SCCM server and the client, so there is no port
requirement for communication directly from App Portal/Broker to the client.

SQL Server SQL traffic over TCP 1433 (or customer-designated alternate port).
® App Portal Database

® FlexNet Manager Suite
Database

® System Center
Configuration Manager

Database
External Systems such as Usually HTTP (TCP 80) / HTTPS (TCP 443), but dictated by the external system, not
ITSM, Orchestrator, etc. App Portal/Broker.

AdminStudio Outbound Port Requirements

AdminStudio has the following outbound port requirements.

Table 2-11 « AdminStudio Outbound Port Requirements

Target Program Uses These Ports

Active Directory See the following article in the Microsoft TechNet Library:

Active Directory and Active Directory Domain Services Port Requirements
http://technet.microsoft.com/en-us/library/dd772723(v=WS.10).aspx

App Portal 80
Flexera Service Gateway 9443
8280
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Table 2-11 « AdminStudio Outbound Port Requirements (cont.)

Target Program Uses These Ports

FlexNet Manager Suite 80
443

8889

System Center Configuration 9 (Wake on LAN)
Manager 67, 68 (DHCP)

69 (TFTP)

80 (HTTP)

135 (RPC)

389 (LDAP)

443 (HTTPS)

445 (Server Message Block, SMB)

636 (LDAP SSL)

2701 (Remote Control)

3268 (LDAP Global Catalog)

3269 (LDAP Global Catalog SSL)

3389 (Remote Assistance)

4011 (BINL)

5985 (Windows Remote Management HTTP)
5986 (Windows Remote Management HTTPS)
8530, 8531 (HTTP and HTTPS)

10123 (Client Notification)

16993 (Power control, provisioning, and discovery)
16995 (Serial over LAN and IDE redirection)
25536 (Wake-up proxy)

Note « For more information, see the following article in the Microsoft TechNet

Library: Technical Reference for Ports Used in Configuration Manager at
http://technet.microsoft.com/en-us/library/hh427328.aspx

SCCM File Share Server 445 (Server Message Block, SMB)

SMTP Server 25
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Table 2-11 « AdminStudio Outbound Port Requirements (cont.)

Target Program Uses These Ports

SQL Server 1433 (SQL Server Service)
1434 (SQL Server Browser)
4022 (SQL Server Service Broker)

Note - If SQL Server is configured to listen on an alternate port, make sure the firewall
allows communication on that port.

Workflow Manager 80

Workflow Manager Outbound Port Requirements

Workflow Manager has the following outbound port requirements.

Table 2-12 « Workflow Manager Outbound Port Requirements

Target Program These Ports

Active Directory See the following article in the Microsoft TechNet Library:

Active Directory and Active Directory Domain Services Port Requirements
http://technet.microsoft.com/en-us/library/dd772723(v=WS.10).aspx

Flexera Service Gateway 9443
8280
SMTP Server 25
SQL Server 1433 (SQL Server Service)

1434 (SQL Server Browser)
4022 (SQL Server Service Broker)

Note - If SQL Server is configured to listen on an alternate port, make sure the firewall
allows communication on that port.
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Chapter 2 Prerequisites for Integration
Port Requirements

FlexNet Manager Suite Outbound Port Requirements

FlexNet Manager Suite has the following outbound port requirements.

Table 2-13 « FlexNet Manager Suite Outbound Port Requirements

Target Program Uses These Ports

Active Directory See the following article in the Microsoft TechNet Library:

Active Directory and Active Directory Domain Services Port Requirements
http://technet.microsoft.com/en-us/library/dd772723(v=WS.10).aspx

Flexera Service 9443

Gateway 8280

SMTP Server 25

SQL Server 1433 (SQL Server Service)

1434 (SQL Server Browser)
4022 (SQL Server Service Broker)

Note « If SQL Server is configured to listen on an alternate port, make sure the firewall allows
communication on that port.

Flexera Service Gateway Outbound Port Requirements

Flexera Service Gateway has the following outbound port requirements.

Table 2-14 « Flexera Service Gateway Outbound Port Requirements

Target Program Uses These Ports

Active Directory See the following article in the Microsoft TechNet Library:

Active Directory and Active Directory Domain Services Port Requirements
http://technet.microsoft.com/en-us/library/dd772723(v=WS.10).aspx

SMTP Server 25
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Chapter2 Prerequisites for Integration
Recommended Proof-of-Concept Configuration

Recommended Proof-of-Concept Configuration

When performing a proof-of-concept demonstration of AdminStudio / App Portal / FlexNet Manager Platform integration,
the following self-enclosed infrastructure is recommended:

Table 2-15 « Recommended Proof-of-Concept Configuration

Machine Operating System Applications
Machine 1: Windows Server OS (2008 R2 or 2012) ® System Center 2012 R2
AdminStudio Configuration Manager
(or later)
® SQL Server2012 or later
® AdminStudio 2014 or later
Machine 2: Windows Server OS (2008 R2 or 2012) ® App Portal 2014 or later
App Portal
Machine 3: Windows Server OS (2008 R2 or 2012) ®  FlexNet Manager Suite On
FlexNet Manager Suite On Premises 2014 or later
Premises
® SQL Server2012 or later
®  Flexera Service Gateway
Machine 4: Windows Server OS (2008 R2 or 2012) ® Domain Controller
Domain Controller
: e DNS/DHCP
Machine 5: Windows Desktop OS ® System Center 2012 R2

System Center Configuration
Manager Client

(Windows 8, 7, or XP)

Configuration Manager
(or later) Client

Note « Used to test requesting an
application from App Portal and
observing it being installed.
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Installing and Configuring
Flexera Service Gateway 2

Flexera Service Gateway 2 is a component that enables AdminStudio, App Portal, Workflow Manager, and FlexNet Manager
Suite / FlexNet Manager Platform to communicate.

Information about installing and using Flexera Service Gateway 2 can be found in the following guide:

Flexera Service Gateway 2 Installation and Administration Guide
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Chapter 3 Installing and Configuring Flexera Service Gateway 2
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Configuring the FlexNet Manager Suite
Cloud Environment

This section explains how to configure FlexNet Manager Suite Cloud for integration with App Portal.
® Configuring the FlexNet Manager Suite Inventory Beacon
® Registering FlexNet Manager Suite Cloud with the Flexera Service Gateway

®  Registering App Portal with FlexNet Manager Suite Cloud and Flexera Service Gateway

Enterprise Product Integration Configuration and Troubleshooting Guide EPI-0500-CG00 43



Chapter 4 Configuring the FlexNet Manager Suite Cloud Environment
Configuring the FlexNet Manager Suite Inventory Beacon

Configuring the FlexNet Manager Suite Inventory
Beacon

An inventory beacon is a computer located within your enterprise that gathers software inventory and other information
that you specify, and uploads the data to FlexNet Manager Suite.

You download the software to install on an inventory beacon server from FlexNet Manager Suite. After installation, you use
the inventory beacon software to download a configuration file that has been customized for this beacon (do not share
these files between beacons) and load it into the beacon.

To configure the FlexNet Manager Suite environment, perform the following steps:

Task To configure the FlexNet Manager Suite inventory beacon:

1. Obtain your Service Account details (URL, account name, password, FlexNet Manager Suite Cloud access token) for an
instance of FlexNet Manager Suite Cloud.

[®

Important « Record your FlexNet Manager Suite Cloud access token in a secure location. This token cannot be obtained
again for an existing service account; a new service account would have to be created.

2. Onthe machine where you want to install the inventory beacon software, launch FlexNet Manager Suite and log in.

B FlexNet Manager’ Suite

for Enterprises

Now, it's easier than ever to achieve Sienin
Software License Optimization. =
As the camplexity of managing software licenses continues to grow, Flexera Email Address

Software's FlexNet Manager Suite is making t easier to maintain continuous
license compliance and reduce ongoing costs for software.

i b Password
The new Software as a Sewvice (SaaS) delivery model of our market leading

Software License Optimization solution provides the insights needed to make
informed busine ss decisions with features such as:

» Ata-glance license compliance position

» Visibility into areas of overspending and liability

) : F Having frouble signing in?
o Views across the whole business, a single business unit, a specific ¥ing trouble signing |

publisher, software product or license Help with licensing and downloading your product,

The FlexNet Manager Suite Home page is displayed.
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Chapter 4 Configuring the FlexNet Manager Suite Cloud Environment
Configuring the FlexNet Manager Suite Inventory Beacon

FlEXNEr Munager' SU"’E Flexera Melbourne QA Engineering 1

Reports SAP

Management

Hardware
Assets

License
Compliance

Management
Dashbozard

1)

Management Dashboard

Unlicensed installations
Licensed installations

Publishers inbreach

Under purchased (€)

1.1M

11%

Publizshers with the most products in breach

Microsoft IEM Adobe Systems

Discovery &
Inventory

Symantec

Procurement

Licenses under-consumed
by 5% or more

154

Owver spent (€]

355,493

Corel

Enterprise

Unauthorized installations

3

Device assets without
inventory

9

3. Onthe Discovery & Inventory tab, click Beacons in the Network group.

&

Patricia Howe ¥ av

Devices missing for over
60 days

2,437

Total devices: 2,488

Discovered devices with
alerts

402

FlexNet Mana ger Suite  Flexera Melboume 0 A Engineering 1

Management

Hardware

Virtual Devices

-Date Inventory

Inventory without As:

The Beacons page opens.

)

Discovery
Unmanaged D
All Discovered Devices

and Irwentory

EPI-0500-CG00

Enterpri

Network
Un
Subnets

Beacons

45



Chapter 4 Configuring the FlexNet Manager Suite Cloud Environment
Configuring the FlexNet Manager Suite Inventory Beacon

F|exNer MCII'!GQBI" Suite  Flexera Melboume 0 Engineering 1 Patricia Howe ¥ WY

Management

ense

npliance

Configure a beacon
Beacons .

your network
13 results retumed 20 e r S page i v : -— D l Y n
Beacon/Subnet Beacon stalus Policy status Site name Actions
AP ELR_MEGA1 Mot reporting normally Out of date |
AopPortalG-BLR Operaling nonn ally Upto date T4
F&3 Invertory Beacon Mever reported Mo policy |
15 ASBeacon Operating nonn ally Upto date |
Laurents beacon [ Mever reported Mo policy T s
Laurerts Machine Beacon [EJ) Mever reported No policy |
mge1 3beacon Beacon disabled at server Mo policy T f
MikeM arinoBeacon Operating nom ally Mo policy n F
Rob's training beacon n Mever reported Mo policy T f
WalBeaconT 2 Beacon disabled at server Mo policy T #
Win2008R2ImBeacon 1 O(Aamer) Beacon disabled at ssrver Mo policy T F
Win7 Aamer'sBeacon Beacon disabled at server Mo policy T _F
Windows7BeaconsamerCrested Operating nom ally Upto date T F
13 results retumed 20 ¥ rows per page 1

4. Click the Deploy a beacon button. The Deploy a Beacon page opens.
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Chapter 4 Configuring the FlexNet Manager Suite Cloud Environment

FIe)(NB| Ma nager' Suite  Flexera Melboume oA Engineering 1

Management Reports

Pracurement

Deploy a Beacon

Wiews Change History for Flexera Irventary Beacon

Beaconsetup

Connect beacon to data sources

Linking subnets withyour

5. Click the Download a beacon button. The inventory beacon software is downloaded.

6. Runtheinventory beacon installer using the default settings.

[®

Important - Make sure that you connect to the cloud instance and download the inventory beacon software on the

machine where you intend to install it.

7. Onceinstalled, launch the Inventory Beacon executable and click on Parent connection under Beacon

configuration. The Parent Connection details are displayed.
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Expand all f Collapse all

Download a beacon v

‘Wersionto deploy:  Deploy the approved version (10... v IEEEGIREREN RG]

Configuring the FlexNet Manager Suite Inventory Beacon
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Chapter 4 Configuring the FlexNet Manager Suite Cloud Environment
Configuring the FlexNet Manager Suite Inventory Beacon

— Configure inventory beacon connection

e GDuu'hadu'dhw'tqu.ralhnﬂe
Password management . | Download configuration |
[— - mmau;' |

€ Configure connection manually
Use this option to manually configure the parent for this beacon.

[ s |[Cex ]

8. Select the Enable parent connection option. The Download configuration and Import configuration buttons under
Configure inventory beacon connection are enabled.
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Chapter 4 Configuring the FlexNet Manager Suite Cloud Environment
Configuring the FlexNet Manager Suite Inventory Beacon

| Importconfiguraton |

" Configure connection manually
Use this option to manually configure the parent for this beacon.

'_ Enter configuration details |

9. Click the Download configuration button. The Configure a Beacon page of FlexNet Manager Suite Cloud opens,
displaying a Unique ID number.
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Chapter 4 Configuring the FlexNet Manager Suite Cloud Environment
Configuring the FlexNet Manager Suite Inventory Beacon

Parent beacon:
Unigue ID:
Name:
Upgrade mode:

Configuration status:

in Unattended Installation of Inventory Beacons.

Inventory beacons are now self upgrading. Choose from the Upgrade mode options
to control this process for each beacon.

For normal operations, ensure that the Configuration status is Enabled.

In the Name field, provide a meaningful and distinctive name for this beacon that you
will recognize later in lists of inventory sources.

When all fields are completed, click the Download configuration button to transfer
the configuration file to your inventory beacon. When the download is complete, import
the configuration file into the inventory beacon, following the instructions available in
Help on the beacon.

This establishes communication between your inventory beacon and the FlexNet
Manager Suite server. You will also need to configure local connections to your
inventory sources where the beacon gathers inventory. For details, see Help on the

beacon.

a1234567-b001-3456-c12¢-d6789e234567
MyBeaconinstance

Always use the approved version (currently 1... W

Disabled
® Enabled

Download configuration

10. Inthe Name field, enter a name to identify this inventory beacon instance.

11. Click the Download configuration button.

12. Return to the Parent Connection view of the Inventory Beacon software.
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Chapter 4 Configuring the FlexNet Manager Suite Cloud Environment

Configuring the FlexNet Manager Suite Inventory Beacon

L7k
[ |
Data collection A
Inventory systems
Business impor ter
Active Directory
SAP systems
Engineering Apps agents
Scheduling

Discovery Lo

Beacon configuration -

Parent connection®
Local web server
Password management

Inventory Beacon B
@
—Connection details
Server URL: hittps: /fwww. flexnetmanager.com/
Download URL:
Upload URL:
Test connection
r~Configure inventory beacon connection
' Download and import configuration file
. Download configuration I
Import configuration |

 Configure connection manually

Use this option to manually configure the parent for this beacon.

r configuration details

13. Click on the Import configuration button. You will be prompted to upload a configuration file.

14. Upload the flxconfig configuration file that you downloaded from the Configure Beacon page of FlexNet Manager

Suite Cloud.

15. Click the Test connection button. Progress messages are displayed.

Enterprise Product Integration Configuration and Troubleshooting Guide

EPI-0500-CG00

51




Chapter 4 Configuring the FlexNet Manager Suite Cloud Environment

Configuring the FlexNet Manager Suite Inventory Beacon

Discovery -~
Rules

Beacon configuration ~
Parent connection®
Local web server

Password management .

16. Click Save and Exit, and then relaunch the Inventory Beacon software.

17. Under Data collection, click on Inventory systems and configure your System Center Configuration Manager

instances.

52

r—Connection details
/! Enable parent connection
Server URL: https://b fi tmanager.com/
Download URL:  https://data. flexnetmanager.com/
Upload URL: https: //data. flexnetmanager.com/

i‘n:stc:w\edi:n

Testing parent connection...
Connection to parent inventory beacon.., Succeeded
Connection to the parent download URL... Succeeded
Connection to the parent upload URL... Succeeded

— Configure inventory beacon connection

@ Download and import configuration file

| Download configuration

€ Configure connection manually
Use this option to manually configure the parent for this beacon.

Enter configuration detais
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Chapter 4 Configuring the FlexNet Manager Suite Cloud Environment
Configuring the FlexNet Manager Suite Inventory Beacon

Inventory Beacon = iu.ii
[ o] o
|| Data collection A [T _, Create SOL Source Connection = x| bverlapping inve... Lastrun Nexct un
Inventory systems Connection Name:  TEST SCCM
Business importer
Active Directory Source Type: SCCM >
SAP systems
Engineering Apps agents Server: SCHAPCM12IND
Scheduling
. Authentication: | ) windows Authentication
Discovery A~
) windows (specific account)
Rules © 5QL Authentication
Beacon configuration i Username: sa
Parent connection Password: sessssss
Local web server
Password management y Database: CM_IND 5
Dianvees x4
Overlapping Inventory Filter
Multiple data sources may report inventory
another data source reports more recent in @ Database connection succeeded.
() Ignore the device's inventory from this
Ot e s s (=]
(@ Import the inventory from this source for possible merging
Test Connection ! Save Cancel ]
Edit... Delete Schedue... Execute Now
Save Exit

0

Tip - If you face issues configuring with Windows Authentication and Windows (Specific Account), then try using SQL
Authentication. To do this, this you need to set the Authentication mode to SQL and Windows Authentication mode on
your SQL server hosting the System Center Configuration Manager database.

18. Save the inventory system settings. The new inventory system settings will be listed on the Inventory Systems view.
Inventory Beacon [(=J[e]lx]
Ee @

Data collection L] Connection name  Type Server Database Connection string  Overlapping inve... Lastrun Mext run
» TEST SCCM 5CCM Imported

Inventory systems
Business importer
Active Directory

SAP systems.
Engineering Apps agents

Parent connection
Local web server
Password management 4

| mew.. [-|| Edt. || Dpelte || schedue... || Exeautenow
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Configuring the FlexNet Manager Suite Inventory Beacon

19. Select the connection and click Execute Now.

20. Return to FlexNet Manager Suite Cloud.

21. Onthe Discovery & Inventory tab, click Beacons in the Network group. The Beacons page opens and lists the newly

installed inventory beacon.

F|exNei Manager' Suite  Fiexera Melbourne QA Engineering 1

Procurement

Y

@ Reconciled: 112122014 9:38 pm Patricia Howe ¥~ & ¥

Enterprise

Be a CO H S All beacons on your network.

1 result retumed 20 ¥ rows perpage * v

Beacon/Subnet 4 Beacon status

MyBeaconinstance Operating normally

22. Onthe License Compliance tab, click Reconcile.

Configure a beacon Deploy a beacon

= =[5

Policy status

[ g © | My

Site name Actions

Mo policy | B4

FlE.KNEf Mcmager‘Suil‘e Flexera Melbourmne QA Engineering 1
Management Reports

License
Compliance

@

Optimization Compliance Licenses

Under-Consumed
Licenses

Simulations Licenses in Breach

Unlicensed Installations

Recommended License O
Changes All Licenses

Create a License

Publisher Summary

Product Summary

License Summary

The Reconcile page opens.
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@ Reconciled: 1172172014 9:38 pm

Applications Evidence Events

Installed Applications Discovered Evidence  License Expiry
Unmanaged Applications  Inactive Evidence License Contract Expiry
Managed Applications lgnored Evidence

All Evidence

Licenses with Payments

i D
Deferred Applications ue

Ignored Applications

All Applications 1¥ Reconcile
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Configuring the FlexNet Manager Suite Inventory Beacon

Fle.xNel Manoger' Suite  Flexera Metbourne QA Engineering 1

Management

1ent d e Procurement

ReCO r‘] C | | e Calculate all license positions system wide

T Lastreconcile Run reconcile
Status: Success I
Occurred:  11/21/2014 9:38:06 pm

Duration:  Oh 6m

Last Inventory:  11/21/2014 9:38:07 pm

23. Select the Update inventory for reconciliation option and then click the Reconcile button.

After about 15 to 20 minutes, your System Center Configuration Manager inventory should be listed in the FlexNet
Manager Suite Cloud user interface.
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Chapter 4 Configuring the FlexNet Manager Suite Cloud Environment

Registering FlexNet Manager Suite Cloud with the Flexera Service Gateway

Registering FlexNet Manager Suite Cloud with the
Flexera Service Gateway

Task

56

To register FlexNet Manager Suite Cloud with the Flexera Service Gateway, perform the following steps.

Note « In order to perform this step, you need to have a FlexNet Manager Suite license that has the FNMP APl integration
enabled option set to Yes. To see if this option is enabled, open the System menu and select FlexNet Manager Suite License.

To register FlexNet Manager Suite Cloud with the Flexera Service Gateway:

Download the Flexera Service Gateway Registration tool and webapi. config file from the FlexNet Manager Suite
Cloud web site by performing the following steps:

Click on the Settings icon (top right corner) and then click System Settings.

F|exNer Munoger' Suite Flexera Melbourne QA Engineering 1 @ Reconcied: 12722014 9:45 pm Patricia Howe ¥ &

Management Reports S

Accounts

Management License Hardware Discovery & Procurement Enterprise
Dashboard Compliance Assets Invent Data Inputs

@ System Defaults

System Setfings «

FlexMet Manager Suite License

The System Settings page opens.

b. Openthe Web API tab.
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Registering FlexNet Manager Suite Cloud with the Flexera Service Gateway

F|exNer Munoger' Suite Flexera Melbourne QA Engineering 1 @ Reconcied: 127212014 9:45 pm Patricia Howe ¥ &

Management

Management It Hardware 5 3 Procurement Enterprise
Dashboard o Assets

FlexNet Manager Suite Web API

Integration with Flexera Service Gateway

Flexera Service Gateway allows helpful integration between Flexera products. To register FlexMNet Manager Suite web APl with your Flexera Service
Gateway, download the two files below to a convenient temporary location (such as C:temp) on a computer that can access your server hosting
Flexera Service Gateway, and then run the registration tool.

1. FlexNet Manager Suite Web API configuration
2. Flexera Service Gateway registration tool

)

Inventory

Note « The Web API tab is only displayed when that license term is present.
c. Click FlexNet Manager Suite Web API configuration. The webapi. config file is downloaded.
d. Click Flexera Service Gateway registration tool. The RegisterFlexeraServiceGateway.exe file is downloaded.

Note - While you can download these two files onto any computer, the computer must have network access to
“your” gateway server.

2. Runthe Flexera Service Gateway Registration tool (RegisterFlexeraServiceGateway.exe) and enter the Flexera
Service Gateway host name, Port, User name, and Password
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Registering FlexNet Manager Suite Cloud with the Flexera Service Gateway

Flexera Service Gateway

Flexera Service Gateway allows helpful integration between Flexera Software products. Please enter
connection information for your Flexera Service Gateway.

Flexera Sevice Gateway host: | Pot: [9443

Flexera Sevice Gateway administrator credentials

Username: |

Password: |

Please import the FlexNet Manager Suite Web AP| corfiguration file.

Configuration: I

E

Note « The host can be an IP address, FQDN, or just a server name (if the DNS is OK).
3. Next to Configuration, click Import and select the webapi. config file that you just downloaded.

4. Click OK.
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Registering App Portal with FlexNet Manager Suite Cloud and Flexera Service Gateway

Registering App Portal with FlexNet Manager Suite
Cloud and Flexera Service Gateway

To register App Portal with FlexNet Manager Suite Cloud and Flexera Service Gateway, perform the following steps.

To register App Portal with FlexNet Manager Suite Cloud and Flexera Service Gateway:
1. Obtain the FlexNet Manager Suite Cloud access token for your login name.

Note - For instructions on obtaining a FlexNet Manager Suite Cloud access token, see FlexNet Manager Suite Cloud
Service Account and Token.

2. Launch App Portal.
3. Onthe Admin tab, select Site Management > Settings > Integration.

4. Enterthe Flexera Service Gateway Server Name and the FlexNet Manager Platform Cloud Access Token.

»

App Portal Menu a Q oo

Site Management

;‘?, Admin Security =

7] [http://server/esd/apiasmx) You should modify NTFS Permissions on the apiasmx file to

= Enablk Portal APT
{3 Catalog Security £ Aop Foca prevent unauthorized access prior to enabling the APL
1" Settings Intrinsic Swimage Encore Integration
Q" Imported Users and Comp v Enable Swimage Encore Integration O
Error L
@ = Path to Encore AFL:
L] Email Log e.g. httpy//EncoreServer:8008/IntegrationWs.asmx
3 Expressions Defauit Scope ID 4
|Pq Active Directory 3 Orchestrator Service URL
& Workflows | Flexera Service Gateway Server Name NYCAPPRODEEDT
&2 Workflow Groups o T
& Workflow Status
= . Following services are currently registered with Flexera Service Gateway
@ Categories T
= App Portal [schapappcm12kav]
“‘ Catalog i = = FlexNet Manager Platform [flexnetmanager.com]
& Commands and Actions =
o FlexMet Manager Platform Cloud Access Token .
| § Communication
ﬂ FlexNet ger Platform L -
wma» Catalog Management (DOMAIN\Usemame)
-
= FlexNet Platform
Q@ Inventory Management
PP Deployment Management o
-
oo ol
(utoia] :m{wfe)

5. Click Save.
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Registering App Portal with FlexNet Manager Suite Cloud and Flexera Service Gateway
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Configuring FlexNet Manager Suite
On Premises

Note « FlexNet Manager Suite On Premises was