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Adding Custom Properties

Adding Custom Properties

It is possible to add properties to underlying database objects, and have these custom properties displayed in the
web interface. If you have an on-premises implementation, with your own database, you can implement the
changes yourself, following the guidelines in this chapter. If you use a cloud-based implementation, you can use
these chapters to create a detailed specification of your requirements, and then submit a change request to your
support contact from Flexera (or your third-party managed service provider) to implement your specified changes
on your behalf.

Custom Properties

With a little technical effort, you can customize the properties of many objects presented in FlexNet Manager Suite.

The complexities of managing software licenses within your corporate processes inevitably means you will want
additional fields to record data specific to your enterprise. This section explains how you can specify additional

properties for various objects that are displayed in the property sheets and your custom reports within FlexNet
Manager Suite.

7
= Tip: Since the 2015 R2 SP1 release of FlexNet Manager Suite, it is no longer necessary to download a SQL

stored procedure to enhance the database for custom properties. This functionality is now built in to the
database as installed.

The broad overview of the process is:

1. Plan your custom property, including its control type, and where it should appear in the properties of its
parent object.

2. In Microsoft SQL Server Management Studio, execute specific SQL procedures to declare your customization
in a "top down" manner. For example, if you want an extra field in a new section of an entirely new tab of
properties, you must first declare the tab, then the section, and then the field. Objects are positioned relative
to others that already exist in the database. In running the procedures, you must also refer to all objects and
properties by their internal names, or by numerical mappings. Those names and mappings are included
below, in Internal Property Names for Applications and the following similar topics.

3. Customizations are available immediately after the SQL procedure is run, so you can review the results
immediate in the web interface for FlexNet Manager Suite. You can also immediately commence storing
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data in your new custom field through the web interface, as the database has been updated to store your
data.

4. While the compliance database and the web interface are updated immediately, the data model for the
Business Adapter Studio installed on your inventory beacon(s) is updated by a scheduled task running
overnight. This means either waiting until next day before importing values with a business adapter to your
new custom field; or you can trigger an immediate update as described in Triggering Immediate Update of
the BAS Data Model.

¥
= Tip: In general, customizations you make to the user interface and database are preserved through product

upgrades. The one exception is the rare case where a product upgrade removes the ‘anchor’, the object used for
positioning your custom control. In this case, both the anchor and your custom control disappear (although the
data entered through the control is preserved and is still available in your customer reports). You can remedy
this rare case by re-declaring the missing custom control relative to a new anchor. This restores your
customization in the web interface, with full access to the previously-recorded data values.

Limitations

In the web interface, a custom property is displayed in the property sheet of your chosen object, and it is
automatically available in the report builder for inclusion in custom reports. However, the custom property is not
available in the following:

» Standard, factory-supplied reports
« Grids in management views
« Search fields, including within property sheets.

As well, custom properties are always editable in property sheets (they cannot be made read-only in that
context), and you cannot provide any validation to check data entered into the custom control.

In declaring internal names for your custom properties, you should adopt a stringent naming convention that
starts with your own company name-space (a consistent abbreviation for your enterprise name, such as AE for
Acme Enterprises). You'll next find it convenient to name the object type that you are adding (such as Asset).
Finally, add the individual name of the property. Separate each of these naming elements with an underscore.
Use only characters in the following ranges: a-z, A-Z, 8-9, and underscore (_). (Specifically do not use a dot or
dash.) A valid example name is:

AE_Asset_ChargeBackValue

¥ Warning: Do not use a naming convention that starts with the database object name and uses a dot as a
separator. This combination produces obscure errors. Starting with your own name space makes it safe, and
using an underscore separator also makes it safe.

Triggering Immediate Update of the BAS Data
Model

The data model exposed to the Business Adapter Studio installed on your inventory beacon(s) is updated by a
scheduled task (Regenerate Business Import config) that runs overnight (by default, at 4am central server
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time). Therefore, if you add custom properties to FlexNet Manager Suite, you normally need to wait until next
day before you can create a business adapter that loads data into your new custom field.

Alternatively, you can use the following process to trigger an immediate update to the data model for the
Business Adapter Studio. This allows you to continue development from custom properties straight on to a
custom business adapter that populates those properties.

£
[_] To update the data model now:
1. On the batch server, open a Command Window.

2. Navigate to:
InstallDir\DotNet\bin\

The default value is

C:\Program Files (x86)\Flexera Software\FlexNet Manager Platform\DotNet\bin\

3. Execute the following command:

BatchProcessTaskConsole.exe run BusinessAdapterConfig

This launches the task that generates the updated data model for the Business Adapter Studio. To check
when it is finished, run:

BatchProcessTaskConsole.exe list-tasks

While the task is running, BusinessAdapterConfig is visible in the task list, and it disappears within a few
minutes, when the task is successful. The updated data model is then automatically collected by all
inventory beacons when they "phone home" for updates. By default, this happens every 15 minutes, but
the interval is configured in the web interface under Discovery & Inventory > Settings, under the Beacon
settings section. Thereafter, restarting the Business Adapter Studio forces it to reload the data model.

4. After the propagation time, restart the Business Adapter Studio on your chosen inventory beacon. If you
are running the Business Adapter Studio in connected mode on your central server, simply exit and restart.
If you are running the Business Adapter Studio in disconnected mode on an inventory beacon, use this
process:

a. If the Business Adapter Studio is already open on your inventory beacon, you must exit and restart
the entire FlexNet Beacon interface.

b. In the FlexNet Beacon interface, navigate to the Business Importer page.
c. Edit an existing import, or create a new one, and click Edit adapter....

Your newly-created custom properties are included in the list of available properties with a
distinctive icon. .
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Objects You Can Customize

The following database objects support the addition of custom properties. When you are adding a custom
property to any of these objects, you refer to them by the TargetTypeID listed here.

You can also make your custom property specific to only certain sub-types within each object (where available).
For example, you may want to add a custom property to your assets, except that you don't want the custom
property to appear on records of routers or switchers. You can exclude these two kinds of assets using the
TargetSubTypeID included in the listing below. You reference the target sub-types using the numbers in the list
(for example, refer to a workstation with the value 1).

Table 1: Objects supporting customization
Object TargetTypelD TargetSubTypelD
Application 13
Asset 9 1. Workstation
2. Server
3. Monitor
4. Desk
5. Chair
6. Printer
7. Router
8. Switch
9. Telephone
10. Cellphone
11. Laptop

12. Mobile Device
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Object

Contract

Purchases

12

TargetTypelD

10

20

TargetSubTypelD

1.

10.
11.
12.
13.
14.
15.
16.

17.

General

Lease

Hardware Maintenance And Support
Software License

Software Maintenance And Support
Blanket Purchase

Consulting Services

Insurance

Rent

Subscription

Microsoft Business And Service Agreement
Microsoft Select Agreement
Microsoft Select Plus Agreement
Microsoft Select Enrolment
Microsoft Select Plus Enrolment
Microsoft Enterprise Agreement

Microsoft Enterprise Agreement Subscription

Not Set

Software

Hardware

Service

Other

Software Upgrade
Software Maintenance
Disk Kit

Hardware Maintenance
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Object TargetTypelD TargetSubTypelD

Software License 12 1.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.

Enterprise

Device

Node Locked

User

Concurrent User
Appliance

Client Server

OEM

Evaluation

Run Time

Processor

Site

Named User

Core

Core Points

Oracle DB Processor
Oracle DB Named User Plus
Processor Points
Oracle DB Legacy
Enterprise Agreement
SAP Named User

MS Server Processor
CAL

Tiered Device

IBM PVU

IBM Authorized User
IBM Concurrent User
IBM Floating User
Custom Metric

One Point Per Processor
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Object TargetTypelD
Computer 14
User 15
Vendor 24

TargetSubTypelD

31.
32.
33.
34.
35.
36.
37.
38.

IBM RVU

IBM UVU

MS Server Core

Oracle Application User
SAP Package

MS SCCM Client Device
MS SCCM Client User

MSDN

Computer

VM Host

VM

Remote Device
Mobile Device

VDI Template

Controls You Can Add

When you declare a custom property to add to a database object, you must also declare the kind of control that
is to appear in the property sheet for that object, within the web interface of FlexNet Manager Suite.

You can add an entirely new tab to the properties, or within any tab (new or existing) you can add a new section
(a grouping for other controls). Both of these cases, tab and section, are special cases in that each has its own

SQL procedure for its declaration. These do not need numeric references.

For other controls that you can add within a section (or, for that matter, within a tab without an intervening
section if you wish), you specify them by a numeric reference called the UIFieldTypeID. The available controls

and their UIFieldTypeID are shown below.

Prompts (the text beside the control telling the operator what to do) are declared as part of the declaration of

each custom property.

14
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Table 2: Supported UI controls

Control UIFieldTypelD Comments

Integer 3 A small single-line field combined with up and down arrows
(a spinner), where operators may type in an integer value or
use the arrows to 'spin up' the number required.

Text box 4 A standard, single-line text field for entering a value.

Text area 5 A rectangular area where the operator can enter free-form
text.

Date 6 Provides a date entry field complete with date icon. If the

operator clicks the icon, a date picker calendar appears.

Drop-down list 8 A pull-down list of fixed values from which an operator may
choose. You declare the values for the list when adding the
custom property.

Check box 9 Boolean: saves a 1 in the database when the check box is
checked (ticked), and zero otherwise.

Positioning Your Custom Control

Within the web interface for FlexNet Manager Suite, you declare the position of your newly-added custom
property in relationship to something that already exists in the interface layout. This prior control may be one
that came as standard in the factory-supplied interface, or may be another custom control that you have
previously declared. We call this previously-existing control the 'anchor’ for your newly-added custom property.

Your custom property can have various positional relationships with its anchor. These relationships are declared
with numeric values.

Table 3: Positioning of custom controls relative to anchor (mandatory)

Positioning UllnsertTypelD Comments

Before 1 Before the anchor

After 2 After the anchor

Start of 3 At the start of an existing tab or section (not

applicable for other types of anchor)

When you specify the anchor (the existing control from which your custom control is positioned), you do so by its
name. If the anchor is another custom control that you declared earlier, you use exactly the name you specified
then. If it is a factory-supplied control that is part of the standard web interface for FlexNet Manager Suite, you
must use the internal database name for the anchor control. See the following sub-topics for the available
objects, their controls as they appear in the English-language standard web interface (these values may be
localized), and the internal and unchanging database name for the same control that you must reference as an
anchor.
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With the web interface, all properties pages support two columns of controls. When you insert a custom control,
the columns reflow to accommodate the change, subject to the additional setting for each of the controls on the

page.

For example, you can specify whether the custom control occupies just one column, or spans across two columns.

Table 4: Column span for custom controls

Columns Width Comments
Single column 1 Left or right column of the layout (default)
Double column 2 Always left aligned

For single-column controls, you may have a preference for whether the control appears on the left, or on the
right, of the property page.

Table 5: Alignment of controls within page

Alignment Position Comments

Next available spot 0 The "don't care" option, where the control takes
either left or right side based on its positioning in
relation to the anchor (default).

Left column 1 This control is forced to the left. If its positioning is
"After" an anchor that is already in the left column,
the adjacent right side is left blank. Flow resumes
after this control.

Right column 2 This control is forced into the right column. If its
positioning is "After" an anchor that is already in the
right column, the left side of the next line is left blank,
and this control occupies the right.

Internal Property Names for Applications

The properties for applications are represented in the tables below, with a separate table for each tab displayed
in the web interface (or Ul). The first column (for sections with their own heading) and second column (for fields
and other kinds of UI controls displayed within each section) show the labels displayed in the default culture
en-US. The right-most column displays the identity of that control within the underlying system. You must use

these identity names when you reference any UI control as an anchor for relative positioning of your new
custom control.

Limitations
Of all the database objects supporting custom values, only applications have the following limitations:

« The Business Importer does not current support importing data into custom fields for applications. When you
create a custom property for applications, it is available for data entry within the web interface, and the data
may be output in custom reports. This restriction is only that the bulk import of data using the Business
Importer is not currently supported.
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« The following tabs within application properties are excluded from customization:

o Evidence tab (database identity Tab_Evidence)

> Precedence tab (database identity Tab_Precedence)

o Usage tab (database identity Tab_Usage)

Tab label: General

Database identity: Tab_General

Section Control
Identification

Product

Table

Publisher

Version

Edition

Name

Source

FlexeralD

Classification

Application category
Details

Status

Release date

Supported until

Extended support until

Information

Tab label: Licenses

Database identity: Tab_Licenses

Section Control
License consumption order

Grid

Automatically manage license priorities

FlexNet Manager Suite System Reference | Company Confidential
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Section_Identification

Table
Publisher

Version

Name

Source

FlexeralD
Classification
Category
Section_Details

Status

ReleaseDate
SupportedUntil
ExtendedSupportUntil

Notes

Internal Name
Section_LicenseConsumptionOrder
LicenseOrder

ManagedLicenses
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Tab label: Devices

Database identity: Tab_Computers

Section Control Internal Name
Related devices Section_Computers
Grid RelatedComputers

Tab label: History
Database identity: Tab_History

Section Control Internal Name
History of changes to this Section_History
application

Grid ApplicationHistory

Internal Property Names for Assets

The properties for assets are represented in the tables below, with a separate table for each tab displayed in the
web interface (or UI). The first column (for sections with their own heading) and second column (for fields and
other kinds of UI controls displayed within each section) show the labels displayed in the default culture en-US.
The right-most column displays the identity of that control within the underlying system. You must use these
identity names when you reference any UI control as an anchor for relative positioning of your new custom
control.

Tab label: General

Database identity: Tab_General.

Section Control Internal Name

General Section_General
Name Name
Asset type AssetTypeld
Linked inventory LinkedComputer
Serial number SerialNumber
Asset tag Asset_tag
Manufacturer Manufacturer
Part number PartNumber
Model AssetModel
Master asset MasterAssetName
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Section Control
Status
Category
End of life

Retirement date

Resale price

Retirement reason

Disposal date

Recipient

Written off value
Last inventory

Electronic

By

Physical

By

Installed on

Information

Tab label: Hardware

Database identity: Tab_Hardware

Internal Name
Status

CategoryPath
Section_EndOfLife
RetirementDate
ResalePrice

Reason

DisposalDate
Recipient
WrittenOffValue
Section_LastInventory
Electronic
Electronic_Created_By
Physical
Physical_Created_By
Installed

Note

Adding Custom Properties

§
L'u' Tip: The Hardware tab appears only when the asset record is linked to an inventory device record.

Section Control
Hardware
Operating system
Service pack
Processors
Cores
Threads
Sockets
Partial No Of Processors

Processor type

FlexNet Manager Suite System Reference | Company Confidential
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Section_Hardware
OperatingSystem
ServicePack
Processors

Cores

Threads

Sockets

PartialNoOfProcessors

ProcessorType
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Section Control

Clock speed (MHz)

RAM (GB)

Disk (GB)

Hard drives

Display adapters

Network cards

Assigned chassis type

Inventory Chassis Type

Tab label: Ownership

Database identity: Tab_Ownership

Section Control
User
Assigned
Calculated

Last logged on

Tab label: Financial

Database identity: Tab_Financial

Section

Financial

Lease information (see note 1)

Internal Name
ClockSpeed

RAM

Disk

HardDrives
DisplayAdapters
NetworkCards
AssignedChassisType

InventoryChassisType

Internal Name

Do not reference.

Calculated

Control

Acquisition mode
Delivery date
Warranty type

End of warranty

Lease agreement
Lease number
Start date

End date

Lease price

LastLoggedOn

Internal Name
Section_Financial
AcquisitionMode
DeliveryDate

Warranty

EndOfWarranty
Section_Leaselnformation
LeaseAgreement
LeaseNumber

StartDate

LeasePrice
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Section Control
Buyout
Payment
Period
Lease Termination (see note 1)
Date
Retirement reason
Depreciation (see note 2)
Current value
Residual value
Depreciation method
Period (years)
Rate
Charges
Amount

Frequency

Note:

Adding Custom Properties

Internal Name
BuyOut

Payment

Period
Section_LeaseTermination
TerminationDate
Reason
Section_Depreciation
CurrentValue
ResidualValue
DepreciationMethod
PeriodYears
RatePercentage
Section_Charges
Amount

Frequency

1. These sections and the fields they contain are applicable only when Acquisition mode is set to Leased.

2. This section and the fields it contains are applicable only when Acquisition mode is set to Purchased.

Tab label: Sub-assets
Database identity: Tab_Sub_Assets

Section Control Internal Name
Sub-assets Section_SubAssets
Grid SubAssets

Tab label: Contracts

Database identity: Tab_Contracts

Section Control
Related contracts

Grid
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Section_RelatedContracts

AssociatedContracts
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Tab label: Purchases

Database identity: Tab_Purchases

Section Control Internal Name
Related purchases Section_RelatedPurchases
Grid AssociatedPurchases

Tab label: Documents

Database identity: Tab_Documents

Section Control Internal Name
Related documents Section_Documents
Grid DocumentChanges

Tab label: History
Database identity: Tab_History

Section Control Internal Name
History of changes to this Section_AssetsHistory
asset

Grid History

Created by CreatedBy

Creation date CreationDate

Last updated by LastUpdatedBy

Last updated date LastUpdatedDate

Internal Property Names for Computers

The properties for computers (presented in the web interface as inventory devices) are represented in the tables
below, with a separate table for each tab displayed in the web interface (or UI). The first column (for sections
with their own heading) and second column (for fields and other kinds of UI controls displayed within each
section) show the labels displayed in the default culture en-US. The right-most column displays the identity of

that control within the underlying system. You must use these identity names when you reference any UI control
as an anchor for relative positioning of your new custom control.

Limitations

The Licenses tab (database identity: Tab_Licenses) within computer properties is excluded from customization.
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Tab label: General

Database identity: Tab_Summary.

Section Control
General
Status
Inventory device type
Name
Compliance status
Linked asset
Domain name
Inventory role
Manufacturer
Model
IP address
MAC address
Serial number
Chassis number
Category
Last inventory source
Last inventory date
Last inventory source
Connection name
You may override inventory values
Service Provider
Located in service provider's datacenter cloud

Service Provider

Tab label: Hardware

Database identity: Tab_Hardware.

Section Control
Hardware

Operating system

FlexNet Manager Suite System Reference | Company Confidential
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Internal Name
Section_Summary

Status
InventoryDeviceType
Name

ComplianceStatus
LinkedToAsset

Domain

Role

Manufacturer
ComputerModel
IPAddress

MACAddress
SerialNumber
ChassisNumber
CategoryPath
Section_InventorySource
LastInventoryDate
LastInventorySource
InventoryConnectionName
OverridelnventoryValue
Section_ServiceProvider
LocatedServiceProviderCloud

ServiceProvider

Internal Name
Section_Hardware

OperatingSystem
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Section Control Internal Name
Service pack ServicePack
Processors Processors
Cores Cores
Threads Threads
Sockets Sockets
Partial no of processors PartialNoOfProcessors
Processor type ProcessorType
Clock speed (MHz) ClockSpeed
RAM (GB) RAM
Disk (GB) Disk
Hard drives HardDrives
Display adapters DisplayAdapters
Network cards NetworkCards
Assigned chassis type AssignedChassisType
Inventory Chassis Type InventoryChassisType
* You may override inventory values OverridelnventoryValue2

Tab label: Applications
Database identity: Tab_Applications.

I"/_".
L'a/ Tip: The Applications tab is displayed only when Last inventory source (in the General tab) has a value
other than Manual.

Section Control Internal Name
Applications installed on this Section_Applications
device

Grid Applications

Tab label: Ownership
Database identity: Tab_Ownership.

Section Control Internal Name
User Do not reference.

Assigned
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Section Control Internal Name
Calculated Calculated
Last logged on LastLoggedOn

Tab label: VM Properties
Database identity: Tab_VMProperties.

Section Control Internal Name
Virtual Machine Properties Section_VMProperties
Host Host
Friendly name VM_Name
Guest full name VM_GuestFullName
uuID VM_UUID
Location VM_Location
VM type VM_Type
Pool VM_Pool
Total memory (GB) VM_TotalMemory
Memory usage (GB) VM_MemoryUsage
CPU usage (MHz) VM_CPUUsage
Last known state VM_LastKnownState
Host affinity enabled VM_AffinityEnabled

Threads (max)
CPU affinity
Core affinity
Partition number

Partition ID

Tab label: Virtual Machines
Database identity: Tab_VirtualMachines.

Section Control Internal Name
Virtual machines Section_VirtualMachines
Grid VirtualMachines
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Tab label: Virtual Desktop Templates

Database identity: Tab_VdiTemplates.

Section Control Internal Name

Virtual Deskop Templates Section_VdiTemplates

accessed from this device
Grid VdiTemplates

Tab label: History

Database identity: Tab_History.

Section Control Internal Name

History of changes to this Section_History

device
Grid ComputerHistory
Created by CreatedBy
Creation date CreationDate
Last updated by LastUpdatedBy
Last updated by LastUpdatedDate

Internal Property Names for Contracts

The properties for contracts are represented in the tables below, with a separate table for each tab displayed in
the web interface (or UI). The first column (for sections with their own heading) and second column (for fields
and other kinds of UI controls displayed within each section) show the labels displayed in the default culture
en-US. The right-most column displays the identity of that control within the underlying system. You must use
these identity names when you reference any UI control as an anchor for relative positioning of your new
custom control.

Tab label: General

Database identity: Tab_General.

Section Control Internal Name
Identification Section_Identification
Contract no ContractNo
Status Status
Description Description
Contract type ContractType
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Section Control
Purchase program
Select applications level
Select systems level
Select servers level
Initial platform quantity
Replaced by
Category
Events
Evergreen
Start date
Next renewal date
Expiry date
Review date
Last reviewed on
Payments

Global amount
Monthly amount

Information

Tab label: Ownership
Database identity: Tab_ Ownership.

Section Control

Ownership

Tab label: Vendors

Database identity: Tab_Vendors.

Section Control
Other vendors
Additional vendors

Grid

Third-party vendors

FlexNet Manager Suite System Reference | Company Confidential

Internal Name
PurchaseProgram
ApplicationLevel
SystemsLevel
ServersLevel
InitialPlatformQuantity
ReplacedContractBy
CategoryPath
Section_Events
Evergreen

StartDate
NextRenewalDate
ExpiryDate
ReviewDate
LastReviewedOn
Section_Payments
GlobalAmount
MonthlyAmount

Comments

Internal Name

Section_Ownership

Internal Name
Section_OtherVendors
Section_Vendors
Vendors

Section_3rdPartyVendors

Adding Custom Properties
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Section Control Internal Name

Grid Contract3rdPartyVendors

Tab label: Assets

Database identity: Tab_Assets.

Section Control Internal Name
Assets Section_Assets
Grid Assets

Tab label: Purchases

Database identity: Tab_Purchases.

Section Control Internal Name
Related purchases Section_RelatedPurchases
Grid Purchases

Tab label: Licenses

Database identity: Tab_Licenses.

Section Control Internal Name
Related licenses Section_RelatedLicenses
Grid Licenses

Tab label: Responsibilities

Database identity: Tab_Responsibilities.

Section Control Internal Name
Responsibilities Section_Responsibilities
Grid Responsibilities

Tab label: Payment schedules
Database identity: Tab_Payment_Schedule.

Section Control Internal Name
Payment schedules Section_Payment_Schedule
Grid PaymentSchedules
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Tab label: Terms and conditions

Database identity: Tab_Terms_and_Conditions.

Section Control Internal Name
Terms and conditions Section_Terms_and_Conditions
Grid TermsConditions

Tab label: Documents

Database identity: Tab_Documents

Section Control Internal Name
Related Documents Section_Documents Grid
Grid DocumentChanges

Tab label: History
Database identity: Tab_History.

Section Control Internal Name
History of changes to this Section_History
contract
Grid History
Created by CreatedBy
Creation date CreationDate
Last updated by LastUpdatedBy
Last updated by LastUpdatedDate

Internal Property Names for Licenses

The properties for software licenses are represented in the tables below, with a separate table for each tab
displayed in the web interface (or UI). The first column (for sections with their own heading) and second column
(for fields and other kinds of UI controls displayed within each section) show the labels displayed in the default
culture en-US. The right-most column displays the identity of that control within the underlying system. You

must use these identity names when you reference any Ul control as an anchor for relative positioning of your
new custom control.

Tab label: Compliance

Database identity: Tab_Compliance.
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Section Control Internal Name

Compliance Section_Compliance
Compliance status ComplianceStatus
Shortfall/Availability Available
Breach reason BreachReason

Entitlements and EntitlementsAndConsumption

consumption

Licensed from PO PurchasedFromPO
Allocated NumberAllocated
Extra entitlements ExtraEntitlements
Used Used

Raw consumption RawConsumption
Raw usage count RawUserCount
NUP minimum NUPMinimum
Peak consumed PeakConsumption
Raw installations Rawlnstallation
PUR savings PURSavings

Total entitlements TotalPurchased
Consumed entitlements AdjustedConsumption
Consumption as at ConsumedDate

Tab label: Identification

Database identity: Tab_Identification.

Section Control Internal Name
Identification Section_Identification
Publisher Publisher
Name Name
License type LicenseType
Subject to true up SubjectToTrueUp
Copy Version and Edition from the most CopyVersionEdition
recent application
Version Version
Edition Edition
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Section Control
Duration
Purchased as
Expiry date
Status
Retirement date
Retirement reason
Resale price
Metric
Set Compliance status manually
Resources consumed
SAP type
Measurement date
Tier type
Tier code
Processors limit
Cores limit
Legacy type
Maximum sockets
Minimum users
Apply user limit per processor core
Minimum processors
Points rule set
Category
Serial number
Notes

License keys
Rule

License key

Tab label: Applications
Database identity: Tab_Applications.
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Internal Name
Duration
PurchasedAs
ExpiryDate
LifeCycle
RetirementDate
RetirementReason
ResalePriceLink

SoftwareLicenseMetricID

ManuallySetComplianceStatus

ResourcesConsumed
SAPType
MeasurementDate
TierType

TierCode
ProcessorsLimit
CoresLimit
LegacyType
MaximumSockets
MinimumUsers
ApplyUserLimitPerCore
MinimumProcessors
PointsRuleSet
CategoryPath
SerialNumber

Notes
Section_LicenseKeys
RuleType

LicenseKey
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Section Control
Licensed software

Title

Highest version

Applications included in this
license

Grid

Tab label: Purchases

Database identity: Tab_Purchases.

Section Control

Purchase price

Override unit price

Purchases

Grid

Tab label: Financial

Database identity: Tab_Financial

Section Control
Charges
Amount
Frequency
Resale
Resale price
Recipient

Tab label: Contracts

Database identity: Tab_Contracts.

Section Control
Related contracts

Grid

Internal Name
Section_LicensedSoftware
ApplicationTitle
HighestVersion

Section_IncludedApplications

Applications

Internal Name
Section_PurchasePrice
PurchasePrice
Section_PurchaseOrderLineltems

Purchases

Internal Name
Section_Charges
Amount
Frequency
Section_Resale
ResalePrice

Recipient

Internal Name
Section_Contracts

Contracts
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Tab label: Consumption

Database identity: Tab_Consumption.

Section Control
Normal user equivalents
Infrequent user
External user
Bulk user counts
Additional infrequent users
Additional external users
Related users
Related devices
Alternate bulk user count
Non-inventoried users
Users related to this license

Grid

Tab label: Restrictions

Database identity: Tab_Restrictions.

Section Control
Scope restrictions
Restrict to OS

Grid

Tab label: Ownership
Database identity: Tab_Ownership.

Section Control

Ownership and access rights

Tab label: Documents

Database identity: Tab_Documents

Section Control Internal Name

Related documents Section_Documents
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Internal Name
Section_UserEquivalents
InfrequentUser

ExternalUser
Section_BulkUserCounts
AdditionallnfrequentUsers
AdditionalExternalUsers
Section_RelatedEmployees
Section_RelatedComputers
Section_AlternateBulkUserCount
AlternateNonInventoriedUsers
Section_OracleUsers

OracleUserConsumption

Internal Name
Section_ScopeRestrictions
Restrict_OS

Restrictions

Internal Name

Section_Ownership
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Section Control Internal Name

Grid DocumentChanges

Tab label: History
Database identity: Tab_History.

Section Control Internal Name
History of changes to this Section_History
license
Grid History
Created by CreatedBy
Creation date CreationDate
Last updated by LastUpdatedBy
Last updated date LastUpdatedDate

Internal Property Names for Purchases

The properties for purchases are represented in the tables below, with a separate table for each tab displayed in
the web interface (or UI). The first column (for sections with their own heading) and second column (for fields
and other kinds of UI controls displayed within each section) show the labels displayed in the default culture
en-US. The right-most column displays the identity of that control within the underlying system. You must use
these identity names when you reference any Ul control as an anchor for relative positioning of your new
custom control.

Tab label: General

Database identity: Tab_General.

Section Control Internal Name
Purchase details Section_PurchaseDetails
Item SequenceNumber
Description Description
Part no./SKU SKUDetails
Purchase quantity PurchaseQuantity
Quantity per unit QuantityPerUnit
Effective quantity EffectiveQuantity
Publisher Publisher
Status ItemStatus
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Section Control
Purchase type
Related contract
Contract

Maintenance

Purchase includes support, maintenance, or

other service O

Agreement date

Expiry date
Volume purchase program

Product pool

Product points
Notes

Comments

Tab label: Financial

Database identity: Tab_Financial

Section Control
Invoice
Invoice number
Invoice date
Shipping

Shipping date

Shipping location

Tab label: Ownership
Database identity: Tab_Ownership.

Section Control

Ownership

Tab label: Assets

Database identity: Tab_Assets.
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Internal Name

Type
Section_RelatedContract
Contract
Section_Maintenance

MaintenanceOrServiceAgreemen

AgreementDate

ExpiryDate
Section_VolumePurchaseProgram
ProductPool

ProductPoints

Section_Notes

Comments

Internal Name
Section_Invoice
InvoiceNumber
InvoiceDate
Section_Shipping
ShippingDate

ShippinglLocation

Internal Name

Section_Ownership
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Section Control Internal Name
Assets Section_Assets
Grid Assets

Tab label: Licenses

Database identity: Tab_Licenses.

Section Control Internal Name

Related licenses Section_Licenses
Allocate assigned entitlements AllocateAssignedEntitlements
Grid Licenses

Tab label: Documents

Database identity: Tab_Documents.

Section Control Internal Name
Related documents Section_Documents
Grid DocumentChanges

Tab label: History
Database identity: Tab_History.

Section Control Internal Name
History of changes to this Section_History
purchase order
Grid History
Created by CreatedBy
Creation date CreationDate
Last updated by LastUpdatedBy
Last updated by LastUpdatedDate

Internal Property Names for Users

The properties for users are represented in the tables below, with a separate table for each tab displayed in the
web interface (or UI). The first column (for sections with their own heading) and second column (for fields and
other kinds of UI controls displayed within each section) show the labels displayed in the default culture en-US.

The right-most column displays the identity of that control within the underlying system. You must use these
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identity names when you reference any UI control as an anchor for relative positioning of your new custom

control.

Tab label: General

Database identity: Tab_General.

Section

Identification

Employment

Account

Tab label: Details

Control

Title

First name
Middle name
Last name
Suffix

Full name

Job title

Employee ID
Enployment Status
Manager

Status

Account name
Domain name

Last inventory source

Database identity: Tab_Details.

Section
Enterprise groups

Contact

Control

Phone
Fax
Mobile

Email
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Internal Name

User

UserTitle

FirstName
MiddleName
LastName

Suffix

Fullname
Section_Employment
JobTitle

EmployeelD
EmploymentStatus
Manager
ComplianceUserStatus
Section_Account
AccountName
Domain

LastInventorySource

Internal Name
Section_EnterpriseGroups
Section_Contact

Phone

Fax

Mobile

Email
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Section Control Internal Name
Address Section_Address
Street address StreetAddress
City City
State/Province State
Country Country
Postal code PostalCode

Tab label: Hardware

Database identity: Tab_Hardware.

Section Control Internal Name

Assets Section_Assets
Grid Assets

Devices Section_Computers
Grid Computers

Tab label: Software

Database identity: Tab_Software.

Section Control Internal Name
Related software licenses Section_Software
Grid Software

Tab label: Responsibilities

Database identity: Tab_Responsibilities.

Section Control Internal Name
Responsibilities Section_Responsibilities
Licenses Section_Licenses

Grid Licenses
Contracts Section_Contracts

Grid Contracts

Tab label: Documents

Database identity: Tab_Documents.
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Section Control Internal Name
Related documents Section_Documents
Grid DocumentChanges

Tab label: History
Database identity: Tab_History.

Section Control Internal Name
History of changes to this user Section_History
Grid History
Created by CreatedBy
Creation date CreationDate
Last updated by LastUpdatedBy
Last updated by LastUpdatedDate

Internal Property Names for Vendors

The properties for vendors are represented in the tables below, with a separate table for each tab displayed in
the web interface (or UI). The first column (for sections with their own heading) and second column (for fields
and other kinds of UI controls displayed within each section) show the labels displayed in the default culture
en-US. The right-most column displays the identity of that control within the underlying system. You must use
these identity names when you reference any Ul control as an anchor for relative positioning of your new
custom control.

Tab label: General

Database identity: Tab_General.

Section Control Internal Name
Identification Section_Identification
Name Name
Contact information Section_ContactInformation
Phone PhoneNumber
Fax Fax
Email Email
Web Web
Address Section_Address
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Section Control
Street address
City
State/Province
Country

Postal code

Tab label: Purchases

Database identity: Tab_Purchases.

Section Control

Related purchases

Grid
Tab label: Assets
Database identity: Tab_Assets.
Section Control
Related assets
Grid

Tab label: Contracts

Database identity: Tab Contracts.

Section Control

Related contracts

Grid
Tab label: History
Database identity: Tab_History.
Section Control
History of changes to this
vendor
Grid
Created by
40

Internal Name
StreetAddress
City

State

Country

PostalCode

Internal Name
Section_PurchaseOrderLineltems

VendorPurchases

Internal Name
Section_AssociatedAssets

VendorAssets

Internal Name
Section_AssociatedContracts

VendorContracts

Internal Name

Section_History

History

CreatedBy
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Control Internal Name
Creation date CreationDate
Last updated by LastUpdatedBy
Last updated by LastUpdatedDate

Creating a New Properties Tab

Execute the following in SQL Server Management Studio against your FNMSCompliance database.

Syntax:

EXEC dbo.AddTabToWebUIPropertiesPage

where

@TargetTypelD = TargetTypelD,

@ExcludeTargetSubTypelDs = 'TargetSubTypeID,TargetSubTypeID,...",
@Name = 'My_Unique_Name',

@CultureType = 'ISOCultureCode",

@DisplayNamelnPage = 'Prompt value',

@UllInsertTypelD = UIInsertTypelD,

@RelativeTabName = 'RelativeTabName'

@TargetTypelD Mandatory. Integer that identifies the type of object to which you are adding a

custom property. For supported objects and their integer equivalents for
TargetTypelD, see Objects You Can Customize.

@ExcludeTargetSubTypelDs Mandatory. A comma-separated list (enclosed in single quotation marks) of

integer subtype IDs. For the default case of no exclusions, give this parameter
an empty list:

@ExcludeTargetSubTypelDs = '',

Many types of target objects have subtypes (for example, assets may be
workstations, routers, and so on). By default, a custom property added to an
object (identified by its TargetTypeID) is added to all subtypes of that
object. However, you can exclude any subtypes you choose with this
parameter. For supported subtypes and their integer equivalents for
TargetSubTypeID, see Objects You Can Customize.
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@Name

Mandatory. The internal name (in code and database) of the new tab you are
adding. This name must be unique across all tabs in the system (including the
factory-supplied tabs, and including all database objects). For this reason, it is
strongly recommended that you adopt a stringent naming convention, such as
a company name space, an object type, and a tab name, each separated by an
underscore (example: MyCo_License_Chargebacks). The name is limited to

256 characters.

¥ Warning: Do not use a naming convention that starts with the database
object name and uses a dot as a separator. This combination produces
obscure errors. Starting with your own name space makes it safe, and using
an underscore separator also makes it safe.

@CultureType Default value is en-US. Value is a five-character ISO code for culture (enclosed

in single quotation marks). The permitted values are available at
http://msdn.microsoft.com/en-us/goglobal/bb896001.aspx.

@DisplayNamelnPage Mandatory. This is the label (enclosed in single quotation marks) displayed on

the tab in the web interface for FlexNet Manager Suite when the culture
setting for the interface matched the one you declare in CultureType. You
can also provide localized values for this label using different culture settings,
for which see Localizing Display Names of Custom Properties.

@UlInsertTypelD Mandatory. An integer indicating the position of this new tab relative to the

tab identified in RelativeTabName. For integer values and their meaning, see
Positioning Your Custom Control. Note that in this case of creating a new tab,
the value 3 is not relevant.

@RelativeTabName Mandatory. The internal name of the anchor tab relative to which you are

positioning your new custom tab. For internal names of factory-supplied tabs,
see subtopics of Positioning Your Custom Control.

Creating a New Section Within a Tab

Execute the following in SQL Server Management Studio against your FNMSCompliance database, referencing an
existing tab.

Syntax:

EXEC dbo.AddSectionToWebUIPropertiesPage
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@TargetTypelD = TargetTypelD,

@ExcludeTargetSubTypelDs = 'TargetSubTypelD,TargetSubTypelD,...",
@Name = 'My_Unique_Name',

@CultureType = 'ISOCultureCode",

@DisplayNamelInPage = 'Prompt value',

@TabName = 'tabInternalName',
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@UllInsertTypelD = UIInsertTypelD,
@RelativePositionTo = 'RelativePositionTo'
where
@TargetTypelD Mandatory. Integer that identifies the type of object to which you are adding a

@ExcludeTargetSubTypelDs

@Name

@CultureType

@DisplayNamelnPage

custom property. For supported objects and their integer equivalents for
TargetTypelD, see Objects You Can Customize.

Mandatory. A comma-separated list (enclosed in single quotation marks) of
integer subtype IDs. For the default case of no exclusions, give this parameter
an empty list:

@ExcludeTargetSubTypelDs = "',

Many types of target objects have subtypes (for example, assets may be
workstations, routers, and so on). By default, a custom property added to an
object (identified by its TargetTypeID) is added to all subtypes of that
object. However, you can exclude any subtypes you choose with this
parameter. For supported subtypes and their integer equivalents for
TargetSubTypeID, see Objects You Can Customize.

Mandatory. The internal name (in code and database) of the new section you
are adding. This name must be unique across all sections in the system
(including the factory-supplied sections, across all database objects). For this
reason, it is strongly recommended that you adopt a stringent naming
convention, such as a company name space, an object type, optionally a tab
name, and a section name, each separated by an underscore (example:
MyCo_License_Chargeback _General). The name is limited to 256 characters.

¥ Warning: Do not use a naming convention that starts with the database
object name and uses a dot as a separator. This combination produces
obscure errors. Starting with your own name space makes it safe, and using
an underscore separator also makes it safe.

Default value is en-US. Value is a five-character ISO code for culture (enclosed

in single quotation marks). The permitted values are available at
http://msdn.microsoft.com/en-us/goglobal/bb896001.aspx.

Mandatory. This is the label (enclosed in single quotation marks) displayed
above the section in the web interface for FlexNet Manager Suite when the
culture setting for the interface matched the one you declare in CultureType.
You can also provide localized values for this label using different culture
settings, for which see Localizing Display Names of Custom Properties.
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@TabName Optional when @UIInsertTypeID = 3, and ignored for any other value.
Provides the internal name the tab at the start of which the new section is to
be inserted. If used, the tab name must be 80 characters or less, and enclosed
inside single quotation marks. (If TabName is not specified, the value of
RelativePositionTo is used.) For internal names of factory-supplied

controls, see the subtopics under Positioning Your Custom Control.

@UlInsertTypelD Mandatory. An integer indicating the position of this new section relative to
the control identified in RelativePositionTo. For integer values and their

meaning, see Positioning Your Custom Control. Note that in this case of
creating a new section, the value 3 means at the start of the tab identified in

TabName, meaning that RelativePositionTo is irrelevant in that case.

@RelativePositionTo Mandatory when UIInsertTypeID has a value other than 3; and when
@UIInsertTypeID = 3, one of RelativePositionTo or TabName is required.

The internal name of the anchor control relative to which you are positioning
your new custom section. For internal names of factory-supplied controls, see
the subtopics under Positioning Your Custom Control. When used with
@UIInsertTypelID = 3, RelativePositionTo must be the name of a tab

that has already been defined (and not any other kind of control).

Creating Other Custom Properties

Execute the following in SQL Server Management Studio against your FNMSCompliance database. The relative
anchor from which positioning is determined must already be defined.

Syntax:

EXEC dbo.AddPropertyToWebUIPropertiesPage
@TargetTypelD = TargetTypelD,
@ExcludeTargetSubTypelDs = 'TargetSubTypeID,TargetSubTypeID,...",
@Name = 'My_Unique_Name',

@CultureType = 'ISOCultureCode",
@DisplayNamelnPage = 'Prompt value',
@DisplayNamelInReport = 'Column heading',
@TabName = 'MyTabName',
@UllInsertTypelD = UIFieldTypelID,
@UIFieldTypelD = UIFieldTypelD,
@RelativePositionTo = 'RelativePositionTo'
@SequenceNumber = 'IntegerCount'
@Position = Position,

@Width = width,

@DataSource = 'List, Of, Values',

@DataSourceDelimiter = ', "',
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@Required = 0,
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@StringLength = IntegerMaxLength,

@ReadOnly = o

where

@TargetTypelD

@ExcludeTargetSubTypelDs

@Name

@CultureType

@DisplayNamelInPage

Mandatory. Integer that identifies the type of object to which you are adding a
custom property. For supported objects and their integer equivalents for
TargetTypelD, see Objects You Can Customize.

Mandatory. A comma-separated list (enclosed in single quotation marks) of
integer subtype IDs. For the default case of no exclusions, give this parameter
an empty list:

@ExcludeTargetSubTypelDs = '',

Many types of target objects have subtypes (for example, assets may be
workstations, routers, and so on). By default, a custom property added to an
object (identified by its TargetTypeID) is added to all subtypes of that
object. However, you can exclude any subtypes you choose with this
parameter. For supported subtypes and their integer equivalents for
TargetSubTypeID, see Objects You Can Customize.

Mandatory. The internal name (in code and database) of the new custom
property you are adding. This name must be unique across all properties in
the system (including the factory-supplied properties, across all database
objects). For this reason, it is strongly recommended that you adopt a
stringent naming convention, such as a company name space, an object type,
and a property name, each separated by an underscore (example:
MyCo_License_DailyCharge). The name is limited to 256 characters.

¥ Warning: Do not use a naming convention that starts with the database
object name and uses a dot as a separator. This combination produces
obscure errors. Starting with your own name space makes it safe, and using
an underscore separator also makes it safe.

Default value is en-US. Value is a five-character ISO code for culture (enclosed

in single quotation marks). The permitted values are available at
http://msdn.microsoft.com/en-us/goglobal/bb896001.aspx.

Mandatory. This is the label (enclosed in single quotation marks) displayed as
a prompt in the web interface for FlexNet Manager Suite when the culture
setting for the interface matched the one you declare in CultureType. You
can also provide localized values for this label using different culture settings,
for which see Localizing Display Names of Custom Properties.
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@DisplayNamelInReport

@TabName

@UlInsertTypelD

@UIFieldTypelD

@RelativePositionTo

@SequenceNumber

@Position

@Width
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Mandatory. This is the label (enclosed in single quotation marks) displayed as
a column heading in custom reports you prepare, when the culture setting for
the interface matched the one you declare in CultureType. You can also
provide localized values for this label using different culture settings, for which
see Localizing Display Names of Custom Properties.

Optional when @UIInsertTypeID = 3, and ignored for any other value.
Provides the internal name the tab in which the new control is to be inserted.
If used, the tab name must be 80 characters or less, and enclosed inside
single quotation marks. (If TabName is not specified, the value of
RelativePositionTo is used.) For internal names of factory-supplied tabs,
see the subtopics under Positioning Your Custom Control. For details about
creating custom tabs, see Creating a New Properties Tab.

Mandatory. An integer indicating the position of this new section relative to
the control identified in RelativePositionTo. For integer values and their
meaning, see Positioning Your Custom Control. Note that in this case of

creating a new section, the value 3 means at the start of the tab identified in

TabName, meaning that RelativePositionTo is irrelevant in that case.

Mandatory. An integer indicating the kind of control used to display your
custom property. For integer values and their meaning, see Controls You Can
Add.

Mandatory. The internal name of the anchor control relative to which you are
positioning your new custom section. For internal names of factory-supplied
controls, see the subtopics under Positioning Your Custom Control.

Optional (when omitted, the default value is null). Where two or more custom
properties are declared with the same anchor in their @RelativePositionTo
parameters, they are ordered by the sequence number. If there is no
sequence number declared, they are ordered by the execution order of the
SQL commands.

Optional (when omitted, the default value is 0). The alignment of your custom
control within the two-column layout of a properties page. For the integer
values and their meanings, see Positioning Your Custom Control.

Optional (when omitted, the default value is 1). The number of columns
spanned by this control in the two-column layout of a properties page. For
more information, see Positioning Your Custom Control.
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@DataSource Mandatory when UIFieldTypeID = 8, and otherwise ignored. Within single
quotes, this is an ordered list of the values to be displayed within the option
list. By default, the list is comma-separated, but see @DataSourceDelimiter.
Values (between delimiters) may include white space, and leading white space
on a value is ignored. Every value must be unique. One of the values may be a
null, creating a blank row in the drop-down list in the web interface. Example:

@DataSource = ', Apples, Oranges, Ripe Pears, Tangerines'

This example creates a drop-down list with the first position blank (this
displays an empty value until the operator selects another value from the list).

® Restriction: When you add a custom drop-down list (when
UIFieldTypeID = 8), it is not possible to localize the values for the
individual options within the custom drop-down list. (This is in contrast to
adding a custom option within a drop-down list included in the standard
product: the standard lists allow for customization of any options, including
added custom options; whereas drop-down lists that are in entirety custom
cannot be localized.)

@DataSourceDelimiter Optional (when omitted, the default value is the comma ,). A single ASCII

character (a punctuation character is expected) that does not occur in your
data set and is used as a delimiter between values in @DataSource. The
separator character must be enclosed in single quotation marks. If
UIFieldTypeID has any value other than 8, this parameter is ignored.

@Required Optional (when omitted, the default value is zero). May have the following
values:
« @ means that input to the custom field in the web interface is optional,

such that the value may be left blank.

« 1 means that in the web interface, the custom field is mandatory, and may

not be left blank by an operator completing the enclosing tab.

This integer value must not be surrounded by quotation marks.

=

I==| Note: This parameter affects only data input through the web interface of
FlexNet Manager Suite. It does not have any effect, for example, on data
imports using the Business Importer.

@StringLength Optional (when omitted, the default value is 256). Ignored unless the
@UIFieldTypelD has either of the values 4 (text box, or field) or 5 (text area,
multi-line). Specifies the maximum length of the input string in the web
interface. The largest permissible string length is 4000 bytes.
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@ReadOnly Optional (when omitted, the default value is zero). May have the following
values:

« 0@ means that the control is read/write, and can be updated in the web

interface.

« 1 means that the control is read-only, and cannot be changed in the web
interface. This value is illegal if @Required = 1, and will produce an error

when executed.

Localizing Display Names of Custom
Properties

Execute the following in SQL Server Management Studio against your FNMSCompliance database, once the custom

properties already exist in the database.

Syntax:

EXEC dbo.CustomPropertyUpdateDisplayName
@Name = 'My-Unique-Name',
@CultureType = 'ISOCultureCode',
@DisplayNamelnPage = 'Prompt value',
@DisplayNamelInReport = 'Column header'

where
@Name Mandatory. The internal name (in code and database) of your custom property,
declared when you added it to the database. Never localize this internal name.
@CultureType Mandatory. A five-character ISO culture name (enclosed in single quotation

marks). The permitted values are available at http://msdn.microsoft.com/en-us/
goglobal/bb896001.aspx. This is the culture for the localized values in this
declaration. Notice that localized values are only displayed in FlexNet Manager
Suite when your enterprise has installed the corresponding language pack that
provides localized values for the factory-supplied controls as well.

@DisplayNamelnPage = Mandatory. This is the localized label (enclosed in single quotation marks)
displayed on the tab in the web interface for FlexNet Manager Suite when the
culture setting for the interface matched the one you declare in CultureType.

@DisplayNamelInReport Mandatory. The localized label (enclosed in single quotation marks) that is
available for you to include in custom reports that display this custom property.

You can repeat this procedure as often as required to define localized display names in all cultures in use in your
enterprise.
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-
= Tip: The appearance of the web interface for different locales is controlled in two separate places:
« The formatting of dates and numeric values is taken from the settings on your web browser.

« The language presented in the web interface is controlled in the My Preferences page (under the
configuration menu available in the top-right corner of the web interface. Options for other languages are
only present when your enterprise has purchased appropriate language pack options.

This separation allows for the common case where a single language (such as English) may have different date
formats (such as 12/31/19 and 31/12/19) in different parts of the world.

Removing a Custom Property

Defined a custom property incorrectly? Execute one of the following in SQL Server Management Studio against
your FNMSCompliance database, referencing the faulty custom property.

¥ Warning: Removing a custom property (tab, section, or other control) in one of the following ways deletes the
control from the web interface of FlexNet Manager Suite, removes the custom property from the custom report
builder, and optionally can also delete the property from the underlying database. If you specify removal of the
data from the database (@DeleteFromDB = 1), any custom reports previously built that included the custom

property will fail to load until you modify the report definition to remove this custom property.

Deletion is specific to each individual custom property you have previously declared, and does not cascade down
to other items they may contain. For example, suppose you had declared My.LicenseTab.Charges, containing

My.LicenseSection.Monthly, in which there was a custom control My .Chargeback.Amount. Subsequently you
delete My.LicenseTab.Charges. Because the tab disappears, obviously everything it contained is also 'hidden'.
However, My.LicenseSection.Monthly and My.Chargeback.Amount have not been deleted, and are waiting in

the database. You can repeat the creation process for these controls using the same name for each (this performs
an update), and declaring a new anchor point for them in the web interface (for instance, in this example you
might move them into the Financial tab). Thereafter these controls reappear in the web interface, and display
any data previously saved through the custom controls.

Syntax:

EXEC dbo.RemoveTabFromWebUI
@TargetTypelD = TargetTypelD,
@Name = 'My-Unique-Name'

EXEC dbo.RemoveSectionFromWebUI
@TargetTypelD = TargetTypelD,
@Name = 'My-Unique-Name'

EXEC dbo.RemovePropertyFromWebUI
@TargetTypelD = TargetTypelD,
@Name = 'My-Unique-Name',
@DeleteFromDB = 0
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where

@TargetTypelD Mandatory. Integer that identifies the type of object from which you are removing the
custom property. For supported objects and their integer equivalents for TargetTypeID,

see Objects You Can Customize.

@Name Mandatory. The internal name (in code and database) of the custom property you are
removing. You defined this name when you create the custom property.

@DeleteFromDB Optional (default is zero when omitted). Boolean. When omitted or given the value zero,
the custom property (and the data it may contain if it has already been in use) remains in
the database, although it is no longer available in the web interface of FlexNet Manager
Suite. When this parameter is set to 1, the custom property is removed (along with any
stored values) from the database. This parameter is only available when removing
properties, as tabs and sections do not have any data component stored in the database.

Customizable Drop-Down Lists

Operators can select values from drop-down lists of available options. If you have system administration rights,
you can customize some of these lists. The following table contains all customizable drop-down lists and their
corresponding SQL database tables.

)
W Tip: Many of these drop-down lists of static values can also be updated using the FlexNet Business Importer.

For details, see the separate PDF Using the FlexNet Business Importer.

Database table Notes

AcquisitionMode A list of methods that can be used to obtain an asset. You may add
methods, but it is recommended that you do not rename or remove the
existing items. Examples include Purchased, Leased, Rented.

Sample location: Asset properties, Financial tab.

AssetStatus The status of an asset. You can add states, but existing items must not be
renamed or removed. Examples include Purchased, In storage,

Retired. Assets with a status of Retired or Disposed do not consume

from software licenses during compliance calculations. No other status
values (including any you may add) affect consumption calculations.

Sample location: Asset properties, General tab, shown as Status.

AssetType The kind of asset you are recording in your asset register.

I} Important: AssetType is an exception to the general process for
customizing drop-down lists. For its unique process, see Adding a
Custom Asset Type.
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Database table Notes

AssetWarrantyType The type of warranty that applies to an asset. This list can be replaced
with your own values. Examples include One year on site, Three

year on site.

Sample location: Asset properties, Financial tab, as Warranty type.

ComplianceComputerRole The kinds of role that a computer might have. This list can be replaced
with your own values. Examples include Failover, Training, Backup,
Test.

Sample location: Inventory device properties, General tab, as Device
role.

ComplianceUserStatus The status of a user within an organization. You can add status values,
but existing items must not be renamed or removed. Examples include
Active, Retired, Pending (perhaps for an employee just starting with

the company).

Ij Note: The ComplianceUserStatus list differs from the other lists in

that it has an additional IsUserActive property that must be

specified whenever a new status entry is added. Set the value of this
property to 1 if you want end users with your new status to be

included in compliance calculations, and @ if you want them omitted.
By default, end users with a status of Retired or Inactive are not

counted in license reconciliation calculations, because they are
assumed to not be active members of the organization.

Sample location: User properties, General tab, as Status.

ComputerChassisType The chassis type, that is, that casing, of a computer. You can add types,
but existing items must not be renamed or removed. Examples include
Notebook, Sealed-Case PC, Mini Tower.

Sample location: Inventory device properties, Hardware tab, as
Assigned chassis type.

ContractType The type of a contract. You can add types, but existing items must not be
renamed or removed. Examples include Lease, Support.

Sample location: Contract properties, General tab, as Contract type.

i
o

Tip: No custom processing can be associated with your custom
contract type. As an alternative to creating a custom contract type,
consider using a generic type such as Software License in the
contract properties, and then qualifying this with your choice of
Purchase program.
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Database table

Notes

ContractStatus

EmploymentStatus

EndOfLifeReason

InstanceRole

InstanceEnvironment

LeaseEndReason

LicenseStatus

OraclelegacylLicenseType

52

The state of a contract. You can add states, but existing items must not
be renamed or removed. Examples include Active, Completed, Draft.

Sample location: Contract properties, General tab, as Status.

A user's type of employment within your organization. This list can be
replaced with your own values. Examples include Employee, Part-time,

Casual.

Sample location: User properties, General tab.

A list of disposal methods for an asset. This list can be replaced with your
own values. Examples include Lost, Stolen, Sold.

Sample location: Asset properties, General tab, shown as Retirement
reason (only visible when Status is set to Retired).

The possible roles of an instance of a piece of software (such as an
Oracle Database). In some cases, vendors can attribute different licensing
terms to an instance depending on its role within the organization. This
list can be replaced with your own values. Examples include Backup,

Failover, Mirroring.

Sample location: Oracle instance properties, General tab, as Role.

The possible environments in which an instance of software can be
deployed. For some vendors, the environment may affect the cost of
licensing. This list can be replaced with your own values. Examples
include Development, Staging, Production.

Sample location: Oracle instance properties, General tab, as
Environment.

A list of reasons why a lease can be terminated. This list can be replaced
with your own values. Examples include Early Termination - Asset

Returned, Buyout, Trade.
Sample location: Payment schedule properties, Lease tab (which is visible
only when the Payment schedule type is Lease), as Lease termination

reason.

A list of license states. You can add new status values, but existing items
must not be renamed or removed. Examples include Active, Retired.

Sample location: License properties, Identification tab, as Status.

While the compliance of your older Oracle licenses is not tracked
automatically, you may still record them and manually set their
compliance status. Update this list to include any Oracle legacy license
types in use at your organization. It is recommended that you do not
rename or remove existing items. Examples include Concurrent
Device, Developer - Network License.

Sample location: Properties for an Oracle Legacy license type (only),
Identification tab, as Legacy type.
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Database table Notes

PurchaseOrderDetailType The possible types of purchases. You can add types to this list, but
existing items must not be renamed or removed. Examples include
Software, Software Upgrade, Hardware maintenance.

Sample location: Purchase properties, General tab, as Purchase type.

ResponsibilityType A list of responsibilities that can be assigned to users who are involved in
contract management. You can add types to this list, but it is
recommended that you do not rename or remove existing items.
Examples include Owner, Signatory, and Interested Party.

Sample location: Contract properties, Responsibilities tab, in the
Responsibility column of the list of users.

SoftwareLicenseDuration A list of license periods. You can add items to this list, but it is
recommended that you do not rename or remove existing items.
Examples include Perpetual, Time Limited.

Sample location: License properties, Identification tab, as Duration.

SoftwareTitleClassification A classification for the applications used in your enterprise. You can add
items to this list, but existing entries must not be renamed or removed.
Examples include Freeware, Malware, Update.

Sample location: Application properties, General tab, as Classification.

TermAndConditionType Shown as the Type of a term or condition in the properties of a contract,
it is used to classify the terms or conditions being documented for a
contract. You can customize these types only on the Terms and
conditions tab of the contract properties. Examples include Acceptance

Period, Renewal, Limitation.

Sample location: Contract properties, Terms and conditions tab, after

selecting a term or condition from the list and clicking Open.
UserTitle The titles that can be used before a person's name. This list can be

extended with your own values. Examples include Mr., Miss.

Sample location: User properties, General tab, as Title.

UserSuffix Additional information about the user's name, for example, Jr., Sr., and
so on. This list can be extended with your own values.

Sample location: User properties, General tab, as Suffix.

Columns in SQL DB tables

The table above lists the SQL database tables that you can modify to add, change, or remove entries. Each of
these tables contains least three columns:

« An identifier field (for example, UserTitleID).

emember: If you add a new value, it is automatically assigned a unique identifier greater than . The
(OF' ber: If you add lue, it i ically assigned 1 identifier g han 1000. Th
first 1000 identifiers are reserved for internal use, do not manually adjust this field.
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« A resource name column (usually called ResourceString). This is a unique field that must exist for every row.
It is used to find the internationalized text to be displayed on the screen so that different language versions of
FlexNet Manager Platform will display different text for the same value. It should contain the name of a
resource string to be loaded from the internationalized system. If the string does not exist for a particular
language version, then the value in the default value column will be used instead. Every value in the
ResourceString column is also represented as a row in the ComplianceResourceString table.

¥
= Tip: Because options in a drop-down list change infrequently, they are cached to improve database

performance. Therefore, after adding a custom option in one of the drop-down lists mentioned in the table
above, restart Microsoft IIS on the web application server (or, on smaller implementations, the server hosting
that functionality).

« The default value (usually called DefaultValue). It is displayed on the user interface if no localized string is

available.

Customizing a Drop-Down List

7
= Tip: You might need to check if the drop-down list you are about to modify can be customized: for details, see

Customizable Drop-Down Lists.

@ Restriction: While you can use this process to add a custom option (including localization) within a standard
drop-down list shipped with FlexNet Manager Suite, it is not currently possible to localize the options within an
entirely new custom drop-down list.

Before adding, removing, or changing a value on one of the customizable lists, you must make an equivalent
change to the ComplianceResourceString database table. You can then update the database table that

corresponds to the drop-down list you are modifying.

o3
[_] To customize a drop-down list:

1. Run SQL Server Management Studio and modify the rows in the ComplianceResourceString database
table.

2. Open an SQL database table that corresponds to the drop-down list you want to customize, and add the
new values.

i ] Note: The values that you add must be unique within the table they are being added to.

The following SQL example illustrates how two entries (Dame and Earl) are added to the
ComplianceResourceString and UserTitle tables, and how the ResourceStringCultureType table is
updated:

INSERT INTO dbo.ComplianceResourceString (ResourceString)
VALUES ('UserTitle.Dame')
INSERT INTO dbo.ComplianceResourceString (ResourceString)
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VALUES ('UserTitle.Earl')

INSERT INTO dbo.UserTitle (DefaultString, ResourceString)

VALUES ('Dame’', 'UserTitle.Dame')

INSERT INTO dbo.UserTitle (DefaultString, ResourceString)

VALUES ('Earl', 'UserTitle.Earl')

INSERT INTO dbo.ResourceStringCultureType (ResourceString, CultureType,
ResourceValue)

VALUES ('UserTitle.Dame', 'en-US', 'Dame')

INSERT INTO dbo.ResourceStringCultureType (ResourceString, CultureType,
ResourceValue)

VALUES ('UserTitle.Earl', ‘'en-US', 'Earl')

--- Refer to the ComplianceCultureType table for a list of valid language
--- values for your enterprise.

Adding a Custom Asset Type

Custom asset types are not supported in the same way as customizable drop-down lists. Adding a custom asset
type requires action directly on the compliance database (as described below), and is subject to the following
limitations:

« You cannot declare a completely custom layout for the property sheet of your custom asset type. If your new
asset type is "managed” (that is, may be linked to an inventory device record), it takes the property sheet for
the Laptop asset type as its template for properties layout. On the other hand, if the new asset type is not

managed (that is, it's an inert object such as a chair or desk from which software/hardware inventory cannot
be collected), it takes the property sheet layout for a Cell phone as its template for the property sheet.

« If you have previously added custom properties to either of the above default templates, these
customizations are not inherited by the property sheet for your new asset types.

« Existing factory-supplied properties on the default property sheet cannot be moved (relocated) nor removed
for your new asset type. However, you can add additional custom properties to the property sheet for your
new asset type, using the standard processes described in Custom Properties and its following topics.

« You cannot control the asset type ID (AssetTypeID) assigned to your new custom asset type. IDs are

automatically assigned, starting from 1001 and incrementing with each additional new asset type.

» You cannot reuse either an existing asset type name (AssetTypeName) or an existing resource name for
localization of the asset type name (AssetTypeResourceName). If you successfully created a new asset type

with these duplicates, in operation the factory-supplied items of the same names would dominate, and your
custom types may be inaccessible. To avoid this, it is best practice to use a name space unique to your
enterprise when declaring the @AssetTypeResourceName attribute.

You may use either of the following database processes to declare your new asset type, depending on how
often you may wish to create new asset types. These processes are typically implemented by a database
administrator, so you may need to request a database change (depending on your internal company processes).
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oy
U To create custom asset types:

1. If you are likely to create several new types of assets, you may declare (or replace) a stored procedure to
simplify the process for repeated use. This script to create the stored procedure should be executed against
the FlexNet Manager Suite compliance database (suggested name FNMSCompliance):

IF EXISTS (SELECT * FROM dbo.sysobjects WHERE id =
object_id(N'dbo.CustomCreateAssetType")
AND OBJECTPROPERTY(id, N'IsProcedure') = 1)

DROP PROCEDURE dbo.CustomCreateAssetType
GO

CREATE PROCEDURE dbo.CustomCreateAssetType
@AssetTypeName NVARCHAR(128)
, @AssetTypeResourceName NVARCHAR(256)
, @ManagedType BIT = @
AS
-- Example usage:
-- EXEC dbo.CustomCreateAssetType 'IT Device', 'MyOrgAssetType.ITDevice'

wa (TN

PRINT 'Configuring asset type + @AssetTypeName +
EXEC dbo.ComplianceTranslationPutByResourceStringCultureTypeResourceValue
@AssetTypeResourceName, 'en-US', @AssetTypeName

INSERT INTO
dbo.AssetType(AssetTypeName, AssetTypeResourceName, ManagedType,
BitwiseValue, XMLFile)
SELECT @AssetTypeName, @AssetTypeResourceName, @ManagedType,
(SELECT MAX(BitwiseValue) FROM AssetType) * 2, NULL
WHERE NOT EXISTS(
SELECT 1 FROM dbo.AssetType at WHERE at.AssetTypeResourceName =
@AssetTypeResourceName)

GO

For discussion about attributes, see below.

2. For one-time use, in Microsoft SQL Studio, execute the following SQL statements against the FlexNet
Manager Suite compliance database (suggested name FNMSCompliance):

declare @AssetTypeResourceName nvarchar(512) = 'MyOrgAssetType.ITDevice'

declare @AssetTypeName nvarchar(128) = 'IT Device'

declare @ManagedType bit = 0

declare @BitwiseValue int

select @BitwiseValue = 2 * MAX(bitwisevalue) from AssetType

EXEC dbo.ComplianceTranslationPutByResourceStringCultureTypeResourceValue
@AssetTypeResourceName, ‘'en-US', @AssetTypeName

insert into AssetType(AssetTypeResourceName, AssetTypeName,ManagedType,
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BitwiseValue)
values (@AssetTypeResourceName, @AssetTypeName, @ManagedType, @BitwiseValue)

For more details about the attributes (and the columns they will populate), please see the FlexNet Manager Suite
2018 R2 Schema Reference PDF, available through the title page of online help. The following notes may assist:
« Best practice is to create an enterprise-specific name space for the @AssetTypeResourceName. This ensures

that there cannot be collisions with any existing resource name. It is similarly best practice not to reuse an
existing asset type name in a custom definition. For example, if you set up app tracking on smart phones, and
therefore want to link cell phone asset records to the incoming inventory device records, you need a custom
asset type that has @ManagedType = 1. For this new type, you should not re-use the existing name Cell

phone, but create a new asset type such as Smart phone (or better yet, MyOrg Smart phone).

* @ManagedType is a Boolean which is either:

o Zero (0) if assets of the new type are not to be linked to inventory device records
> One (1) if assets of the new type are to be linked to inventory device records.

o @BitwiseValue must be unique for each asset type, and is used for historical tracking of changes to assets
that are linked to an inventory device record. It is mandatory, and must be derived as shown in the code
examples above.

e ComplianceTranslationPutByResourceStringCultureTypeResourceValue is a factory-supplied stored
procedure that saves the @AssetTypeResourceName into the list of keys saved in
ComplianceResourceString (if it is not already there), and also inserts (or updates) the appropriate row in
the ResourceStringCultureType table. The latter identifies the culture type (as a row in the
ComplianceCultureType table), and the value of the localized string for (in this case) the asset type name. (If

the localized string has not been saved in this way, the default name for the asset type, as saved in the
AssetType table, is used at every appearance.)

i ] Note: MSPs should note that the AssetType table does not support multiple tenants. Any new asset type

created is instantly available to all tenants.

FlexNet Manager Suite System Reference | Company Confidential 57



Inventory Beacon Credentials for Other Computers

Inventory Beacon Credentials for
Other Computers

Your inventory beacons are the front line for remote execution tasks required by FlexNet Manager Suite. These
tasks may include:

« Adopting a device (that is, automatically installing the FlexNet inventory agent on the target device)

« Discovery, including discovery of the device itself on the network, and probing the device to see what other
services are available on this device

« Remote inventory gathering from devices where the FlexNet inventory agent is not (and perhaps cannot be)
installed locally, including:
o Oracle Database servers, which may require accounts with access to certain tables and views, and accounts to
access the Oracle Network Listener on legacy versions
o ESXi servers and any supervising VirtualCenter servers
o UNIX-like servers (including UNIX, Linux, and MacOS); and so on.
For all these kinds of tasks, the inventory beacon may need credentials to gain access to target devices.

Each inventory beacon has a local Password Manager that you may use to record the credentials needed by this
individual inventory beacon to access the devices it is targeting. Each Password Manager is completely
independent, and stores only those additional credentials that this inventory beacon requires for remote execution
tasks. Further, no Password Manager communicates accounts or passwords to the central application server.

Each Password Manager offers two places for storing credentials:

« By default, all credentials (user name and password pairs) are stored directly in the FlexNet Beacon vault (for
technical details, see Password Manager Security Overview).

« When integration with CyberArk has been configured, the individual credentials may be stored in CyberArk, and
the FlexNet Beacon vault now contains a reference to that credential, including a query string that uniquely
returns exactly that one credential. For an overview of CyberArk configuration, see Configuring CyberArk for Use
with Password Manager.
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On each inventory beacon, you can create records in the Password Manager using the graphical user interface
(GUI) or using a command-line utility. The Password Manager GUI is documented in the online help, under the
inventory beacon topics; and see also the general notes in Password Manager in Operation and Managing Key Pair
Authentication. For details of the command-line utility, see Command-Line Updates to Password Manager.

Supported versions for CyberArk integration

The inventory beacons for FlexNet Manager Suite 2018 R2 support integration with CyberArk Enterprise Password
Vault and Credential Provider version 9.8.

Password Manager in Operation

The order of attempting credentials

When an inventory beacon needs a credential for a remote execution task, it tests credentials in the following
order until either one credential succeeds or there are no further credentials to test. The credential test consists
of an attempt to log into the target device using the credential under test.

-
= Tip: The storage place of a credential, either in the CyberArk Vault or the local FlexNet Beacon vault, has no
effect on the testing order, which is as follows.

1. The inventory beacon's own administrator credentials (the credentials under which the BeaconEngine service
is running on the inventory beacon). This may be helpful for Windows devices in the same domain, if this
account has rights on the target device, since this method of authorization does not require managing
credentials in Password Manager.

2. If the target device is a VirtualCenter server configured to use SSPI for credentials (which is the default
setting), the inventory beacon tries Windows integrated authentication.

3. If there is at least one credential known to Password Manager that has a filter declared, and the filter
includes the target device, this matched credential is tried next. If there are multiple filtered credentials
where the filters match the target device, they are ordered from the one having most matching filter
definitions to the one having least, and tried in that order. (If there are multiple matching definitions that
have the same number of filter matches, the order in which they are tried is indeterminate.)

4. Credentials known to Password Manager that do not have any filters declared are tried next, in alphabetical
order of the logical name.

If the list of available credentials is exhausted without any match, the discovered device record is marked with an
alert in the Discovered Devices list in the web interface for FlexNet Manager Suite, and for inventory tasks, the
failure also appears in the Inventory Errors on All Discovered Devices report (Reports > Discovery and
Inventory > Inventory).

Limiting the number of credentials

It is best practice to limit the number of entries in the Password Manager on each inventory beacon, both for
performance and to avoid possible inventory failures.
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If you have large numbers of credentials in your Password Manager, the performance of remote execution tasks
will be adversely affected. It is recommended that you limit the number of credentials in Password Manager to
those that are required, and that you review Password Manager periodically and remove any credentials that are
no longer in use. (You can use the Delete... button in the Password Manager on each inventory beacon to
remove selected credentials.)

Having too many credentials sharing the same account name may cause inventory failures, due to the following
logic:

« Context: The remote access lockout feature of Microsoft Windows shuts out access to an account for which the
number of failed password attempts exceeds a set limit within a time-out period. The limit is defined in
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RemoteAccess\Parameters\

AccountLockout\ MaxDenials. Once an account is locked out, it will not function for remote execution until

the time-out period expires, after which the account is reset and the lockout feature restarts.

« Issue: To access each target device, the inventory beacon tries each credential of the appropriate type from
Password Manager in turn, until one succeeds or there are no more credentials (of the correct account type) to
try. If you store many credentials with the same User name but different passwords (for example,
SystemsUser/passwordl, SystemsUser/password2, SystemsUser/password3), trying each one in turn on

the same device may eventually cause account lockout: if the number of passwords for the same user name is
more than the limit for retries on this individual device, the account gets locked out for some time. If the lock-
out is triggered, discovery or inventory collection times out during the lock-out period.

To avoid this problem, use any of the following approaches, as may be appropriate for your environment:
« Within the Password Manager, use the Filter to specify the device(s) to which individual account name and

password pairs apply.

e Set HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RemoteAccess\Parameters\
AccountLockout\MaxDenials on target devices to be greater than the number of duplicated account names.

For example, if you have 20 accounts called SystemUser listed in the password store, set MaxDenials=21.

« Add the local Administrator account for each target device to the local Password Manager, as this account is
not locked out.

« Change the account names on individual managed devices to remove duplication.

» For each duplicate account name in your enterprise, set an identical password, so that only one account name/
password entry is required in each Password Manager.

Password Manager Security Overview

Password Manager may operate in either of two modes:

« It may manage and store credentials in the FlexNet Beacon vault, an encrypted area of the registry on the
inventory beacon Windows server, as described below.

» Where integration with CyberArk is detected (by the presence of the CyberArk Credential Provider installed
on the inventory beacon), Password Manager can request use of credentials already saved in a CyberArk
vault. In this mode, Password Manager stores references to the credentials, including query strings that allow
for the recovery of the appropriate credential for a given purpose.
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When CyberArk is detected, its use may be disabled for a given inventory beacon, in which case storage remains
available in the FlexNet Beacon vault.

As well, when CyberArk integration is detected and enabled, individual credentials may be designated for
storage either in the FlexNet Beacon vault or in the CyberArk vault. This mix-and-match capability is convenient
for mixed environments, such as one that requires CyberArk credentials for use in production, but allows
credentials stored locally in the FlexNet Beacon vault for testing purposes, to reduce administrative overhead.

¥
= Tip: The CyberArk option remains available when either of the following is true:

» The CyberArk Credential Provider is detected on the same inventory beacon

« There is at least one credential saved in Password Manager on the inventory beacon for which the Vault
value is CyberArk.

In either mode, whether storing credentials locally or saving references to credentials available in CyberArk, the
FlexNet Beacon vault makes use of the same security technologies, as described here.

Independence

Each Password Manager is completely independent on its own inventory beacon. (Further, no Password
Manager communicates accounts or passwords to the central application server, although of course error
reporting is centrally available.)

On each inventory beacon, you can create records in Password Manager using a graphical user interface or
using a command-line utility. These methods operate independently. For example, even if an operator disables
CyberArk integration in the graphical user interface, you can still manage integration with CyberArk (such as
adding records of credentials available there) through the command-line interface.

Storage

Credentials entered into the Password Manager for saving the FlexNet Beacon vault are encrypted, Base64
encoded, and stored in the registry on the inventory beacon under HKLM\SOFTWARE \ManageSoft Corp\

ManageSoft\PasswordStore. Encryption uses a key derived from a master password. (References to credentials

saved in a CyberArk vault are not encrypted, since the security aspect here belongs to CyberArk.)

Initialization

On each inventory beacon, the master password is created the first time that Password Manager is accessed,
using CryptGenRandom to generate a 256-bit string. This string is then encoded using Base64 and stored as a
local private data object using LsaStorePrivateData. This is accessible only to administrators on the individual

inventory beacon.

|_b Important: Private data objects are only as secure as the computer on which they are stored, and any
operator with administrator privileges can read them. If regular domain operators are members of the
Administrators group on an inventory beacon, they too will be able to view the Password Manager vault on
that server. Review your user configuration to ensure that only appropriate operators are members of the
Administrators group on any inventory beacon.
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Re-encryption

The following command line tool can be used if it ever becomes necessary to generate a new master password
(or security key):

C:\Program Files (x86)\Flexera Software\Inventory Beacon\RemoteExecution\mgspswd
--recrypt

With the --recrypt option, this tool decrypts all the credentials in the Password Manager on the inventory

beacon where it runs (using the old master password), generates a new master password, and re-encrypts all
stored credentials/references with the new master password. For more information about the mgspwd utility, see

Command-Line Updates to Password Manager.

Operation

In use in the FlexNet Beacon vault, the encryption and key derivation functions rely on the CryptoAPI support
in the inventory beacon's version of Windows. The process is:

1. The master password is retrieved using LsaRetrievePrivateData.

2. An encryption key is derived from it using PBKDF2 with HMAC-SHA-256, using the AES cypher and a 256-bit
key. This uses the default CryptoAPI provider of type PROV_RSA_AES.

3. The key derivation function generates an additional 128-bit initialization vector.

All ciphers are used in CBC mode with PKCS #5 / RFC 1423 padding.

Configuring CyberArk for Use with
Password Manager

For integration with CyberArk, FlexNet Beacon expects to find the CyberArk Credential Provider installed on the
inventory beacon.

ﬂ Note: In the CyberArk AIM CD image, this is the installer for Credential Provider. Do not use the

Application Server Credential Provider.

Credential Provider must be installed before FlexNet Beacon can display the data needed to configure CyberArk
to recognize the inventory beacon as an authorized requester of credentials. (The check is that the 32-bit
CPasswordSDK.d11 is present in %windir%\System32 on a 32-bit device, or %windir%\SysWOW64 on a 64-bit

device.)

Once both the CyberArk Credential Provider and (of course) FlexNet Beacon are installed and operational on the
inventory beacon server, your CyberArk administrator can register the application with the level of security
required by your corporate operating procedures. For complete details, see the CyberArk documentation (such as
the Credential Provider and ACSP Implementation Guide included with your CyberArk installation); but here is a
summary that illustrates the relationships between the data provided by FlexNet Beacon and the configuration
points provided by CyberArk.

CyberArk supports multiple processes for configuration, including manual interaction and automated processes.
This summary assumes the manual process for clarity. However, as you need to configure this integration
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independently on each inventory beacon, your CyberArk administrator may well prefer to set up automated
processes.

The manual process is most conveniently started from the inventory beacon in question, having the FlexNet
Beacon interface open (this requires administrator privileges on the inventory beacon), as well as a web browser
that can access your CyberArk implementation.

£
[_] To configure integration between FlexNet Beacon and CyberArk Application Identity Manager (AIM):

1. Complete the installation of the CyberArk Credential Provider on this inventory beacon, if necessary
following instructions provided by CyberArk.

Do not install the Application Server Credential Provider.In the CyberArk AIM CD image, open the

folder for Credential Provider, and run setup.exe from that folder.

i
= Tip: As part of the installation process, be sure to configure the Credential Provider for access to your

CyberArk server hosting the relevant CyberArk Vault.

2. Use Windows Explorer to validate that CPasswordSDK.d11 is present in %windir%\System32 on a 32-bit
device, or %windir%\SysWOW64 on a 64-bit device.

If this is not already the case following installation of the CyberArk Credential Provider on this inventory
beacon, you can find a copy of CPasswordSDK.d11 (this 32-bit version, and not the equivalent 64-bit
version) in the Credential -Provider-installation-path\ApplicationPasswordSdk folder. Copy this
to the appropriate location for the architecture of your inventory beacon server.

|_¢' Important: Do not copy the 64-bit version. The Password Manager on the inventory beacon requires the
32-bit version (even though the inventory beacon user interface, which is built in .NET, appears to
recognize the 64-bit version, if you copied that by mistake).

3. In FlexNet Beacon, navigate to the Password management page.
This page displays the values needed for insertion into CyberArk.
4. In your web browser, log into the CyberArk Password Vault Web Access (PVWA).
5. From the top navigation bar of PVWA, select the Applications tab.
6. If this is the first registration of the FlexNet Beacon application, create the base application record in PVWA:
a. In the top right of the Applications List page, click Add Application.

b. From FlexNet Beacon, copy the value of the Application ID, and paste it into the Name field in the
Add Application dialog in the PVWA.

r— Tip: The default value, FLexera_FlexNetBeacon, follows the guidelines in the CyberArk
documentation. If your environment requires that you must change this default, edit the
[Registry]\PasswordStore\CyberArkAppId setting on the inventory beacon. If you change
the registry value, restart FlexNet Beacon before copying the new value to the PVWA.

c. Complete the remaining details in the Add Application dialog, in line with your corporate protocols.
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For Location, it is typical to select the \Applications folder, but this is not mandatory.

(i
= Tip: It is best practice to not add time restrictions or an expiration date for this application's

access to the CyberArk Vault. This is because inventory gathering may be scheduled at any time of
day, typically after hours when systems are lightly loaded.

. Click Add.

The application is added and displayed in the Application Details page.

. In the Application Details page, below the Authentication tab, select Allow extended

authentication restrictions.

This enables you to specify multiple machines, OS users, path values, and hash values for a single
application.

. Under the Authentication tab, click Add, and from the drop-down list, choose 0S User.

. From FlexNet Beacon, copy the value of the Inventory beacon service account, paste into the OS

User field in PVWA, and click Add.

. Use the Add drop-down again, and choose Path.

From FlexNet Beacon, right-click the Beacon executable path value, copy, and paste into the Path
field in the Add Path Authentication dialog in PYWA. Clear the Path is folder check box (because
these paths include the file name), and click Add.

j. In asimilar way, copy the Beacon executable hash value from FlexNet Beacon on your inventory

beacon, and paste into the Add > Hash > Add Hash Authentication dialog, saving it into the
application details in PVWA.

(4
= Tip: You can add a comment (such as the application identifier) after a hash value, separating

with spaces around a hash character or pound sign (#). Comments may not include colon or semi-
colon characters. Example:

FOFDE5DA32076B88AE57CB49E8ED61497C5D1601 # Beacon Engine 12.3.1

. To test that the configuration is successful, click Test CyberArk integration... in the Password

management page of FlexNet Beacon.
A separate Test CyberArk Integration dialog appears.

Enter a query for which the credential already exists in CyberArk (depending on how the credential is
secured, specifying Object=accountName may be sufficient, provided that the answer is exactly one

credential), and click Test.

After a moment, the dialog displays the results:

« For success, several attributes of the account in CyberArk (but not, obviously, its password) are
displayed.

« For failure, the error message received from CyberArk is displayed unchanged. You should fix the
error(s) and repeat the testing until successful.
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(i
= Tip: If the Credential Provider service is not running on the inventory beacon, the response waits

30 seconds and then times out.
For example messages and likely remedial actions, see Typical Errors and Fixes.

The basic application record now exists in CyberArk. This application record can now be referenced by all
your inventory beacons that need access to credentials stored in CyberArk. As you register additional
inventory beacons in PVWA (hint: click Search to populate the application list under the Applications tab),
validate that:

« The OS user account that runs the inventory beacon engine is unchanged. If a different account has been
used on a particular inventory beacon, update the application record in PVWA with the additional OS
user.

« The installation path of the executable is unchanged. If an inventory beacon has a non-standard
installation, add the different path to this application record.

o The hash value is unchanged for BeaconEngine.exe. This value remains consistent for a given release of
the inventory beacon; but of course you should expect the hash to change when an inventory beacon is
updated with a later version of FlexNet Beacon. If your environment during upgrade process has a
mixture of inventory beacon versions, keep the old hash value in the application definition for the time
being while adding another hash for the updated version (see the example shown above with comment
identifying the FlexNet Beacon version).

Of course, this requires logging in to each inventory beacon to check the relevant details on the Password
management page of FlexNet Beacon there.

7. Register each inventory beacon as a device using the registered application details in PVWA:

a. In the Application Details page for your FlexNet Beacon application in PVWA, select the Allowed
Machines tab.

b. At the top of this tab, click Add.

c. In the Add allowed machine dialog, enter the host name or fully-qualified domain name for this
inventory beacon in the Address field.

(d

= Tip: The IPv4 address of the inventory beacon is another method of identification; but beware of
using this where dynamic IP address allocations may alter the IP address of your inventory
beacons over time.

Repeat this registration of the machine details for each relevant inventory beacon.
8. Configure the required safe and its memberships:

a. If it does not already exist, create the safe that will store credentials needed by your inventory
beacons (navigate to Policies > Access Control (Safes), and click Add Safe). If the safe already
exists, select it from the list of safes, and in the bottom right, click Members.

b. In the Members tab, click Add Member, search for the application you saved, select it in the list of
results (the default privilege levels are adequate, and must include Retrieve accounts), and click
Add.
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i
W Tip: Look for the success message at the bottom of this dialog, and then click Close. Once the
dialog is closed, the list of members is updated and displays your application as a member

permitted to access this safe.

9. Ensure that the credentials needed for the remote execution activities of every inventory beacon are

66

recorded as CyberArk "accounts".

a. In the Account tab of PVWA, click Add Account.

b. In the Add Account page, in the Store in Safe drop-down, select the safe you created for credentials

accessed by inventory beacons.

c. Select the Device Type and resulting Platform Name for this credential.

Here are suggested mappings between the Account type saved in the FlexNet Beacon Password
Manager and these two fields in PVWA:

Account type (FlexNet)

Windows domain account

Local account on Windows

device

SSH account (password)
SSH account (key pair)

Account on VMware ESX

server

Account on VMware

VirtualCenter

Password for Oracle

listener

Account on Oracle

database

Oracle VM management API

account

Device Type (PVWA)
Operating System

Operating System

Operating System
Operating System

Operating System

Application

Directory (This choice does

not require a user name for the
credential.)

Database

Operating System

Platform Name (PVWA)

Windows Domain Account

Windows Server Local
Accounts (or Windows
Desktop Local Accounts if

you are targeting desktop
computers)

Unix via SSH
Unix via SSH Keys

VMWare ESX Account API
VMWare vCenter Shared

Accounts

[None]

Oracle Database

VMWare ESX Account API or
Unix via SSH (see note)

D Note: The Oracle VM management API account is likely to be a local account on Linux, and

currently PVWA does not offer a matching platform name. Your CyberArk administrator may
perhaps create a custom platform name for your use; or you can use other platform names (such
as either of the two suggested above) that provide the correct set of data fields.

d. Complete the remaining properties for the credential, and click Save.
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« Address may identify the device that requires this credential, either using an IP address, a host
name, or a fully-qualified domain name. In cases where this isn't particularly meaningful (such as
a Windows domain password), enter free text such as the domain name.

« Name must be unique in context (for example, within the safe), and is typically used in query
strings. For this reason, you may prefer to provide a custom, simpler name rather than use the
one that is automatically generated.

« ForUnix via SSH Keys, after saving, click Add SSH Key (upper right), and provide the required

details.
e. Take note of the query string parameters that uniquely identify this credential.

The query strings must be entered in FlexNet Beacon Password Manager, and are used to request
each credential from CyberArk. If the query string does not return a single, unique credential, the
request fails. Query string elements that may be used include:

« Safe — where the credentials for inventory beacon use are stored

» Address — the same value you provided for this parameter for the credential, identifying the

target device where the credential is to be used
« Object — shown in the Account Details page in PVWA as the Name.

These values should be sufficient to uniquely identify the credential. For other elements possible in
a query string, see the CyberArk documentation.

Repeat for as many credentials as required. This completes configuration of CyberArk. The last remaining
step is to record the various credentials in Password Manager on the various inventory beacons from which
they will be used for remote execution.

10. On each inventory beacon in turn, access Password Manager, and create records of the credentials used
from this inventory beacon.

For details, see the online help for the Password Manager.

Removing CyberArk Integration

It may become necessary to remove CyberArk integration from one or more inventory beacons as
organizational structures evolve.

(4
= Tip: To disable the CyberArk integration only temporarily, so that it is easy subsequently to resume integrated

operations, open the FlexNet Beacon interface, select the Password management page, and clear the Use
CyberArk Credential Provider on this inventory beacon check box. This disables the use of all credentials
stored in CyberArk from this inventory beacon, until you re-enable it by selecting this check box again.

Within the Password Manager interface, the option to select CyberArk option for the Vault setting remains

available as long as either of the following is true:

« CyberArk integration is detected on this inventory beacon (through the files installed on the same device as
part of the CyberArk Credential Provider)

« Any credential is saved in Password Manager for which the Vault setting is currently CyberArk.
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This suggests the following best practice for removing CyberArk integration from an inventory beacon. This
process must be repeated separately on each affected inventory beacon.

=
[_] To remove CyberArk integration from an inventory beacon:

1. Log into the FlexNet Beacon interface (administrator privileges required), select the Password
management page, and click Launch Password Manager.

2. Look at the credentials in the Current credentials group (on the left side).

Every credential with a blank value in the Account column is either a Password for Oracle listener

(which requires no account name, regardless of where the credential is stored), or is a credential saved in
the CyberArk Vault.

3. Select each of these credentials in turn so that its properties are displayed in the Editor group, and check
the Vault setting for each one.

4. When the Vault setting is CyberArk, choose either of the following paths, depending on the strategic

requirements:

« If this inventory beacon must still conduct the same remote execution task against the same target
device, and therefore still requires a credential, switch the Vault setting to FlexNet Beacon, and update
the remainder of the (newly displayed) fields with values that are now to be saved locally on this
inventory beacon. Click Save when you have finished editing the credential.

« Where the selected credential is no longer required in any form, in the Current credentials group click
Delete... to remove the selected reference to CyberArk from the FlexNet Beacon vault, and confirm.

(d

= Tip: If the case is that every credential for this inventory beacon is stored in CyberArk, and none of
these is required in future, use Delete All....

5. When all affected credentials are either removed or updated, exit Password Manager.

6. If these credentials were for use solely from this inventory beacon, notify your CyberArk administrator that
these credentials may now be removed from CyberArk. (However, be alert for credentials still needed by
other inventory beacons.)

7. The appropriate person may now uninstall the CyberArk Credential Provider from this inventory beacon.

Since the CyberArk installed files have been removed from the inventory beacon, and there are no credentials
remaining in Password Manager that reference CyberArk in the Vault setting, the user interface of the Password
Manager is different when you open it hereafter. The Vault setting no longer appears, and all interactions are
with credentials stored locally in the FlexNet Beacon vault.

Typical Errors and Fixes

When testing the integration between an inventory beacon and a CyberArk Vault, the following are the more
common errors that may occur, and the kinds of fixes you might investigate.
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(2]

W Tip: If fetching a credential fails during production, an error is reported in the web interface of FlexNet
Manager Suite, on the Status tab of the discovered device properties for the target device. The error report
includes the entire error message received from CyberArk, as listed below.

Error Investigate

PDKTCOO6E Failed to connect to provider
(Reason=[select timed out], Rc=[-1])

APPAPOOAE Password object matching query
[queryStringUsed] was not found (Diagnostic Info:
5). Please check that there is a password object
that answers your query in the Vault and that both
the Provider and the application user have the
appropriate permissions needed in order to use the

password.

APPAP227E Too many password objects matching query
[queryStringUsed] were found:
(Safe=safeName ; Folder=folderName;Object=accountName

and

Safe=safeName;Folder=folderName;0Object=account2Name)

(Diagnostic Info: 41)
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The Credential Provider installed on the
inventory beacon could not connect with
the CyberArk AIM installation. Check your
network access.

No credential saved in CyberArk matches
the query you issued. If this message is
received during testing, check the value
in the Enter test query string field in the
Test CyberArk Integration dialog. Check
this value against the matching
properties of the test credential (which
must already exist in CyberArk).

The upside of this error (and following
ones) is that Password Manager on the
inventory beacon is communicating
successfully with the local Credential
Provider, which in turn is communicating
with the CyberArk Vault. When you fix
the query value, it is likely that the result
will be successful.

The query you issued is not sufficiently
specific, and could be answered by more
than credential in CyberArk. It is
mandatory that each query to CyberArk
can be answered by exactly one
credential. If this message is received
during testing, improve the value in the
Enter test query string field in the Test
CyberArk Integration dialog (typically
by adding another parameter, such as the
Object value that specifically identifies

the CyberArk account name).
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Error Investigate

APPAP133E Failed to verify application
authentication data: OSUser "userName" 1is

unauthorized

APPAP133E Failed to verify application
authentication data: Path "executablePath" is

unauthorized

APPAP133E Failed to verify application
authentication data: Hash "executableHash" is
unauthorized

The requested credential is secured by
the requesting application and the
username running that application on the
inventory beacon, and the current
username does not match (any of) the
one(s) registered in CyberArk. Either
switch to the correct username running
the BeaconEngine.exe file on the
inventory beacon, or update the OSUser
names listed in CyberArk.

The requested credential is secured by
the requesting application and the file
path where the executable is running on
the inventory beacon, and the current file
path does not match (any of) the one(s)
registered in CyberArk. Most commonly
you need to update the file paths listed in
CyberArk for the application (assuming
that there are different installation paths
on different inventory beacons).

The requested credential is secured by
the requesting application and the hash
of the executable on the inventory
beacon, and the run-time hash of the
current executable does not match (any
of) the one(s) registered in CyberArk.
Most commonly this happens after a
version upgrade of the FlexNet Beacon
code on the inventory beacon, and you
need to record the new hash in CyberArk
for the latest version of the executable.

Managing Key Pair Authentication

Private-public key pair authentication for SSH can be more secure than password authentication, although there
are some general guidelines you should follow to manage your key pair authentication:

« Keep the private key private. Do not store it in a public location.

« Always save it with a well-chosen passphrase.

« Be aware that although Password Manager, when using the default FlexNet Beacon vault, keeps a duplicate of

the private key file (in an encrypted form), the original is still required if you need to reconfigure Password

Manager.
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As an additional security step, OpenSSH offers a from option that allows you to enter extra details on the public
key, limiting the hosts for which the public key will work. Notice that this may render the target device
inaccessible if the network configuration of the inventory beacon changes. To mitigate this, you can include
additional hosts, or create another private-public key pair to allow access in this circumstance. See the OpenSSH
documentation for further details.

Testing key pair credentials

If you want to test SSH credentials, you need two programs: an SSH client and an SSH agent. SSH clients attempt
to obtain key pair values from the SSH agent. If authentication fails, the client will test authentication by
prompting for a password.

Table 6: Suitable test programs for OpenSSH and PuTTY

Key format  SSH client SSH agent Testing notes

OpenSSH ssh ssh-agent Use ssh with high verbosity to see which methods of
authentication are enabled in the authentication process.

PuTTY PUuTTY.exe Pageant You can adjust settings in PuTTY . exe to enable or disable
the Pageant and keyboard-interactive (password)
authentication types during authentication tests.

Command-Line Updates to Password
Manager

The mgspswd command-line utility allows rapid updating of the Password Manager on an individual inventory
beacon. It is installed on each inventory beacon in InstallDir\RemoteExecution (by default C:\Program
Files\Flexera Software\Inventory Beacon\RemoteExecution\mgspswd.exe).lt is an alternative to the
GUI presentation of the Password Manager.

This utility supports either:

« Storing credentials in a local vault (encrypted within the Windows registry), and recalling them on demand
from there

« Storing a query string that can uniquely access one existing credential saved in a CyberArk Vault, where
integration with CyberArk has been detected (by the presence of the CyberArk Credential Provider installed on
the inventory beacon). In this case, you may switch between storage types for individual credentials: for
example, you can reference CyberArk for production passwords, but use the FlexNet Beacon vault to store
credentials for test environments that have lower administrative overheads.

Syntax:

mgspswd.exe --add Llogical-name [options...]
mgspswd.exe --delete Logical-name
mgspswd.exe --help
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mgspswd.exe --list [ Llogical-name]
mgspswd.exe --matches [options...]
mgspswd.exe --recrypt

mgspswd.exe --reset

where Logical -name is the friendly name given to the current credential (name/password pair).

For some credential types, certain parameters can be specified in alternate ways. Parameters for which this occurs
are:

« Domain: the Windows domain within which the specified credential applies. This is not available as a separate
parameter in the command line. You may insert the domain into the account name parameter, using the
normal format of domainName\sampleUser.

« Password: while this value can be provided in the command line, it will be visible there in plain text. If omitted
as a command-line parameter, it can be entered interactively, in which case the password characters are
masked.

» Other mandatory parameters (such as account and the logical name, when saving to the FlexNet Beacon vault)
also prompt interactively for values if they are omitted from the command line.

The parameters and options available in the command line include the following (in alphabetical order):

Options Notes

--account account- Specify the account name (often called the user name) to use. This parameter is only
name used with the --add parameter, and only when --vault is not specified as CyberArk.

In its simplest form, this parameter specifies only the account name (or user name).
Three compound formats are also supported:

« To specify a domain account within a particular domain (including for an account
that is --type WindowsDomain), you may identify the domain using the common

backslash-separated format, such as domainName\sampleUser.

« To specify the sampleUser account name for Windows computers that are not part

of a domain, use the string literal "localhost" by entering localhost\sampleUser.

* You can include the string variable $(MachineName) as part of the account name
(followed by a backslash separator). At run-time, the name of the computer on
which remote execution is being performed will replace $(MachineName). For

example:

--account $(MachineName)\Administrator
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Options Notes

--add Llogical-name Add a new credential (account/password pair) with the specified logical name, account
[options...] name, and password.

« If you repeat the command line with the --add parameter and a Logical -name that

already exists in Password Manager, the existing record is updated.

« If you omit the account name or password parameters, and they are required, the
utility prompts for the missing parameters. (Be aware for Oracle listener access, only
a password is required and is mandatory, and there is no account name.)

i)
W Tip: If the logical name includes spaces, enclose it in double quotation marks.
Example:

mgspswd --add "Local admin account" --account
$(MachineName)\Administrator

Since the - -password option is omitted, the utility prompts for the password value,
masking the characters as they are entered. This example presumes the unusual
situation of using a common administrator password across a range of devices. A more
common example might specify an exact match for a particular device name, such as:

mgspswd --add "myDevice admin" --account myDevice\Administrator

D Note: When the parameter --vault CyberArk is included in the command line, the
command is adding to Password Manager a reference to an existing credential saved
in an appropriate CyberArk vault and safe. Commands from the inventory beacon
cannot change the content of CyberArk. The saved reference allows Password
Manager to request the appropriate credential from CyberArk at an appropriate
time.

--cyberark-query This parameter is only used with the --add parameter, and only when the parameter -

["]qguery-string["] -vault CyberArk is included in the command line. Specify the exact query string
expected by CyberArk for it to return the required credential. Of course, the credential
itself (account name and password pair) must already exist in the appropriate
CyberArk vault and safe (the vault is specified when CyberArk integration is first
configured, and the safe may optionally be specified as part of the query string). If the
query string contains any white space, it should be enclosed in double quotation
marks (otherwise, these are optional). Details of the query string are specific to your
implementation of CyberArk, and must be obtained from your CyberArk
administrator. (See also privilege-cyberark-query.)
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Options Notes

--delete Llogical Removes the credential (account and password record) with the specified logical name

name from Password Manager. Notice that when the vault setting is for the default (omitted,
or set to FlexNetBeacon), the credentials themselves are removed from the FlexNet
Beacon vault; but when the parameter --vault CyberArk is included in the command
line, the reference to the CyberArk record (including the query string) is removed, but
the credential itself (account name and password pair) is not removed from CyberArk.
Removal of credentials from CyberArk must be performed by a CyberArk administrator.

--filter- If this credential should only be used for a limited set of target devices, you can

dnsdomains List specify the DNS domains of affected managed devices here as a comma-separated
list of domain names. If multiple filters are specified, target devices that match any of
the specified criteria will use the credentials. Credentials matched through a filter are
tried before unfiltered credentials.

This option is only used with the --add or --match parameters.

--filter-dnsnames If this credential should only be used for a limited set of target devices, you can

List specify the DNS names of target devices as a comma-separated list of names. If
multiple filters are specified, target devices that match any of the specified criteria will
use the credentials. Credentials matched through a filter are tried before unfiltered
credentials.

This option is only used with the --add or --match parameters.

--filter- If this credential should only be used for a limited set of target devices, you can

ipaddresses List specify the IPv4 addresses of target devices as a comma-separated list of addresses. If
multiple filters are specified, target devices that match any of the specified criteria will
use the credentials. Credentials matched through a filter are tried before unfiltered
credentials.

This option is only used with the --add or --match parameters.

--filter- If this credential should only be used for a limited set of target devices, you can
macaddresses List specify the MAC addresses of target devices as a comma-separated list of addresses.
Both the Windows and UNIX formats are valid. Example:

00:01:b0:c4:€6:10,00-AF-F7-CD-F9-10
If multiple filters are specified, target devices that match any of the specified criteria

will use the credentials. Credentials matched through a filter are tried before
unfiltered credentials.

This option is only used with the --add or --match parameters.
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Options Notes

--filter-names If this credential should only be used for a limited set of target devices, you can
List specify the device names of target devices here as a comma-separated list. For
example:

accounts-laptop,finance-desktop

If multiple filters are specified, target devices that match any of the specified criteria
will use the credentials. Credentials matched through a filter are tried before
unfiltered credentials.

This option is only used with the --add or --match parameters.

--filter- If this credential should only be used for a limited set of target devices, you can
netbiosdomains specify the NetBIOS domain names of target devices as a comma-separated list of
list domain names. If multiple filters are specified, target devices that match any of the

specified criteria will use the credentials. Credentials matched through a filter are tried
before unfiltered credentials.

This option is only used with the --add or --match parameters.

--filter- This parameter only applies to accounts of type OracleDatabase. If this credential

oracleservicenames should only be used for a limited set of target devices, you can specify a comma-

List separated list of the Oracle service names to which the credential applies. Use only
with the OracleDatabase and OraclelListener account types. For example,

ORAQO1, TestORA

If multiple filters are specified, target devices that match any of the specified criteria
will use the credentials. Credentials matched through a filter are tried before
unfiltered credentials.

This option is only used with the --add or --match parameters.

)
W Tip: Oracle names may match on individual parts of the service name. It may be

helpful to specify the fully qualified service name in the Oracle service names filter to
avolid unintentional matches. To use a filter to match service names with multiple
suffixes, you can specify each fully qualified service name in the filter, separated by

commas.
--help Displays a list of parameters.
--list Lists all credentials within the password store. All elements are shown (logical name,

account name, and password) with the password displayed in masking characters.
If the optional Logical -name for a credential is supplied, the utility displays the
credential with the specified logical name.
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Options Notes

--matches Identifies all the credentials in the Password Manager that match (and therefore may
be applied to) a device. To narrow the specification, you may add the --type option
with one valid value, and any of the filter options (also described in this listing):

o --filter-names

o --filter-dnsnames

o --filter-dnsdomains

o -filter-netbiosdomains
« --filter-ipaddresses

« --filter-macaddresses

o --filter-oracleservicenames.

--password Specify the password to use. Only permitted for the default FlexNet Beacon vault (that
password is, omit when --vault CyberArk is specified).
Note that if you do not wish to see the password echoed in plain text on the
command line, you may omit this parameter, and the utility will prompt for it, and
mask it as it is entered.
Passwords are required for the OraclelListener account type, and are optional for all
other account types.

This option is only used with the --add parameter.

--privatekeyfile The name and location of a source file containing the private key for SSH, for use with

path the default FlexNet Beacon vault. (This parameter is not relevant when --vault
CyberArk, since CyberArk then owns management of the public/private key pair, and
simply returns the private key on demand through the appropriate query string.)
Using the default FlexNet Beacon vault, the private key file is read from the specified
path, and added to the Password Manager. The private key can be in the OpenSSH
project’s format (generated using ssh-keygen ) or the PUTTY format (generated using
PuTTYgen.exe).
The corresponding public key must be in place on the target device before SSH login
using a private-public key pair. If you are using OpenSSH on target devices, the public
key is expected in ~/.ssh/authorized_keys. Use mgspswd.exe --list Llogical-

name to obtain the public key to add to ~/.ssh/authorized_keys. Other SSH
implementations may require that the public key be stored elsewhere.
This option is only used:

« With the --add parameter
« For the SSHKeyPair type of credential

» When the vault is not CyberArk.
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Options Notes
--privilege- Specify the exact query string expected by CyberArk for it to return the credential
cyberark-query required to escalate privileges on the target device. Of course, the escalation

["]query-string["] credential itself (account name and password pair) must already exist as a separate
credential in the appropriate CyberArk vault and safe. If the query string contains any
white space, it should be enclosed in double quotation marks (otherwise, these are
optional). (See also cyberark-query.)

This option is only used:

« With the --add parameter
» When the parameter --vault CyberArk is included in the command line
» For the SSHPassword or SSHKeyPair types of credential.
--privilege- You can specify that login should be attempted with elevated privileges on target

password password devices running UNIX-like operating systems. This is the password used to gain those
elevated (root) privileges. (See also --privilege-password-prompt and

privilege-prefix, which are used in conjunction with this.)

' Tip: If sudo on the target device(s) is configured to allow escalation of privileges
without requiring an interactive password, just omit this parameter.

This option is only used:

« With the --add parameter
» For the SSHPassword or SSHKeyPair types of credential

» When the vault is not CyberArk.
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Options Notes

--privilege- For UNIX-like devices on which login should be attempted using elevated privileges,
password-prompt specify the exact prompt for which FlexNet Beacon should wait before issuing the
text value of the --privilege-password parameter.

Yy

"

Tip: The sudo tool typically issues a prompt similar to this:
[sudo] password for userName:

You could enter this entire value, since you know the User name for this login, in
the --privilege-password-prompt parameter; but (assuming that this

credential is reused across multiple servers) this approach is at risk because of
variations across different versions of UNIX-like operating systems. A risk-free
alternative is to use the following special settings:

1. Supply the elevation command with an option to declare a specialized
password:

--privilege-prefix "sudo -p flxpwd:"
The -p option instructs sudo to issue the specified prompt (for a password)
when it is invoked by the FlexNet Beacon engine.

2. for this parameter, enter

--privilege-password-prompt "flxpwd:"

(or exactly the prompt value you specified in the field described above).
3. Be sure to also specify the --privilege-password password parameter.

When invoked by the FlexNet Beacon engine, sudo now issues a known prompt,
which in turn is recognized by the FlexNet Beacon engine, and inventory collection
can proceed.

This --privilege-password-prompt option is only used:

» With the --add parameter

« For the SSHPassword or SSHKeyPair types of credential

» When the vault is not CyberArk.

--privilege-prefix For UNIX-like devices on which login should be attempted using elevated privileges,
prefix specify the valid privilege elevation command (such as sudo or priv) here. This

option is ignored if the credential matches any Windows devices.

This option is only used:

e With the --add parameter

« For the SSHPassword or SSHKeyPair types of credential

o When the vault is not CyberArk.
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Options Notes

--recrypt Decrypts all passwords in the Password Manager vault using the current master
password (security key), replaces the master password with a new one, and re-encrypts
all the passwords in the Password Manager vault with the new security key, using the
strongest available algorithm. For more information, see Password Manager Security
Overview.

--reset Clears the Password Manager vault on this inventory beacon, and resets the internal
security key.

--type type The credential type. This must be one of:

e OracleDatabase: to connect to an Oracle Database instance

« OraclelListener: to connect to a server running Oracle listener services (for this

type, a password is mandatory and no account name can be defined)

« OracleVMManagerApiAccess: an account that can access the API for Oracle VM

Manager

« SSHKeyPair: to connect to managed devices using SSH, when SSH on the target

devices is configured to require a key-value pair for login

» SSHPassword: to connect to managed devices using SSH, when SSH on the target

devices is configured to require a password for login
e VMwareESX: to connect to a VMware ESX server
e« VMwareVirtualCenter: to connect to a VMware Virtual Center server

» WindowsDomain: when tasks being remotely executed on Windows devices should

run as a domain user

» WindowsLocal: when tasks being remotely executed on Windows devices should

run as a local computer user.
This option is only used with the --add or --matches parameters.

--vault vault-type The kind of vault used for storing the credentials. May be omitted when CyberArk
integration has not been detected on this inventory beacon (in which case the FlexNet
Beacon vault is used). When CyberArk is available, the vault-type must be one of:

» CyberArk (the normal choice in a production environment where CyberArk has

been detected)

« FlexNetBeacon (note: no white space).

Yy

W Tip: Values are case insensitive.

This option is only used with the --add or --matches parameters.
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Example 1: Set a new record to retrieve the credential for a Windows domain (account and password) saved in
CyberArk (this command is entered all on one line):

mgspswd --add WDomain®@7 --vault CyberArk --type WindowsDomain
--cyberark-query Safe=PasswordSafe;Folder=Root\
Applications;Object=WinDomain®7-DLPW

Because the domain name is a property of the credential returned from CyberArk, no specification of the domain is
needed in this command line, and you rely on naming conventions in the Logical -name to track the purpose of

this credential.
Example 2: Specify the same credential saved in the FlexNet Beacon vault (when CyberArk integration has
not been detected on this inventory beacon):

mgspswd --add WDomain®@7 --type WindowsDomain --account ourDomain\winSvcAcct
--password qwertyl

Notice that you cannot specify the domain name as a distinct command line parameter, but you can
specify it as part of the account data as shown. You may choose to enter the password interactively (with
character masking) by omitting it from the command line.

Example 3: Using the default FlexNet Beacon vault (when CyberArk integration has not been detected on
this inventory beacon), save a local account on a target device named myDevice:

mgspswd --add myDevicePW --type WindowsLocal --account svcUser --password qwerty!
--filter-names myDevice

Each call to mgspswd with the --add parameter (and using the default vault) stores on the inventory
beacon:

+ A logical name for the account/password pair (when this is a new logical name, a new entry is created;
and when it is an existing logical name, the current entry is updated)

« Optional filters to restrict the use of this credential to specific target devices (in this example, the
filter-names parameter ensures that this credential is attempted only on the device of the matching

device name)
« An account name (or username) on the target device

« The account password on the target device, encrypted using a private key unique to each inventory
beacon, with the private key stored as a private data object on the inventory beacon. The private key is
automatically initialized with the first save to the Password Manager on each inventory beacon.

Example 4: Register the same local credentials, saved in CyberArk, for use on the target device named
myDevice:

mgspswd --add myDevicePW --type WindowsLocal --filter-names myDevice --vault
CyberArk
--cyberark-query Safe=PasswordSafe;Folder=Root\Applications;Object=LocPW-myDevice

In this case, the account name (username) and password are already saved within CyberArk, and we
supply the query string that returns this credential for use. Notice that the same filter now means that the
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inventory beacon only attempts to retrieve this credential from CyberArk when it is targeting the
matching device.

Notes

]
' Tip: For Windows-based computers, use net use \\machineName\1ipc$ to test that login credentials work

before adding them to Password Manager.
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Customizing Dashboards for FlexNet
Manager Suite

FlexNet Manager Suite includes Flexera Analytics, a technology that allows you to prepare reports and to
customize dashboards, either for your enterprise or for personal use. Each dashboard may contain one or many
widgets, which graphically represent selected aspects of the underlying information saved in the system.

The system ships with a library of widgets pre-configured with useful data. Any widget you like can be 'pinned' in
the personal pin list of widgets that you prefer, and then included in custom dashboards. For each one, you can
customize the data visualization, as well as what data is displayed.

This chapter provides a brief introduction to Flexera Analytics, how you can create and customize dashboards and
control the way the data is updated.

Launching Flexera Analytics

Accessing Flexera Analytics requires that the operator is assigned to a role that includes the Analytics User

privilege. To check, navigate to the system menu (& ¥ in the top right corner), click Accounts, select the Roles
tab, and identify a role (or more than one if required) that allows the Analytics User privilege in the Business

reporting portal section. By default, 60 operators may be assigned to roles that grant this privilege. (If you need
more, please contact your Flexera representative.) Switch to the All Accounts tab and check the Role column for
the operators of interest to ensure that they are assigned to a role conveying this privilege.

These operators can directly access Flexera Analytics within FlexNet Manager Suite.

£
[_] To launchFlexera Analytics within FlexNet Manager Suite:
1. In the web interface for FlexNet Manager Suite, click Reports at the top of the navigation bar.
The product is now in Reports mode.

2. In the menu bar, hover over Analytics to display the menu, then click the name of the dashboard you want
to open:
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e Software Asset Management—This dashboard displays widgets related to managing your software

assets, including information about products at risk, unlicensed installations, unauthorized installations,
and licenses at risk of over-consumption.

» Hardware Asset Management—This dashboard provides data to help you manage your hardware

assets, including information about assets by type, new assets, and inventory devices with duplicate

names.

* My Analytics home—You can set your home page to display one of the existing dashboards, or you
can set the My Analytics home page to display a customized dashboard. (By default, My Analytics

home is set to display the Software Asset Management dashboard.)

Using the Widget Library

Flexera Analytics includes a library of commonly used widgets that can be used on customized dashboards. Pin or
save the widgets to your My Pins list, and reference these widgets later when creating or modifying a dashboard.

£

[_] To open the Widget Library and pin widgets:
1. In the side navigation bar, click Team Content, then click Flexera Boards
2. Click Widget Library.

3. To pin a dashboard widget, click the white background (not on a graph or other data representation) of the
widget to select it, and click the Pin icon (thumbtack) that appears beside the widget.

A message appears briefly at the top of the page, confirming that the item has been added to your My Pins
list. You may now use your pinned items when creating a new dashboard (see Creating a Dashboard).

Creating a Dashboard

Flexera Analytics allows you to create dashboards that display real-time data about applications, software
licenses, assets, and inventory.

=
[_] To create a dashboard:
1. In the side toolbar, click New (with the plus sign), then click Dashboard.
This displays the Select a template page

2. From the Dashboard pane, select a page-layout type, then select a layout template from the right pane, and
click OK (or you can double-click the template).

A blank template appears on the screen.
3. If necessary, click the Sources icon from the side toolbar to display the Selected sources fly-out.
4. Click the Add a source icon (plus sign) to add a source.

5. In the dialog that appears, ensure that Team Content is selected on the left, and click Flexera Data Models.
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6. Ignore any text saying that the folder is empty, and click Open.

The Flexera Data Models folder (containing the Flexera Relational Model and the Flexera

Dimensional Model) appears in the Selected sources pane.

7. Click the Pins icon (upper-right, in the toolbar) to display previously saved or pinned widgets.

8. To add a pinned widget, select the widget and click Add (at the bottom of the My pins panel), or drag and
drop the widget onto the template.

7
= Tip: You can also drag and drop data model attributes to a widget to customize the way data is

displayed on the dashboard. See Customizing a Dashboard for more details.
9. To save your new dashboard:
a. Click the disk icon (upper left, in the toolbar) to display the Save as dialog.
b. On the left side, choose either:
» Team content to save your dashboard where others can access it
« My content to save your dashboard in a private area.
c. In the Save as field, give the dashboard a meaningful name.

d. Click Save.

Customizing a Dashboard

Once you add a widget to a dashboard, Flexera Analytics provides functionality to customize it. You can filter,
sort, and change appearance for a widget. Each widget has its own set of parameters that you can customize.
(See the Analytics online help for more about using the general user interface.)

In addition, some widgets allow you to affect the data presented in other widgets. For example, the Publisher
filter widget enables you to filter which publishers’ data will appear in other widgets that report on certain
application measures. The following procedure provides an example of how to customize a widget.

[i] To customize widgets on a dashboard:
1. Ensure you are in edit mode (click the pencil icon in the upper-left corner).
2. Select the widget by clicking its background, then click the arrow in the upper-right corner of the box.
The box expands showing additional parameters to customize.

3. Click an item on the right side (such as Categories or Value) to expose a fly-out with icons for additional
control. Use these icons to filter, sort, summarize, or change the way information appears in the widget.

For example, here's how you can customize the Publisher filter widget, which then acts on the data
available in other widgets. Still in edit mode:

a. Select the Publisher filter widget, and click the arrow in the upper-right corner of the box that
outlines the widget.

The box expands showing additional parameters to customize.
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b. Select the Publisher parameter, then choose one or more of the following menu items:

» Sort icon—This menu item allows you to sort the list of publishers in an ascending or descending
order if desired.

« Filter icon—This menu item allows you to select or clear publishers that appear in a filtered list.
There are five publishers in the filtered list by default. If you limit the list to one publisher, you
must change the visualization type to Hierarchy. Use the Visualization types icon in the lower-
right corner to do this.

« Top or Bottom—This menu item allows you to maintain an extensive filtered list but only report
on the top five/ten or bottom five/ten values.

You may also add attributes from the data model to add additional filtering to this widget. For
example, you might continue as follows.

c. In the side toolbar, ensure that the Flexera Data Models are visible in the Sources fly-out, and click
the arrow-head beside Flexera Dimensional Model to expand it and display its members.

d. Similarly, expand Applications, then expand Application Classification, and then drag the
Application Classification attribute to the Local Filters field on the right of the expanded widget.

e. Use the menu to select the specific type of application you want to include. The filter excludes those
that you do not select.

f. To edit the title of a widget, click its background to expose the menu of icons, and choose the pencil
(Edit the title). Type your replacement title, and click elsewhere to finish.

g. When you are satisfied with all your changes, save them by clicking the arrow in the upper-right
corner of the box enclosing the expanded widget, and then click the diskette icon top left (Save).

Flexera Analytics Data

The data used by Flexera Analytics is automatically copied from the compliance database to the data warehouse
database. There are 4 ways that updating this data is triggered.

The Inventory import and license reconcile scheduled task. At the completion of this task, a separate

task will be triggered to copy the appropriate data from the compliance database to the data warehouse
database.

The Data warehouse export scheduled task.

The BatchProcessTaskConsole executable. Using the BatchProcessTaskConsole.exe with the appropriate
command line options can trigger the copying of data from the compliance database to the data warehouse
database. For example: C:\Program Files (x86)\Flexera Software\FlexNet Manager Platform\DotNet\bin\
BatchProcessTaskConsole.exe run FnmsDashboardUpdate

Partial exports. Creating, editing and deleting of some objects in the interface for FlexNet Manager Suite will
trigger the partial copying of data from the compliance database to the data warehouse database. By default
FlexNet Manager Suite will poll for changes every 60 seconds and if a change, or changes to data have been
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detected in the compliance database, a partial export will be triggered to copy those changes to data
warehouse database; unless a partial export has been executed within the last 15 minutes.

You can control whether partial exports are enabled and how often they are executed using the following registry
keys:

Table 7: Flexera Analytics Partial Exports

Key Default Minimum Maximum Description
HKLM:\SOFTWARE\Wow6432Node\ True False True Controls
ManageSoft Corp\ManageSoft\ whether
Compliance\CurrentVersion\ partials exports
BatchScheduler\ are enabled
DashboardAutoUpdateEnabled (True) or
disabled
(False).
HKLM:\SOFTWARE\Wow6432Node\ 60 0 3,600 Controls the
ManageSoft Corp\ManageSoft\ frequency at
Compliance\CurrentVersion\ which the
BatchScheduler\ system checks
DashboardJobPollTimeSeconds for changes to
compliance
data.
HKLM:\SOFTWARE\Wow6432Node\ 900 0 86,400 Controls the
ManageSoft Corp\ManageSoft\ frequency at
Compliance\CurrentVersion\ which partial
BatchScheduler\ exports are
DashboardJobCooldownTimeSeconds executed if

changes are
detected.
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Importing Inventory Spreadsheets
and CSV Files

Among many supported methods of importing software and hardware inventory details, FlexNet Manager Suite
supports the import of inventory information in either comma-separated value (. csv) files, or Microsoft Excel

spreadsheets (. x1sx files). To differentiate these from other imports of spreadsheet information (such as for

purchases, enterprise groups, and user assignments), these are called 'inventory spreadsheets’, a convenient term
covering both file formats (unless specifically excepted).

Inventory spreadsheets can be imported in either of two ways:

« A 'one-off' import through the web interface of FlexNet Manager Suite
« A repeatable, scheduled import through an inventory beacon.
This chapter covers the processes for both kinds of imports of inventory spreadsheets.

The formats of these imported files are fixed, and defined by downloadable templates. The documentation of each
of these templates, and the mapping of all the spreadsheet columns to the compliance database, is included in the
Inventory Spreadsheet Templates chapter of the companion volume, FlexNet Manager Suite Schema Reference.

Overview of Inventory Spreadsheets

You can upload inventory data from spreadsheet files to FlexNet Manager Suite in two ways:

« A one-off, one-time upload that you might need to do for workflow validation, demonstration or proof-of-
concept purposes.
The data will be saved on the application server and created as a unique connection. Once data from this
connection is processed, the connection is disabled (and cannot be re-enabled). Inventory from this
connection ages, and eventually appears in the Out-Of-Date Inventory list. To clear the stale data, delete the
connection: everything imported (only) from that connection is then removed from the operations databases.

« Ongoing import of spreadsheet inventory data.
To set up this workflow, you must use an inventory beacon. This workflow allows scheduled, repeated imports,
and data updates, in just the same way as regular inventory imports from other (non-spreadsheet) data
sources.
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¥
= Tip: Importing . xLsx files requires that you have installed a 32-bit version of Microsoft Access Database

Engine on the inventory beacon that performs the import. (This requirement does not apply to . csv files.)

ﬁ':j. Remember: The complete set of inventory data should be uploaded whenever updating the data previously
imported from a pre-existing spreadsheet. That is, all original rows, along with the new rows of inventory
data, get imported every time the data has to be updated. As with all other inventory imports, records that
disappear from the source connection (in this case, your spreadsheets) are automatically removed from the
operations databases to maintain synchronization with the data source.

If you need to collect inventory from a source to which FlexNet Manager Suite cannot directly connect (for
example, a source inaccessible for security or any other reasons), you can export this software, hardware or
virtualization data from your source into a comma-separated value (. csv) or Excel (. x1sx) file. This inventory
spreadsheet acts as an intermediate file for data upload through an inventory beacon. For repeated use, you can
use custom, in-house scripts to populate these spreadsheets with current data, saving them to your chosen
upload folder. You can then schedule regular imports from your upload folder to keep the data current.

The following inventory types are supported:

o Computers and VMs

« CAL usage inventory, called access evidence (see Introduction to Client Access License for details)
« Installation evidence

« File evidence

« Windows Management Instrumentation (WMI) evidence

« Oracle evidence

« Virtual machine (VM) pool data

« Cluster evidence

o Cluster group data

 Cluster host affinity rule data

« File evidence and installer evidence for remote access (use these templates for lists of all users who can access
a cloud-based service, or virtual desktops and applications).

Each type of inventory has a fixed file format, and you can access the corresponding inventory templates in either
of two ways:

« You can download them from the web interface of FlexNet Manager Suite

« You can open them from an inventory beacon, where local copies are automatically synchronized with the
central application server.

You can then populate your chosen templates with your inventory data, and import the completed files back into
FlexNet Manager Suite.
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One-Off Import of an Inventory
Spreadsheet

You can manually upload your inventory data from a spreadsheet to FlexNet Manager Suite.

The Inventory Data One-Off Upload page (accessible through the Inventory Data tab of the Data Inputs
page) is for a single import of inventory data from spreadsheets. If you need to repeat the inventory data import
(for example to make a data correction), you must first delete the previously set-up connection (the
corresponding server-side copy of the spreadsheet is automatically deleted as well). For details, see Deleting
Spreadsheet Inventory Data from the Database.

Each one-off upload creates a separate import connection. This is true even if two uploads have an identical
name: updates are not possible through the web interface, and two uploads of the same name produce two
identically-named connections, functioning separately.

R' Important: Do not allow two or more one-time connections for inventory spreadsheets to exist at the same
time, even with different import names. Data from every upload is persisted on the central application server,
and is imported afresh from the central spreadsheet copies into the operations databases for every inventory
import and license calculation. Having multiple connections to spreadsheets that contain the same computers
(for example, from the mandatory Computer spreadsheet, reflected in lists of inventory devices) can cause data
'toggling' between imported values, based on the which connection for spreadsheet data was most recently
processed. Therefore you must delete the previous one-off upload connection before uploading a newer batch of
inventory data.

Scheduling regular imports of inventory spreadsheets is not supported through the web interface: it is a one-time
connection. Once data from this connection is processed, the connection is disabled (and cannot be re-enabled).
Inventory from this connection ages, and eventually appears in the Out-Of-Date Inventory list. To clear the stale
data, delete the connection: everything imported (only) from that connection is then removed from the
operations databases. (In contrast, you can arrange regularly scheduled spreadsheet imports through an
inventory beacon, as described in Setting Up Scheduled Imports of Inventory from Spreadsheets.)

i Tip: One-off import of an inventory spreadsheet in the . xLsx file format requires that you have installed a
32-bit version of Microsoft Access Database Engine on your central batch server (or central server fulfilling that
function). In a multi-server implementation, the import request is received by the web application server, placed
in the MSMQ message queue, and then executed by the batch server — which is why the driver must be on the
batch server. (This requirement does not apply to . csv files.)

The data from an individual spreadsheet file may affect several database tables in FlexNet Manager Suite. For
more details about the template’s column names and their corresponding database fields, see the corresponding
section in FlexNet Manager Suite Schema Reference. You can download this document from the title page of the
online help.

ﬁj Remember: WVithin your spreadsheets, the column names and column order cannot be modified from those
supplied in the template files. Any such change results in an import failure. (Here, for a one-off import, you may
rename the spreadsheet files themselves, since their purpose is made clear by the field through which you
identify and upload each spreadsheet. In contrast, when the same templates are used on an inventory beacon
for scheduled uploads, the file names as well as the column names and column order must all be maintained.)
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£
[_] To perform a one-off upload of an inventory spreadsheet:

1. Navigate to the system menu (& ¥ in the top right corner), and click Data Inputs.

2. Click the Inventory Data tab, and ensure that the inventory data Name which is marked as Primary has a

Task status of Completed.

At least the first occurrence of the primary inventory import must have completed successfully before any
secondary source (including the one-off inventory spreadsheet) can be imported. If you attempt a one-off
import of an inventory spreadsheet before the first successful primary import, it results in an error
Inventory import failed because data has not been imported from the primary data
source. This is because of the rules for data merging, explained in more detail in Making a Data Source
Connection the Primary One. By default, the primary connection is the internal inventory connection,
named FlexNet Manager Suite in this list. If it has not yet completed, a member of the Administrator
role can run an import and compliance calculation manually by navigating to License Compliance >
Reconcile (in the Events group). Be sure to select Update inventory for reconciliation (available only to
administrators) before clicking Reconcile.

. Click One-off upload.

Download the InventoryTemplates-version.zip file, and populate the template that you need with the
inventory data.

¥
= Tip: When you process spreadsheets uploaded through the Application virtualization section, there

are two possible paths:

« You may want to record consumption against existing users on their computers that are already
recorded in the operations databases. In this case, be certain that the user's ID from the central
database is exactly recorded in the UserID column in (either or both of) the spreadsheets used for
Application virtualization, which are identified in the Access shown by file evidence or Access
shown by installer evidence fields of this Inventory Data One-Off Upload page. When the user is
matched, the installation is recorded against a computer that the user 'owns' (that is, is linked as either
the assigned user or calculated user).

« You may want to create new records for remote devices and remote users who are not already
recorded in your operations databases. To do this, make sure that both these statements are true:

o The Computer spreadsheet (identified in the Computers and VMs field) contains data in both the

ComputerName and LastLoggedOnUser columns.

o The value in that LastLoggedOnUser column matches the value in the UserID column in (either or

both of) the spreadsheets used for Application virtualization, which are identified in the Access
shown by file evidence or Access shown by installer evidence fields.

5. In the Upload name field, enter a name for this inventory data upload.

It is best practice to specify an easily recognizable name, because this name is used in lists of data
connections. In particular, when the time comes to delete the connection to this one-off import, you will
value a self-evident name. Perhaps consider a name space prefix, such as 00IIS- or some other convention

to help you isolate one-off imports of inventory spreadsheets.

6. From the Spreadsheet type drop-down list, select the inventory file format you are going to upload.

920
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|_¢' Attention: The files are processed depending on the option you selected from the Spreadsheet type list.
Therefore in a single upload, you can include several distinct inventory files (one of each of the kinds
listed on this page), but within a single upload all of the uploaded files must be of the same spreadsheet

type.
7. For each kind of inventory that you wish to import from spreadsheets:

a. Next to the field for the appropriate data type, click Browse, and select the matching .csv or .x1sx

template-based file containing your inventory data.

@ Restriction: As a minimum, you must upload one file through the Computers and VMs field.
This file is mandatory because it contains computer names and serial numbers, plus the
Processor Cores field required for license optimization.

b. Next to each identified data file, click Upload.

"File uploaded successfully" message is displayed.

c. Repeat the identification and upload process for all files included in this named upload.
8. Scroll down to the bottom of the web page, and click Start processing.

The name of your inventory connection is added to the table at the bottom of the page, and In progress
gets displayed in the Status column. When the inventory file is fully processed, and the license reconciliation
is finalized, Completed is displayed instead. Note that all inventory sources area reconciled, regardless of
type.

Depending on the file type you imported, its data is available from the corresponding area of the web interface.

For example, if you imported computer-related data, navigate to Discovery & Inventory > All Inventory to view
the uploaded records.

| Note: License reconciliation does not imply that there are no validation errors: you might need to click “in
the Task/Step name column to see the results of individual steps. If there are any errors, click the hyperlink and
troubleshoot as needed. For example, an error that occurred during the Import into staging step indicates
an issue with the staging, in-memory tables or an invalid spreadsheet type. File-import tasks with the Failed

status are displayed below the ' ¥ menu, and are indicated with a red dot:

You can also view a detailed log of any step within the inventory import: click 1o expand its task, and in the
Logs column for the step in question, click Download log.
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Setting Up Scheduled Imports of Inventory
from Spreadsheets

On an inventory beacon, you can set up a repeatable, automatic uploading of selected spreadsheet files of
inventory data to FlexNet Manager Suite.

-
= Tip: Importing . xLsx files requires that you have installed a 32-bit version of Microsoft Access Database
Engine on the inventory beacon that performs the import. (This requirement does not apply to . csv files.)

@ Important: If it is not the first time that you are importing a spreadsheet file into FlexNet Manager Suite, the
values already imported with the previous file will be updated and overwritten accordingly. Any update of a
previously uploaded spreadsheet file:

« Updates the data saved from any modified rows.
« Inserts data found in new rows.

» Deletes the data from the operational database that was previously imported from rows that have since been
removed from the new spreadsheet file.

« Deletes duplicate rows. If a duplicate row is identified, only a single entry is created. Identification is based on
matching the values in key columns. For example, if the keys match, but some of the other data is different,
the first row of the two is kept, while all duplicate rows that follow are discarded.

Templates are available through the inventory beacon (as described below), or can reuse templates downloaded
for one-off uploads through the web interface of FlexNet Manager Suite (provided that these have not been
renamed).

-
[_] To schedule regular imports of inventory spreadsheets:

1. Start FlexNet Beacon.

n Note: To run FlexNet Beacon, you must have system administrator rights.
2. In the Data collection group, click Inventory systems.
3. Click the arrow on the New button, and click Spreadsheet.
4. From the Spreadsheet Type drop-down list, select the type to be used.
5. To prepare your inventory spreadsheets:
a. Click the Templates hyperlink displayed in the Create Spreadsheet Source Connection dialog box.
b. Populate the template(s) you choose with the appropriate type of inventory data.

When scheduling an automatic, scheduled inventory import, you can populate and update
spreadsheet files either by a purpose-built script, or through a work flow applicable to your
organization. It is good practice to edit spreadsheet files in a work folder separate from your upload
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folder. This prevents a clash between file updates and file uploads that could result in incomplete
data being processed.

|_¢' Important: Remember to always use the latest template rather than one you may have saved
previously. Also keep in mind that you cannot change the file name, nor any columns (number,
names, or order) supplied in the template.

c. Create an upload folder, and save your completed inventory spreadsheet files to that folder.
All spreadsheet files located in the one folder are included in the scheduled uploads.

—
=21

[=| Note: The folder can also be located on a shared network drive (make sure that an account
running the inventory beacon has Read permissions on the folder).

6. In the Connection Name field, type in a name for this inventory data upload.

7. In the Connection Folder field, browse to the folder with inventory spreadsheets you created in the steps
above.

(d

= Tip: If you do not want to import the inventory data as yet, select the Connection is in test mode (do
not import results) check box. (Remember that data from any secondary inventory source, including this
one, cannot be imported until after the first successful import from your primary inventory source.)

8. Select the overlapping inventory filter that you need.
9. Click Save.

The new connection is added to the list of available inventory connections.
10. Select the new connection, and either:

o Click Execute Now.

o Click Schedule..., and choose the schedule on which to run repeated imports from the Connection
Folder. (For details on creating schedules, see the online help for the inventory beacon.)

Making a Data Source Connection the Primary One

If you import hardware inventory fields from multiple sources, some fields duplicated across the sources may
receive conflicting data. A common case is that one inventory tool returns a particular hardware property, while
another tool does not collect the same property and returns a null. There are also differences in the ways tools
collect inventory, so that sometimes values vary across tools.

[
= Tip: This section applies only to hardware inventory values. Software inventory is always merged across all
sources regardless of any source being marked as primary.

FlexNet Manager Suite resolves conflicting hardware data in two ways:

« A non-null value received from an inventory connection designated as primary is never overwritten. (Nulls can
be replaced.)

« Among values received from secondary sources, generally data with the most recent inventory date is used.
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D Note: There are some other settings for the secondary sources (related to whether duplicate inventory
should be merged, ignored, or ignored only if older than x days).

Source

Source 1
Source 2 Yes

Source 3

threads.

For example, suppose you have three inventory sources that report these values for a single device A:

Last inventory Cores Threads
date

10 May 2015 4 16

12 May 2015 8 NULL
14 May 2015 6 NULL

All non-null hardware properties from Source 2 are given priority, because it is the primary source. Thereafter,
based on date, Source 3 is used, and finally Source 1. The final record for Device A shows 8 cores and a total of 16

An inventory spreadsheet is treated exactly like any other inventory connection in this regard. You can use a
repeated import of an inventory spreadsheet to correct specific values reported incorrectly by other inventory

tools.

]

'  Tip: You cannot make a one-off inventory spreadsheet upload primary. After a single upload, this source is
disabled, and its inventory data ages. Only a repeated upload of an inventory spreadsheet through an
inventory beacon should be considered as a possible primary source. Even then, you cannot make it primary
until after its first import, so that the source is recognized by the central application server.

To make a source connection the primary one, click Make primary displayed on its row on the Inventory Data
tab of the Data Inputs page of the web interface.

Viewing Validation Errors for Uploaded
Inventory Spreadsheets

Diagnose the source of any spreadsheet validation errors.

A page is available that analyzes validation errors in all uploaded inventory spreadsheets (both one-off through
the web interface, and scheduled through an inventory beacon). This page is not directly available through the
menus, but you can reach it in either of the following ways:

@ To review upload validation errors:

1. To access through the Inventory Data One-Off Upload page:

a. Scroll to the bottom to the Last 5 uploads list.

b. If necessary, click the + expander in the Task/Step column to reveal individual steps in the
processing until the error is revealed.

c. In the Summary column, click the Validation errors hyperlink.

94
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The Inventory Upload Validation Errors page is displayed.
2. To access through the Data Inputs page:
a. Navigate to the system menu (#" ¥ in the top right corner), and click Data Inputs.
b. Click the Inventory Data tab.

c. Identify the connection for your inventory spreadsheet import, and click the expander arrow on its far
right.

The Last completed import section shows the count of validation errors. You may click the count (if
it is more than zero).

d. If necessary, click on Show/hide task status and history to expose the matching panel.
e. In the Summary column, click the Validation errors hyperlink.
The Inventory Upload Validation Errors page is displayed.

3. Use the diagnostic information to locate and fix the problem. (See the online help for this page for further
details.)

4. Repeat the upload using the modified spreadsheet(s).

B’ Important: For a one-off upload, remember that you must delete the connection for your previous
upload before attempting another.

Deleting Spreadsheet Inventory Data from
the Database

To remove data imported from an inventory spreadsheet, delete its connection.

When any inventory data source is removed from FlexNet Manager Suite, the data imported exclusively from that
source is removed from the database as well.

-

= Tip: Any data imported from multiple sources remains until its last source is removed. This means that if you
want to delete from the database those inventory records that you imported only from a spreadsheet, you need
only remove the connection to that inventory spreadsheet.

You may want to delete the connection to an inventory spreadsheet for several possible reasons:

* You made a mistake with some values in a one-time import of an inventory spreadsheet. To correct this, you
must first delete the previous connection to that spreadsheet, and then do a new one-off upload of the
amended inventory spreadsheet.

« A one-time upload failed in some way, and is now disabled. You must delete this connection to retry.

» You accidentally have multiple connections to one-time inventory spreadsheet imports existing to exist at the
same time. All but one of these must be deleted.

« Inventory imported from a one-time spreadsheet import has aged, and you want to remove it from the Out-
Of-Date Inventory listing.
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» You want to change details about a scheduled import of inventory spreadsheets through an inventory beacon.

You can delete the connections separately for:

« One-time data uploads (for details about one-off uploads, see One-Off Import of an Inventory Spreadsheet).
These connections are deleted only in the web interface.

« Scheduled, repeated uploads through an inventory beacon (for more information about these uploads, see
Setting Up Scheduled Imports of Inventory from Spreadsheets). Connections established on an inventory
beacon must be deleted both in the web interface and separately in the FlexNet Beacon interface.

-
[_] To delete a connection to an inventory spreadsheet:

1. Navigate to the system menu (& ¥ in the top right corner) in the web interface for FlexNet Manager Suite,
and click Data Inputs.

2. Click the Inventory Data tab.

¥
= Tip: For connections through inventory beacons, if you do not want to delete your set-up connection,

and plan to re-use it in future, select Disabled from the Connection status drop-down list displayed on
its row. Manually disabled connections can be re-enabled when you are ready. (In contrast, one-off
upload connections are automatically disabled after a single processing run, and cannot be re-enabled.)

3. Click the light-gray triangle displayed at the far right of your data connection'’s row:

A panel expands to reveal more details about the connection.
4. Inside this panel, click Delete connection.
5. Click OK on the confirmation dialog.
6. If this is a scheduled inventory spreadsheet import (that is, one running through an inventory beacon):

a. Log in to the appropriate inventory beacon (for example, through Remote Desktop Connection), and
start FlexNet Beacon.

L
= Tip: You must log in with an account that has administrator privileges on the inventory beacon.

b. Ensure that the Inventory systems page is selected, and select the connection from the list.
Your connection shows Spreadsheet in the Type column.
c. Click Delete, and on the confirmation dialog, click OK.

The saved copy of your spreadsheet is removed (from the central application server for one-off uploads, or from
the inventory beacon for repeatable uploads). At the next import and compliance calculation, the records created
from that spreadsheet are removed from the database.
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Sub-Capacity Licensing with IBM PVU

When an application runs on a virtual machine, some points-based licenses take into account the kind of server
the virtual machine is running on. In those cases, the license rules might require that either:

« The application on the virtual machine must be licensed for the full power of the underlying server (such as
counting all its processors, or cores, or threads to work out how many points to consume from the license). This
is called full capacity licensing.

« The license may take account only of that fraction of the capacity of the host server that is assigned to the
virtual machine. For example, on a 16-core host server, a particular virtual machine may be limited to using only
2 cores. You then work out the license points to consume using only that fraction of the host server's capacity,
and this is called sub-capacity licensing.

IBM have tight requirements in their license agreements for sub-capacity licensing using IBM PVU licenses. Most

basically, you must choose between:

« Using ILMT (or related IBM tools like IBM SUA, Tivoli Asset Discovery for Distributed [TAD4D], and IBM BigFix —
for simplicity this chapter focuses on ILMT). This option includes the possibility of importing results from ILMT
to incorporate them into your global license management view within FlexNet Manager Suite.

« Using FlexNet Manager Suite to calculate sub-capacity license consumption.

This chapter first gives you a high-level overview of the requirements for the two approaches, to help you make
the technology choice (see Two Ways to Collect Inventory).

However, for many enterprises, this is not so much an "either-or" question as it is a "both-and", or more precisely,
first one and then the other. Therefore the chapter next provides a conceptual framework for understanding the
overall process of transitioning from one tool to the other (see Understanding the Transition).

Whether you are implementing just one approach, or are changing over from one to the other, there is a lot of
overlap in required actions and detailed processes. Because of the overlap, the remaining topics in the chapter can
be read from either point of view:

« If you are implementing only one approach, choose either Using ILMT or Using FlexNet Manager for IBM, and
step through the procedures there, ignoring any sections about transitioning tasks.

« If you are changing from ILMT to FlexNet Manager Suite, you may use all the topics in the order provided to
ensure a smooth transition and an effective outcome.
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Two Ways to Collect Inventory

Like all license consumption calculations, sub-capacity licensing using IBM PVU licenses relies on incoming
software and hardware inventory. IBM authorizes any of the following approaches:

« Collect inventory using the FlexNet inventory agent, and under tightly-prescribed conditions, import into

FlexNet Manager Suite which performs the sub-capacity calculations and provides appropriate reporting.

« Collect inventory using ILMT, which performs the sub-capacity calculations; and then import the resulting

licenses into FlexNet Manager Suite to achieve a 'single pane of glass' for compliance management.

« Use either product for full capacity licensing, usually with the resultant increase in licensing costs. This option is

not investigated further in this chapter, which focuses entirely on your options for sub-capacity licensing.

The following table highlights the different requirements for the two approaches to sub-capacity licensing.

Requirement

Licensing

Approval

Agents

Drivers

98

FlexNet Manager Suite

Use a current version of FlexNet Manager
Suite.

D Note: IBM approval requires that you
are using a version later than 2015 R1.
You are currently reading
documentation for release 2018 R2.

Be sure that you have licensed the FlexNet
Manager for IBM product.

Obtain a contractual variation from IBM to
modify the IBM PVU license allowing the
substitution of FlexNet Manager Suite for
ILMT. (A standard application form is
available.)

Install the FlexNet inventory agent on all
application servers running software
under IBM PVU licenses; and also on any
Hyper-V hosts that may have guest VMs
running software licensed under IBM PVU.

Nothing additional required.

ILMT

ILMT is licensed.
Assign a commercial DB2 license to ILMT.

Use a current version of FlexNet Manager
Suite.

Be sure that you have licensed the FlexNet
Manager for IBM product. (This supports
the IBM PVU license type and appropriate
reporting.)

The standard IBM PVU license applies.

Install the ILMT agent on all application
servers running software under IBM PVU
licenses.

Where ILMT is using a DB2 back-end,
install a DB2 driver on each applicable
inventory beacon. (No separate driver is
required for an underlying Microsoft SQL
Server database.)
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Requirement FlexNet Manager Suite ILMT
Credentials Normal requirements for the installed Create a read-only account in the database
FlexNet inventory agents. Additional (either DB2 or SQL Server) for data

credentials may be required (as usual) for  collection.
inventory collection from VMware virtual
hosts.

Configuration Configure FlexNet inventory agent to The standard ILMT configuration collects
collect the relevant data every 30 minutes.  data every 30 minutes.

FlexNet Beacon Normal operation for data uploads from Remote data collection by the inventory
the FlexNet inventory agents to the beacon.
central application server.

License Licenses can be entirely managed in Licenses are created in ILMT, and may be
management FlexNet Manager Suite, using all your imported into FlexNet Manager Suite as
normal processes. finished works. To maintain

synchronization, FlexNet Manager Suite
automatically creates its license records to
match the imported license data from
ILMT.

There are following sections that provide guidance through the processes required for each of these methods. In
both cases, we assume that you have already licensed the appropriate products, and proceed from there. Either
method may be used independently and without reference to the other, starting from a fresh implementation.

However, the more common scenario is that you may have ILMT already operational, and you wish to transition
to using FlexNet Manager Suite for sub-capacity IBM PVU license calculations. Since the descriptions of the
independent approaches overlap with description of the transition, we start with an understanding of the
transition process. If this is not relevant to you, you can skip directly to whichever approach you have chosen to
use.

Understanding the Transition

The golden rule for managing a switch from ILMT as the reporting tool for IBM PVU sub-capacity licensing over
to FlexNet Manager Suite as the replacement reporting tool is this: there can only be one source of truth at any
given moment. IBM PVU licenses can track their peak consumption calculated by exactly one tool.

Having a single source of truth must be the case, because the calculation of peak consumption must account for
all devices within a single calculation. You may not get the same result from two sub-capacity calculations for a
few machines here and a few others there, simply summed (for example, how would you track VM reassignments
that transitioned across tool boundaries?); and far more damage may come from overlapping calculations, where
one or more servers are included in two different sets of peak calculations, double counted. So the principle is: a
single source of truth.

However, this is not the same as saying that both tools cannot be present within the same 'sphere of influence’
within your enterprise. Your operations may be divided across several 'spheres of influence'. Each of these may
be:
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» A separately managed region
« A distinct subsidiary in your company structure

« The time period before transition day, and the future after transition day — at first you have only ILMT
providing the peak consumption calculations, and after "throwing the switch" you have only FlexNet Manager
Suite providing the calculations.

Regardless of how you may divide up your enterprise, you may have both tools present within any individual
sphere of influence. Having both tools present at once is possible because of this feature of FlexNet Manager
Suite: where it has access to the data imported from ILMT and its own calculations from FlexNet inventory, by
default it gives preference to the ILMT imported results. Therefore, both tools may be present, but there is still a
single source of truth: the ILMT calculations.

This allows for a change-over process that, at the high level, looks like this:

1. Initially only ILMT is in use. Of course, it must cover all inventory devices where sub-capacity calculations
apply. ILMT sub-capacity peak consumption reports are supplied to IBM at each reporting interval (typically,
each quarter). If you also have products that must be licensed at full device capacity, you can record these
separately (in theory, even on a spreadsheet if you wanted to). So each quarterly report consists of sub-
capacity peak value plus any separate full capacity value.

2. FlexNet Manager Suite is now introduced. At first, it simply connects to the ILMT database, and imports
inventory data, licenses (and attached software), and peak consumption results. ILMT remains the source of
truth, even though seen through the lens of FlexNet Manager Suite.

3. Now you deploy the FlexNet inventory agent to those same target device where sub-capacity calculations
apply. As usual, the installed FlexNet inventory agents gather their inventory daily, uploading it to the central
application server. However, although FlexNet Manager Suite now starts calculating results from its own
inventory, it does not publish these results because, by default, it honors the results calculated by IMLT and
publishes those in the web interface. (In fact, once both the ILMT agent and the FlexNet inventory agent are
uploading data, and the daily import from ILMT is operational, FlexNet Manager Suite provides a report
where you can compare, for every device, both full- and sub-capacity calculation results from each of the
two tools.) ILMT is still the source of truth.

4. When the agent coverage across target devices is the same for both ILMT and FlexNet Manager Suite, you
metaphorically "flick the switch". This includes changing the installed FlexNet inventory agents into high-
frequency mode, so that they can track hardware changes every 30 minutes as IBM requires; and also
changing the default so that results no longer come from ILMT imports, but from calculations by FlexNet
Manager Suite. From now on, the results calculated from FlexNet inventory are the source of truth.

Here is the same process summarized into tabular form:

Project phase ILMT is source of truth FNMS is source of truth

1. ILMT only Covers all subcap devices;
provides reports.

2. Integrated presentation ILMT data is imported into FlexNet
Manager Suite. ILMT provides
reports.
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Project phase ILMT is source of truth FNMS is source of truth

3. Rollout FlexNet inventory agent is locally
installed on the same complete set
of subcap devices. ILMT provides
reports.

4. Switch Turn on high-frequency mode,
and invert default to prefer results
from FlexNet inventory. FlexNet
Manager Suite provides reports.

We've already noted above that your operations may be bounded within certain 'spheres of influence'. If this
applies to you so that you have several such spheres to deal with, you can undertake phases 1-3 of the above
transition process in one sphere, and then move on to another sphere, and continue until all required areas have
the FlexNet inventory agent fully deployed. Then you can move your entire FlexNet Manager Suite
implementation into phase 4 in one step (there is a single setting that controls high-frequency mode for an
entire implementation at once).

This chapter does not cover your implementation of ILMT. Indeed, it is possible that you may never implement
ILMT, if FlexNet Manager Suite is your first inventory and license management tool. In what is perhaps the more
common case, it is assumed that you have already implemented stage 1, using ILMT as a free-standing system.
You may then start with Using ILMT (and its subtopics) for details about stage 2, the integrated presentation of
ILMT result within FlexNet Manager Suite.

Using ILMT

This overview assumes that you have already licensed both FlexNet Manager Suite and FlexNet Manager for IBM.
If not:

« For installation details, see Installing FlexNet Manager Suite 2018 R2 On-Premises, a PDF file which is available
through:

o The Flexera Product & License Center
> The online Customer Community
o The title page of the online help for on-premises implementations.

» Validate your license for FlexNet Manager for IBM by navigating to the system menu in the top right corner of
the web interface for FlexNet Manager Suite, and selecting FlexNet Manager Suite License. If the card for
FlexNet Manager for IBM is grayed out, contact your Flexera representative for assistance.

The process overview (with appropriate pointers to the online help) covers the following:

e Operation Using ILMT
« Set Up Connections

» Advanced Configuration.
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Operation Using ILMT

I==| Note: Integration with ILMT normally requires that you hold a commercial (paid) license for the underlying
DB2 database. Your license from IBM has to be sufficient to allow third-party access to the database. Suitable
examples include DB2 Workgroup Server Edition, or (for advanced features of DB2) DB2 Enterprise Server
Edition, or Advanced Enterprise Server Edition. The free, bundled DB?2 license for ILMT does not include these

third-party access rights.

When you are using ILMT as the calculator and reporter for sub-capacity consumption of IBM PVU licenses, the
majority of your effort is in ILMT (deploying the ILMT agent, potentially licensing a commercial version of DB2,
and so on), for which see the documentation from IBM. The integration of the two systems, in summary, is as
follows:

1. According to your configuration of ILMT, the ILMT agent collects inventory regularly, and ILMT creates
license records, and tracks your historical and peak consumption for those licenses.

2. Using an inventory beacon, you configure a connection to your ILMT database, and on the schedule you
configure, FlexNet Manager Suite collects a full set of data from ILMT into the staging tables of the
compliance database:

« Inventory evidence
« Software titles (or, in the terminology used for FlexNet Manager Suite, applications, including bundles)
« Inventory devices running the licensed software

« The licenses covering these devices and software.

I==| Note: In this scenario, ILMT performs all required high-frequency hardware tracking, and typically
reviews the data and updates peak consumption calculations only once a day. Therefore the import from
ILMT to FlexNet Manager Suite does not need to be a high-frequency action: typically, a daily import of

the ILMT results is all that is required.

3. Honoring your configuration in the inventory Settings page to make ILMT the source of truth for IBM PVU
sub-capacity licensing (that is, the Enable frequent hardware scanning for IBM PVU license calculations
is not selected), at the next full license reconciliation FlexNet Manager Suite provides special behaviors:

o Itimports the ILMT data from the staging tables, and integrates it for presentation within your overall
inventory and license compliance picture.

« FlexNet Manager Suite creates IBM PVU license records that replicate the license data imported from
ILMT. One way to identify license records created in this way is to check the History tab of the license
properties, where the Created by field displays the operator name followed by (Auto generated).

. 1. Note: FlexNet Manager Suite does not recalculate individual device consumption imported from
ILMT on these licenses, but simply attaches the values calculated by ILMT. In addition, any manual
entry in the Overridden consumption column (on the Consumption tab of the license properties) is
ignored for rows where Calculated by displays ILMT. Think of this as a "copy/paste" operation from
ILMT into the license properties in FlexNet Manager Suite — nothing changes the consumption
figures calculated by, and imported from, ILMT for each individual inventory device.
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|_¢' Important: Licenses created in this way are still 'live' license records, just like all others. As examples:

o It is possible for an inventory device that is not imported from ILMT to become attached to an
imported license where this is the best match for installation data. Naturally, this impacts the total
consumption on the license, since, while all consumption for individual inventory devices imported
from ILMT remains the same as recorded in ILMT, the additional device(s) increase the total
consumption on the license. You can correct this, if it happens and is not the desired result, by
creating a clone license with a changed name (for example, adding from FNMS inventory to the
license name) and using group assignments or individual allocations to prioritize these non-ILMT
devices onto this separate license record.

o You can still apply an exemption to an inventory device in such a license. Naturally, if you did this
in FlexNet Manager Suite but not in ILMT, you would produce different totals in the two products:
the consumption for the inventory device is still imported from ILMT, but that amount is exempted
from the license total in one product and not the other. Best practice (in this mode) is to make such
configuration changes only in ILMT, your chosen source of truth. The next import into FlexNet
Manager Suite causes the records there to be updated appropriately, because devices exempted in
ILMT provide an individual consumption figure of zero. (The exemption settings themselves are also
imported from ILMT, and are automatically displayed in FlexNet Manager Suite as Covered by
related product for the appropriate devices in the Consumption tab of the license properties. If
you are transitioning from ILMT to FlexNet Manager Suite, you will use these exemptions as the
basis for setting your own exemptions within FlexNet Manager Suite, as detailed in Additional
Transition Steps.)

» FlexNet Manager Suite may also create or update other records as required to keep data aligned. For
example, if an application is reported from ILMT that has not previously been identified from inventory
within your enterprise (and the application exists in the Application Recognition Library [ARL]), an
application record is linked to the license on import.

=

I==| Note: Applications must exist in the ARL, or matching records must have been previously created
within your enterprise, for those applications to be automatically linked to the automatically-created
licenses. Where ILMT is the only source of information about an application, that application is not
reproduced within FlexNet Manager Suite. You may request that such an application be added to the
ARL. In another example of 'live' license records, if you download an updated ARL that now contains
the newly-added application record, and subsequently import again from ILMT, the previously-

missing application is now automatically linked to the existing license record.

4. After each import from ILMT and the subsequent full license reconciliation, FlexNet Manager Suite displays
the latest Peak consumed figure in the license properties, and reflect this value in the Consumed column
of license listings.

i
= Tip: Keep in mind that the Peak consumed figure is a high-water mark that automatically is only ever

increased, not decreased. If you happen to make a manual change within ILMT (such as adding an
exemption for a server) that legitimately lowers the peak calculated by ILMT, you may also need to
manually adjust the Peak consumed value recorded in license properties in FlexNet Manager Suite.
Make any such adjustment with care, remembering that the value recorded in FlexNet Manager Suite
may be the sum of the sub-capacity value calculated by ILMT and some full capacity results calculated
from other inventory sources. It is best practice, when making any manual adjustment to the Peak
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consumed figure, to record audit-ready documentation justifying the change, either as a comment in
the Notes on the Identification tab, or by attaching a document to the Documents tab, of the license
properties.

Set Up Connections

To gather data from ILMT, FlexNet Manager Suite must make a direct connection to the database used for ILMT.
This connection is made by an inventory beacon, which imports the necessary data, and uploads the file to the
central application server for processing and display.

o
[_] To configure a connection to ILMT:

1. Move to the appropriate inventory beacon, and using an account with adequate privileges on the local
device, open the Windows start menu, right-click Inventory Beacon, and select Run as administrator.

104

If you do not already have a convenient schedule for connecting to ILMT, set the schedule first (so it is

easier to link to it later).

a.

b.

d.

From the Data collection group in the navigation bar, choose Scheduling, and click New....

Make the unique Schedule name distinguishable within the first few characters (for use in narrow
display columns).

Typically, select the radio button for daily data collection, and set the preferred time for the
connection (this is local time on the inventory beacon).

Click OK to add this schedule to the list on the Scheduling page.

. Set up the connection from the inventory beacon to your ILMT database.

ILMT supports either a DB2 database or a Microsoft SQL Server database. Choose the connection type to
match your configuration:
Using a DB2 database:

b.

Select the Inventory systems page in the FlexNet Beacon interface.

Below the list of connections, click the down arrow on the right of the New split button, and choose
Other.

Give the connection a useful name that makes sense in listings of several connections, and for
Source type, choose ILMT.

. Set up the Connection String similarly to the following (but all in one line):

Provider=driverCode.DB2COPY1;Password=password;
Persist Security Info=True;User ID=db2admin;
Data Source=TLMA;Location=servername:50000;

Extended Properties=

where

e The Provider value consists of:

FlexNet Manager Suite System Reference | Company Confidential



Sub-Capacity Licensing with IBM PVU

o A fixed string literal determined by the driver (for example, IBMDADB2 using the IBM driver, or
DB20LEDB using the Microsoft driver)

o A period (separator)

o The database copy (instance) registered name.

- |

I==| Note: Including the database copy name may be optional after DB2 Version 9.7 Fix Pack 8 is
applied, but its use resolves an earlier problem with accessing DB2.

« Password is the password that the inventory beacon should use when accessing the DB2

database

e User IDis the account name that the inventory beacon should use when accessing the DB2

database (read-only privileges are sufficient)

e Location includes the name of the server running the database, and the access port (typically

50000, unless locally reconfigured).
Using a Microsoft SQL Server database
a. Select the Inventory systems page in the FlexNet Beacon interface.

b. Click New. (If you clicked the down arrow on the split button to reveal all the options, choose SQL

Server.)

c. Give the connection a useful name that makes sense in listings of several connections, and for
Source type, choose ILMT SQL.

d. In the Server field, identify the database host server:
o Use either the hostname or FQDN, or an IPv4 address

« If the database is on this same inventory beacon server, use the special value (localhost)

including the parentheses.

« If the database instance you need is not the default one on the server you identify, add the
instance name, separated with a backslash character. Example:

(localhost)\myInstance

e. Specify the Authentication details for the database connection.

Select one of:

« Windows Authentication — Select this option to use standard Windows authentication to
access the database server. The credentials of the account (on the inventory beacon) running
the scheduled task for importing inventory are used to access the SQL Server database. This
account must be added to an Active Directory security group that has access to the database.

« Windows (specific account) — Use the following two fields (enabled when you make this
choice) to specify an account on the inventory beacon that can make a connection to the SQL
database.
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« SQL Authentication — Use the following two fields to specify an account and password
registered as a user with database access on SQL Server . This account is used to access the
database, regardless of the local account running the scheduled task on the inventory beacon
server.

f. Identify the Database instance.

When you entered the Server details earlier, the inventory beacon attempted to connect and
identify the database instances present there. If this was successful, you can pull down the list and
select the appropriate database. If the appropriate database name is not available, you can enter it
directly in this field.

4. If necessary, configure the Overlapping Inventory Filter.

This filter has effect even when you have declared that this connection to ILMT is to be your primary
inventory source. In normal operation, to ensure that details imported from ILMT cannot be blocked by
overlapping inventory from another source, select Import the inventory from this source for possible
merging.

5. Use the Test connection button to validate the details provided and ensure that the connection can
operate (if not, correct the problem before proceeding), and then click Save to add this connection to your
list.

6. Select your new connection from the list, and click Schedule... (below the list).

7. In the Select schedule dialog, choose the appropriate schedule, and click OK. The Next run column shows
the projected run time for the connection.

8. At the bottom of the panel, click Save to store your connection details and schedule.

The connection is now ready for regular imports from ILMT. By default, the license consumption figures
calculated by ILMT have priority, and are displayed in the web interface for FlexNet Manager Suite. If you are
transitioning from ILMT to FlexNet Manager Suite, this completes phase 2 of the process outlined in
Understanding the Transition. Some additional steps, applying only to the transition project, now help to ensure
that corresponding data eventually appears in both systems. These are described in Additional Transition Steps.

Advanced Configuration

This topic is not required for normal operation of imports from ILMT. These advanced configuration options are
for those who want to override the automated processes, and manage the required data manually. Because this
requirement is so rare, the configuration options are not available through the web interface for FlexNet
Manager Suite, and modifying the settings requires direct intervention in the compliance database.

Two settings are available to modify the behavior of FlexNet Manager Suite when importing from ILMT:

e AutoCreatePVULicenses is a Boolean (values 0 or 1, default value 1).

o When AutoCreatePVULicenses = 1, if an application imported from ILMT is matched by an existing
application record (either one from the Application Recognition Library or one created earlier within your
enterprise), but this application is not yet linked to an IBM PVU license, a new license record is created in
FlexNet Manager Suite and linked to the application. The individual devices recorded in ILMT as having this
application installed are also imported and listed on the Consumption tab of the new license properties.
Because sub-capacity points are not being calculated by FlexNet Manager Suite, the points consumption is
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also imported from ILMT and recorded on this license record. Automatic creation of the license is highly
desirable because, in FlexNet Manager Suite, consumption can only be recorded a license; and application
bundles are also recorded against licenses (keeping in mind that a given application may be licensed on its
own, or as part of a bundle, so that the license is the logical home for bundling information, recorded in a
multi-product license). It is best practice to leave this default value in place.

o When AutoCreatePVULicenses = 0, missing licenses are not created during an import from ILMT.
(However, if an IBM PVU license for the application already existed prior to the import, and sub-capacity
points are not being calculated by FlexNet Manager Suite, this setting does not prevent the update of
consumption figures or consuming devices on the pre-existing license.) Since the missing license is not
automatically created, there is nowhere to record related consumption results or consuming devices, nor
to record any bundling information. This results in data loss from the import. However, if the ILMT import
revealed bundling relationships, these are stored internally in the database (although nowhere visible
through the web interface). If, subsequently, you manually create a license for the primary product, and a
second and separate license for the supplementary product, this second license automatically defaults to
zero consumption because the linked application is known to be a supplementary product in a bundle

within ILMT, where it consumes zero points.

« ImportILMTBundle is a Boolean (values @ or 1, default value 1). This setting only has meaning when
AutoCreatePVULicenses = 1, and its value is ignored when AutoCreatePVULicenses = @. Therefore,

when AutoCreatePVULicenses = 1, and:

o When ImportILMTBundle = 1, and the import from ILMT shows applications in a bundle relationship, the

created license is a multi-product license, and both applications are linked to it (the one for which ILMT
consumed points is primary, and the one(s) for which ILMT consumed zero points are supplementary). If
the import from ILMT does not include any bundling information, a single-product license is created. It is
best practice to leave this default value in place.

o When ImportILMTBundle = 0, created licenses are always single-product licenses, and any bundling

information from ILMT is discarded. This results in data loss from the import.

=
[_] To change preference values:
1. On your database server, in SQL Server Management Studio, open your compliance database.

2. To prevent import of bundling data from ILMT, run the following SQL command to set ImportILMTBundle

to zero (false):
update ComplianceTenantSetting set SettingValue = © where SettingNameID = 181;

Remember that, for this setting to have any effect, AutoCreatePVULicenses must be set to 1 (the
default).

3. To prevent the creation of missing IBM PVU licenses during imports from ILMT, run the following SQL
command to set AutoCreatePVULicenses to zero (false):

update ComplianceTenantSetting set SettingValue = @ where SettingNameID = 90;
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Additional Transition Steps

The following steps apply only if you are transitioning from ILMT to FlexNet Manager Suite as your source of
truth for sub-capacity calculations for IBM PVU license consumption.

=
[_] Steps to smooth the transition process:

1. If you have not already done so, it is time to deploy the FlexNet inventory agent to all target inventory

devices where sub-capacity IBM PVU points may be consumed. This includes any Hyper-V hosts that may
have guest VMs running IBM PVU software.

For details, see the Gathering FlexNet Inventory PDF file, available through the title page of online help. You
may use either the Adopted model or the Agent third-party deployment model. Be clear that IBM requires
that you deploy the full FlexNet inventory agent (not any subset), and that it is locally installed on the
target inventory device in question — a combination that excludes the other models in that PDF file.
Rolling out the FlexNet inventory agent moves you into phase 3 of your transition project (as summarized
in Understanding the Transition). During this phase, calculations by ILMT continue to have priority; and if a
report for IBM falls due during your roll-out, supply a report from ILMT.

. Update all the device exemptions imported from ILMT in FlexNet Manager Suite.

Specific exemptions that prevent consumption on certain devices (such as backup servers) that you have
recorded in ILMT are imported into FlexNet Manager Suite as Covered by related product exemptions
on the matching devices. However, the sad news is that, when you later remove your ILMT connection, all
information that was imported only from this source is automatically cleaned up as well, and this clean-up
removes the exemptions that came only from ILMT. (A special exemption is made for license records that
were created to match imports from ILMT: these license records are preserved after the ILMT connection is
removed. By that time. those licenses should also be receiving FlexNet inventory and consumption
calculations from FlexNet Manager Suite.)

To prevent the automatic clean-up of exemptions imported from ILMT, manually visit each one and switch
the exemption type to a different value that better describes the purpose of the hardware device. Here's
one way you could do this:

a. For each affected IBM PVU license in turn, open the license properties and choose the Consumption
tab.

b. If necessary, drag the Calculated by column from the column chooser into the header row of the list
of devices.

c. If the simple filter row is not already visible below the header row, click the blue filter icon (above the
listing).

d. Enter ILMT in the filter field for the Calculated by column, click the filter icon to its right, and from

the drop-down menu, choose Contains.

After a moment, the list is refreshed (as a flat list now, with the hierarchy no longer visible) to show
only those devices whose consumption was calculated by, and imported from, ILMT. These are the
only devices you need to amend, since if devices show Internal (that is, calculated by FlexNet

Manager Suite), any exemptions applied to them are not linked to ILMT as the inventory source.
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e. In a similar way, set a filter on the Exemption reason column where this value Contains related
product.

Again the list refreshes, showing only those consumption rows imported from ILMT with an
exemption of Covered by related product.

L
= Tip: If you have many such devices, so that the list runs over multiple pages, it is handy to edit the

rows per page value (above the list, left side) to see all these target devices in a single page.

f. At the left end of the header row, tick the selection box to select all the inventory devices visible in
the current page.

When you make any selection from the list, the Exemption reason button above the list is enabled.
Scan down the list to identify any device(s) that you think should not share the same exemption
reason, and deselect the check box on the left of their individual row(s) (for example, some
machines are Backup, disaster recovery devices and others are Development devices). Keep
adjusting your selections from the list until you have a homogenous set of devices that all share the
same exemption reason.

g. Click the Exemption reason button, and choose the appropriate item from the list. Notice that you
can also add a custom exemption reason using the same drop-down, but be careful to reflect
accurately the terms of your IBM license agreement.

All selected inventory devices are assigned the same exemption reason, and in future FlexNet
Manager Suite calculations of consumption for this license, these devices consume zero points.
Making the exemption in this way, directly in the Consumption tab of an individual license, naturally
affects only this one license (whereas exemptions by Device role can conveniently cover multiple
licenses). If you need to apply a different exemption reason to other devices in this list, ensure that
the correct set of devices is selected, and use the same technique to apply the new Exemption
reason.

h. Repeat for all remaining IBM PVU licenses that were both imported from ILMT and using sub-
capacity calculations.

After processing all the IBM PVU licenses in this way, you have locally-set exemptions for all your relevant
devices. Consider whether you need any audit trail of reasons that may cause you to add notes or separate
documents to any of these license records.

3. Exceptional corner case: If you require separate licenses for sub-capacity and full capacity licenses for the
same product(s), plan your approach now.

Typically, for a product entitled to use sub-capacity license calculations, the rows on the Consumption tab
of the license properties provide a mix of devices, some of which use sub-capacity calculations and other
full capacity, for reasons like the following:

« Sub-capacity licensing applies (of course) only to virtual machines. If the same software is installed on a
stand-alone physical server, that device is calculated at full consumption; but typically this is attributed
to the same license as sub-capacity calculations for virtual machines.

» IBM authorizes a very limited set of tools for sub-capacity calculations, and for the related inventory
collection. If inventory for a particular device is returned either by ILMT or by the FlexNet inventory
agent, this device may use sub-capacity calculations (from either one source or the other); but if the
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same device appears only in inventory collected from another source (say, BMC Discovery), then the
same device must use full capacity calculations (except by special IBM permission).

For these scenarios, there is no need to separate the consumption rows so that all the sub-capacity
calculations apply to only one license, and all the full capacity calculations apply to a separate license.
Typically, the only real reason for separating licenses for full- and sub-capacity licensing is when an
enterprise (perhaps through mergers and acquisitions) has some divisions using licenses with sub-capacity
entitlements, and other divisions that must use full capacity licensing. If this applies to you, plan how to
implement this. An approach that typically works well is to use two orthogonal kinds of enterprise groups:

» Use locations to represent (or roll up into) the three regions required by IBM for separate reporting (for
details, look ahead to Configuring Regions for IBM)

« Use corporate units (or less commonly, cost centers) to create separation between the relevant company
divisions.

Assuming that both kinds of division span multiple of the IBM-defined regions, you need separate regional
licenses in each of your FulLCap Division and your SubCap Division. Assigning inventory devices (and
optionally, license purchases) to the appropriate intersection of region-per-division provides the correct
roll-up results. But you may find it more attractive to swap to Plan B: negotiate with IBM to move FullCap
Division to sub-capacity licensing as well!

Using FlexNet Manager for IBM

This overview assumes that you have already licensed both FlexNet Manager Suite and FlexNet Manager for IBM.
If not:

« For installation details, see Installing FlexNet Manager Suite 2018 R2 On-Premises, a PDF file which is available
through:

o The Flexera Product & License Center
o The online Customer Community
o The title page of the online help for on-premises implementations.

« Validate your license for FlexNet Manager for IBM by navigating to the system menu in the top right corner of
the web interface for FlexNet Manager Suite, and selecting FlexNet Manager Suite License. If the card for
FlexNet Manager for IBM is grayed out, contact your Flexera representative for assistance.

The process overview (with appropriate pointers to the online help) covers the following:

« The legal and technical prerequisites for operating in the mode where FlexNet Manager Suite is both the
inventory source and the calculator for sub-capacity license consumption (often called "high-frequency" for
short, based on the requirement for hardware inventory checks every 30 minutes), described in Requirements
for FlexNet Manager Suite Sub-Cap

« An overview of how high-frequency mode works (see Operation in High-Frequency Mode)

« Applying for an amendment to the International Passport Advantage Agreement (see Applying for IBM
Approval)
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« Preparing to report license status for each of the three Regions declared by IBM (see Configuring Regions for
IBM)

« Setting up and initializing the appropriate IBM PVU licenses (see Configure Appropriate Licenses)

« Seeding the automatic checking of hypervisors for changes in VMs that may impact these licenses (see Set Up
Virtual Inventory Tracking)

« Initializing inventory collection from target devices where software linked to an IBM PVU license may run (see
Set Up and Collect Inventory, and Reconcile)

« At last, turning on the automated management of high-frequency mode and sub-capacity license calculations
by FlexNet Manager Suite (see Turn on High-Frequency Mode)

« Archiving reports and associated materials for possible use in a future audit (see Reporting to IBM).

Requirements for FlexNet Manager Suite Sub-Cap

The full set of requirements for using FlexNet Manager Suite to calculate sub-capacity license calculations for
IBM PVU licenses divides into two groups: the legal conditions that IBM writes into the amended license
agreement; and the mechanical requirements imposed by the product. An understanding of these requirements
helps to guide you through the processes described in the subsequent pages.

IBM requirements for sub-capacity licensing

Using FlexNet Manager Suite data (derived from the 2015 release or later) to determine an IBM PVU license
position on IBM software may be acceptable by IBM for sub-capacity reporting in place of IBM License Metric
Tool (ILMT), Tivoli Asset Discovery for Distributed (TAD4D), IBM Software Usage Analysis (SUA), or IBM BigFix
Inventory. This requires all of the following:

« You must be using FlexNet Manager Suite 2015 or later. (This documentation is for 2018 R2.) This product
must be installed, configured and maintained correctly.

« You must have licensed (and use) the FlexNet Manager for IBM product.

» Inventory must be collected by the FlexNet inventory agent, which must be installed directly on the device(s)
running (or that may run) the software that is linked to an IBM PVU license. The method of installation of the
FlexNet inventory agent does not matter, and installation may be achieved (for example) by any of:

o Adoption, using separate inventory rules targeting the servers in question to trigger the adoption
o Deploying the FlexNet inventory agent independently, using your own preferred infrastructure tools

o Including the FlexNet inventory agent in the base image used to clone virtual machines that may run
relevant software

o Installing the FlexNet inventory agent manually.

» You must increase the frequency of hardware inventory scanning on the target device so that it is performed
every 30 minutes. The IBM PVU scanning section of the Inventory Settings page contains the settings for
the required increased frequency of hardware scanning.
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On the same frequency, you must check the virtual hosts (VMware vCenter and Hyper-V servers) for any
changes affecting VMs running the software attached to an IBM PVU license.

Product prerequisites for higher frequency processing of IBM PVU licenses

The following technical conditions must be satisfied before you can use this facility:

Permission: You have licensed the FlexNet Manager for IBM product.

L
= Tip: Although this mode of operation includes scanning for VMs managed by VMware vCenter or Hyper-V,

sufficient functionality is enabled by the base license for FlexNet Manager Suite, and separate licenses for
FlexNet Manager for VMware or FlexNet Manager for Microsoft are not required.

Inventory: Inventory must be collected by the FlexNet inventory agent locally installed on the devices that
are (or may be) running software attached to IBM PVU licenses. While you may use targets to trigger
adoption of these devices, you may alternatively use any deployment method. For example, you might install
the FlexNet inventory agent in your base image used to clone virtual machines.

License with consumption: You have at least one IBM PVU license linked to one or more applications that
have installations shown in inventory.

Reconciled: You have run a Reconcile since inventory was collected, triggering consumption from the above
license. The initial gathering of this inventory and calculation of consumption is used to trigger operation of
two specialized and normally hidden targets, described next.

Targets: FlexNet Manager Suite automatically maintains two relevant targets that cannot be edited:

o Servers running VMware vCenter — these servers (which may also manage clusters) do not expose their
VM management to a locally-installed FlexNet inventory agent. For FlexNet Manager Suite to gather data
about the VMs under management, this target must be used for inventory gathering by the inventory
beacon remotely accessing the management API (this is called 'direct’ inventory gathering, since it does
not involve any form of the FlexNet inventory agent). Note that the list of these servers is not presented in
the web interface: its use is controlled through a check box in the IBM PVU Scanning section of the
Inventory Settings page. When the check box is selected, this automated inventory, used to track the
movement of virtual machines, is collected on the same frequency as the inventory of the devices running
software attached to an IBM PVU license. It is not possible to use alternative targets for this purpose; nor
do you need to define a rule for this automated process. However, this hidden target is populated from the
discovered device records, so you must ensure discovery of all relevant servers before the hidden target
becomes effective.

iy

& Remember: Remote inventory gathering from virtual hosts requires that you have saved credentials for
these servers in the Password Manager on the inventory beacon accessing the servers. (For details about
using the Password Manager, see Password Management Page.)

= Tip: IBM also allows that, in addition to VMware hosts, several other virtual hosts are acceptable for
sub-capacity consumption of IBM PVU licenses. However, these hosts do not require the same direct
inventory gathering as the VMware vCenter servers described above. For example:
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= For Hyper-V hosts, the FlexNet inventory agent locally installed on the host server is able to collect all
required information about the deployment of VMs. These hosts are automatically included in the
target described below, rather than in the target for direct inventory.

= For partitioned technologies other than Solaris zones, the FlexNet inventory agent gathers sufficient
information from the partition, and separate inventory of the host is not required for IBM PVU sub-
capacity calculations (although, of course, you may have the FlexNet inventory agent installed on the
host to gather regular software and hardware inventory for that device). As you expect, partitions
reporting inventory from the FlexNet inventory agent are also included in the automatic target
described below.

= For Solaris zones, it is critical that the FlexNet inventory agent is installed in the global zone as well as
in the non-global zones. Only the global zone inventory reports the required number of processors and
cores. If inventory from the global zone is missing, the non-global zones on this host do not contribute
to the peak consumption calculations (because of the missing core and processor counts), and this
represents an audit risk. When the FlexNet inventory agent is correctly installed in all zones, they are
all automatically included in the following target.

o Computers running software attached to an IBM PVU license (a target called A11 devices consuming
IBM PVU points)— these computers require the FlexNet inventory agent installed locally (called
‘adoption’ when you are defining targets, although you may use other methods of deployment). In
production, use of this target is required for compliance with IBM's conditions.

L
= Tip: The special target ALL devices consuming IBM PVU points is not displayed in the targets

page for discovery and inventory rules. It is available only in the Inventory settings page, and only when
you have first selected Enable frequent hardware scanning for IBM PVU license calculations and
clicked Save to store this option.

o These two automated targets rely on data already reaching the central application server. To 'seed' these
automated processes, you need rules that execute the initial discovery actions on the target devices.
Naturally, these rules require additional targets manually prepared:

= Atarget for discovery of the servers running VMware vCenter (do not allow adoption on these devices).

= A target for discovery and inventory of devices running software attached to an IBM PVU license. In the
case of (only) this target, you may also choose to configure the target for 'adoption’ of devices (that is,
automatically installing the FlexNet inventory agent locally on the target devices); or you may prefer
alternative deployment methods.

= Hyper-V hosts may be included in the previous target; or you might prefer a separate target for
managing these virtual hosts. You could allow adoption of these devices; or use third-party methods to
install the full FlexNet inventory agent locally on the Hyper-V host.

o During development or testing, you may need extra targets in special circumstances, such as:

= Your inventory management team is ahead of your licensing team, and wants sign-off that they are
collecting all required inventory, even though IBM PVU license set up is not yet complete. The system
cannot use consumption against the missing IBM PVU licenses as a data source to update the list of
computers that need special, more frequent hardware scans. If the inventory team knows of computers
that have relevant software installed, which in due course will be linked to an IBM PVU license, you can
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create a temporary target for those computers so that frequent hardware scans start as quickly as
possible, for compliance with IBM's requirements.

= Your licensing team is ahead of your inventory team. The IBM PVU licenses all exist, and a complete list
of the computers to manage with frequent hardware scans could be generated; but permission for
increased hardware checks on some of the target devices has not yet arrived. In this case, do not use the
built-in target A11 devices consuming IBM PVU points, but instead manage your own targets that
include only computers where hardware inventory gathering is permitted. This could be a politically
useful temporary measure; but you should not allow it to continue, as it does not meet IBM's conditions.
You can identify computers that are consuming from IBM PVU licenses, but not yet subject to high-
frequency scanning, in the IBM PVU Out-Of-Date Inventory report (see below).

« Enabled: When all else is ready, you must enable high-frequency inventory mode for IBM PVU licenses.

Operation in High-Frequency Mode

Later topics give details about how to set up high-frequency inventory checking and peak consumption
calculations for IBM PVU licenses, allowing you to use FlexNet Manager Suite to calculate sub-capacity license
consumption.

Before starting on those details, here is an outline of the normal operation of this process, starting from when
set-up is completed. This overview helps you understand the set-up steps in the following topics.

=
I==| Note: For simplicity, parts of this description apply to full high-frequency mode, when you have designated
FlexNet Manager Suite as the source of truth for sub-capacity calculations of IBM PVU license consumption.

Earlier parts may apply to the time of transition.

1. As part of your preparation, you have deployed the FlexNet inventory agent to all target inventory devices
where sub-capacity licensing applies. To get matching results from the two inventory systems, you need
matching coverage with the two separate agents (at least during transition).

iy
& Remember: The FlexNet inventory agent must also be installed on the host for Hyper-V and in the
global zone for Solaris zones.

2. When you enable the high-frequency facility (as will be described in Turn on High-Frequency Mode), you
choose one or more targets that identify the inventory devices running software attached to IBM PVU
licenses. In normal operation, you require only one target, since this target is automatically maintained to
include all devices known to be running this software.

3. As the facility is enabled, the device policy is updated for all those devices within your chosen target(s), and
downloaded to all inventory beacons (technically, the setting BIBMPVUEnableScanning=true setting is

added to the BeaconSettings.xml file, which embodies the change to inventory beacon policy). By

default, the inventory beacons are updated every 15 minutes, an interval you can modify in the Beacon
settings section of the Inventory Settings page (Discovery & Inventory > Settings).

4. As each installed FlexNet inventory agent requests its latest policy, each inventory beacon updates any
instances from which a request was received (that is, policy updates are not restricted by the subnets
assigned to each inventory beacon).
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5. This policy update triggers the installed FlexNet inventory agent to check for changes to the hardware
configuration on the device where it is installed, and to report any changes in a hardware inventory file
uploaded on the schedule you selected (the IBM requirement is every 30 minutes).

« By default, an inventory file is uploaded only when there is a change in a relevant hardware property.

« Each device also has a blacklist of hardware properties for which changes do not trigger an inventory
upload. If need be, you can customize the list of ignored hardware changes (provided that you do not
conflict with your amended license from IBM). For details, see Advanced Agent Configuration.

« If there is changed hardware, but a transient failure causes the resulting inventory upload to fail, the
archived inventory file (.ndi.gz) is stored locally on the inventory device. Further hardware changes in
the same day overwrite this stored data with the latest inventory; but more typically, every 30 minute
check finds no further hardware change, and the stored inventory archive persists until the uploader
component (ndupload) of the FlexNet inventory agent attempts a scheduled catch-up overnight.
=

== Note: The uploaded data is time-stamped at the date and time it is resolved into the inventory

database, not at the time the inventory was collected on the target inventory device. Network up-time
is a valuable asset in this mode.

« On Hyper-V hosts and Solaris global zones, the locally-installed FlexNet inventory agent uploads details
of the guest VMs managed by the host.

6. The uploaded hardware inventory data travels up through the hierarchy of inventory beacons to the central
application server, where it is immediately resolved into the inventory database.

7. On the same high-frequency schedule, appropriate inventory beacons remotely access your VMware
virtualization hosts, and check for any changes to VM hosting. Any relevant inventory is also uploaded to
the application server and resolved into the inventory database. (This inventory rule uses a separate,
hidden, and automatically-maintained target of all relevant VM hosts identified from the All Discovered
Device listing.)

8. At your chosen interval (normally once every 30 minutes), the IBMPVULicenseUpdate task is triggered by
the batch scheduler on the central application server (or, in larger multi-server implementations, your batch
server).

9. While the high-frequency calculation for IBM PVU licenses uses the latest hardware and VM inventory
staged in the inventory database, it is unlike a full license calculation process because it does not update
the compliance database with these inventory results (and therefore any recently-uploaded hardware
changes are not displayed in the web interface as a result of this high-frequency process — as usual, the
latest inventory changes are visible only after the next full inventory import, normally part of the next full
compliance calculation). Nor does it recalculate the links between inventory devices and licenses, visible in
the Consumption tab of the license properties. Instead, the high-frequency calculation relies on the
following:

» The links between inventory devices and IBM PVU licenses that were determined in the most recent full
license reconciliation (which in this mode must happen once a day, and happens, by default, overnight).

« Exemptions for specific devices are handled in two different ways, depending on how you created the
exemptions:
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10.

11.

12.
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o The role-based exemptions given to certain devices, that were in place at the most recent full license
reconciliation are used (role-based exemptions made after the last full reconciliation are ignored).
The roles granted exemption are recorded in the license properties on the Use rights & rules tab,
and the assignment of an individual inventory device to a Device role happens in the General tab of
the inventory device properties.

o Individual exemptions for inventory devices set on the Consumption tab of the license properties,
unlike role-based exemptions, are taken into account whenever they were made, including those
made after the last full license reconciliation.

« Any individual allocations of devices to licenses that force consumption made by an operator through
the web interface are always used, including those made subsequent to the last full license
reconciliation. There are two ways that allocations can force consumption:

> On the Consumption tab of the license properties, you can make a permanent allocation to a device,
which always consumes an entitlement regardless of any inventory results

> You can make an ordinary allocation (Allocated) in the same location, while on the Use rights &
rules tab of the same license properties, in the License consumption rules section, the check box
Allocations consume license entitlements is selected.

Only allocations that force consumption are taken into account in this way: ordinary allocations
(without the Allocations consume license entitlements check box selected), and those Awaiting

inventory, come into play only after the next full license reconciliation.

FlexNet Manager Suite then calculates a new points consumed figure for the existing IBM PVU licenses that
takes into account the latest available hardware changes and VM details. Like the changed hardware details
themselves, this calculation is not reflected in the web interface (specifically, neither the Raw consumption
nor Calculated consumption on either of the Compliance or Consumption tabs of the license properties
is updated. These are updated only by full compliance calculations.)

The new consumption figure is compared with the current value of the Peak consumed field on the
Compliance tab of the license properties:

« If the new figure is less than or equal to the previous peak high-water mark, no change is made to the
consumption values in the web interface. (You can check the System Tasks page to check the success
of Reconciliation for IBM PVU tasks.)

« If the new figure is greater than the previous peak, the value of Peak consumed is updated to establish
a new high-water mark.

(i
= Tip: Because you are now in high frequency scanning mode, consumed points for IBM PVU licenses

calculated by ILMT are no longer used to calculate license consumption within FlexNet Manager Suite.
However, while ILMT remains available as an inventory source, the consumed points imported from ILMT
are available for comparison in the ILMT and FlexNet Manager License Positions report (in the
License Compliance, Compliance group when you are in Reports mode), which can compare the sub-

capacity consumption calculated by ILMT with the current calculations by FlexNet Manager Suite.

For IBM PVU licenses, the value of Peak consumed is always reflected on the All Licenses page in the
Consumed column, being the license metric of interest to IBM for this license type. (If the peak value is
updated while the All Licenses page is open in another tab, you may need to force a refresh of that
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browser tab [Ctrl + F5] to update the performance-related data snapshot that is populating the license
listing.)

13. Once per day, the full license reconciliation process is performed:

a. Software data and hardware data from all inventory sources are imported and merged. For accurate
merging, it is critical in this mode that FlexNet inventory is registered as the primary data source.

b. The optimal assignments of installed software to available licenses are calculated.

c. For every inventory device now linked to an IBM PVU license, the FlexNet process now calculates
two consumption figures:

« The full capacity consumption by that device for the license

» The sub-capacity consumption for the device. (For stand-alone physical devices that are not
eligible for sub-capacity calculations, this is a duplicate of their full capacity figure.)

d. Consumption is then summed, taking into account the settings in the license properties sheet, on
the Use rights & rules tab, in the Rights on virtual machines and hosts area:

« If the radio button Always use full capacity license calculations is selected, the full capacity
consumption figure is used for every inventory device.

« If the radio button Use sub-capacity license calculations where available is selected, for every
device where inventory was collected by the full (and up-to-date) FlexNet inventory agent
locally installed, the subcapacity consumption is included in the summing process. For inventory
devices found in any other source, the decision rests on the additional check box:

o If Allow sub-capacity licensing for sources other than approved IBM tools and FlexNet
Manager Suite is clear (not selected), the figure used for inventory devices from other (non-
approved) inventory sources is their full capacity number.

o If Allow sub-capacity licensing for sources other than approved IBM tools and FlexNet
Manager Suite is selected (checked, or ticked), the figure used for each inventory device
linked to this license is its subcapacity number.

r¢' Important: Use this setting with care. It is not normally an option approved by IBM. If you
have due cause and approval for this setting, be sure to archive written justification that
can be provided in an audit.

e. The sum of consumption across devices for the license becomes the new Raw consumption figure,
and is compared with the current value of Peak consumed value. If the new figure is greater than
the previous peak, the value of Peak consumed is updated to establish a new high-water mark (that
is, the peak value is updated as required by both the high-frequency hardware inventory check and
the full compliance calculation).

14. As a business process, regularly check IBM PVU licenses for any new devices in the Consumption list, and
ensure that any applicable optimizations are applied promptly.

For example, suppose your Peak consumed value has been tracking for some time at 100. You run up a
new warm standby system, after which the next inventory and license reconciliation show an increased
Peak consumed value. Apply the necessary exemption to the new server in the Consumption tab, and
then edit the Peak consumed value to its steady-state value of 100. Validate that the value is correct after
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the next compliance calculation. On no account should the Peak consumed value be edited to anything
lower than the value shown in the most recent monthly or quarterly report snapshot.

15. At the end of each reporting period (typically a month, but at most a quarter), access each of the following
reports or data views:

.

Reports > License Compliance > Licenses > IBM PVU License Consumption: Lists the software
covered by IBM PVU licenses and the license consumption resulting from inventory imports.

Reports > Discovery and Inventory > Inventory > IBM PVU Overridden Inventory: Lists computers
consuming from IBM PVU licenses where the computer inventory has been manually modified. As
noted below, you may need documentary support for each change.

Reports > Discovery and Inventory > Inventory > IBM PVU Out-Of-Date Inventory: Lists
computers with incorrectly configured FlexNet inventory agents, or those for which there has been no
inventory gathered in the previous time interval you select for the report.

Management > License Compliance > All Licenses, filtered by License type = IBM RVU: Lists
consumption for RVU licenses, which may also be required as part of an audit of PVU licenses, to
validate appropriate use of license types.

Management > License Compliance > Unlicensed Installations, filtered by Publisher = IBM: Lists

installations of IBM software for which an applicable license has not been identified.

Further details about archiving materials for IBM are available in Reporting to IBM.

16. Optionally, after each set of reports is archived safely, you may choose to manually reset the Peak
consumed value of each IBM PVU license to zero. Your historical peak is recorded in your IBM reports; this
reset allows you to compare your peaks in different reporting periods. These may, for example, take
account of recently-recorded bundling or device exemptions.

Applying for IBM Approval

IBM acceptance is required if you intend to use FlexNet Manager for IBM as a sub-capacity reporting alternative
to ILMT. Because this is a well-established requirement, IBM provides a formal registration and contract
amendment process.

[

= Tip: If you believe that you already have agreement from IBM but cannot produce the written contract
modification, it is best practice to confirm with IBM that they have you registered in this relatively new process.

£
[_] To apply for an IBM license variation:

1. Obtain the PDF document Amendment to the International Passport Advantage Agreement:

118

a. Advise your IBM account team that you wish to use FlexNet Manager Suite in place of ILMT for sub-
capacity calculations for IBM PVU licenses.

b. Your IBM account team raise your request with the IBM Compliance / License central office.

c. The IBM Compliance office send you the current version of this amendment document.
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(i

= Tip: The request through the account team (as described above) is the approach preferred by IBM as of
this writing. If there are roadblocks, an alternative path is to email your request to CLREG@us . ibm. com.

The amendment, which is effective only when signed by all parties:

» Allows use of FlexNet Manager Suite release 2015 R1 or later (this documentation is for release 2018
R2), which you must keep properly installed, configured and maintained at all times

« Gives IBM or its third-party partner the audit right to validate that installation and configuration
« Requires a minimum scan frequency of 30 minutes

« Allows you to gather inventory with the FlexNet inventory agent or by integrating with ILMT, TADd, or
IBM Big Fix

« Specifically excludes any other third-party inventory tools.
2. Complete and sign the form, and if necessary scan it for electronic delivery.

3. Have your Project Manager attach a written acknowledgment that the requirement for 30 minute scanning
frequency has been communicated and understood.

4. Email the two completed documents to CLREG@us . ibm. com.
5. Await your approval from IBM.

(d

= Tip: If you feel that there are unreasonable delays, you may alert your Flexera representative, who can
check through our Alliances team for further information. If you do not receive this approval from IBM,
you must either:

« Use only ILMT for sub-capacity IBM PVU licensing
« Use full capacity licensing for IBM PVU licenses.
6. Archive the countersigned agreement for safekeeping and possible use in a future audit.

One possibility is to create a contract record in FlexNet Manager Suite, and attach the PDF to the
Documents tab of the contract properties.

Configuring Regions for IBM
To prevent 'follow-the-sun' licensing, IBM requires that you separately license target devices in each of three

regions that it defines:

« Region 1: North America and South America
« Region 2: Europe and Africa
» Region 3: Asia and Australia.

The best way to achieve this is to configure locations (a type of enterprise group) to represent IBM's regions.
These locations can then be used to 'scope’ each license, and each device, and optionally each purchase (if you
want to report regional consumption against regional purchases) by the appropriate enterprise groups. Of
course, you may also set up an entire structure of locations, where a region contains countries that contain states
that contain cities that contain offices that are part of your enterprise. The level of sophistication you implement
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is entirely up to you: in all structures, FlexNet Manager Suite rolls up the purchase and consumption data to
provide correct regional total for your reporting to IBM.

=3

I==| Note: You cannot separately control the change-over from ILMT to FlexNet Manager Suite one region at a
time. While you need to report by regions, your entire enterprise gets its points consumed results from one
source or the other, and makes the change-over at the same time.

This summary assumes that you do not already have appropriate locations specified.

[:] To create a region-based enterprise structure:
1. In the web interface of FlexNet Manager Suite, navigate to Enterprise > Locations.
2. In the Actions column of the Locations row, click the + icon.
A new row appears, with editable fields for the Name and Description columns.
3. Type new values in these two fields.
For example, your first entry may be:
« Name: IBM Region 1: Americas
o Description: Licensing roll-up for IBM PVU license management.
4. When satisfied, hit Enter in either field, or click the blue disk (save) icon at the right end of the row.
5. Repeat to create the remaining two top-level regions.

6. Optionally, locate these regions again (they may be in a later page than is currently displayed, so click
through the pages to find them again — if you search, you change the tree into a flat list, and can no
longer add child locations until you revert to the unfiltered page display), and in each of their rows in turn,
click the + icon to add child locations within a region. Repeat as often as needed to create your initial
hierarchy of locations that roll up into the IBM regions.

This structure may now be applied to any local purchases, to the licenses you are about to create (see Configure
Appropriate Licenses), and to your inventory device records (editable in the Ownership tab of the inventory
device properties). For example, to set a single regional location value for many inventory devices at one time:

1. On a suitable inventory listing (such as the All Inventory page), search and filter to an appropriate set of
devices.

2. Make sure that all the displayed devices are of the same type. For example, filter the Inventory device
type column to a single value (say, VM Host).

3. On the left, select the devices that belong in the same location (but do not mix rows where the Connection
name is blank with others where it is non-blank).

4. Click Open to display a property sheet of properties common to the selected devices.
5. Select the Ownership tab, and enter (or search for) the common location for these devices.

6. Click Save, and repeat as required for other groups of inventory devices.
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Configure Appropriate Licenses

Naturally, you require appropriate license records of type IBM PVU for all relevant IBM software. Less self-
evident is that the license(s) must be operational (that is, have consumption recorded against them) before you
can configure them to meet IBM's special requirements for high-frequency scanning. This makes it convenient
to have the license(s) in place before you collect your first (or next) inventory from the computers running the
relevant IBM software. In this way, the initial inventory collection and license reconciliation can immediately
make your IBM PVU license(s) operational, showing consumption against the linked application(s), and enabling
the special configuration required for sub-capacity licensing.

You may already have licenses in place, for example if they have been created automatically based on data
imports from your ILMT server.

L
= Tip: If you deleted a license record that had been created to match imports from ILMT, this license is not

recreated on subsequent imports from ILMT. If you need to 'recover' this license, create it manually.

If you do not yet have the licenses in place, you can create them in any of the usual ways. Best practice
(described here) is to drive license creation through your purchase records, since this provides an acceptable
audit trail of your entitlements, and allows automation to configure many of the product use rights on the
license for you. This is particularly powerful if you have the correct SKU (stock keeping unit) identifying codes for
the IBM products you purchased. One example is that, when the correct SKUs are available, FlexNet Manager
Suite defaults to creating full-capacity licenses for applications that are ineligible for sub-capacity licensing
(whereas, when creating a license manually, you have to select the appropriate full capacity or sub-capacity
template for the application, perhaps making use of IBM's Passport Advantage Sub-capacity Licensing Eligible
Product Statement).

However, creating licenses from purchase records is not mandatory, and you may proceed in other ways, such
as manually creating license records and linking purchase records to them later. (To create a license manually,
navigate to License Compliance > Create a license, and see Creating a License in the online help.)

|_‘¢ Important: Keep in mind that IBM requires separate licensing and reporting in each of the major IBM-defined
regions:

» Region 1: North America and South America
* Region 2: Europe and Africa
» Region 3: Asia and Australia.

If your enterprise consumes IBM PVU licenses across more than one of these regions, the best way to manage
this is to:

1. Ensure that you have set up enterprise groups based on location that can roll up into the appropriate IBM
regions. (If you do not use locations for other purposes, it may be sufficient to set up just the top three,
one per region.) For details, see Configuring Regions for IBM.

2. Replicate each IBM PVU license across each region (using the license name as a highly-visible marker to
differentiate the region-based licenses).

3. Use the Restrictions tab on each of the licenses to scope its consumption to the appropriate region.

4. Assign the inventory devices consuming PVU points to an appropriate enterprise group (location), as
noted at the end of Configuring Regions for IBM.

FlexNet Manager Suite System Reference | Company Confidential 121


http://public.dhe.ibm.com/software/passportadvantage/Sub-capacity/Sub_Capacity_Eligible_Programs.pdf
http://public.dhe.ibm.com/software/passportadvantage/Sub-capacity/Sub_Capacity_Eligible_Programs.pdf

Sub-Capacity Licensing with IBM PVU

Consumption is then automatically calculated for each of the regional licenses. Any consuming device that has
not been scoped to a suitable region appears in the Unlicensed Installations page. (Alternatively, you might
provide a fourth, unrestricted license as a 'safety net' to catch unscoped devices, with the goal that this license
always shows zero consumption.)

One additional factor to consider is whether to create single product or multi-product licenses (the latter are
used to track software bundles). If your licenses were created automatically to match imports from ILMT,
bundles are (by default) automatically matched. This is also the case if your purchase includes a SKU that
identifies a bundle. A multi-product license shows applications in the Applications tab that list multiple values
in the Product column (which is why it is called a multi-product license); and the Use rights & rules tab is also
configured differently, showing the use rights for each product, including whether each one is primary or
supplementary. Supplementary products can be configured so that they do not consume license entitlements,
being covered by the licensed primary product. If you are manually configuring license use rights and
restrictions, a useful resource is the License Information Document (LID) for your product. You can search for
these LIDs on the IBM's License Information Document Search page.

oy
[_] To create licenses by processing purchases (summary):

1. Do one of the following:

« Import purchase records from your purchasing system using a business adapter (see the chapter on for
details).

« Download your detailed Order History from IBM Passport Advantage, and import it (navigate to # ¥ >
Data Inputs > Business Data > One-off upload, and see Purchase Order Upload in the online help).

« Create a spreadsheet of purchase records, and import the spreadsheet (similar place in FlexNet
Manager Suite, and described in the same help page). This approach is strongly recommended if you
want to clone purchases across the IBM regions, as you can duplicate rows in the spreadsheet, adjust
the location value (and perhaps quantity), and import all the related purchases already scoped to the
IBM regions in a single import.

« Create a purchase record manually (navigate to Procurement > Create a Purchase, and see Creating a
purchase in the online help).

In all cases, be sure to secure the documentary evidence of your purchases against the possibility of a
future audit. (One possibility is scanning the original purchase document and attaching the scan to your
purchase record using the Documents tab of the purchase properties.)

2. Navigate to Procurement > Unprocessed Purchases, and select your new purchase record(s) there.

3. Click Recalculate to generate recommendations for processing the selected purchase(s). If you are happy
with a recommendation, select that row and click Accept.

If there are no recommendations (perhaps because you do not have a SKU and have not previously
processed a similar purchase), select the purchase and click Process to step through the processing
wizard instead.

At the end of purchase processing, your purchase has been linked to an appropriate license. If your
purchase record included a known SKU, most of the product use rights on the license have been
configured for you. Typically, the license properties are now open.
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4. In the properties sheet of your IBM PVU license, select the Restrictions tab, and search for some common
text from your locations representing IBM regions (for example, search for IBM if you set up the

recommended region names).
5. From the listed results, select the correct region for this license, and click Add groups.

The region appears in the list of Scope restrictions. This prevents devices or users with different scope
from consuming from this license.

6. In the properties sheet of your IBM PVU license, select the Use rights & rules tab, and expand the section
Rights on virtual machines and hosts.

7. For sub-capacity licensing, make sure that Use sub-capacity license calculations where available is
selected.

(d

= Tip: Not all software is eligible for sub-capacity licensing. Check the terms of your original license
agreement. (When a particular license is for an application that requires full capacity licensing, instead
select Always use full capacity license calculations for this license.)

8. If you plan to use any exemptions based on device roles, stay on the Use rights & rules tab, expand the
section Exemptions, and select any device roles for which the license agreement allows a license-free
installation.

Later, when device inventory has been collected, you can assign the correct roles to appropriate inventory
devices (see Set Up and Collect Inventory, and Reconcile). When the roles are correctly configured,
FlexNet Manager Suite automatically exempts the appropriate devices from license consumption. (An
alternative approach, adding individual exemptions directly in the Consumption tab of the license
properties, has already been described in Additional Transition Steps.)

(d

= Tip: In an audit, you may be asked to substantiate these settings. A helpful audit trail may be, in the
license properties, to add comments in the Notes on the Identification tab, or attach a scan of the
relevant part of the license agreement to the Documents tab.

9. Check the Applications tab of the license properties to ensure that the IBM application you are expecting
is linked to the license.

This must be an application for which you expect to see an installation record after your forthcoming
hardware and software inventory. The license must have a linked application for which entitlements are
being consumed after the next inventory import and license consumption calculation.

10. In the Identification tab, customize the name of the license so that when it appears in other lists, you can
easily identify the region it applies to.

For example, you could add a suffix such as NaSA, EMEA, or APAC to the license name to identify its
applicable IBM region.

11. Above the tabs in the License Properties page, click Save to store all your edits in the database.

12. Loop back to process the next available purchase record. Pay attention to the regions, forcing creation of a
new license when the purchase region differs from region of the license proposed because of matching
SKUs.

Whether by this process or one of the alternatives, you should end up with at least three IBM PVU licenses per
product, one for each IBM region; and each should be linked to at least one purchase that provides the initial
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stock of entitlements. You may link additional region-based purchases to these licenses at any time, reflecting
your license purchases from IBM (or its dealers).

Advanced Agent Configuration

By default, the FlexNet inventory agent is correctly configured when you turn on high-frequency mode for
calculating sub-capacity consumption of IBM PVU licenses (for details, look ahead Turn on High-Frequency
Mode, but do not omit the intervening topics before turning on).

For special circumstances, you may wish to change the default behavior around the checking of hardware
inventory, as described below. To understand those preferences, it is also helpful to know the default command
line used for the FlexNet inventory agent in high-frequency mode.

Command line

The frequent hardware scanning relies on a custom command line for the installed FlexNet inventory agent. This
command line cannot be altered. It uses the options shown in the following example:

ndtrack.exe -o WMI=true -o Hardware=true -o
ManageSoftPackages=false -o MSI=false -0
PlatformSpecificPackages=false -o
Software=false -o TrackProductKey=false -o IncludeRegistryKey= -o
IncludeDirectory=
-0 EmbedFileContentDirectory= -o OnlyGenerateIfHardwareChanged=true -o
PerformSymantecSFScan=false -o PerformIBMWebSphereMQScan=false -o
InventorySettingsPath="

Enabling uploads only on hardware change

The option OnlyGenerateIfHardwareChanged controls whether the hardware inventory is scanned for changes
since the last report, or always uploaded. It is set to true in the command line above to minimize network traffic

for additional uploads of hardware inventory. For more information, see the preference listing in the Gathering
FlexNet Inventory PDF file, available through the title page of online help.

Blacklisting irrelevant properties

The option HardwareChangesClassPropertyBlacklist identifies hardware properties that should be ignored

in the check for hardware changes (that is, these values may change without triggering an upload of hardware
inventory for this computer). This option has no effect if OnlyGenerateIfHardwareChanged is false.

The option has a string value made up of semi-colon-separated WMI classes. Each entry may be a simple class
name, or a class name with trailing class property/properties (using a dot separator).

The option and its value may be stored in the Windows registry or, for UNIX-like platforms, in the config.ini
file. It takes effect from there because it is not being overridden in the command line shown above. (For more
details, see the preference listing in the Gathering FlexNet Inventory PDF file, available through the title page of
online help.) If the option is not specified, the following default value is automatically used (wrapped here for
readability):
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Win32_OperatingSystem.FreePhysicalMemory.FreeVirtualMemory;
Win32_Processor.CurrentClockSpeed;
Win32_Processor.CurrentClockSpeedNonWMI;
Win32_LogicalDisk.FreeSpace; SoftwarelLicensingProduct;

MGS_OperatingSystem.LastBootUpTime.FreePhysicalMemory.FreeVirtualMemory

Set Up Virtual Inventory Tracking

IBM's requirements include that you can track movement of any relevant virtual machine when it moves
between hosts. To do this, you also need to configure inventory gathering on virtual hosts. Three different
approaches apply, depending on the methods that FlexNet Manager Suite can use to gather information about
guest VMs:

« Agent on host: Where data about guest VMs is available to the FlexNet inventory agent locally installed on
the host (as is the case with Microsoft Hyper-V), simply deploy the FlexNet inventory agent locally on the
server, as you do to all other devices that may run software under IBM PVU licenses. In this case, the virtual
host is added to the target A11 devices consuming IBM PVU points, and is managed on the same high-
frequency schedule that applies to all installations of FlexNet inventory agent on devices running software
licensed under IBM PVU.

« Agent on guest: Where data about the VM/host relationship is available within the VM itself (as is the case
for LPARs, VPARs, nPARs, containers and zones), the only requirement is to deploy the FlexNet inventory
agent locally on the VM. This also automatically joins the A11 devices consuming IBM PVU points target

and the hidden rule for high-frequency inventory scanning.

« Direct inventory of host: For technologies where a locally-installed FlexNet inventory agent cannot access
VM deployment details, but where there is an API available that exposes this data, FlexNet Manager Suite
automatically maintains a separate target of such targets that require 'direct’ inventory collection by an
inventory beacon accessing the APL For these, you only need to configure discovery manually, since once a
virtual host is discovered, it is automatically added to the (hidden) rule for high-frequency inventory
gathering from these devices.

¥
= Tip: Sufficient functionality for gathering inventory from VMware VirtualCenter or Hyper-V Servers is

available within the standard implementation of FlexNet Manager Suite. It is not necessary to license
additional products to integrate with the suite. Specifically, neither FlexNet Manager for VMware nor FlexNet
Manager for Microsoft are required for this functionality.

o
[_] To set up discovery (and the resulting automatic inventory gathering) on virtual hosts:

1. For Microsoft Hyper-V virtual hosts, install the FlexNet inventory agent locally on the host server. (In
addition, you should also install the FlexNet inventory agent in the master image for the VMs, so that these
also report relevant software inventory.) For Solaris zones, ensure the FlexNet inventory agent is installed in
the global zone, as well as in the non-global zones.
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2. For partitioning technologies, ensure that the FlexNet inventory agent is installed locally on each partition.
This provides both the inventory results (for software and hardware) and also the relationships between
host and guests.

3. For VMware, in the web interface of FlexNet Manager Suite, ensure that every subnet containing a vCenter
Server is assigned to an inventory beacon:

a. Navigate to Discovery & Inventory > Beacons.

b. Choose the appropriate inventory beacon and click the edit icon on the right-hand end of its data
row.

c. Click the Subnets tab.
d. Either search for a subnet, or enter the subnet IPv4 address in the Find subnets to add field.
e. Select one or more subnets, and click Add subnets.
4. Set up the credentials to allow future inventory gathering from vCenter Server (managing ESX servers):

a. On the appropriate inventory beacon, log in to FlexNet Beacon using an account with administrator
privileges on the local device.

b. Open FlexNet Beacon, and in the navigation bar, select Password management. In the resulting
page, click Launch Password Manager.

c. In the FlexNet Beacon Password Manager, click New, and set up credentials for any vCenter hosts.

For vCenter hosts, use an Account Type of Account on VMware VirtualCenter. When satisfied,
click Apply.

d. Repeat for any other virtual hosts accessible from this inventory beacon (or any others). Be sure that
you can reach all hosts that a relevant virtual machine can possibly move to.

e. When credentials have been established for all necessary virtual hosts, click Exit to close the
Password Manager; and you may also exit FlexNet Beacon.

5. Back in the web interface, set up a target that covers all relevant hosts for virtual machines.

Once the virtual hosts are discovered, FlexNet Manager Suite automatically maintains a separate target of
all relevant 'direct inventory' virtual hosts, and automatically runs an inventory check on them at the same
frequency that you specify for IBM PVU license peak calculations. To seed this process, you first need to
ensure discovery of all VMware vCenter virtual hosts.

a. Navigate to Discovery & Inventory > Discovery and Inventory Rules, click the Targets tab, and
click Create a target.

b. Provide a useful Target name and Description that will assist your future maintenance.

For example, PVU Virtual Hosts and Initial Discovery may help you identify this target for
ongoing management. For example, since this target is used for discovery only, you may wish to
leave the related rule running once a day into the future, so that it automatically picks up any new
VMware vCenter hosts, and automatically integrates them into the high-frequency scanning
protocol.

c. Use the Define machines to target controls to specify the target virtual hosts (or the subnets in
which they are connected). Add as many definition lines as required to cover all applicable virtual
hosts. See the help for that page for further details.

126 FlexNet Manager Suite System Reference | Company Confidential



d.

e.

Sub-Capacity Licensing with IBM PVU

For the Adoption options, choose Do not allow these targets to be adopted.

A locally-installed FlexNet inventory agent cannot access the management APIs necessary for
tracking VMs. Instead, this target is used to specify direct inventory gathering, where an inventory
beacon remotely accesses the hypervisor for data about the VMs it manages.

When satisfied, click Create to save the target definition.

6. Create an action to trigger discovery of the targeted virtual hosts:

a.

b.

f.

Switch to the Actions tab, and click Create an action.
Give your action a uniqgue Name, and a Description that assists your future maintenance work.

For example, Virtual host discovery and Use this daily to capture any newly

deployed virtual hosts where IBM PVU licenses may be consumed.

. For Action type, select Discovery only.

After discovery, a separate (hidden) target is automatically maintained for inventory collection from
discovered servers on the appropriate frequency.

. Under Discovery of devices, choose your preferred method(s) to identify the host servers.

For most networks, you can use an ICMP echo test (ping) to specified ports by selecting Network
scan and nominating one or more ports. If your VMware vCenter server(s) run on Microsoft
Windows Server, you might choose (either instead or as well) Microsoft Computer Browser
Service.

Under Discovery actions, expand VMware infrastructure, select Discover VMware
infrastructure, and add/edit ports if required.

Click Create (scroll down to the bottom right corner of the page) to save the action definition.

7. Combine the target and action into a rule, and schedule its initial execution.

Keep in mind that this rule exists only to seed automatic processes that take over at the right time.
Specifically, you need this rule to succeed only once for each new set of target virtual hosts. This is not a
rule you need to schedule every 30 minutes.

b.

Switch to the Rules tab, and click Create a rule to open the Rule builder area.

Switch back to the Actions tab (or click an Actions hyperlink in the rule builder), scroll to find your

saved action, and at the right-hand end of its row, click Add to rule builder.

Because a rule may have only one action, all Add to rule builder buttons are now disabled, and a
label for your chosen action appears in the rule builder.

Switch to the Targets tab (or click a Targets hyperlink in the rule builder), scroll to find your saved
target, and at the right-hand end of its row, click Add to rule builder.

Notice that this time, you may insert more than one target into the rule.

. In the rule builder, click Schedule, and nominate your preferred schedule for this rule.

Suggestion for the initial discovery:

* Frequency: As soon as possible
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« Commence within: 10 minutes.

After the initial discovery, you may prefer to change this schedule to once daily at a quiet time, just
as a safety net to catch additional hosts that may be deployed in future.

e. In the rule builder, click Save as, and provide a Rule name that will remain meaningful in a long list
of rules.

f. Ensure that the next field displays Enabled, and click Save.

The following steps now occur:

A new policy for inventory beacons is prepared and downloaded soon (by default within 15 minutes,
although this interval may be customized by navigating to Discovery & Inventory > Settings and scrolling
down to the Beacon settings section).

The policy is downloaded to all operating inventory beacons, each of which checks to see whether your rule
needs to be executed by it (that is, whether there is any overlap between its assigned subnets and the
target[s] declared in the rule). Unaffected inventory beacons, of course, ignore the policy change.

Each affected inventory beacon applies your schedule, then (on schedule) triggers the action specified in the
rule. Depending on subnet sizes, it may take a little while to complete the discovery process.

Finally, the resulting discovery (.disco) files are uploaded to the central application server, and resolved into
the inventory database. There they wait until the next full inventory import and license reconciliation, which
happens by default overnight (although an operator in a role with Administrator privileges may trigger one
sooner).

After that, the discovered VMs and their hosts are visible in the All Discovered Devices page, and the
automatic maintenance of special hidden targets and automated rules are ready to run as required (once you
turn on high-frequency mode, as described in Turn on High-Frequency Mode).

Thereafter, inventory is gathered from the target hosts automatically on the high-frequency schedule you
enable.

Check Schedule and Primary Source

In high-frequency mode where FlexNet Manager Suite is responsible for your sub-capacity calculations on IBM
PVU requirements, there are two mandatory requirements for inventory gathering:

FlexNet inventory must be your primary inventory source. This means that other sources may be used to fill
gaps where you have not installed the FlexNet inventory agent (or any of its related forms, such as the
lightweight FlexNet Inventory Scanner); but none of these other sources can ever overwrite the data collected
in FlexNet inventory.

The schedule for your full inventory import and license reconciliation must run daily. It does not matter what
time of day you choose to run this import and compliance calculation (the default is to run it overnight); but
it must run once each day.

The default settings are satisfactory for high-frequency mode, but it is worth a quick check to validate that no
one has modified these defaults before commencing high-frequency operations.
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£
[_] To check the daily inventory schedule and source priority:

1. On your central application server (or, in a larger, multi-server implementation, on your batch server), open
Microsoft Task Scheduler and check the schedule for the Inventory import and license reconcile task.

The default value is 2am daily. Any daily schedule that suits your business processes is adequate.

2. Navigate to the system menu (#° ¥ in the top right corner), choose Data Inputs, and in the resulting page,
select the Inventory Data tab.

This page lists all known inventory sources.

3. Locate the source named FlexNet Manager Suite (which covers FlexNet inventory), and ensure that on
the right-hand end of its header row, there is a disabled button displaying Primary, marking it as the

primary data source for inventory collection and data merging. If not, click the Make primary button for
this row.

You may also click in this header row to reveal more details about FlexNet inventory collection.

You may close the Data Inputs page. Everything is now in place to use an initial inventory collection to seed the
automatic processes for high-frequency mode, as described next.

Set Up and Collect Inventory, and Reconcile

The IBM approval for using FlexNet Manager Suite for sub-capacity license calculations is dependent on you
using the full FlexNet inventory agent, locally installed on each IBM server (that contains software with IBM PVU
licensing), for high-frequency inventory gathering.

As well, operation of two hidden (and automatically maintained) targets for inventory gathering requires that
discovery and inventory processes have run at least once, so as to provide 'seed’ data to start the automated
processes.

To help meet these requirements, this process summary covers deploying the FlexNet inventory agent, and
triggering the first inventory upload and license compliance calculation. Also take note of the requirement for
the full import and license reconciliation process to run on a daily schedule.

o
[_] To initiate inventory collection:
1. Install the FlexNet inventory agent on each IBM server.

You may achieve this through your preferred method, as described in the Gathering FlexNet Inventory PDF
file, available through the title page of online help:

« You may use the built-in 'adoption' process (see the topic Automated Adoption Summary in the above
document)

« You may use an alternative deployment technology of your choosing (for which, start with the topic
Self-Managed Deployment: Collecting the Software in the same document)

« You can even deploy by hand, if you so choose.

FlexNet Manager Suite System Reference | Company Confidential 129



Sub-Capacity Licensing with IBM PVU

130

|_¢' Important: Be sure to deploy the entire FlexNet inventory agent, and not just a subset of executable
files.

In those processes, you identify (usually in a bootstrap or configuration file) the inventory beacon to which
each installed FlexNet inventory agent should initially report.

. Wait.

The installed FlexNet inventory agent contacts its preferred inventory beacon, and downloads its default
policy. This includes gathering standard hardware and software inventory (but not tracking application
usage, which is not required for IBM PVU licenses). The default policy also distributes the standard
schedule for inventory collection. You can see the schedule settings in the web interface of FlexNet
Manager Suite by navigating to Discovery & Inventory > Settings and reviewing the Agent inventory
schedule section. The default is that the FlexNet inventory agent collects inventory at a random time
within a one hour window, commencing at 5:45am local time on the target inventory device. As soon as
the inventory collection is completed, the data is uploaded to the inventory beacon. Once successfully
staged on the inventory beacon, it is uploaded to the central application server (and there is an overnight
catch-up scheduled upload to recover from any temporary network problems). On the application server,
a web service receives the file and resolves it into the inventory database (or, if the web service is
overloaded, temporarily saves the file in the Incoming folder, and then imports it to the inventory
database as soon as possible). Once staged in the inventory database, the data is included in the next full
inventory import and license consumption calculation, which by default runs at 2am daily. In short, using
the default schedules, if you install the FlexNet inventory agent today, you can expect to see first results of
the automated processing the day after tomorrow.

If the automated processes are not fast enough for your current requirements:

a. Log into the target server using an account with local administrator privileges. (A target server is any
one that may run software licensable under an IBM PVU license.)

b. Start a command line window using the Run as administrator option.
c. Issue the following commands:
« On Microsoft Windows servers:

ndschedag -o ScheduleType=Machine

In the p