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Software Vulnerability Research
Help Library

Flexera’s Software Vulnerability Research is a one-stop solution for vulnerability management. The solution is available via
a web-portal, giving you access to all the modules that you are entitled to use according to your subscription.

Table 1-1 « Software Vulnerability Research Help Library

Topic Content

Introduction Flexera’s Software Vulnerability Research combines Vulnerability Intelligence, Assessment, and
Patch Creation with Patch Deployment Tool Integration to enable targeted, reliable, and cost-
efficient Patch Management.

Software This quick start guide walks you through setting up the key features of Software Vulnerability
Vulnerability Research.
Research

Quick Start Guide

Dashboard The Dashboard is the default home page that provides you with an overview of vulnerability
management processes and gives you access to your latest vulnerability intelligence and
advisories. The information is presented with the help of various widgets.

Notifications Notifications provide detailed information about alerts you have received and any required
actions. The number in the yellow bubble signifies the number of unread notifications.

Vulnerability Vulnerability Manager pages are used to manage the Vulnerability Intelligence associated with
Manager your account.

N

Edition « The Vulnerability Manager module is not available for Software
Vulnerability Research - Assessment Only.
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Chapter1 Software Vulnerability Research Help Library

Table 1-1 « Software Vulnerability Research Help Library (cont.)

Topic Content

Research Vulnerability Tracker (VulnTrack) represents our full Vulnerability Database, which has been
updated and maintained since the inception of Secunia in 2002.

N

Edition « The Research module is not available for Software Vulnerability Research
- Assessment Only.

Assessment The Assessment Scenarios page provides descriptions of the available assessment scenarios.

Scenarios EI

Edition - This module is not available for Software Vulnerability Research.

Assessment The Assessment Reports page displays a tree view of the Device Groups within your
Reports environment. The security status of each Device Group is assessed based on Average System
Score, Device Details and Product Details.

2

Edition - This module is not available for Software Vulnerability Research.

Patching The Patch Library and Grouped Patch Library pages list the patches available for your
environment. Users can create a patch template for deploying patches and can track the
patches deployed.

N

Edition - This module is not available for Software Vulnerability Research.

Policy Manager The Policy Manager pages are used to configure internal Compliance Policy Rules to associate
with your account and view the details of breaches to your policies.

N

Edition - The Policy Manager module is not available for Software Vulnerability
Research - Assessment Only.

Analytics The Analytics pages are used to filter data contained in the widgets and to create and save
dynamic reports on Advisories.

Ticket Manager The Ticket Manager page lists all issued tickets. Use this page to:
® View and Change Tickets Status and Priority
® Create Tickets in Ticket Manager
® Delete Tickets in Ticket Manager

® Default Ticket Statuses in Ticket Manager
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Chapter 1 Software Vulnerability Research Help Library
Product Support Resources

Table 1-1 « Software Vulnerability Research Help Library (cont.)

Topic Content

Settings The Settings pages allow the main Administrator account holder to create and manage other
accounts.

This section also tracks details of all activities taken by users related to your account, such as
Logins and changes to Tickets, Watch Lists, Email Logs, SMS Logs and Service Calls.

User Profile The User Profile page is used to view and edit your account information, including your
password, personal details, preferences, and security settings.

About Secunia Describes CVSS (Common Vulnerability Scoring System), CVE References, Where (Attack Vector),
Advisories Criticality (Severity Rating), and Impact (Consequence).

Appendix A-Threat Threat Intelligence Module augments Software Vulnerability Research’s vulnerability
Intelligence intelligence with a Threat Score that provides the ultimate prioritization tool for your busy
desktop operations teams. This module requires purchase by the user.

Product Support Resources

The following resources are available to assist you with using this product:
®  Flexera Product Documentation

®  Flexera Community

®  Flexera Learning Center

®  Flexera Support

Flexera Product Documentation
You can find documentation for all Flexera products on the Flexera Product Documentation site:

https://docs.flexera.com

Flexera Community

On the Flexera Community site, you can quickly find answers to your questions by searching content from other customers,
product experts, and thought leaders. You can also post questions on discussion forums for experts to answer. For each of
Flexera’s product solutions, you can access forums, blog posts, and knowledge base articles.

https://community.flexera.com

Flexera Learning Center

Flexera offers a variety of training courses—both instructor-led and online—to help you understand how to quickly get the
most out of your Flexera products. The Flexera Learning Center offers free, self-guided, online training classes. You can also
choose to participate in structured classroom training delivered as public classes. You can find a complete list of both
online content and public instructor-led training in the Learning Center.

https://learn.flexera.com
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Flexera Support

For customers who have purchased a maintenance contract for their product(s), you can submit a support case or check
the status of an existing case by making selections on the Get Support menu of the Flexera Community.

https://community.flexera.com

Product Feedback

You can submit feedback about Software Vulnerability Manager in the Flexera Customer Community Forum. You can also
submit feedback through the Software Vulnerability Manager user interface by clicking the feedback icon in the upper-
right-hand corner of each module.

@G*IJ

Contact Us

Flexera is headquartered in Itasca, Illinois, and has offices worldwide. To contact us or to learn more about our products,
visit our website at:

http://www.flexera.com

You can also follow us on social media:
® Twitter

®  Facebook

® LinkedIn

® YouTube

® Instagram
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Introduction

Flexera’s Software Vulnerability Research combines Vulnerability Intelligence, Assessment, and Patch Creation with Patch
Deployment Tool Integration to enable targeted, reliable, and cost-efficient Patch Management.

® About Software Vulnerability Research

® Software Vulnerability Editions

® Optional Modules

® The Scan Process - How Does it Work?

® Software Vulnerability Research Life Cycle

®  System Architecture Overview

® Vulnerability Assessment of Microsoft Products

®  Getting Started with Software Vulnerability Research

About Software Vulnerability Research

Vulnerability Intelligence and Patch Management are critical components of any security infrastructure because it enables
proactive detection and remediation of vulnerabilities before they are actively exploited and your security compromised.
With Software Vulnerability Research, IT Operations and Security Teams are empowered to take control of the
Vulnerability Threat from both Microsoft and non-Microsoft (third-party) product vulnerabilities.

The Software Vulnerability Research Assessment module scanning technology takes a different approach than other
vulnerability scanning solutions by conducting non-intrusive scans to accurately identify all installed products and plugins
on the system.

Software Vulnerability Research integrates seamlessly with Microsoft® WSUS and System Center Configuration Manager.

The solution is available via a web-portal, giving you access to all the modules that you are entitled to use according to
your subscription.

The sequence of the module descriptions in this document corresponds with the order in which they are presented in the
graphical user interface of the solution.
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Note « The available modules, menus and options will vary depending on the permissions granted to you by your
Administrator.

Software Vulnerability Editions

Flexera offers the following editions for Software Vulnerability:

® Software Vulnerability Research (Includes all Modules)

® Software Vulnerability Research

The table below describes the differences between the Software Vulnerability editions.

Any module not available for a specific edition will be noted with an Edition Note. See the example below.

N

Edition - This module is not available for Software Vulnerability Research.

Table 2-1 « User Interface differences between Software Vulnerability Editions

Software Vulnerability Research Software Vulnerability Research
(includes all modules) does not include Assessment or Patching)

® Dashboard Dashboard
‘ Notifications ‘ e

e Vulnerability Manager
Vulnerability Manager

@ Research
@ e

/‘ Patching
@ Ansytics
(7 [

@ Ticket Manager
@ Analytics

Ticket Manager
ﬁ Settings

z User Profile

Main Menu

®  ecrroic
)

Main Menu
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Table 2-1 « User Interface differences between Software Vulnerability Editions

Software Vulnerability Research Software Vulnerability Research

(includes all modules) does not include Assessment or Patching)

Settings > Workflow Management » Rules Settings > Workflow Management > Rules

Account ~ - User - v Workllow T T| AP togs~ Account~  User . il - WorkflowManagement ~  API~  Logs ~

Settings Menu Settings Menu

Optional Modules

Flexera offers the following optional modules:

® Software Vulnerability Research - Threat Intelligence Module

Threat Intelligence Module

When added to our Software Vulnerability Research solution, the Threat Intelligence Module helps operations to focus on
the patches most critical to the security of the software deployed in your environment. When added to our Software
Vulnerability Research (SVR) solution, the Threat Intelligence Module provides security professionals even more insight by
exposing threat scores not only for security advisories, but for the specific CVEs associated with those advisories as well as
what evidence was triggered to arrive at the provided threat score.

0

Tip - For more details about the Threat Intelligence Modules, see the following data sheet:

https://www.flexera.com/media/pdfs/datasheet-svm-threat-intelligence-module.pdf

The Scan Process - How Does it Work?

The first step in scanning a system is to collect specific metadata from primarily .EXE, .DLL, and .OCX files on the system
being scanned. Metadata is generic non-sensitive text strings embedded in the binary files from the vendors of the
products. This data is collected and then sent to our Secure Data Processing Cloud where it is processed and parsed.

The data is then matched against our File Signatures, which are rules that match the raw metadata to an actual product
installation.

Part of this matching process also results in an exact version being extracted from the metadata. This means that after the
initial parsing Software Vulnerability Research knows exactly which products are on the system and their exact version - a
precise inventory of software on the system.

The inventory of software is then compared against the unique Secunia Advisory and Vulnerability Database, which
contains the most accurate and current Vulnerability Intelligence available.

The result is a precise inventory of products, their versions, the security state of each, along with a direct reference to any
corresponding Secunia Advisory detailing the exact vulnerabilities and their Secunia assessed criticality and impact.

Since the scan process works by looking at the actual files on the system being scanned, the result is extremely reliable as a
product cannot be installed on a system without the actual files required being present.

Software Vulnerability Research User Guide SVR-FEBRUARY2023-UG00 15


https://www.flexera.com/media/pdfs/datasheet-svm-threat-intelligence-module.pdf

Chapter2 Introduction

Software Vulnerability Research Life Cycle

This in turn means that Software Vulnerability Research rarely identifies false-positives, and you can use the results from
Software Vulnerability Research immediately without doing additional data mining.

For further information about the different Software Vulnerability Research scanning approaches, see Assessment
Scenarios.

Software Vulnerability Research Life Cycle

Software vulnerability management is a critical component of any security infrastructure because it enables proactive
detection and remediation of security vulnerabilities.

A process to identify vulnerable products, including products not authorized in an organization’s environment, paired with
effective patch management is an absolute must to reduce the window of exposure and eliminate the root cause of a
potential compromise.

Software Vulnerability Research automates all steps of the software vulnerability management life cycle, allowing you to
strengthen the security of your networks.

ASS5ESS PRIDRITIZE

INTELLISERCE
BY SECUNIA
RESEARCH

AUTOMATE & REPORT

Figure 2-1: Software Vulnerability Research Lifecycle

System Architecture Overview

16

The following screenshot provides an overview of the Software Vulnerability Research system architecture.
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Vulnerability Assessment of Microsoft Products

SAM SYSTEM

HTTPS

FlLEXEra

Vulnerability Assessment of Microsoft Products

For Windows and other Microsoft products, Software Vulnerability Research obtains information about missing Microsoft
security updates from the scanned device's local Windows Update Agent.

If the Windows Update Agent is managed by the company's IT department, the Microsoft security update has to be
approved by the IT administrator before Software Vulnerability Research will report whether it is missing or not.

Check for Missing Microsoft Security Update Settings

When enabled, agent scans will collect and report missing Microsoft Security Updates.

(®) Enable check for missing Microsoft Security Updates
() Disable check for missing Microsoft Security Updates

() Use individual configuration

Figure 2-3: Check for Missing Microsoft Security Update Settings

Getting Started with Software Vulnerability

Research

See Software Vulnerability Research Quick Start Guide to help you set up the key features of Software Vulnerability

Research.
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Software Vulnerability Research
Quick Start Guide

This Quick Start guide walks you through setting up the key features of Software Vulnerability Research:
® Account Activation

® Opening a Support Case

® System Requirements for Software Vulnerability Research

® Scan Configuration

® Agent Deployment

® Daemon Deployment

® Smart Group Configuration

®  Workflow Management Rules

® Patching

Account Activation

This section takes you through the steps to securely create your Software Vulnerability Research account:
®  Accept the Flexera Sales Token and Create Your Account
®  Configure Two-Factor Authentication (2FA)

®  Configuring Single Sign-On (SSO)

Accept the Flexera Sales Token and Create Your Account

To create your account, perform the following steps.
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Task To accept the Flexera Sales Token and Create your Software Vulnerability Research account:

1. After yoursales orderis complete, you will receive an activation email from Flexera Sales with a customized link to
create your account. The link looks similar to the following token:

https://app.flexerasoftware.com/trial/ ?token=xxxxxx

Your activation email from Flexera includes the particular token number. Click the token link to begin the initial setup
process for the main Administrator account. The following window will appear:

Want to test us out? Please
fill in the form below

Number of Emplc

Country

Request Trial Account

Cancel

2. After completing the relevant details that are mandatory for the creation of your account, click Request Trial
Account.

3. Gotoyouremail’sinbox and find the verification link sent by Flexera. Click the verification link, and a new window will
open for you to create your account’s user name and password.
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Set up your account
information

Ict

Confirm f

B | hereby accept the Flexera Terms & Conditions
and Privacy Policy

Create Trial Account

Cancel

[

Important « Before you enter any passwords, consider the default password rules required by Flexera:

8-200 characters
At least one lowercase letter

At least one uppercase letter

At least one digit

[

Important « You should also consider the following recommendations for creating account passwords:

No common passwords
No personal details

No old passwords

Passwords created by a password generator

4. After entering your username and password, click Create Trial Account. You will then be taken to the Software
Vulnerability Research Login page where you login with the previously configured credentials. When logging in to your
account for the first time, you will be asked to Configure Two-Factor Authentication (2FA) to secure the account. You
must configure 2FA before you are allowed to login, as two-factor authentication is mandatory.

Logging In to Software Vulnerability Research

If you already have a Software Vulnerability Research account and want to login, perform the following steps.
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Account Activation

To login to Software Vulnerability Research:
1. Open the Software Vulnerability Research Login page and enter your username and password.

2. Ifyou have forgotten you password, click Forgot your password? Enter your email address and click Send mail to
receive instructions to reset your password.

Configure Two-Factor Authentication (2FA)

To secure your account in the event that the account password has been compromised, two-factor authentication (2FA) is
mandatory.

Software Vulnerability Research allows the following 2FA configuration options:
® Token-Based Two-Factor Authentication

® SMS-Based Two-Factor Authentication

Choose a two-factor
authentication method

@ Token
@ SMS

Figure 3-1: Choosing a Two-Factor Authentication Method

Token-based two-factor authentication is the default and recommended option.

In case your phone is lost or compromised, two-factor authentication can be reset. The reset method varies by account
type. For details, see Two-Factor Authentication Recovery.

Token-Based Two-Factor Authentication

22

To use token-based two-factor authentication, you first need to install an application specific to your device. Flexera’s
Software Vulnerability Research uses the standard Time-Based On-Time Password Algorithm (TOTP) for token-based two-
factor support, which is supported by applications like Google Authenticator or Duo by Cisco.

® Android devices—Download the Google Authenticator application from the Google Play Store:
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
® i0S devices—Download the Google Authenticator, available under iTunes in the App Store:

https://itunes.apple.com/us/app/google-authenticator/id388497605?mt=8

Logging Into Your Account Using Two-Factor Authentication

To login to your account using two-factor authentication, perform the following steps.
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Task To log in to your account the first time with token-based two-factor authentication:
1. After entering your username and password, you will be presented with a QR code and a field for the verification code.
2. Open the Google Authenticator application and select the Scan a Barcode option.
3. When the application loads the device camera, scan the QR barcode displayed on your computer screen.

4. The mobile application will generate a unique code. Enter this code in the Verification Code field at the Software
Vulnerability Research Login page.

) the token two-factor
entication

To start using a token generator, please use your
smartphone to scan the QR code below

For Android, Blackbemy, or iPhone devices you can
use Google Authenticator.

Then, enter the foken generated by the app.

5. Click Save to proceed with logging in to your new account.

SMS-Based Two-Factor Authentication

SMS-based two-factor authentication is a less secure and a less reliable method that is available and can be used as a
fallback in case your phone does not have an authenticator application.

® Loggingin the First Time

® Loggingin Subsequent Times
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Logging in the First Time

=
Task To log in to your account the first time with SMS-based two-factor authentication:
1. Atthe Software Vulnerability Research two-factor authentication window, select SMS and click Next.
Choose a two-factor
authentication method
@ Token
@& SMs
2. Enteryour phone number in international format, starting with a +.
3. Click Send an SMS.
4. Oncethe SMS arrives, enter the code it contains on the Software Vulnerability Research Login page and click Verify
Token.
Logging in Subsequent Times
=
Task To log in to your account with SMS-based two-factor authentication for all future logins:

1. After you are asked for the authentication Token, click Send SMS.

2. Oncethe SMS arrives, enter the code on the Software Vulnerability Research Login page and click Log in.

Two-Factor Authentication Recovery

In case your phone is lost or compromised, two-factor authentication can be reset. The reset method varies by account
type.

®  Recovering Two-Factor Authentication for Main Administrator Accounts

®  Recovering Two-Factor Authentication for User Accounts

Recovering Two-Factor Authentication for Main Administrator Accounts

Two-factor authentication for the main Administrator account can be reset by our Support department after verifying the
identity of the account holder.

Recovering Two-Factor Authentication for User Accounts

For User accounts, two-factor authentication can be reset by the main Administrator directly from Software Vulnerability
Research. In the Settings module, go to User Management > Users. Expand the appropriate user row and click Reset two
factor login. It is recommended to verify first the identity of the user requesting the reset.
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Settings » User Management » Users o -tﬂ
Account = User Management - Vulnerability Management ~ Workflow Management ~ Assessment = APl ~ Logs ~
Browsing 1-20 of 28 users § Q sea y Usemame or email address n H
Username < First Name Last Name Job Title Email Address < Active ¢ Blocked Groups
— — - - - - - - Yes No Administrators

Edit Reset two factor login| Disable Delete

Configuring Single Sign-On (SSO)

Note « The following information is unique to the single sign-on vendor Okta (SAML 2.0). Single sign-on procedures from other
vendors may vary.

To set up Okta (SAML 2.0) to use as a single sign-on (SSO) with Software Vulnerability Research:
1. Signinto Okta.
2. Create an admin account.

3. Click Create New App to create a new Okta SSO app.

Applications

- s
=3 Add Application
Q, Search for an application mA BECDEFGHIJKLMNOPQRSTUVWXYZ

Can't find an app? Teladoc

O TeLapoc Add

Create New App

Apps you created (1) =
J Efrankly
&frankly - Add

~ SAML

INTEGRATICN PROPERTIES

4. Choose Web for the Platform and SAML 2.0 for the Sign on method. Then click Create.
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Create a New Application Integration

Flatform Web v

Sign on method .;_: ) Secure Web Authentication (SWA)

entlals to sign In. This Integration works with most apps.

(@ SAML20

(O) OpenID Connect

enlD Connect protocol 10 log users

5. Enteran App name (Example: SVM) and App logo (Example: see Software Vulnerability Research logo below). Then
click Next.

Applications

=} Create SAML Integration

o General Settings Configure SAML Feedback

o General Settings

App name SVM Staging
App logo (optional) @ oS
B

Logo.png Browse..

Upload Logo

App visibility D Do not display application Icon to users

|:| Do not display application Icon In the Okta Moblle app

6. Copy the following from the Software Vulnerability Research Settings > User Management > Single Sign On fields
and paste in the Okta SAML Settings > fields:

® Single Sign On URL (Same with Recipient URL and Destination URL) to Single sign on URL and Audience URL (SP
Entity ID)
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Complete the remaining Okta SAML Settings > Attribute Statements (Optional) name and value fields using the

field’s drop-down list:
e firstName

® lastName

® email

® username

GENERAL

single sign on URL @ h secunia.cor

‘Eb—l

Use this for Reclplent URL and Destination URL

[ Atlow this app to request other SSO URLS

Audience URI (SP Entity ID) @ I secunla.cor Acab- I
Default RelayState @

Name ID format @ Unspecified M

Application username @ Okt username -

Show Advanced Settings

AL) LEARN MORE
Name Name format Value
accountkey Basic - I7<:LPVIH)aaA - XI
firstName Unspecified v | | userfirstName v | %

7.

'8} settings » User Management » Single Sign On

SSO Settings 7

IDP Configuration Instructions

Single Sign On URL (Same with Recipient URL and Destination URL)

https:/stage.app.secunia.com/sso/saml/bfoaéfaa-99a8-4cab-94c1-e5153b0e3faf

Account Key

Set the below value in your Identity Provider (IdP) as a SAML attribute named “accountKey”

| 7KcLPYlubaaA |

Generate and Show Key

Note: This key is not stored on the SVM server, please make sure that you keep it in a safe place. If lost, you may regenerate
the key but doing so will invalidate the old key.
Please see product help for more information and examples.

Click (if not already selected) I’m an Okta customer adding an internal app for the Create SAML Integration - Step 3

Feedback screen. You can leave the rest of the fields blank.
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& C & Secure | https://flexera-admin.okta.com/a

Oktd. ard ECto Applications

Create SAML Integration

General Semings

Are you a customer or partner?

s

Okta

Which app pages did you consult to configure SAML?

Enter link

Cribe where the pages are, or anything

Did you find SAML docs for this app?

Enter any links here

Any tips or additional comments?

Place

Configure SAML

e Help Okta Support understand how you configured this application

(@) I'm an Okta customer adding an Internal app

() I'ma software vendor. I'd like to Integrate my app with

n The optional questions below assist Okta Suppert In understanding your app Integration

App type e \:| This 1s an Internal app that we have created

Contact app vendor \:| It's required to contact the vendor to enable SAML

8. Atthe Okta Sign On Settings screen, click the Identity Provider metadata link.
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Senera Sign On mport Ass

Settings Edit

SIGN ON METHODS

Default Relay State

SAML 2.0 1s not configured untl you complete the setup INSructons.

View Setup Instructions

dentity Provider metﬁclate Is avallable If this application supports dynamic configuration.

9. Copy the Identity Provider metadata URL from Okta into the Software Vulnerability Research Settings > User
Management > Single Sign On > IDP Metadata URL field. Check SSO Enabled, check Automatically create new
users, and assign a Default group for new users.

Note « For a secure connection, the Assertions Signed (or similarly named) setting should be enabled on your IDP.

c [& secre | 620quT3eTeainC355/sso/sami/metadata_| %0 G i| € © C[a secur | ntps/stageappsecuniacom/#/settings/um/sso/ maw|o G
This XML file does not appear to have any style information associated with it. The document free is shown below: —_ .
- Settings > User Management > Single Sign On oo
Sptor xalns:nde" £e1SAML:2.0:metadata” entityID="http: //snn.ok 35575
v<md: ip "false” pi don=" i :protocol”>
7 <nd:KeyDescriptor use="signing">
7<ds KeyInfo xnlns:ds="http://ua.u3. org/2000/03 /xnldsigs">
v <ds:XsosData>
7 <ds :X509Certificater
Tonj Tansesc: DvQGEIVUZETHEE Account Key
AayeChuk2r=alzvenSp Y cones Set the below value in your Identity Provider (IdP) as a SAML attribute named "accountKey”
3 SgjEaT <3
BgNvBAcH
S . .
: "tQzhIpP1iTkle/3CSEI2C: s
3 R e Generate and Show Key
5238 60FV7zuzyausL jAyF 5
Uev320QA
Eifes joKidosvexech K 3 Note: This key s not stored on the SVM server, please make sure that you keep it in a safe place. If lost, you may regenerate
M EHBCVYV IHOANVXigS TueE 1 the key but doing so will invalidate the old key.
et ;! EIa) oo/ ipostt Joamben Please see product help for more information and examples.
</ds:xsoacertificates
v <ad:Nane I0Format>
</nd:NameI0Format> Service Provider Configuration
v <ad:Nase I0Fornat>
H 1 11address
</md:NameT0Format>
i Binding=" L +S4L:2.0:bindings HTTP-POST" @ 550 Enabled
Location="https://lexera.okta.con/ app/ lexera_svmstaging_1/exk622qu73e7ezvhC3S5/ 550/ saml" />
i ce Binding=" : $54L12.0:bindings HTTP-Redirect”
Location="https://Flexera.okta.con/app/Flexera_svmstaging_1/exk622qu73e7ezvhC355/550/saml"/> IDP Metadata URL
</nd: 10PSSODescriptor>
@ Automatically create new users N
Default groups for new users
API Developers -
'é
©2015 - 2018 Flexera. Alights reserved. Terms and Conditions Data Privacy FLexXera

10. If you want to disable standard login options for all of your users (except root), select the Disable standard login
option under Settings > User Management > SSO Settings > Service Provider Configuration.

11. Click Save to on the Settings > User Management page.
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[

Important « Before selecting this option, make sure that SSO is working correctly, to prevent user lockout.

12. Add Software Vulnerability Research users to the Okta SSO account.

Applications My Applications e

=z Applications @ Help

=} Add Application 5 Assign Applications More

Q [search

STATUS
@ SVM Dev o
ACTIVE 2

INACTIVE 0
E SVM Staging to 3R 4

s

13. Assign Software Vulnerability Research users to the Okta SSO app. A reset password link is sent to each user.

E SVM Staging e 3R 4

A Assign to Users
A Assign o Groups

Q) Deactivate

14. Users open the reset password link, reset their password, and click open the Okta SSO application.

Iokto. e Y ———

Work +

SVM Staging E

15. Users are then logged into the Software Vulnerability Research Login page.

[

Important - For security purposes, Software Vulnerability Research has a session timeout that will log you off after 2 hours of

inactivity.
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Opening a Support Case

If you have any questions or concerns regarding your Software Vulnerability Research account, please open a support case
via Flexera’s Customer Community. For more information, see:

https://community.flexera.com/t5/Using-the-Case-Portal/tkb-p/case-portal-help

System Requirements for Software Vulnerability
Research

The Software Vulnerability Research User Interface will resize and adapt when being used on different devices. You can
access the system from anywhere using any device, such as a smartphone or tablet.

To use the Software Vulnerability Research console, your system should meet the following requirements:

Table 3-1 « System Requirements

Requirement Description

Monitor resolution The minimum resolution required is 1280 x 1024.

Browser The following browsers are supported:
® Microsoft Edge
® Apple Safari
® Google Chrome
® Microsoft Edge

® Mozilla Firefox

® Opera

Internet connection Internet connection capable of connecting to https://app.flexerasoftware.com/is
required.

Allow Listed sites The following addresses should be Allow-listed in the Firewall/Proxy

configuration:

®  https://*.secunia.com/
®  crlverisign.net

® crlthawte.com

®  http://crl3.digicert.com
®  http://crl4.digicert.com

® http://*.ws.symantec.com

First-party cookie settings First-party cookie settings should be set to at least Prompt (in Internet Explorer).
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Table 3-1 . System Requirements

Requirement Description

Session cookie settings The option to allow session cookies should be selected.

PDF reader A PDF reader is required.

(o

Important « The listed required URLs are absolutely mandatory as they relate to Certificate Validation of the non-repudiated
SSL certificates, which guarantee that communication between your network and the Cloud is not intercepted, redirected, or
modified in any way by a third-party.

[

Important « The Software Vulnerability Research IPs are subject to change without notice, and you should not lock access to
Software Vulnerability Research based on the current IB, but should rely on the SSL and certificate validation instead.

Configuration

To control when and how Software Vulnerability Research agents, that are installed and running as a services, collect data,
perform the following steps.

To control when and how Software Vulnerability Research agents collect data:
1. Login to https://app.flexerasoftware.com/login/?next=/
2. Goto https://app.flexerasoftware.com/#/settings/env/scan/

3. The panel allows you to configure when and what you scan. By default, we scan daily at midnight (during the local
agent host’s time zone). See Scan Configuration for further details.

Agent Deployment

32

This section details the following agent deployment methods:

® Deploy a Windows Agent

® Deploy a Mac Agent

® Deploy aLinux Agent

® Deploy the Windows Agent Application through Microsoft’s System Center Configuration Manager (SCCM)
® Run Windows Agent through the Microsoft System Center as a Task Sequence

® Deploy a Windows Agent through Microsoft’s Windows Server Update Services (WSUS)
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Deploy a Windows Agent

These deployment instructions explain how to install the Software Vulnerability Research Agent on a single Windows
machine, where the agent will run as a service and report back to the Software Vulnerability Research server on a daily
basis.

Before deploying the Windows Agent, see the prerequisites in Agent-Based Scan - Requirements for Windows.

Task To deploy a Windows Agent:
1. Login to https://app.flexerasoftware.com/login/?next=/
2. Inthe Settings module, go to Assessment > Downloads. For details see, Downloads.

3. Download the Vulnerable Software Discovery Tool Installer for Windows.

Vulnerable Software Discovery Tool Installer for Windows:

Version: 8.0.344

Download: SWMScaninstall.msi

Checksum (sha256): cd@c656153695ca1 3a001768700b416a95831d1fad8fd76fe01da3ceSb45b

4. Runthe SVMScanInstall.msi onaWindows machine you wish to scan. This step will set the Agent up to run as a
service.

5. Follow the scan settings you have configured in the Scan Configuration ( https://app.flexerasoftware.com/#/settings/
env/scan/). There are no configuration options to set during installation. In about 30 minutes, you should see the first
set of scan results in the Software Vulnerability Research website.

Deploy a Mac Agent

The Vulnerable Software Discovery Tool for Mac (svmscan_macos) is a small, simple, customizable and extremely powerful
scan engine that offers a fully featured command line interface (CLI) for scanning functionality.

This CLI allows you to run scans directly from the command line, or to launch scans by using the Software Vulnerability
Research console.

[

Important « Ensure that the Vulnerable Software Discovery Tool for Mac is always available in a local folder on the target
host.

Before deploying the Mac Agent, see the prerequisites in Agent-Based Scan - Requirements for Mac OS X.

Task To deploy a Mac Agent:
1. Loginto https://app.flexerasoftware.com/login/?next=/
2. Inthe Settings module, go to Assessment > Downloads. For details see, Downloads.
3. Download the Vulnerable Software Discovery Tool for Mac.

4. Click svmscan_macos.dmg to download the Mac.
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Vulnerable Software Discovery Tool for Mac:

Version: 8.0.358

Download: svmscan_macos.dmg

Checksum (sha256): 3cacD4f62beecbade341dbab7afc02a893e85216412fbbedebf0238129132e04

5. Double-click on downloaded dmg to view the contents. To save, drag and drop it to the preferred location.
6. Open aTerminal windows and run the following commands:

cd Downloads/

To install:

sudo ./svmscan_macos -i

7. Enteryour administrator password. Then you should get information like this.

| ineté feB@::aB2a:4bB2:732b:1141%utun® prefixlen &4 scopeid @xB8 =]
ndé options=281<PERFORMNUD, DAD>
| DIETERIR SR LIRS MUY o

1l 2

| Last login: Mon Jun 8 89:57:38 on console
| Restored session: Mon Jun B @9:56:17 CDT 2028
| G HIETHRIR SV InnTE M g

I

|Last login: Tue Jun % 81:87:42 on console

| Restored session: Mon Jun B8 10:44R39 CDT 2028
ca DIETECTE SR DANTY MONND f ped

] 1% ed SVR
"8 1s
|SVISCHI’I_MHCO§‘dMﬂ
TITIMTMATH STy Wimen - $ sudo ./svmscan_macos —i

|Passuurd:

[86/89 01:43:89.987] Initializing Flexera Software Vulnerable Software Discovery
| Tool B.0.0.368

[86/89 81:43:89.939] GUID : EALE93D5-96BS-46EC-BD1F-C2ZAE37ACCTA3

|[8ﬁf89 01:43:09.959] 'Flexera SVM Scanner' service started

[86/89 @1:43:89.959] 'Vulnerable Software Discovery Tool' successfully installed
| [86/89 @1:43:89.95%] Vulnerable Software Discovery Tool B.0.8.358 shutting down

]

In about 30 minutes, you should see the first set of scan results in the Software Vulnerability Research website.

EEE

Note « To un-install run the following command.

./svmscan_macos.dmg -r

Deploy a Linux Agent

Red Hat Enterprise Linux (RHEL) 7 is the only operating system officially supported by Flexera for the Vulnerable Software
Discovery Tool for Red Hat Linux 7 RPM. It may be possible to install the scan Agent on operating systems and
configurations other than those described. However, these have not been tested and are not supported by Flexera.

The scan Agent for RHEL uses the inventory which is already present (RPM) and displays this in Software Vulnerability
Research after being processed by Flexera Detection/Version Rules.

Before deploying the Linux Agent, see the prerequisites in Agent-Based Scan - Requirements for Red Hat Enterprise Linux
(RHEL).
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Task To deploy a Linux Agent:

-

Log in to https://app.flexerasoftware.com/login/?next=/
2. Inthe Settings module, go to Assessment > Downloads. For details see, Downloads.

3. Based onyour version of Red Hat Linux, download the appropriate Vulnerable Software Discovery Tool for Red Hat
Linux.

Vulnerable Software Discovery Tool for Red Hat Linux 7 RPM:

Version: 2.0.344

Download: svmscan_linux-8.0.344-1.el7.x86_64.rpm

Checksum (sha256): 21c?8b5de4-’-b?5c2a9250@5c9b32631 425afe757d769cab215cf72f71d0c1c

Vulnerable Software Discovery Tool for Red Hat Linux 6 RPM:

Version: 8.0.344

Download: svmscan linux-8.0.344-1.e16.x86 64.rpm

Checksum (sha256): 97d<072f0139ba002039b1f8d17125140a10a936e55c2deB830875305720000

4. Open aterminal session and run the following commands.

Note « Your file name may be different depending on the agent version you downloaded.

cd Downloads/
sudo yum install svmscan_linux-8.0.345-1.el7.x86_64.rpm

5. Enteryour administrator password.

@localhost:~/Downloads " o x
File Edit View 5Search Terminal Help
[ @localhost ~]% cd Downloads/
[ @localhost Downloads]$ sudo yum install svmscan_linux-8.0.345-1.e17.x%

B86_64.rpm
[sudo] password for

6. Ifthefollowing prompt appears, enter y if the installation is OK.

@ localhost:~/Downloads = o x

File Edit View Search Terminal Help

Installing:
svmscan_linux x86_64 8.0.345-1.el17  /svmscan_linux-8.0.345-1.e17.x86_64 1.2 M

Transaction Summary

Install 1 Package
Total size: 1.2 M

Installed size: 1.2 M
Is this ok [y/d/N]: y

Note « To un-install run the following command.
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./svmscan -r

Deploy the Windows Agent Application through Microsoft’s
System Center Configuration Manager (SCCM)

To deploy the Windows agent application (SVMScanInstall.msi) through System Center Configuration Manager, perform
the following steps.

Task To deploy the Windows Agent Application through SCCM:

1. Download the Widows Agent Application (SVMScanInstall.msi) from Software Vulnerability Research under
Settings > Assessment > Downloads.

2. Move theinstallerinto a source package directory on the SCCM server.
3. Open the Configuration Manager Administration Console and browse to Software Library.
4. Click Applications and right-click the central window to Create Application.

5. Ifyou getany errors to browse and attach the SYMScanInstall.msi to the new application wizard while you're
browsing through shared directories on the local server, use instead the UNC path of the file.

(@) Automatically detect information about this application from installation files:

Type: |'||’|.|'indow5 Installer {* msi file) [¥] |

Location: [\em12sal\es\shares\demos\SVMScan]nstal \ SVMScaninstallmsi | [ Browse...
BExample: \\Server\Share'File

(0) Manually specify the application information

6. Open the General Information page to set up the primary configuration of your package, including the Installation
parameters.

7. Settheinstallation command: msiexec /i "SVMScanInstall.msi" /q
If you wish, append extra logging with: /L c:\agent.log

General Specify information about this application

Import Information

Summary Mame: |F|me|a 5WVM Next Scaninstal |

bz Administrsior conments: [ Thisis a Vuinerabiy Scarving Progrem by Flesera that encbles Adrinistatosto | ~

Completion detemine the securly state of ther installed Applications -
Publsher: | Pexera ]
Software vession: [e0.0320 ]
Optional reference: | com |
Administrative categories: |—nm.°— A‘ Select_

Specily the installation program for this appiication and the requined installation rights.

Instalation program: [msexec 4 "SVMScaninstal ms~ /g ] Bowse.. |

Instal behavicr: [ nstol for system v]
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8. Finish the application wizard. Find your new application displayed under the Applications menu in the Software
Library of the Configuration Manager Console.

9. Right-click the application name and select Distribute Content. Select your distribution point and then complete that

wizard too.
Content destination:
Filter... P Add v|
Name Description Associations Collections

CM125QL.RD12.LAB Distribution poirt Distribution Point

Distribution Point

10. Right-click your new application once again and select Deploy to enable your clients to install the application package
containing the SYMScanInstall.msiinstaller file.

11. Target your Agent package to the necessary device collections you wish to deploy your package to.

Specify general information for this deployment
Content
Deployment Settings
Scheduling
e Software: |Fescera SVM Nest Scaninstal | | rowse. |
Alerts Colection: [Woskstations | [ eowse. |
Summary
Progress
CEnEEED (V] Automatically dstrbute content for dependencies
Commerts foptional):

12. Under Deployment Settings, select Required if you want your application to be deployed with maximum priority as
soon as possible.

13. Select Available to allow users to interact with the application and install it through the Software Center. Click Next
to finish the wizard and deploy the application.

@ Deployment Settings

et Specify settings to control how this software is deployed
Content
Scheduling |w v|
User Experience
e Popose: bl |
Summary R
Progress
Completion

b

| <Previous || Nea> || Summary || cCance |

14. On thereceiving end, open the Control Panel and then the Configuration Manager Client. Run the Machine Policy
Retrieval & Evaluation Cycle and the Application Deployment Evaluation Cycle to sync and install the Agent
application on the local machine.
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Fa Configuration Manager Properties - .
Software changes are requi

Cache | Corfigurations | Metwork Your IT department requires

Gener |  Components |  Actiens | Sie software on your computer.

Select an action to run a client cycle independently from schedules that are
configured in the Corfiguration Manager console.

Downloading and installing
Click to view progre

File Collection Cycle

Installation complete
Machine Policy Retrieval & Evaluation Cycle | The software installed succes|
software Invertory Lycle view details.

Software Metering Usage Report Cycle

Note « More detailed steps can be requested from Flexera’s Software Vulnerability Research Technical Support Team.

Run Windows Agent through the Microsoft System Center as
a Task Sequence

To run the Software Vulnerability Research Agent from the Microsoft System Center as a scheduled task, see the steps
below. No agents will be installed, and you will only need to maintain one agent binary. To stagger the scanning of multiple
machines within a system, see Randomize the Agent Scan Schedule.

®  Running the Vulnerable Software Discovery Tool Inside an SCCM Package

®  Creating the Initial Scan and Weekly Reoccurring Scan

Running the Vulnerable Software Discovery Tool Inside an SCCM Package

To run the Vulnerable Software Discovery Tool inside an SCCM package, perform the following steps.

Task To run the Vulnerable Software Discovery Tool inside an SCCM package:

1. Open the Software Vulnerability Research console. From Settings > Assessment > Downloads, download the latest
SVRScan.exe file and place it into a deployment share.

Settings > Assessment > Downloads

Account -~ User Management ~ Vulnerability Management ~ Workflow Management ~

Vulnerable Software Discovery Tool Installer for Windows:

Version: 2.0.302

Download: SVMScanlnstall.msi

Checksum (sha256): 6238b8bf626baec368714a50202647%ad1530a6fc570ac532425b0b7874cae36a

Vulnerable Software Discovery Tool for Windows:
Version: 8.0.308
IDownInad: aVMbScan.exe I
Checksum (sha256): 2cf1404ddd561a8000963fbdc3d40a7cB0e5b55533c7a11b707fa07c7babB2dc
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Note « Make sure to right click on the . exe in the deployment share to “Unblock” it. Click Apply > OK.

E SVMScan.exe Properties X

General Compatibility Digital Signatures Security Details Previous Versions

|SVMScan.exe

Type offile: Application (.exe)

Description Flexera Software Vulnerable Software Discovery Tool
Location: Ci\Users\MKoppen\Downloads
Size: 0.98 MB (1,028,536 bytes)

Size ondisk:  0.98MB (1,032,192 bytes)

Created: Today, November 17, 2017, 10:16:46 AM
Modified Today, November 17, 2017, 10:16:49 AM

Accessed: Today, November 17, 2017, 10:16:46 AM

Attributes: [JRead-only [ ]Hidden Advanced..
Security: This file came from another computer
and might be blocked to help protect [/ unblock
this computer

2. Launch the ConfigMgr console. Select Software Library > Application Management > Packages.
3. Fromtheribbon, click Create Package.

4. Complete the package information and click Next.
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Create Package and Program Wizard *

9 Package

Specify information about this package

Program Type
Standard Program

Requirements Enter a name and other details for the new package. To take full advantage of new features that include the
Application Catalog, use an application instead.

Summary
Progress
Completion Name: ‘Flaceﬁ SVM Scan Package
Description:
Manufacturer: ‘Fluerd
Language: Vewon: 80257
[] This package contains source files
Source folder:
|\\=cu11]6\50u0e\Padcages\5\"M_agem | I 1

< Previous Next > Summary Cancel

5. Onthe Program Type page, ensure Standard Program is selected and click Next.

6. Onthe Standard Program page, configure the following settings and click Next.

Setting Description

Name Enter SVM Vulnerable Software Discovery Tool.

Command Line Enter the following:
SVMScan.exe -c - v -d c:\windows\temp\svmscan.log

This command line creates a scan log file up to 16 MB in size.

Run Set to Hidden.

Program can run Select Whether or not a user is logged on.
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H Create Package and Program Wizard X
@ Standard Program
e Specify information about this standard program
Program Type
Standard Program
Requirements Name: [SVM Scan |
Summary Command line: [SVMScan.eme - -v ¢:\windows'\temp'svmscan log I ‘ Browse... ‘
Progress
e Startup folder: | |
Completion
Run: Hidden vl
Program can mun: [Whether or not 2 user s logged on } v
Run mode: Run with administrative rights -

[] Allow users to view and interact with the program installation

Drive mode: Runs with UNC name bl

Reconnect to distribution point at log on

< Previous | Next > ‘ Summary || Cancel

7. Onthe Requirements page, complete the requirements as shown below and click Next.

H Create Package and Program Wizard X
@ Requirements
Package Specify the requirements for this standard program
Program Type
Standard Program
] Ao snsthrprogam e
Summary
Package Browse....
Progress
. Program: ~
Completion
Always run this program first
Platform requirements

(®) This program can run on any platform

(C) This program can run only on specified platforms

Al Windows RT A
All Windows RT 8.1

All Windows 10 (32-bit)

All Windows 10 (64-bit)

All Windows 7 (64-bit)

All Windows 8 (64-bit)

All Windows B.1 (B4-bit)

Windows Embedded 8 Industry (64-bit)

Windows Embedded 8 Standard (64-bit)

O [ |

‘f\a.’inf:iavgs Emi?edded_g.l Iljdustr_y {‘S*H:nt} _ v
Estimated disk space: [1 ~| (M ~
Maximum allowed run time (minutes): |3q - |

< Previous | Next > | Summary ‘ ‘ Cancel
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8. Finish the wizard.

9. Distribute the package to all Distribution Points or groups using the Distribute Content feature.

Manage Access Accounts

Create Prestaged Content File

Create Program

Export

Refresh F5

Delete Delete

Deploy

Bld X2V EHF e

Distribute Content

Creating the Initial Scan and Weekly Reoccurring Scan

To create the initial scan and the weekly reoccurring scan, perform the following steps.

Task To create the initial scan and the weekly reoccurring scan:
1. Select the Package and click Deploy on the ribbon.
2. Onthe General page, select the target collection and click Next.
3. Onthe Content page, verify that the content is distributed and click Next.
4. Onthe Deployment Settings page, ensure the purpose is Required and click Next.

5. Onthe Scheduling page, in the Assignment schedule click New. Schedule a scan for as soon as possible and create a
weekly scanning schedule. Also configure the Rerun behavior deployment to Always rerun program.
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L 2 Deploy Software Wizard

g Scheduling

o Specify the schedule for this deployment
Content
Deployment Settings
This program will be available as soon as it has been distributed to the content servers unless it is scheduled fora
User Expesience later time below. For required applications, specify the assignment schedule.
Distribution Points
Summary [ Schedule when this deployment will b ilable:
Progress [11/1772017 |[10:01 AM | (1 uTc
Al [ Schedule when this deployment wil expre:
[172017 |[10:01Am s
As soon as possible
Occurs every 1 weeks on Friday effective 11/17/2017 10:02 AM
Rerun behavior: Always rerun program bt |
< Previous MNext > | Summary Cancel |

0

Tip - Forlarger environments, it is recommended to spread out the execution schedule of the scan package to avoid
spikes of network traffic.

6. Onthe user Experience page, click Next.

7. Onthe user Distribution Points page, select Download content, and click Next.
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=l Deploy Software Wizard X
9 Distribution Points
e Specify how to run the content for this program according to the type of boundary
Content the client is connected to

Deployment Settings

Scheduling Select the deployment option to use when a client uses a distribution point from a cument boundary group.
User Experience

Distribution Peints Deployment options:

Summary Download content from distribution point and run locally v
Progress Select the deployment option to use when a client uses 3 distribution point from a neighbor boundary group or the
default site boundary group.
Completion
Deployment options:
Download content from distribution point and run locally v

This option allows clients that use Windows BranchCache to download content from on-premises distribution points.
Content downloads from cloud-based distribution points can always be shared by clients that use Windows
BranchCache.

[] Allow clients to share content with other clients on the same subnet
] Allow clients to use distribution points from the default site boundary group

< Previous Mext > Summary Cancel

8. Finish the wizard.

You can now monitor the scanning results from the Software Vulnerability Research console. To stagger the scanning of
multiple machines within a system, see Randomize the Agent Scan Schedule.

Randomize the Agent Scan Schedule

To set up a random scan schedule to stagger the scanning of multiple machines within a system, the following command
line applies to all platforms:

SVMScan.exe -c -si <scan interval upper limit>
“si” represents the scan interval, and the scan interval’s upper limit can be set up by the number of minutes.

For example, SYMScan.exe -c -si 5@ would mean that the scanning agent will start scanning after a delay of random
minutes, which could be from 1 to 50 minutes.

Deploy a Windows Agent through Microsoft’s Windows
Server Update Services (WSUS)

When you deploy the Software Vulnerability Research Windows Agent through Microsoft’s WSUS, the Windows Agent is
installed on machines that report into WSUS, is scheduled to run as a service, and reports results back daily.
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Task To deploy a Windows Agent through WSUS:

1. Ifnotalready done, install and configure the Software Distribution Daemon for Windows. See Daemon Deployment
and Install the Daemon.

2. Toview the Daemon’s status page, go to Settings > Assessment > Update Servers & Daemon. After you click a

Daemon, select one of the following options: More Info, Schedule Refresh, View Servers & Groups, Deploy Daemon,
Delete Daemon, and Disable Daemon.

WS Available 2013-09-05 2018-11-02

More Info Schedule Refresh View Servers & Groups Deploy Agent Delete Daemon Disable Daemon

RE @

®  Select the More Info option to see Daemon information like the screen capture below. The Last Connected time
stamp confirms whether the Daemon has reported recently, which is usually an indicator for good health. To sign
packages externally, click Sign Packages manually. By default, it is set to Automatic.

W8 Info

Version: Daemon/8.0.0.347

Daemon ID: 62060720-2f40-435d-8c04-d37b4d728803
Machine ID: 9b54e7dd-flcd-407f-b9da-0dfbffi fdcd1

Digital signatures: Automatic Sign packages manually

Created: 2012-08-05 13:00:13
Last connected: 2018-11-02 18:59:39

®  Select View Servers & Groups to display the Software Vulnerability Research instance your Daemon has been
integrated with.

3. To publish an Agent Deployment package to WSUS and to select the server and corresponding computer groups it
maintains, select Deploy Agent.

Daemon #202 Servers X

v [ & cmi2sgl details

v [ i All Computers

[ ¥ Unassigned Computers

In theory and practice, you can have multiple Daemons set up in multiple networks connected to multiple

deployment servers. You can also select your package to be published to multiple deployment servers simultaneously
in a centralized fashion.
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Daemon Deployment

The Software Distribution Daemon has to be installed and configured to publish patches (see Patching) as software
updates to WSUS. It runs as a background service with no user interaction. It doesn't have to be installed on the WSUS
server, but the host must be the exact same operating system version and patch level. For details, see the Daemon
Software Requirements.

The account that runs the Daemon must have:

®  Run-as Service privileges

® Windows Server Update Services Administrator privileges

This section details the following daemon deployment activities:

® |[nstall the Daemon

® Add a Digital Certificate to Windows Server Update Services (WSUS)
® Create a Group Policy to Deploy Your Certificate

For additional Windows Server Update Services (WSUS) and daemon information, see Update Servers & Daemon.

Install the Daemon

To install the daemon, perform the following steps.

Task To install the daemon:
1. Loginto https://app.flexerasoftware.com/login/?next=/
2. Inthe Settings module, go to Assessment > Downloads. For details see, Downloads.

3. Download the Software Distribution Daemon for Windows.

Software Distribution Daemon for Windows:

Version: 8.0.344

Download: SWMDaemonlnstall.msi

Checksum (sha236): f@a295689832f89?ccfc318c4—e49cd12a‘| bfldeObOcdadeeSef7e722eb856

4. Identify the machine to host the SVM Daemon. This machine must have access to your company's Windows Server
Update Services (WSUS) server and must have the Windows Remote Server Administration Tools installed. The
daemon runs in the background of this machine and acts as the host to receive patch data from the Software
Vulnerability Research web server and to deploy the patches to your company's WSUS server.

5. Runthe Installer.

6. Enterthe server name, scheme, port, and credentials to your WSUS server.
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ﬁ Software Vulnerability Manager Daemon - InstallShield Wizard

Ready to Install the Program r5

The wizard is ready to begin installation.
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Click Install to begin the installation.

Windows Server Updates Services connection

Server; I

Scheme: https ~ Port: |8531

User Name: I

Password: || sessense |
InstallShield

<Back || @nstal %H Cancel

Click Install.

After the daemon is installed (wait about 10 minutes), you should see the daemon appear in the Software Vulnerability

Research web server.

Settings » Assessment > Update Servers & Daemon

Account ~ User Management ~ Vulnerability Management - Workflow Management ~ Assessment ~ APl = Logs ~
Name Hostname Status Created Last connected
Available 2017-05-11 2017-05-12
Available 2017-11-04 2018-05-08
More Info Deploy Agent Delete Daemon Disable Daemon

Schedule Refresh @Vlew Servers & Groups

The best way to test to ensure the daemon is communicating correctly is to click View Servers & Groups. You should

see a list of computers your WSUS server can talk to.

Daemon #7 Servers

v D details
+ i@ All Computers
i@ Unassigned Computers
B Windows 10
B Windows 7
i Windows 8.1

At this point, the daemon is configured. Before you can deploy patches, you must Add a Digital Certificate to Windows
Server Update Services (WSUS), and then ensure that certificate is trusted by all machines you wish to deploy patches

to.
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Add a Digital Certificate to Windows Server Update Services
(WSUS)

Before you can deploy third-party patches in WSUS, you must prepare the WSUS server.

XXy
|

Task To add a Digital Certificate to WSUS:
1. Create the following Registry Key:

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Update Services\Server\Setup]
"EnableSelfSignedCertificates"=dword:00000001

ﬁ’ Registry Editer
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Update Services\Server\Setup

uDRM A || Name Type Data
R 28] (Default) REG ST (value not set)
Unified Store %4 ConfigurationSource REG_DWORD 000000000 (0)
Eal;tora fﬂt‘ﬂEnah\eREmutmg REG_DWORD 000000001 (1)

- Update Services i7t3 EnableSelfSignedCertificates REG_DWORD 000000001 (1)

v Server Sﬂ\nstal\Languaga REG_SZ ENU
~ | Setup %4 ServicePackLevel REG_DWORD 0x00000000 (0)
Installed Role Services QE\]TargatDir REG_EXPAMND_SZ %ProgramFiles%\Update Services\,

UPnP Control Point i'it'ﬂ\fersmn REG_DWORD 000000005 (5)
UPnP Device Host Eﬂ\fﬁrsmnstring REG_SZ 10.0.16299.2
UserData

2. Add a Code Signing Digital Certificate to WSUS.
You have two options:
® Adda Code Signing Digital Certificate you already have to WSUS
® Have the Daemon generate a new code signing certificate
Add a Code Signing Digital Certificate you already have to WSUS

Open a command prompt and enter (replace <pfxFile> with a path to your pfx file and replace [ password] with the
pfx file password):

cd "c:\Program Files\Flexera Software\SVM Daemon"
svmpd.exe UseCert <pfxFile> [password]

Have the Daemon generate a new code signing certificate
Open a command prompt and enter:

cd "c:\Program Files\Flexera Software\SVM Daemon"
svmpd.exe NewCert

Once you have added a certificate, you need to deploy the certificate to machines that will receive the patches (they
need to trust the patched from WSUS). See the next topic for this.

Create a Group Policy to Deploy Your Certificate

This section describes how to create a Group Policy Object (GPO) for WSUS by using the Group Policy Management console.
Once the GPO is created and linked to the correct Organizational Unit (OU), the computers in that OU will download the
WSUS publisher self-signed certificate and Windows settings so that third-party updates can be downloaded correctly.
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Task To create a Group Policy Object (GPO):
1. Connect to the WSUS server and click Next.
2.  When the “Export Signing Certificate” pop-up appears, click OK to save certificates to your documents folder.
3. Launch the Group Policy Management Console on your Domain Controller.
4. Navigate to Group Policy Management > Forest > Domains > Organizational Unit.

5. Right-click the Organizational Unit > Create a GPO in this domain, and Link it here > Name the GPO such as “SVM-
WSUS” or as per your policy.

6. Right-click the GPO and click Edit.
7. Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Public Key Policies.

8. Import the previously exported “wsuskey.cer” Certificate in the '"Trusted Root Certification Authorities' and "'Trusted
Publishers" Folders.

1 Greap Pedicy Managen
File Action View Ml

% nmo &= Bm

[ e | DCETSICUMIACE LOCAL] Prolicy ol T = LERLY- Epration Date  Wlerded |
4 | Comprier Configurriion
a4 Policier
b ] Softwure lettge
a ] Wirdow leting

1] Merres Bemplubon Prley
o feniph Cibarbap sl dasn|
Fl i Sy Lettinge
¥ ﬁ firrrsirt Pabrem
bl Loos Policies
,l Ieerit Lo
i Berlncted Ceoup —
:;"::'"1"“'" gty e g st ot
Ty
b e Temiem
b L Wi Mot [EEE RS0 X) Pk -
b W imat el saith Aol niet ol o si i
| Wetwt | ot Pl aresges Pudsiies | [ v, |
b ! Wiebei ek (DD BEE 11 Piki i
" Public Ky Pabcis T M P e e P e e drsl © o g Pl e kg farad)
1 Ui e Fibe iy Pt e DndParge- PUCT 01D | AP0, 0]
:‘:‘:::';'::“r Croptsgapfe e 1 #vias Shancad FNCS A Car s | F )
| W ache Doves Dar iyt Nelesdl Liskenl Csnde @ ot Sereiond Cor vt o [ 35T)

| Trusied Peapie
b boftaure Regnicion Foboes
b hEbarrk Gccem Piobsction
¥ - Apphcrion Comiml Polces [ Mt |l Carcel |
b S B scunty Pokices on Gt Deschony CRICUNMIGCR LOCAL]

9. Navigate to Computer Configuration > Policies > Administrative Templates > Windows Components > Windows
Update.

10. Double-click the Windows Update Folder.

11. Double-click Specify Intranet Microsoft update service location and change the Settings to Enabled. Specify your
WSUS server address on Set the intranet update service for detecting updates and click Apply.
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Note « This setting should only be changed if you are using WSUS. Don't configure this setting if you are using SCCM,).

If you have another GPO which points your machines to the correct WSUS server, then re-specifying WSUS is not
required.

| 1 Specy vt Microsct updateseiceocaton [Provon Sty | [ Wemiseney |

) Mot Configured ~ Comment: -

® Enabled

) Disabled e
Supported oft |t jeast Windaws XP Prafessional Service Pack | or Windows 2000 Service Pack 3, ~

excluding Windows RT =

Optionz Hzlp:

Sat the miranat Lpdate senace for detestng Specifies an intranet server to host updates from Micresoft | A |

wpdk Update. You can then wse this update service to sutomatically

update compulers an your netwark.

B J This settng lets you specify 2 server on your metwork to function

Set the intranet statistics server a2 a0 mternsl update service. The Automatic Updates chent will
search this service for updates that apply to the computers on

] your netwark.

(exarnphe: http://Intranetipd0) To use this setting, you must e two servemame values: the
werver from which the Automatic Updates client detects and
dawnloads updates, and the senver to which updated
woikstations upload statistics, You can set both values to be the
SAMTIE SErVer.

IF the status ix set to Enabled, the Automatie Updates client
connects to the specified intranet Microsoft update service,
instead of Windaws Update, to search for and download
updates. Enabling this settng means thal end user in your
erganization dan't have to go theough a firewall to get updates,
and it gives you the opportunity to test updates before deploying | ..

o ][ cmcd [ rowy |

12. Double-click Allow signed updates from an intranet Microsoft update service location and change the Settings to
Enabled.

=] Allow signed updates from an intranet Microsoft update service location Next Setting

O Mot Configureg ~ Comment: -
® Enabled
O Dieabled v

Supperted S [ janct Windows Server 2003 aperating systems or Windows XP Professional with
$P1, excluding Windows RT

Options: Heip:

This policy setting allows you to manage whether Automatic e
Updistes accepts upsdstes signed by entitics other than Microsoft
when the update i found on an intranet Microsoft update
service location.

I you enable this policy seiting, Automatic Updabes accepts
updates received through an intranet Microsoft update serice
location, if they are signed by a cenificate found in the “Trusted
Publishers” certdheate store of the local computer.

If you disable or do nat configure this policy setting, updates
from an intranet Microsoft update service bocation must be

agned by Micresoft.

Mate: Updates from a service other than an intranet Microsoft

updishe senvice must shwiys be sianed by Microsoft and are not
affected by this policy setting.

Mate: This policy is not supported on Windows RT. Setting this
policy will not have any sHect on Windaws AT PCs.

[ox || oo || sow |

13. Click Apply > OK and close the GPO editor.

Computers will download the Policy after the next policy refresh interval or reboot. You can force the policy to apply by
running the command:
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gpupate /force

Sometimes it may take several hours for the policy to actually propagate. You can verify that the GPO is being applied to
the machine by checking to see if the certificates have been added to the appropriate certificate stores on any given
machine.

If the GPO has not been applied yet, orit is not being applied to the machine in question, then you will receive an error
(0x800b0109)when deploying third-party updates.

Smart Group Configuration

Smart Groups are powerful reporting tools that can be customized to deliver a valuable overview of the software
vulnerability exposure of your clients, networks, and products. You can create a Smart Group in the Assessment module of
Software Vulnerability Research.

This section includes the following Smart Group topics:
® Conditions and Logic Operators

® Simple Smart Groups

® Advanced Smart Groups

® Additional Smart Group Information

Conditions and Logic Operators

Smart Groups can be saved when there is one or more conditions configured with their corresponding logic operators and
values. You can create as many Smart Groups as you need, as long as you don't repeat the same condition and logic
combination twice within a single smart group.

Smart Group configuration consists of 21 conditions, which are sorted into three primary categories: Device, Product, and
Advisory. Many of the conditions include one or more logic operators, which allow you to further customize your use cases.

Conditions: Conditions: Conditions:

Device Conditions Device Conditions Device Conditions

elect Device Conditic

Device Platform

Product Version Conditions Product Version Conditions
Device Name In

Device Secure Type ‘ slect Product Conditio

Device System Score Product Secure Type

' Device Name Advisory Conditions

| Product Version Name
Device Active Directory Product Version In ‘ Select Advisory Condiitic -

Operating System In Product Version Not In Advisory SAID

Device Last Scan Date
Parent Product In Advisory Title contains
Parent Product Not In Advisory Criticality

Product Vendor In Advisory Where

Advisory Solution Status
Advisory Zero Day

Advisory CVE(s)

Advisory CVSS Score
Advisory Initial Release Date

Advisory Current Release Date
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Simple Smart Groups

Before creating a Simple Smart Group, you should consider the scenario you want to report on and know the particular
conditions of your use case. For example, insecure status, product name, network location, and attack vector are all
conditions that can be used on its own to report a great deal of valuable information.

Smart Groups that contain a single condition are simple by design, but they can deliver great insight on devices and
network, products and vulnerabilities.

The following are Simple Smart Group examples that contain one condition:

Table 3-2 « Simple Smart Group Examples

Show all Insecure Products or EOL Product Secure Status = Insecure / EOL

Show Windows devices managed by me Device Platform = Windows

Monitor a specific program version Product Version Name = Flash 31.x

See sum of devices and programs under a specific Device Active Directory = DC=Clients, DC=domain, DC=com

organizational unit (OU)

See all vulnerable software from a Remote attack Advisory Where = From Remote
vector

Advanced Smart Groups

52

Advanced Smart Groups usually represent a use case scenario with multiple logic conditions being true.

If you take the five Simple Smart Groups illustrated above and configure all of them under one single Smart Group, you will
achieve an Advanced Smart Group.

For example, the Advanced Smart Group shown in the screen shot below will report on Insecure Flash 31.x with attack
vector From Remote on PCs in the Workstations OU of my domain.
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Insecure Flash 31.x at Workstations on Windows from Remote

Priority
High
Conditions:
Device Conditions
Device Active Directory
Device Platform
Product Version Conditions

Product Secure Type

Product Version Name

Advisory Conditions

Adhisory Where

Windows

Insecure:

- Rash31x

From remote

The more specific you are in the search you perform, the more specific the results will be that you get back from the

vulnerability database of your account, which manages your Smart Group queries.

Additional Smart Group Information

For additional Smart Group information, see:

Workflow Management Rules

Smart Group Selection Order

Create a Smart Group

Create a Smart Groups Report

In Software Vulnerability Research under Settings > Workflow Management > Rules, you can create rules that partially or
fully automate workflow.

Rules can only be created by an Administrator and must contain at a minimum one trigger and one action. For a list of
triggers and actions, see Rule Channels, Triggers, and Actions. If needed, you can configure many different optionsinto one
rule.

This section includes the following Workflow Management Rule topics:

Create a Workflow Rule - Overview

Rule Triggers

Patch Rule Actions

Notification Actions

Software Vulnerability Research User Guide
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® Default Workflow Rules

® Custom Workflow Rules

Create a Workflow Rule - Overview

To create a workflow rule, perform the following steps.

Task To create a Workflow Rule:

1. Click &4 to create a new Workflow Rule.
2. Enterthe Rule name and click Choose Rule Trigger. For details, see Rule Triggers.

3. Selectthe channel and trigger from the drop-down lists and click Save. An Add Action icon will appear. For an
example, see Patch Rule Actions.

4. Select the action to be taken from the drop-down list when the rule is triggered and click Save. Add any additional
actions required and save the rule.

5. Select the appropriate rule Notification. If you choose to send an email or SMS, you can select multiple users or
broadcast groups for the email or SMS notification by clicking the appropriate user names or broadcast groups. A
check mark will appear next to the selected users or broadcast groups. The selected user names will appear in the
Users field; the selected broadcast groups will appear in the Broadcast to Groups field. For details, see Notification
Actions.

6. Click Edit to change and to Enable or Disable a rule.

Rule Triggers

Within a given rule, select one of the following Rule Triggers: Advisory, Analytics, Patch, Policy, Release, Ticketing, and
User management.

Choose Rule Trigger

Fatch -

Advisory
Analytics
Patch '
Paolicy
Release
Ticketing
| User

Cancel
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For example, if you select Patch as the subject of your desired workflow, you must choose one patch rule trigger:
Table 3-3 « Patch Rule Trigger Options

Option 2:

Patch available with template,
affecting my environment = Yes,
Not Critical or Above

Option 3:

Patch available without template,
affecting my environment = Yes,
Not Critical or Above

Option 1:
Patch ready for manual sighing

Daich Choose Rule Trigger Choose Rule Trigger
- available, >
with Patch - Patch -
templae
o Patch availsble, with template - Patchavailable, without template -
Choose Rule Trigger
Yes h Yes -
Patch -
| Mot Cridical and Above h | Mot Critical and Above -
| Package ready for manual signing - |
Patch svailable, without emplate
| Parch svailable, with template |

Patch Rule Actions

After selecting the appropriate Patch Rule trigger option, you can create Patch Rule actions such as Patch - Create
Packages and Patch - Publish to deployment servers.

Table 3-4 « Patch Rule Action Options

Patch - Create Packages Patch - Publish to deployment servers

k3 k3
+ s Add action + s Add action
- - - -
Choose Action Choose Action
| Fatrh- Create packages & | Fatch- Create packages "

| Call service provider
Change ticket assignment

| Change ticket queue
Change ticket status
Patch - Create packages
SME

| Call service provider

| Change ticket queue

i

Change ticket status
-
s Patch - Create packages
SME

Change ticket assignment

Software Vulnerability Research User Guide
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Notification Actions

You can create several Notification Actions to communicate your rules using Email, SMS, Notify, Create ticket, and Call

service provider.

Table 3-5 « Notification Actions

Email the user with
custom message
and broadcast the
email to members
of a particular

SMS the user with
custom message
and broadcast the
text to members of
a particular group

Notify the user with
custom message
and broadcast the
email to members
of a particular

Create ticket with
status Waiting for
handling

Call Service Provider

group group
Choose Action Choose Action Choose Action Choose Action -
‘ ‘ ‘ + S’: Add action
Email - " Creste tickst
Choose Action
Pt ettt ——
; [E—— - rdanailos - Handled (el T
|| ves - es - = - || cpen
| | : Patch Managemens Admins - LoED v “
e 5| |——
= = | |
| |
| s
| r . |
Note -« This option
requires prior
integration
configuration with the
service provider.

Default Workflow Rules

Software Vulnerability Research includes default workflow rules, which relate to ticketing, advisories, patching, and more.
When selecting workflow rules, you should use either default workflow rules or custom workflow rules. Custom rules
cancel out default rules, and two custom rules with identical triggers and actions cancel each other out.

The screen shot below provides two default patch rules:

® Thefirst rule detects Patches without a template, and it sends an internal notification and an Email.

® Thesecond rule detects Patches with a configured template, creates the package, and sends an internal notification

and an Email.

Patch available no profile notification §

Patch
available,
without
template

£,

> l Notify

Patch available with custom profile §

Patch

template

Email

DA

SVR-FEBRUARY2023-UG00

available, - Patch -
with ' > gy Creste + ‘ hatify + M —_
. - W oaciazes = A,
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The default workflow rules should be used as a template. It's good practice to disable the default workflow rules to make
custom workflow rules with the same settings. Custom rules cancel out default rules, which might cause unforeseen issues.

For additional information, see Default Workflow Rule Examples.

Custom Workflow Rules

A Custom Workflow Rule is any workflow rule that was built from scratch by the user. It might be a simple workflow rule or
a more complex one.

The custom workflow rule screen shot below includes:

1.
2.

A patch with a template

Creating an internal notification in Software Vulnerability Research

Creating a patch package

Single user email notification

Publishing the patch package

Creating a notification to the single user and to the Patch Management Admins user group

Creating a ticket and marking it Handled because this workflow rule automatically handled the package from its
release phase to its publishing to the WSUS/System Center Configuration Manager.

Patch
Patch - - Paumh- -
available, . - . 3 2
[ W ‘&& o > . Natify + Cresee + W Email + soy  PublEn + by Addacon

ey
_ - - oackazes - . pachages - -
template

| Choose Action |

(Create tidket

I Handled - I

Defautt

Note « This custom workflow rule will cancel out all default workflows labeled Patch available with Template.

Patching

Patching through the Software Vulnerability Research can be performed as a manual, semi-automated, or fully automated
process.

This section describes the following patching topics:

System Requirements for Patching
Packages

Patch Template

Build Package

Package Deployment
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System Requirements for Patching

Before you start patching, allow your system to access http://crl3.digicert.com and http://crl4.digicert.com on the
Software Vulnerability Research host machine to create patching packages.

(o

Important « If your organization allows specific URL access to the Internet, and you are having problems downloading or
verifying a patch, ensure the CRLs are allowed; examine the logs to identify the download's source, and examine the certificate
at that address for its CRL distribution points.

Packages

You can create packages without scanning your network because Flexera has provided several default package templates
that are ready to be built into physical update packages on the fly.

It's a best practice to scan your hosts before creating any packages. After clicking the Patching module’s blue filter icon, the
left-most filter allows you to filter only patches Affecting Your Environment. There are other patching filters under the
blue filter button.

a
[ ]
~
Task To successfully create and deploy third-party packages:

1. Install and configure the Software Distribution Daemon for Windows. See Deploy the Windows Agent Application
through Microsoft’s System Center Configuration Manager (SCCM).

2. Configure Workflow Rules for Patching and automate the patching process as much as you want or as much as the
process requires.

®  For automatic patching workflow rule examples, see Rule Triggers, Patch Rule Actions, and Notification Actions.

®  For a manual patching workflow rule, create the following steps: Create Template > Build Package > Create
Deployment > Confirm Daemon Publishing.

For further information regarding package deployment filters, package deployment details, and package updates see
Patch Library, Packages, and Deployment.

Patch Template

58

To create a patch template, perform the following steps.

SVR-FEBRUARY2023-UG00 Software Vulnerability Research User Guide


http://crl3.digicert.com
http://crl4.digicert.com

Chapter 3 Software Vulnerability Research Quick Start Guide
Patching

Task To create a patch template:

1. After applying the filter to view only the patches required in your environment as described in Packages, select the
most important application to patch. Then select Create template.

A blank Patch Template window appears with fields to enter the features and configuration settings of an update
package.

2. Enterthe Template name and (optional) Description.

3. Select the Package configuration options from the drop-down lists and click Save. A sample patch template is shown
below.

Note « The Package configuration options will vary depending on the Product you are creating a Patch template for.

Choose your template name

Adobe Acrobat Reader DC

Here you can give a description of the template. For example, what it does, the contents, usage,
etc.

Package configuration

Architecture

32-bit/64-bit h

Language settings

English (US) -

Protected View for Outlook Settings

Default -

Protected View Settings

Defaulc -

Clean Install Qptions

Perform a dean installation h

Install/Update Options

Disable Automatic Updates -

Remove Desktop Shortcut
Disable Automatic Updates L4

Prevent collection of anenymous usage statistic:

Enable Enhanced Standalone Security
Enable Enhanced Browser Security
Remove Purchase Acrobat menu item
| Disable messages about upgrading to Adobe Acrobat
Enable Printer Toner Saver
| Disable Adobe Cloud features

Remove EULA

4. The Path information option allows users to create custom patch templates, which may be specified to account for
multiple or non-standard installation paths to aid in detection of such applications. To create a custom patch
template, click Add Path. When the Add Path Applicability Rule for Package window appears, manually enter the
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5.

custom installation path and click Add Path. To delete this path, click the red minus button. After entering the
applicable Path information, click Save.

Path information

PATHS

%SystemRoot%\Test

Add Path
“

After creating a Patch Template, deploy the patch using a Build Package.

Build Package
K

Important « To build and deploy a package, you must first download and install the Software Vulnerability Research
Daemon on your Windows Software Update Server. For further information, see Daemon Deployment and Install the

Daemon.
Task To build a package:
1.

Click a package in the Patch Library grid and select Build packages.

Google TOx SABEETE

View templates Create template Build packages

When the Build packages window appears, select all templates to build packages for from the drop-down list and

click Build. Patch Templates include the user who created the Patch Template and a time stamp for when the Patch
Template was created.

Build packages - Macromedia Flash Player 8.x x

Set your package name
I )

I Select all templates for which you want packages to be built. I

M27_Macromedia Fash Player_ ActiveX [Yojanal, 2018.03-27 15:26:47] -

Publish the package to your environment using Package Deployment.

Package Deployment

60

To publish the package to your environment, navigate to Patching > Packages in Software Vulnerability Research. To view
package options other than deployment, see Packages.
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To create deployment:
1. Select Create Deployment. The Choose where to publish the patch(es) dialog box will open.

2. Select the servers or groups to publish the patch(es).

Choose where to publish the patch(es) X

Select the server(s) where you want to publish the patch to:
v [ O cmi2sql details
~ L] B Al Computers
] ¥ Unassigned Computers

v [ O cmi2sql details

Server Dertails

Name: cm12sgl

Type: WSUS

Version 6.3.9600.18838
Created: 2018-08-05 13:00:13
1D: a2753492-04fd-4cd7-bab0-
e2fbe3%ebled

£ Daemon:W2 |, view deployments.

“

3. Click OK.

After you create your deployments, it is up to your Daemon to come and collect the deployed packages. The Daemon
connects to the Flexera Cloud about once every 10 minutes. However, the Daemon connection time might be
extended if the Daemon experiences network issues.

Additional Patching Information

For additional Patching information, see:
®  Patching Tickets

® Manual Signatures
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Dashboard

The Dashboard is the default home page that provides you with an overview of vulnerability management processes and

gives you access to your latest vulnerability intelligence and Advisories. The information is presented with the help of
various widgets.

® Dashboard with Threat Intelligence Module

® Dashboard without Threat Intelligence Module

Dashboard with Threat Intelligence Module

The below figure shows the Dashboard with the Threat Intelligence Module, the additional widget Highest threat scores
affecting your watch lists get included in the main page.

Note « Please note the following:

®  This add-on requires purchase of the Software Vulnerability Research Threat intelligence Module

® Topurchase this module, contact your sales representative or contact us online at: https://www.flexera.com/about-us/
contact-us.html
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Dashboard

« @ J

i

Devices Overview /

Rverage soore

Devices

Products

Secure

Total

Endafiife

Saovra

Total

Most critical advisories affecting your security

Rank  SAID
1 sags719
2 sazages
El sAT804
4 sazem
5 sazoms
6 smeian
7 smeosm2

Title

MicrosoftIntermet Explorer Memory Gormuption
Vuinersbity

Microsoft Interme Explores Wutipls Vunerbilties
Micrascft.NET Framenworc Code Exesution Vuinerasilty
Micrasot Procucts Muliple Vinerabiltes
MicrosoftIntarme Exploes Wutipls Vunerabilties

Mierasef Windews OLE Objact Handing Tuo Arttrary
Code Execution Vulnerabilties

Microsoft Windows OLE Object Handing Arbitrary Code:
Execuion Vinerabiity

Latest available patches §

Installations

Criticality

x

Highest threat scores affecting your watch lists 7 % Devices status - System score / x
L |mheeat | Retease | R o
D Tide Citialty | (oo | Eo e n
W 10
spgsey MiTEEER Wiens Sever 2018 inceus 10 Mutee w | = s .
AL vuinerapiles 0212 | (-
- Not Calculased
SASTE0L  MiarosoR Windows Sever 2010 Mutip Uurabites  mmmmmm (00 [ 20'%
WINRAR ACE i Frocessing Directoy Traverssl 2010
SATIEN ety e 0213
Avaya Call Management System (CMS) Multipie 2018
3nsiney Vuinerabilifies - g2
216
SR Orasie Linu sata or samea w | 2
Mierosoft Windows Sarver 2012 / Windows RT 8.1/8.1 2018 2
SASI0EE | itole Vuinerabilfies —|® o508
Most prevalent insecure software installations § x
sagaoas  MEressR Windows Sever 2008 Wincows 7 Nulle e | @
Rek Name Installtions Patch
Devices status - Time since last scan § x
1 Microsoft .NET Framework 4 x & No
0-78m2 2
g 2 WinSCP 5.x 5 Yes
Moo : B B -
| (B o 2 GNU C Library (glibe) 25 4 No
W2 e 1
4 Network Security Services (N55) 3.x 4 No
s Microsoft internet Explorer 11.x 3 No
s Microsoft Windows 10 2 Ne
7 FreeType 2x 3 No
8 Notepad++ 7.x 3 Yes
Open tickets spit by advisory criticality / x

Click B4 to add the Highest threat scores affecting your watch lists widget and Save to save the changes you made.

Advisories released |ast year

Highest threat scores affecting your watch lists |

Latest advisories

Latest advisories per watch list

Opened tickets pattern

Tickets split by status

Your latest assigned tickets

Note « Click the ¢ icon to see more information about the widget.

Dashboard Widget

In additional to the features explained in the Dashboard > Dashboard without Threat Intelligence > Dashboard Widgets,
the following widget is added:

® Highest threat scores affecting your watch lists - displays those advisories with the highest threat scores affecting
the watch lists.

Dashboard without Threat Intelligence Module

The below figure shows the Dashboard without the Threat Intelligence module.

64

SVR-FEBRUARY2023-UG00 Software Vulnerability Research User Guide



Chapter4 Dashboard

Dashboard @ J
; =

Devices Overview /.

Average score
Insecure
Devices

Secure.

Total

Insecure
End-of-Life
Products

Secure.

Total

Most critical advisories affecting your security #

Rank SAD  Title
‘Adabe Flash Flayer Wit Use-Afler-
1 SLILER Free Vulnerabilities
Mizrosoft Windows OLE Object Handing
2 SABIB03 Two Arbilrary Code Execulion
Vulnerabitties
Microsof Windows
InformationGardSigninkieper Class
3 LA ‘ActiveX Control Gode Execution
“Vulnerability
4 5A81027  Google Chrome Muliple Winerabiiies
o saineg AdobeReador Acrobat Mt

Vulnerabilties

Latest available patches {

Installations ~ Criticality

X Devices status - Time since last scan / % Devices status- Systemscore /. x
0-7days 7 | ) 1
M- i4days [ 80-39 7
| EETES s | ERS 7
[ s = s
a a a
% Latestadvisories affecting your security / %  Most prevalent insecure software installations 7 x
Date  SAD  Title Installations ~ Griticality Rank  Name Installations  Patch
20l sasisar Google Chrome Multple Vulnerabities 22 — ! e = to
2 Microsoft XML Core Services (MSXML) 3.x 2 No
18- G,y Adobe Flash PlayerMuliple Use-Afler.
02-28 Free Vulnerabilities 3 Microsoft XML Core Services (MSXML) 6.x 24 No
2018 o0 Adobe Reader Actobat Muliple 2 4 VLC Media Player 2.x 2 Yes
0225 MU vueravitties —
s FileZila Server 0.x 19 No
2018 Microsefl Windows Server 2012/
Goar SATIOIT  Windows RT &1/8 Muliple 1 — 3 T e —— 1 -
Vuinerabities E—
7 Microsoft Internet Explorer 11.x 12 No
2018- Wireshar; Multile Denial of Service
SAB778 1
0226 Vuinerabities 3 P “ -
a1 _ Lireofice WEBSERVICE Information | N R - . 4
% Mostprevalent EOL software nstallations { ®  Latestadvisories per watch list x

Click B4 to add widgets (when available) and Save to save the changes you made.

ol

Advisories released last year

Latest advisories
Latest advizories

Opened tickets pattern

perwatch list

Qpen tickers split by advisory criticality

Tickets split by status

Your latest assigned tickets

Note « Clickthe i icon to see more information about the widget.

Dashboard Widgets

The Dashboard widgets on the main page includes the following:

Table 4-1 « Dashboard Widgets

Item Description

Devices Overview

Displays an overview of the average security score (current verses last week) for the
Devices, Products and Operating Systems within your environment.

Devices status - Time since

last scan

Displays the number of devices that have been scanned within a given time frame.

Devices status - System Score

Displays how your devices rank based on the computed system score.
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Table 4-1 « Dashboard Widgets

Item Description

Most critical advisories
affecting your security

Displays the most critical Advisories based on all software detected within your

environment.

Latest advisories affecting
your security

Displays a complete list of the latest Advisories released by Secunia. Click a Secunia
Advisory ID (SAID) to view the complete advisory details, including (where applicable)
the Creation Date, Criticality (Severity Rating), Impact (Consequence), Where (Attack
Vector), Solution Status, Secunia CVSS (Common Vulnerability Scoring System), CVE
References, Affected software and Advisory Description, Solution, References and

Changelog.

Latest advisories affecting
your security

Displays the most recent Advisories affecting software from your Devices.

Latest advisories per watch
list

Displays the most recent Advisories released by Secunia based on your configured

Watch Lists. Click a Secunia Advisory ID (SAID) to view the complete advisory details,
including (where applicable) the Creation Date, Criticality, Impact, Where, Solution
Status, Secunia CVSS Scores, CVE references, Affected software and Advisory

Description, Solution, References and Changelog.

Advisories released last year

Displays a month-by-month graph of the total number of advisories released by

Secunia over the previous 12 months.

Your latest assigned tickets

Displays the latest tickets that have been assigned to you. Click a Secunia Advisory ID
(SAID) to view the complete advisory details, including (where applicable) the
Creation Date, Criticality, Impact, Where, Solution Status, Secunia CVSS Scores, CVE
references, Affected software and Advisory Description, Solution, References and

Changelog.

Open tickets split by advisory
criticality

Displays a color coded pie chart of the criticality of all open tickets assigned to you.
Hover over the criticality legend (Low, Medium, High and Urgent) to display a tooltip
with the total percentage of tickets applicable to the ticket criticality.

Tickets split by status

Displays a color coded pie chart of the statistics of all tickets assigned to you. Hover
over the ticket type legend (Open, Waiting, Handled and Irrelevant) to display a
tooltip with the total percentage of tickets applicable to the ticket type.

Open tickets pattern

Displays a trend line of the number of tickets that have been created based on your
configured Watch Lists. The trend line applies to the status of all ticket types (Open,

Waiting, Handled and Irrelevant).

Most prevalent EOL software
installations

Displays the list of End-of-Life (EOL) software installations that no longer provide
security fixes, which can lead to insufficient firewall and anti-virus protection. Please
note that Flexera’s definition of EOL software may differ from a software vendor’s.

Most prevalent insecure
software installations

Displays the most insecure software based on the number of Devices within your

environment.
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Table 4-1 « Dashboard Widgets

Item Description

Latest available patches Displays the latest available patches based on your scan results.

Software Vulnerability Research User Guide SVR-FEBRUARY2023-UG00 67



Chapter4 Dashboard

68 SVR-FEBRUARY2023-UG00 Software Vulnerability Research User Guide



Notifications

Notifications provide detailed information about alerts you have received and any required actions. The number in the
yellow bubble signifies the number of unread notifications.

‘ Motifications

[

Important « You shall not, unless expressly authorized in writing by Flexera, reproduce, distribute, display, sell, publish,
broadcast, or circulate any information or other material provided by Flexera and/or any information or other material
provided as a result of the Product(s) (such as advisories and security updates) to any third-party, including Customer’s
affiliates, or any unauthorized Recipient, nor make such information or material available for any such use. The Product(s)
may only be used by the legal entity that has purchased a license, and no shared use with any other legal entity (including
Customer’s affiliates) is allowed.

Notifications o J

Browsing 1-20 of 1478 norifications ﬂ m

8] Created Type Notification

@ = [ 4/23/20189:10 AM & Alert Advisory SA21270 for watch list testMarch15 was updated. Message generated by ~ Notify on advisory updates ™

Task To view notifications:

1. Open the Notifications page.

2. Click B3 to filter the notifications by Search by keyword, Criticality, Status, From and To dates, and Type.

3. Click the Apply or Reset buttons to apply or reset the filters.
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4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

5. Click a Secunia Advisory ID (SAID), ticket number and so on to view detailed information related to the item.

6. Click the Notification check boxes to select from the available options in the Actions drop-down list.

7. Click B to export the results to a CSV file.

Setting Rules for Notifications

Your Administrator should set Rules to enable you to receive notifications, as shown in the following graphic. Please refer
to Workflow Management > Rules for further information.

Approve advisories notification @ Edic Ml Delete

Advisory
releazed far

an Aszet . v ;
List with > ‘ Notify + M Emall

approval i
flow.
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Vulnerability Manager

Edition - The Vulnerability Manager module is not available for Software Vulnerability Research - Assessment Only.

You can use the Vulnerability Manager pages to manage watch lists, advisories, and ticketing and approve advisories.

Overview
Watch Lists & Advisories
Ticketing in Vulnerability Manager

Approve Advisories

Overview

Use the Vulnerability Manager pages to manage the Vulnerability Intelligence associated with your account. You can:

Create, import and view Watch Lists.

Create and view Shared Watch Lists

View and create tickets for Historic Advisories for all Watch Lists
View and create tickets for Product Advisories for all products
View, edit and Create Tickets in Vulnerability Manager

View and approve Advisories associated with each Watch List
Send Notifications to alert users via Email/SMS

Edit, share or delete Watch Lists

Click anitem in the grid to select from the available options.
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Watch Lists & Advisories

Select Watch Lists from the Watch Lists & Advisories drop-down menu to view, create and configure multiple Watch Lists,
each with their own unique set of Vendors (all products from the vendor), Products (all versions) and specific Product
Versions that you want to receive vulnerability alerts and track Advisories for.

Select Historic Advisories from the Watch Lists & Advisories drop-down menu to view a comprehensive and thorough
collection of reports and statistics about all Advisories affecting a specific Watch List.

After adding a Watch List, it is recommended that you view the Historic Advisories page to confirm that the vendor has
addressed all the relevant issues in the software.

Watch Lists

You can define which vendors, products, and product versions you want to receive vulnerability alerts and track Advisories
for.

The monitored Vendors (all products from the vendor), Products (all versions) and specific Product Versions are organized
into Watch Lists. Each Watch List can have different notification levels, can be grouped into Watch List Groups and can be

shared with all Users and User Groups associated with your account. There is no limit to the number of Watch List Groups

that can be created.

For details, see:

® View Watch Lists

® Create Watch Lists

®  Edit Watch Lists

® |mporta New Watch List

® Importan Updated Watch List

The Watch List Enforced by admin column with a Yes or No response relates to the sharing of Watch Lists. For details, see
Shared Watch Lists. By default, the notifications (such as an email or SMS) generated by a Watch List are sent only to the
Watch List creator when a new advisory is released that matches a Watch List. If Watch List creators wish to share their
asset list with other users from their organization, the Watch List is then shared based on the following options:

® |fan administrator shares a Watch List, he or she has the option to enforce the targeted users to receive the
notification, with the selected subscription levels. All targeted users will then receive the notification, as it is
mandatory. The targeted users can't unsubscribe from that Watch List. This will result in a Yes response in the
Enforced by admin column.

® |fanon-administrator shares a Watch List or an administrator does not select the Watch List’s "enforce"
subscription option, the targeted users (Users with roles - Watch list manger and Watch list Manager Local) can decide
whether or not to subscribe to the shared Watch List. The targeted users can manually subscribe to the Watch List, and
notifications will not be sent to them before they manually subscribe to the Watch List page with their preferred
subscription levels. This will result in a No response in the Enforced by admin column.
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Vulnerability Manager > Watch Lists & Advisories > Watch Lists @ U
Watch Lists & Advisories +  Ticketing  Approve Advisorles
Browsing 1-20 of 40 watch lists ﬂ u
:

- - Growp =~ Enablea Receive  Product Products Vendors End oflife Advisories need Is e — :o":fl'lr:xbml level for :;i;ﬁ::mm level for

all versions wamings approval shared Enforced by admin

I Ves No [ [ 2 [ No Yes. Not Criical and Above  None None. No

Historic advisories  View  Edit  Change nofification Unsubscribe  Un-Share Delete

View Watch Lists

LK

Task View Watch Lists

1. Open the Vulnerability Manager > Watch Lists & Advisories > Watch Lists page.

2. Click E to create a new Watch List or 0 to import a Watch List from a text or CSV file that you have previously created
and saved.

3. Click the Watch List check boxes in the grid to select from the available options from the CSV export button drop-
down menu.

4. Click B to filter the watch lists and advisories by Name, Group, Enabled (yes or no), Approval Needed (yes or no),
and Created by.

5. Click the Apply or Reset buttons to apply or reset the filters.

6. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

7. Click a Watch List in the grid to select Historic Advisories, View, Edit, Change notification, Unsubscribe, Un-Share/
Share, or Delete.

8. Toenable all of your users to collaborate, you can click a Watch List, select Share, and select the With all users,
Group (or Groups) from the drop-down list and Enforce subscriptions options as required and click Save.

9. Click Shared Watch Lists to View, Subscribe, or Clone the Watch List. Select Clone to copy it to your Watch Lists,
where you can then use the Historic Advisories, View, Edit, Change notification, Share, Un-Share or Delete options
for the cloned Watch List.

Note « Any changes you make to a shared Watch List are shared by all users. Ifyou want to change only your Watch List, you
should first clone it.

[

Important « When creating, editing or sharing Watch Lists, the Deny auto-approval role will determine if the normal user can
create Watch Lists with auto approval. The role must be manually added to a user group and that user group assigned to the
restricted users by the administrators. For users with Deny auto-approval:

® Create new Watch List—The field Advisories need approval will be checked and cannot be disabled.

®  Edit existing Watch List—The field Advisories need approval cannot be edited (either enabled or disabled).
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®  Shared Watch Lists for the user will have the normal behavior. It is the responsibility of the creator to ensure the Watch
List has Advisories need approval selected if it is shared with restricted users

Create Watch Lists

To create a watch list, perform the following steps.

74

To create a Watch List

1. Open the Vulnerability Manager > Watch Lists & Advisories > Watch Lists page.

2. Tocreate a new Watch List, click . The Create Watch List (Step 1 of 2) page opens. On this page, you can select
Product Versions, Products, Vendors, or Assessment.

Create Watch List (Step 1o0f2) x

[ Receive all advisories

[J Fileer by FNMS data

Product Versions Products Vendors Assessment
Q caarch
Product Versions Database <=« Selected Product Versions x -
001 File Joiner And Splitter Pro 4.x ADD +
003Soft File Splitter 1.3 ADD +
010 Editor 2.x ADD +
010 Editor 3.x ADD +

mmpage ufﬁaﬁzum

Cance! “

Note - You can select the Receive all advisories check box to receive Secunia Advisories for all Product Versions,
Products, and Vendors.

Create Watch List ( Step 10f2) x

@ Receive all advisories

[ Filter by FNMS data

Coneel “

3. Use the search field to find the products, vendors, product versions, and device groups to select and add to your

Watch List.

4. Click + inthe Database suggestions column heading to add the current page or click + next to the individual items

to add them to the Selected items list.
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5. Click % inthe Selected items column heading to remove the current page or DELETE X next to an individual item to
remove it from the list.

6. Click Next. The Create Watch List (Step 2 of 2) page opens.

Create Watch List ( Step 2 of 2) x
Name Watch List Group +
# Enabled Advisories need approval
Ticket threshold level Confidentiality Requirement (CR)
h
Not Critical and Above - ConfidentialityRequirement v
Email notification level Integrity Requirement (IR)
Al

Not Critical and Above - TtegrityRequirement -

5MS notification level Availability Requirement (AR)

Extremely Critical - AvailabilityRequirement -

ﬂ

7. Enterthe Name of the Watch List.
8. Select the Watch List Groups, if available, from the drop-down list to associate with this Watch List. You can also click

+ to create a new Watch List group.

9. Notifications and/or tickets are not sent for disabled Watch Lists. If you wish to preserve a Watch List for historical
reasons, you can disable it by clearing the selection of the Enabled check box.

10. If you select the Advisories need approval option, you will receive a notification and an email for advisories that
match your Watch List. You can approve that advisory, in which case a ticket is created or you can dismiss the
advisories.

Note - Ifthe users have the rejected advisories option enabled, the threshold filters may not apply since the advisory
may not have the criticality set.

11. Select the Ticket threshold, Email and SMS notification levels from the drop-down lists.

The Ticket threshold level is used to determine whether or not tickets will be created for advisories matching your
Watch List.

12. You can optionally select the impact that a vulnerability in any item in the Watch List will have to your environment
(Low, Medium or High) by Confidentiality Requirement (CR), Integrity Requirement (IR), and Availability
Requirement (AR) from the drop-down lists (optional).
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The table below defines the Low, Medium, and High impact for CR, IR and AR. For the tickets created on the Watch List
with values in the CR, IR, and AR fields, the system will use those values to calculate the custom Common Vulnerability
Scoring System (CVSS) for the ticket.

Metric

Low Definition

Medium Definition

High Definition

CR

There is a low impact on the

confidentiality of the system.

There is considerable
disclosure of information,
but the scope of the loss is
constrained such that not all
of the data is available.

There is total information
disclosure, providing access
to any or all data on the
system.

Thereis a low impact on the
integrity of the system.

Modification of some data or
system files is possible, but
the scope of the modification
is limited.

There s total loss of integrity;
the attacker can modify any
files or information on the
target system.

AR

There is a low impact on the
availability of the system.

There is reduced
performance or loss of some
functionality.

There is total loss of
availability of the attacked
resource.

Note « For further definition details, see:

https://en.wikipedia.org/wiki/Common_Vulnerability_Scoring_System#impact_metrics

Note « After creating an Assessment Watch List from the Create a Watch List steps above:

® When anew scan is done, the new data is available in the Create Watch List pop-up window.

® When any scan result is deleted from the Assessment module, a refresh needs to be done to see the changesin
the Assessment module and also in the Create Watch List pop-up window.

® \When a Smart Group is deleted from the Assessment module, it may take at least 15 minutes to see the deleted

Smart Group removed from the Assessment tab of the Create Watch List pop-up window.

13. Click Save to save the Watch List. Once saved, you will begin to receive alerts and advisories based on your

configuration.

Edit Watch Lists

To edit a watch list, perform the following steps.
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Task To edit a Watch List:

1. Clickanitemin the grid and select Edit.

Eroauss versions Dampase - || sciceica Frodust wersiens = =

2. Select Receive all advisories and Filter by FNMS data as appropriate. When you have finished making your selections,
click Next. The Edit Watch List (Step 2 of 2) page opens.

Edit Watch List FNMS_All_Windows_Servers ( Step2of2) x
Name Watch List Group +
FNMS_All Windows_Servers W atch List Group v
Enabled Advisories need approval
Ticket threshold level Confidentiality Requirement (CR)
~
Mot Critical and Above v ConfidentialityRequirement A\
Email notification level Integrity Requirement (IR)
|
5M5 notification level Availability Requirement (AR)
~

evel - AvailabilityRequirement -

ﬂ

3. Enterthe Name of the edited Watch List.

4. Selectthe Watch List Groups, if available, from the drop-down list to associate with this Watch List. You can also click

+ to create a new Watch List group.

5. Notifications and/or tickets are not sent for disabled Watch Lists. If you wish to preserve a Watch List for historical
reasons, you can disable it by clearing the selection of the Enabled check box.

6. Ifyou select the Advisories need approval option, you will receive a notification and an email for advisories that
match your Watch List. You can approve that advisory, in which case a ticket is created or you can dismiss the
advisories.

Note - Ifthe users have the rejected advisories option enabled, the threshold filters may not apply since the advisory

may not have the criticality set.

7. Select the Ticket threshold, Email and SMS notification levels from the drop-down lists.
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The Ticket threshold level is used to determine whether or not tickets will be created for advisories matching your

Watch List.

8. You can optionally select the impact that a vulnerability in any item in the Watch List will have to your environment
(Low, Medium or High) by Confidentiality Requirement (CR), Integrity Requirement (IR) and Availability

Requirement (AR) from the drop-down lists (optional).

9. Click Save to save the edited Watch List. Once saved, you will begin to receive alerts and advisories based on your

configuration.

Import a New Watch List

To import a new Watch List, perform the following steps.

=
Task To import a new Watch List:
1. Open the Vulnerability Manager > Watch Lists & Advisories > Watch Lists page.
2. ClickO,
3. Choose Create Watch List and Submit.
Select Option X
@® Create Watch List
(O Edit Watch List
=
The Create Watch List (Step 1 of 4) dialog box opens.
Create Watch List ( Step 1 0f 4) - Choose file X
Choose File | Mo file chosen
Note: please choose a text / csv file
Columns separator
¥ First row has column names
Column with product names
Column with product names hd
4. Define the Columns separator (“” is the default) for the file you are importing.
5. Select First row has column names, if applicable.
6. Click Upload file. The Create Watch List (Step 2 of 4) dialog box opens.
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Create Watch List ( Step 2 of 4 ) - Match your products X

Filter by quality. -

| @ Perfect match (420 iterns)
@ Known alias (2 items)
@ Previously selected (3 itemns) ‘ == Selected Products x

B Bayesian suggestion (0 items)

x

@ Close suggestion based on name compare (0 iterns)
@ 5uggestion based on name compare (0 items)
X No suggestions (0 items)

X Ignored (0 items)

+ + + + + + + + + +
x

7-Zip 3.x @ 7-zip 3.x

7-Zip 4.x @ 7-zip 4x x
7-zip 9.x @ 7-zip 9.x x
Active Network Monitor 1.x @ Active Network Monitor 1.x x
Adobe Acrobat 2017 17.x @ Adobe Acrobat 2017 17x x
Adobe Acrobat DC 15.x @ Adobe Acrobat DC 15 x

(] <R > ]

cance' m

7. Select the Filter by quality field to match your Watch List against the criteria you select from the drop-down list or use
the Search in your products field to find a specific product.

8. Click + inthe Database suggestions column heading to add the current page or click + next to the individual items
to add them to the Selected items list.

9. Click % inthe Selected items column heading to remove the current page or DELETE X next to an individual item to
remove it from the list.

10. When you have finished making your selections, click Continue. The Create Watch List (Step 3 of 4) dialog box
opens.
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Create Watch List ( Step 3 of 4) - Choose other assets to watch X

|| Receive all advisories

L] Filter by FNMS data

Product Versions Products Vendors Assessment

Q  searc

Product Versions Database + « Selected Product Versions x -
001 File Joiner And Splitier Pro 4.x ADD +

009Soft File Splitter 1.x ADD +

010 Editor 2 x ADD +

010 Editor 3.x ADD +

QR =@

i “

11. Choose other watch lists to add or delete and click Next. The Create Watch List (Step 4 of 4) dialog box opens.

Create Watch List ( Step 4 of 4) - Enter name and other properties x
Name Watch List Group +
"
watchlist1.csv Watch List Group -
[#| Enabled ] Advisories need approval
Ticket threshold level Confidentiality Requirement (CR)
"
Not Critical and Above v onfidentialityRequirement v
Email notification level Integrity Requirement (IR)
"
Not Critical and Above i ntegrityRequirement bt
SMS notification level Availability Requirement (AR)
"
Extremely Critical - AvailabilityRequirement b

12. Enter the Name of the Watch List.

13. Select the Watch List Groups, if available, from the drop-down list to associate with this Watch List. You can also click

+ to create a new Watch List group.
14. Select the Enabled and Advisories need approval check boxes as required.
15. Select the Ticket threshold, Email and SMS criticality notification levels from the drop-down lists.

16. You can optionally select the impact that a vulnerability in any item in the Watch List will have to your environment
(Low, Medium or High) by Confidentiality Requirement (CR), Integrity Requirement (IR) and Availability
Requirement (AR) from the drop-down lists (optional).
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17. Click Save to save the Watch List. Once saved, you will begin to receive alerts and advisories based on your
configuration.

Import an Updated Watch List

To import an updated Watch List, perform the following steps.

Task To import an updated Watch List:

1. Open the Vulnerability Manager > Watch Lists & Advisories > Watch Lists page.

2. Click A,

3. Choose Edit Watch List, enter the Watch List to update in the search field, and click Submit.
Select Option x

() Create Warch List

@ Edit Watch List

Q Searc

Em Eu

The Edit Watch List (Step 1 of 4) dialog box opens.

| Wit it Ling micrauaft | step 1 o8 41 Chosse file

4. Choose File to import and click Upload file. The Edit Watch List (Step 2 of 4) dialog box opens.
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5. Make the necessary edits and click Continue. The Edit Watch List (Step 3 of 4) dialog box opens.

Edie Watch List microsoft { Step 3 af 4 ) - Choose othes assets to match

ooason rm scemmr 11

IS

[T,

@@~  e-@E

(=] b

- @

®
oexere X
oeverex
oeverex
oevere x
oeverex
oevere x
oevere X

6. Make the necessary edits and click Next. The Edit Watch List (Step 4 of 4) dialog box opens.

7. Make any necessary edits and click Save.

Historic Advisories

The Historic Advisories page provides access to a comprehensive and thorough collection of reports and statistics about

all Secunia Advisories.

Vulnerability Manager > Watch Lists & Advisories > Historic Advisories

e -J

Watch Lists & Advisories - Ticketing  Approve Advisories

Browsing 1-20 of 75438 schvisories for all watch lists. /

scchLi - mpact

summary | MonthbyMonth  Solution Status  Criticality
Advisories 75439
Most Severe No Fix - None (Rejected)

Advisories Based on OS / Software

| sam ReleaseDate = ModifedDate = Title

[ sAszses 20180425 20180425

Where

Impact

Advisories Based on Vendor Solution

82

Mutiple

View Advisory

- I .

Advisories Based on Criticality

Criticality = Solution status Where Cussscore  + TicketCreated Type
Mo Fix From local network. 58 Yes Secunia Advisory.

Create ticket
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=
Task To view historic advisory data:
1. Open the Vulnerability Manager > Watch Lists & Advisories > Historic Advisories page.
2. Click B to filter the advisories by All Watch Lists, Impact, CVE(s), SAID, From and To dates, Criticality, Solution
status, Where, CVSS Score Minimum and Maximum values, Has Ticket, and Advisory Type.
3. Click the Apply or Reset buttons to apply or reset the filters.
4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.
5. Click a Secunia Advisory ID (SAID) to view detailed information related to the advisory.
6. Click an Advisory check box in a row or rows in the grid or click the Advisory and select View Advisory or Create

ticket.

Note - Ifyou select multiple advisories, one ticket will be created for each of the advisories selected.

Note » Once you have selected an Advisory check box, you can click &2 to create a ticket.

Product Advisories

The Product Advisories page provides access to a comprehensive and thorough collection of reports and statistics about
all Secunia Advisories affecting all products.

vl Manager > Watch Lists &Advisories > isori @ J
Watch Lists & Advisories ~  Ticketing ~ Approve Advisories
Browsing 1-20 of 75441 advisories for all products.. v
: proses a
B Hl vicalir -
[ e ]
Ssummary  MonthbyMonth  Solution Status  Criticality = Where  Impact

| sap Release Date % Modified Date + Title Criticality % Solution status Where cVss Score. = Type

| SAS2T93 20180425 20180425 Xen Handiing Information - Vendor Patched Local system 17 Secunia Advisory

View Advisory Create ticket
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To review product advisories

1. Open the Vulnerability Manager > Watch Lists & Advisories > Product Advisories page.

2. Click B to filter the Advisories by Zero Day, Impact, SAID, CVE(s), From and To dates, Criticality, Solution status,
Where, CVSS Score Minimum and Maximum values, and Advisory type.

3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

5. Click a Secunia Advisory ID (SAID) to view detailed information related to the Advisory.

6. Click an Advisory check box in a row or rows in the grid or click the Advisory and select View Advisory or Create
ticket.

Note - Ifyou select multiple advisories, one ticket will be created for each of the advisories selected.

Note » Once you have selected an Advisory check box, you can click &2 to create a ticket.

Shared Watch Lists

84

To enable all of your users to collaborate, you can click any of your Watch Lists, select Share, and select the With all users,
Group (or Groups) from the drop-down list and Enforce subscriptions options as required and click Save.

If an account administrator wants to share a Watch List with all Users or User Groups on a mandatory basis, they can select
Enforce subscriptions. All users that match from the selected groups (or from the entire account) will automatically receive
notifications for the released advisories that match the Watch List. If Enforce subscriptions is not selected, the users have
the option to voluntarily subscribe to advisories from that Watch List and can choose their own notifications levels.

Note « Subscribers to the Watch List can edit the Watch List, resulting in changes for all users.

Click a Shared List in the grid to View or Clone the Watch List. Select Clone to copy it to your Watch Lists, where you can
then use the Historic Advisories, View, Edit, Change notification, Share, Un-Share or Delete options for the cloned Watch
List.

Note « Any changes you make to a Shared List are shared by all users. If you want to change only your Watch List, you should
first clone it.

Note « Awatch list can only be shared once. If you need to share the watch list with multiple groups or with multiple levels,
you will need different watch lists.
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FlexNet Manager Suite (FNMS) Import

Go to Vulnerability Manager > Inventory > FNMS Import to display a list of products imported from FlexNet Manager
Suite.

You can Search by keyword for a specific product or click B to filter the list by Name, Version, Publisher, Matched by
Flexera (select Unknown by Flexera or Matched by Flexera from the drop-down list), Matched by Intelligence (select
Unmatched by Intelligence or Matched by Intelligence from the drop-down list) or Import status (select New, Same or
Removed from the drop-down list).

For further information, please refer to the FlexNet Manager Suite Inventory Exporter documentation.
You can also select Filter by FNMS data when creating or editing Watch Lists.

Note - It may take up to 5 minutes for the submitted products to be processed and displayed.

(o

Important « The minimum version of FlexNet Manager Suite supported by the Software Vulnerability Research import tool is
2015 R2 SP2.

Ticketing in Vulnerability Manager

Aticket enables you to track and manage vulnerabilities based on the current state of all your Products, Vendors, and
Watch Lists.

You can manually create a ticket from all Advisories, in case you would like to further process an Advisory for a vulnerability
not affecting any of your Watch Lists, giving you the possibility to track any vulnerability which might affect the
organization, not only vulnerabilities in software included in any of your Watch Lists.

Use the Ticketing page to view and change the Ticket Status and Ticket Priority of each Ticket.

Vulnerability Manager » Ticketing 9 .ﬂ

Watch Lists & Advisories +  Ticketing ~ Approve Advisories

Opentickets (EEZ) Waiting tickets ) Closed tickets Irrelevant tickets () Pending deployment tickets [ AtQAtickets @)

Browsing 1-20 of 13722 tickets H

| ld % Ticketcreated Queve * Status = Priority & Watch List SAID < Title Criticality * Secunia Advisory published  * Solutionstatus = CVSSiCustom Score  Assignedto
¢ 13746 20180312 Default Open Medium SAS2015  HP-UX update for Tomcat-hased Serviet Engine 2018-03-12 Vendor Patched 5 [
View Edit Delete
uln
o
=
=
Task To view and change ticket status and ticket priority

1. Open the Vulnerability Manager > Ticketing page.

2. Tofilter the results by ticket status, select one of the bold ticket statuses in the upper-left-hand corner followed by a
ticket count. The default ticket statuses are Open, Waiting, Handled, and Irrelevant. See Default Ticket Statuses in
Vulnerability Manager for more information.
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3. Click B to filter the results by ID, From and To dates, Queue, Priority, Watch List, SAID, Criticality, Solution status
and CVSS Score Minimum and Maximum values, and Assigned User.

4. Click the Apply or Reset buttons to apply or reset the filters.

5. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

6. Click a Secunia Advisory ID (SAID) to view detailed information related to the Advisory.

7. Toview one ticket, click the appropriate ticket check box in the grid to View, Edit, or Delete the ticket. To view
multiple tickets, click the appropriate ticket check boxes in the grid and select an option from the Actions drop-down
menu such as Delete multiple tickets (see Delete Tickets in Vulnerability Manager) or Edit multiple tickets.

8. Click B to export tickets to a CSV file.

9. Click &4 to Create Tickets in Vulnerability Manager.

Create Tickets in Vulnerability Manager

To create tickets in Vulnerability Manager, perform the following steps.

Task To create a ticket in Vulnerability Manager:

1. Open the Vulnerability Manager > Ticketing page.

2. Click an Advisory or Edl to create a ticket for the Advisory.

Create ticket x

Advisory

Status

Open -

Priority

Low -

Queue
Default -

Assigned to

Add comment

3. From the Status drop-down list, select the appropriate status. The default ticket statuses are Open, Handled, Closed,
or Irrelevant. See Default Ticket Statuses in Vulnerability Manager for more information.
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4. From the Priority drop-down list, select the appropriate priority. The default ticket priorities are Low, Medium, High
or Urgent.

5. From the Queue drop-down list, select a queue to assign the ticket to.
6. From the Assigned to drop-down list, select an individual to assign the ticket to.
7. Inthe Add comment field, add an appropriate comment to the ticket (mandatory).

8. Click Save.

Delete Tickets in Vulnerability Manager

To delete tickets in Vulnerability Manager, perform the following steps.

Task To delete tickets in Vulnerability Manager:
1. Open the Vulnerability Manager > Ticketing page.
2. Insert acheck markin front of the ticket or tickets to delete.

3. Todelete one ticket, select Delete under the listed ticket in the grid.

Vulnerability Manager > Ticketing, @ J

Watch Lists & Advisories ~  Ticketing  Approve Advisories

Open tickets Waiting tickers €)) Closed tickets Irrelevan tickers @) Pending deploymen tickets @ At QAtickers @)

Browsing 1-20 of 14206 tickets H m

Il 4 Ticketcreated  Queue <+ Status + Priority + Watch List SAD  + Title Criticality < + = Assigned to

vl 14230 20180315 Default  Open Low preetiPD SAB2041  Mageia php Rejection Nofice 20180315 None

View  Edit

4. To delete multiple tickets, select Delete multiple tickets from the Actions drop-down menu.

Vulnerability Manager > Ticketing @ J

Watch Lists & Advisories ~  Ticketing ~ Approve Advisories

Opentickets Waiting tickets (€ Closed tickets i Pending depl B AQatckes @
: G-
o Tolstcenes quee S s < oy S wanlst S0 S e ittty = Secunia Aoy pubished = Sotonatams = cvssc

5. When the “Are you sure you want to delete these tickets” pop-up window appears, click Yes.

Are you sure you want to delete
these tickets?
Y= “
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Default Ticket Statuses in Vulnerability Manager

The default ticket statuses are used by the Advisories and Policy Manager to run and display reports. While you are free to
configure the ticket statuses, priorities and queues as you see fit, Flexera needs to know your equivalent “open” statuses to
be able to correctly report the statistics.

The following are the default ticket statuses:

Table 6-1 « Default Ticket Statuses

Status Description

Open Tickets An Open Ticket is one for which no action has yet been triggered.

Waiting Tickets Aticket is marked as Waiting when it has been decided that an action needs to be taken at a later
stage.

Handled Tickets Aticket is considered Handled when the appropriate action has been taken.

Irrelevant Tickets Aticket is considered Irrelevant when it has been handled and is no longer considered of
importance to you.

Click a Secunia Advisory ID (SAID) to view detailed information related to the Advisory or click a ticket to View or Edit the
details.

Approve Advisories

The Approve Advisories page displays a list of all Advisories pending your approval.

Note - To approve Advisories, you should select the Advisories need approval check box when you Create Watch Lists.

pea
Task Approve advisories
1. Open the Vulnerability Manager > Approve Advisories page.
Vulnerability Manager > Approve Advisories @ -7
2. Click B3 to filter the Advisories by In queue, Watch List, SAID, From and To dates, Title, Criticality, and Solution
status.
3. Click the Apply or Reset buttons to apply or reset the filters.
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4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

5. Toapprove one advisory, click the appropriate advisory check box in the grid to Approve the advisory. The Approve
advisory pop-up window appears. Continue to step 7.

Approve advisory x

Advisory

SAG7053

Status

Status -
Priority

Priority -
Queue

Queue -
Assigned to

Assigned to -

Add comment

Add comment

€ nce' “

6. To approve multiple advisories, click the appropriate advisory check boxes in the grid and select Approve multiple
advisories from the Actions drop-down menu. The Approve multiple advisories pop-up window appears.
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20

Approve multiple advisories X

Advisory
3 selected

Status

Priority

Priorit -
Queue
Assigned to

Add comment

=

7. Select the Status (Open, Waiting, Handled or Irrelevant) from the drop-down list.

8. Select the Priority (Low, Medium, High or Urgent) from the drop-down list.
9. Select the Queue (Default or Approval) from the drop-down list.

10. Select who the ticket should be Assigned to from the drop-down list.

11. Entera comment.

12. Click Save to approve the Advisory or Advisories.

Note « Once an Advisory has been approved, the corresponding ticket will be marked as Open.
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Research

Vulnerability Intelligence represents our full Vulnerability Database, which has been updated and maintained since the
inception of Secunia in 2002.

Use the Research pages to:
® View Advisories
®  Create Tickets in Vulnerability Manager

® View Vendors, Product Versions, Products, Suggest Software, and Download Software Suggestion Tool

Advisory Database

When a potential software vulnerability is publicly disclosed, our Research Team verifies that it is in fact a vulnerability.
Once confirmed, we analyze the severity and what software might be affected.

Then, a standardized and 100% vendor independent Secunia Advisory is written for the vulnerability, detailing attack
vector, criticality rating, impact and solution.

The Secunia Advisory is uploaded to Software Vulnerability Research, and adapted intelligence feeds are delivered to you,
based on customized pre-configured filters, to ensure the right groups of people are alerted whenever a new vulnerability
that could affect your IT infrastructure is discovered.

You can customize filters according to, for example, software responsibility, compliance criteria or geography for each of
the recipients in your organization.

Personalized security alerts - via email or SMS - are then issued in real-time to the correct individual in your organization.

Select Advisories or Rejected Advisories from the drop-down list to display details that are applicable to your Watch Lists.

Advisories

The Advisories page displays details of all the advisories released.

The Advisories page can be,
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®  Advisories with Threat Score

® Advisories without Threat Score

To open the Advisories page, Research >> Advisory Database >> Advisories

Software Vulnerability Research | Research > Advisory Database > Advisories |

Dashboard

®

Notifications

Research

Assessment

Patching

Palicy Manager

Analytics

a
o
£
Ve
)
=)

Ticket Manager

Vulnerability Manager

Advisory Database ~

[] sAD Release date
[0 sassz10 2019-05-25
[] sAsszos 2019-05-25
[0 sasatse 2019-05-25
[0 sAsszsz 2018-05-25
[0 sasszet 2018-05-24
[] sass1s1 2019-05-24
[0 sass2 2018-05-24
[] shasssas 2019-05-24
[0 sAs7eas 2019-05-24
[0 sasstso 2019-05-24
[0 sasszez 2019-05-24
[0 shasszar 2019-05-24
[0 sasszas 2019-05-24
[] sasszas 2018-05-24
[0 shAssaze 2019-05-24
[0 sasszaz 2019-05-24
[0 sasszas 2019-05-24
[0 sasssza 2019-05-24
[0 sasszas 2018-05-24
[0 sassiss 2019-05-23

Advisories with Threat Score

92

Products Database ~

Browsing 1-20 of 52108 advisories

+ Modified date

2018-05-25

2018-05-25

2010-08-25

2018-05-25

2018-05-24

2018-05-24

2018-05-24

2018-05-24

2018-05-24

2010-05-24

2010-05-24

2018-05-24

2018-05-24

2018-05-24

2018-05-24

2018-05-24

2010-05-24

2018-05-24

2018-05-24

2018-05-23

The Advisories page with the Threat Score module is shown below.

= Title
SUSE bluez Rejection Motice
SUSE update for libvirt

Dibian update for wpa

Magios XI "Reset Password” SAL Injection Vulnerability

SUSE update far xen

IBM Tivoli Metwork Manager IF Edition OpenSSL Rejection Notice

SUSE update for curl

IBM Spectrum Control Multiple Vulnerabilities
IBM Cognos Analytics Multiple Vulnerabilities
IBM Security Guardium OpenSSL Rejection Notice

wolfEEL PSK |dentity Buffer Overflow Vulnerability

F5 BIG-IP Local Traffic Manager (LTM) Binutils Rejection Matice

F5 BIG-IP Local Traffic Manager (LTM) Binutils Rejection Motice

SUSE sysstat Rejection Nofice
Oracle Linux update for libvirt
Oracle Linux update for firefos
Oracle Linux update for firefox
Ubuntu update for mariadb-5.5
Red Hat update for libvirt

Red Hat update for firefox

Advisory Database + Products Database

Browsing 1-20 of 80902 advisories

SAID Release date . Modified date

SAB3063  2018-05-09 2018-05-09
SAT6976  2017-05-19 2017-05-24
SAG8501  2016-01-27 2016-01-27

SAT5768  2017-03-15 2017-03-15

< Title
Microsoft Windows Server 2012 / Windows RT 8.1 /8.1 Multiple Vulnerabilities
Huawei Multiple OceanStor Products Multiple SMB Vulerabilities
Gentoo update for adobe-fash

Microsoft Windows SMB Server Vulnerabilties

Note « Please note the following:

B g
Criticality + ZeroDay % Solutionstatus Where CVSS Score
— Yo Vendor Patched From remote 10.0

No
— No

Ne

SVR-FEBRUARY2023-UG00

Vendor Patched  From local network 8.3
Vendor Patched  From remote 10.0

Vendor Patched  From local nefwork 8.3

< ThreatScore ~ Type

‘Secunia Advisory
Secunia Advisory
Secunia Advisory

Secunia Advisory
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® Topurchase this module, contact your sales representative or contact us online at:

https://www.flexera.com/about-us/contact-us.html
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In additional to the features explained in the Advisories Page > Advisories without Threat Score, the following features are

added:

® To filter the Advisories by Threat Score minimum and maximum values, click E.

® Tosee the threat score and threat reason, click a Secunia Advisory ID (SAID) > CVE References. Additional
information of the selected Secunia Advisory ID is shown below:

Microsoft Windows PDF Library Two Code Execution Vulnerabilities

Secunia Advisory |0
Creation Date
Criticality

Zero Day

Impact

Where

Solution Status

Secunia CV35 Scores

CVE references

Thraat Score

Affected operating system and software

Operating systems

Microsoft Windows 10

Microsoft Windows 8 1

SAGE300

2018-03-08

s - Highly eritical

No

System aceess

From remate

\fendor Patched

Base: 10, Overall: 8.3
(AVNIAC:LIAUNIC.CN-CiA:CIE:FIRL-OF/RC:C)

CVE-2016-0118 @ | CVE-2016-M17 @ |

54 (Last Updated 2018-02-21)

CPE Exists. Click for details.

CPE Exists. Click for details.

® Tosee the threat Score, threat Reason and their associated exploits, click on the CVE references, as shown below:
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Microsoft Windows PDF Library Two Code Execution Vulnerabilities - CVE

CVE cvss’ Threat Score Threat Reason

CVE-2016-0118 CVSS v2: 9.3 (AV:NIAC:MIAU:NIC:C:CIAC) 2 Linked to Historical Cyber Exploit
Linked to Historical Cyber Exploit

CVE-2016.0117 CVSS v2: 9.3 (AVINJAC:MIAUNIC:C/I:CIA:C) 53 :xgg E::g :g m;we

Historically Linked to Penetration Testing Tools

Description’
The PDF library in Microsoft Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, and Windows 10 Gold and 1511 allows remote attackers to execute arbitrar
crafted PDF document, aka "Windows Remote Code Execution Vulnerability.”

Treat Intel Module

The CVE threat score of 53 was based on the following triggers:
Linked to Historical Cyber Exploit

« Historically Linked to Maly

Historically Linked to Ransomware

Historically Linked to Penetration Testing Tools

The threat score was last updated on 2019-05-07. These threats have been iated with the following exploits:
« Qbot (Botnet)
« Cryptolocker (Ransomware)
« GozNym (Banking Trojan)
« Gootkit (Banking Trojan)
« Locky (Ransomware)
References’
ST http:/iwww.securitytracker.com/id 21035202
BID http:/iwww.securityfocus.com/bid/84109

Microsoft Security Bulletin http:/itechnet.microsoft.com/security/bulletin/MS16-028

NOTE:
* The information is written and maintained by CVE MITRE.
The data on this page reflects neither the opinions of Secunia or the results of our research.

Advisories without Threat Score

The Advisories page without the Threat Score is shown below:

Research > Advisory Database > Adisorles @ U
Advisory Database ~ Products Database ~
Browsing 1-20 of 75441 advisories 7 Q seoreni g
- mpact - 2 m B B ity -
— - =

| sam Releas date  © Modifeddate = Title Ciiicality < ZewDay = Solution status Wikere cvssscole = Type
o

SAmEED  P01AN45 20180475 Hitachi Mulinie Prosiicts Oracle 1aua Mulfiple Valnerabiifies No No Fix Fram ncal netuork an Secunia Advisory

View Advisory  Create ticket

Task To view advisories
1. Open the Research > Advisory Database > Advisories page.

2. Use Search by keyword to filter the Advisories by the text you enter.
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3. Click B to filter the Advisories by Zero Day, Impact, CVE(s), SAID, From and To dates, Criticality, Solution status,
Where, Score Minimum and Maximum values, and Advisory Type.

Note » To search for multiple advisories at the same time to determine which advisories apply to more than a single CVE

for which you have interest, enter the CVEs in the CVE(s) filter and leave one space between entries (Example: CVE-2014-
0224 CVE-2014-0160 CVE-2013-0169 CVE-2009-3555 CVE-2015-7575).

4. Click the Apply or Reset buttons to apply or reset the filters.

5. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

If you select Hide rejected advisories under Settings > Account > Account Options:
® The Advisory Type filter will not appear under Research > Advisory Database > Advisories.
® Thesearchresult “No advisories found” appears under Research > Advisory Database > Rejected Advisories.

Note » The CVSS Score column in the grid contains either a CVSS 2.0 score or a CVSS 3.1 score. A CVSS 3.1 score will be
noted with “v3” listed after the score.

6. Click a Secunia Advisory ID (SAID) to view detailed information related to the Advisory.
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Google Chrome Adobe Flash Player Multiple Vulnerabilities X
Secunia Advisory ID SABTO58
Creation Date 2015-10-23
Criticality e - Highly critical
Impact System access
Where From remote
Solution Status Vendor Patched

Base: 10, Overall: 7.4
Secunia CVS3 Scores (AV:NFAC:LiAuNIC:CI1:CIA:CJE: WRL:OF/RC:C)

CVE references: CVE-2015-7847 | CVE-2015-7648 | CVE-2015-7845 |

Affected operating system and software

Software

Google Chrome 46.x CPE : WA

Advisory Details:
Description:

Multiple vulnerabilities have been reparted in Google Chrome, which can be exploited by malicious people to compromise a user's system.
The vulnerabilities are caused due to the application bundling a vulnerable version of Adobe Flash Player.

For more information:
SABES1S

The vulnerabilities are reported in versions prior to 46.0.24%0.80.
Solution:

Update to version 46.0.24%0.80.

Original advisory:

http://googlechromereleases.blogspot.com/2015/10/stable-channel-update 22.htmi

References:

SABGITS:
https://secunia.com/advisories/66915/

Changelog:

2015-10-23: Initial release

Close

7. Click an Advisory check box in a row or rows in the grid or click the Advisory and select View Advisory or Create
ticket.

Note - Ifyou select multiple advisories, one ticket is created for each of the Advisories selected.

Note - Once you have selected an Advisory check box, you can click &4 to create a ticket.
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Rejected Advisories

For compliance reasons, for example NERC (North American Electric Reliability Corporation), you may be required to report
not only the vulnerabilities covered by the normal Advisories but also vulnerabilities, which our Research Team has
rejected as not being a valid threat to security.

The Rejected Advisories page displays the advisories affecting your Watch Lists that did not pass our validation and
filtering process rules and provides you with information about rejected vulnerabilities to make it possible for you to fulfill
your compliance requirements. The Rejected Advisories page can be shown or hidden, depending on the Account Options
set by your Administrator.

An advisory can be rejected for one of many reasons. The most common are:

® No reachability—The vulnerability cannot be exploited because the affected systems cannot be reached by an
attacker.

® No gain—The vulnerability may be reached, but without any gain for the attacker.

® No exploitability—The vulnerability cannot be exploited because, for example, policy forbids installation of the
affected software.

® Dependenton other—The vulnerability cannot be exploited by itself but is depending on another vulnerability being
present.

Note « The rules outlined below are rules of thumb and not strictly pass/fail rules.

To view rejected advisories

1. Open the Research > Advisory Database > Rejected Advisories page.

Research > Advisory Database > Rejected Advisories e -7

Advisory Database ~  Products Database ~

A

SAID Release date % Modified date < Title Criticality + ZeroDay + Solution status Where  CVSS Score = Type

(¢ SABIEOS 20180425 20130425 Symantec Reporter Rejection Notice No. Hone None - Rejected Advisory

2. Click n to filter the Advisories by Zero Day, Impact, CVE(s), SAID, From and To dates, Criticality, Solution status,
Where, and Score Minimum and Maximum values.

Note - Rejected advisories may not have all the details of the normal advisories: CVSS Vector and score, criticality, and
soon.

3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
Ul.
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5. Click a Secunia Advisory ID (SAID) to view detailed information related to the Advisory.

6. Click an Advisory check boxin a row or rows in the grid or click the Advisory and select View Advisory or Create
ticket.

Note - Ifyou select multiple advisories, one ticket will be created for each of the advisories selected.

Once you have selected an Advisory check box, you can click n to create a ticket.

Products Database

The Products Database represents the full list of products tracked by our database, which has been updated and
maintained since the inception of Secunia in 2002. You can browse Vendors, Products, and search for specific Product
Versions applicable to your Watch Lists. You can also Suggest Software that you would like us to add to our database. You
can also Download Software Suggestion Tool to suggest a software that is not detected by SVR.

® Vendors
® Product Versions
® Products
® Suggest Software

® Download Software Suggestion Tool

Vendors

The Vendors page displays a list of all available vendors. Click View Products to display the products associated with the
vendor or click a vendor in the grid to view past advisories related to the vendor.

Research » Products Database »Vendors e J
Advisory Database ~+  Products Database +
Browsing 1-20 of 10464 vendors 7 Qs B n
Vendor + Home Page View Products
e
Past advisories
ula
=
=
=
Task To view vendors

1. Open the Research > Products Database > Vendors page.

2. Tosearch for a specific vendor, pick a name from the Vendor column, enter it in the Search by keyword field and
press Enter.

3. Click B to download a CSV file containing details of all vendors.
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Product Versions

The Product Versions page displays a list of all available products, specified by product version number.

LK

Task To view product versions:

1. Open the Product Versions page.

2. Click a product version in the grid to view past advisories related to the product version.

3. Tosearch for a specific product version, pick a number from the Version column, enter it in the Search by keyword
field and press Enter.

4. Click B to filter the results by Name, Vendor, Version, Software type, (Software/Operating system), and Is end of
life (No/Yes).

5. Click the Apply or Reset buttons to apply or reset the filters.

6. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

7. Click B to download a CSV file containing details of all product versions.

Products

The Products page displays a list of all available products.

Task To view products
1. Open the Products page.

Research » Products Database » Products ® -

Advisory Database = Producls Database -

Past aavisories

2. Clickaproductin the grid to view past advisories related to the product.

3. Tosearch for a specific product, pick a name from the Name column, enter it in the Search by keyword field and press
Enter.

4. Click B to filter the results by Name, Vendor, and Software type (Software/Operating system).

5. Click the Apply or Reset buttons to apply or reset the filters.
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6. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

7. Click View versions under the View Releases column to display the Vendor, Product, Version, Type and End-of-Life
details.

8. Click Bto download a CSV file containing details of all products.

Suggest Software

100

Use the Suggest Software page to suggest new software to our Research Team. After clicking the Suggest Software
button, the Suggest a software window appears. You must provide a Software name, Software version, a valid URL to the
software Internet page, valid email addresses, and an optional comment.

Note « Multiple email addresses can be added in the Email field. Use a semi-colon or comma to separate multiple e-mail

addresses.

Suggest a software x

Single software Upload File

Software name
Google Chrome
Software version

10123

Software URL

https/Ainvww flexera.com

Email

Comment

Google chrome suggestion request

cancel “

You can also upload a CSV file or a TXT file with multiple product suggestions. Each row from the file must contain all
details needed for a single product suggestion (Name, Version, and a valid URL).

Note « Multiple email addresses can be added in the Email field. Use a semi-colon or comma to separate multiple e-mail

addresses.
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commant

Software suggestion request from the csv fle

Column with software names
product name

Column with software versions
prodiuct version

Column with software URLS

url

product name prackuct version wt
cangie Mask 270 itpa:raggoge com

et 208 [rmp————

Upon successful import, all entries present in the CSV file will be displayed in the Suggest Software page. Under Status
column you can view the status as given below:

Table 7-1 « Suggest Software Status Column Details

Status Description

Request Sent Indicates the suggested software request as been sent to SVR.

Needs Clarification  Indicates that the suggested software request needs clarification.

In Progress Indicates the suggested software request is In progress.

Not Applicable Indicates that the suggested software suggestions can not be tracked.
Pending Review Indicates that the suggested software review in pending

Completed Indicates that the suggested software is added to SVR.

Rejected Indicates that the suggested software request is rejected.
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Download Software Suggestion Tool

Use this page to suggest a software that is not detected by SVR. After clicking the Suggest Software button.

Task To specify Suggest Software:
1. Open the Research > Products Database > Suggest Software page.

2. Click Download Software Suggestion Tool button to download the Software Suggestion Tool.

0D
Tr—

3 Software Vulnerability Research

@ Dashboard

Suggest Sofware

Browsing 1-20 of 124 suggestions

Created

Software Name Version  URL Email Comment saws O Created
Notifications o1
a rap 10x O — et ason
Google Chrome 1090541475 hifps . google.cominilen_inichrome oaest aeeon
0 Vulnerability Manager
Notepad++:a free (GPL) ) Request 202301-
e ooy 7950 hitpsinotepac-plus-plus.org/dowrioads! e 2
hitps:/ome meafee. com/donnicads/iree-vius- The suggested software doesntget  Request 2023.01-
Moat PI M7
@ Research HERSMHEERS 8 scan ] detected by our Agent sent 31

3. Open the Software Suggestion Tool.

4. The Software Suggestion Tool window includes the following properties:

Property Description

Account Token Click Get Account Token and select the desired token number.

Program name auto-populates with respect to the selected program file. Modify the name
(If required).

Program Name

Program File Click browse and select file from the preferred location.

Program URL Specify the program URL.

102 SVR-FEBRUARY2023-UG00 Software Vulnerability Research User Guide



Chapter 7 Research
Products Database

Email Address Specify valid email addresses.

Note « Multiple email addresses can be added. Use a semi-colon or comma to separate
multiple e-mail addresses.

Additional Add additional information (if required).
Information

5. After entering the above details, click Send to Flexera button.

E Software Suggestion Tool - O .

This tool allows you to browse for an application you wish to submit to Flexera’s Secunia Research Team to consider adding to our
database of security products we detect. Please browse for the primary EXE of the application, then click Send to Flexera.

You will need to provide your account access token before you can submit data.

Account Token E 17 Get Accourt Token
File Details

Program Name |Suggeﬂ50ﬂwae |
Program File [ tSoftware exe | [ Browse |
Program URL |h‘rtp_'ﬁwww.ﬂexera_com |
Email Address | |

Addttional Information

View My Software Suggestions | : Sendto Flexera

6. Upon successful action, the details of the suggested software will be added in Suggest Software page.

7. Byclicking on the View My Software Suggestions button, it navigates to the Research > Products Database >
Suggest Software page where the details of the software suggestion will be displayed.
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Assessment Scenarios

Edition - This Assessment module is not available for Software Vulnerability Research.

With Flexera’s Software Vulnerability Research, you can scan target hosts using a variety of approaches:

Agent-Based Scan - Requirements for Windows

Agent-Based Scan - Requirements for Mac OS X

Agent-Based Scan - Requirements for Red Hat Enterprise Linux (RHEL)
Vulnerable Software Discovery Tool Command Line Options

Scanning Via Local Agents

Note - [fthe WSUS Self-Signed Certificate will be used to sign the update packages created by Software Vulnerability
Research, you can use a different certificate as an alternative.

[

Important « Administrators must ensure that Software Vulnerability Research and its Vulnerable Software Discovery Tool
have access to all necessary system and online resources which allow the application to run as intended. The following
addresses should be white-listed in the Firewall/Proxy configuration to ensure that the client system is allowed access to these
online resources:

crl.verisign.net
crl.thawte.com
http://crl3.digicert.com
http://crl4.digicert.com
http://*.ws.symantec.com

https.//app.flexerasoftware.com/
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Note « Ifa machine has not checked in with Software Vulnerability Research in 90 days, the machine will be removed from
your view. If the machine checks in again, it will reappear.

Agent-Based Scan - Requirements for Windows

The flexibility offered by Software Vulnerability Research ensures that it can be easily adapted to your environment. To
deploy the Windows agent, see Deploy a Windows Agent.

If you choose to scan using the installable Agent (Agent-based scans), the following requirements should be present in the
target hosts:

Table 8-1 « Agent-Based Scan / Windows System Requirements

Requirement Description

Permissions Administrative privileges to download and install Software Vulnerability Research’s Vulnerable
Software Discovery Tool files SYMScanInstall.msi and SVMScan. exe from:

https://app.flexerasoftware.com/

Access Access to:

https://agent.app.flexerasoftware.com

Operating systems  ®  Microsoft Windows Server 2008 R2, 2012, 2012 R2, 2016

®  Microsoft Windows Operating System 7 Service Pack 1, 8.1, 10

Internet SSL 443/TCP to https://app.flexerasoftware.com/
Connection

Update agent Windows Update Agent 2.0 or later

Port Port 443 (standard HTTPS) to access the cloud
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Agent-Based Scan - Requirements for Mac OS X

The following requirements should be met before installing the Software Vulnerability Research’s Vulnerable Software
Discovery Tool for Mac (see Deploy a Mac Agent) on an Intel-based Mac OS X machine:

Table 8-2.
Requirement Description
Operating System Supported operating systems:
® 10.8 Mountain Lion
® 10.9 Mavericks
® 10.10 Yosemite
® 10.11ElCapitan
® 10.12Sierra
® 10.13 High Sierra
® 10.14 Mojave
Permissions ®  Administrator at minimum (“root” privileges required for the installation)
® Theuserinstalling the Agent must have 'execute' permissions on the file (chmod +x)
Internet Connection SSL 443/TCP to https://app.flexerasoftware.com/.

To scan Apple Mac OS X machines, you need to deploy the Vulnerable Software Discovery Tool for Mac locally on the target
system. This Vulnerable Software Discovery Tool for Mac pulls information from text and binary coded plist files.

The installation can only be done under the Mac Terminal, as the Vulnerable Software Discovery Tool for Mac will be
installed as a daemon (service) under the LocalSystem account.

Installation of Local Services on Mac OS X systems requires root privileges. The “root” account is disabled by default on
Mac systems. Therefore you need to enable it to proceed.

To view and edit the assessment configurations for Mac OS X, see:
® Prepare Your Mac

® |Install the Vulnerable Software Discovery Tool for Mac

Prepare Your Mac

Installation of daemons (services) on Mac OS X systems requires root account privileges. This means that the root account
should always be used when installing the Vulnerable Software Discovery Tool for Mac.

You can switch to your local root account by using the command “su root’ in your Mac Terminal. You will be prompted to
provide the password for the root account.

Software Vulnerability Research User Guide SVR-FEBRUARY2023-UG00 107


https://app.flexerasoftware.com/

Chapter 8 Assessment Scenarios

Agent-Based Scan - Requirements for Mac OS X

108

bash-3.2% su root
Password:

Provide the password for “root” if you know it. If you are not certain about the password, you may want to try entering
“toor”, which is the default password for the root account, or you may also try with the current password of your
Administrator account. Both ways may work, but if the account is disabled on the system, none of the passwords would
work.

[

Important « The Terminal window will not display the password you typed in. Once you have entered the password correctly,
press ENTER and wait for confirmation.

If you do not know the password for the root account, or the latter is currently disabled, you can perform the following
actions to enable the account and set a new password:

® Open Terminal

® Typesudo passwd root

® Provide a new password

For more details on how to enable root account on Mac OS X systems, refer to:

http://support.apple.com/kb/ht1528

[

Important « If you cannot enable the “root” account on the Mac, or you prefer to not use it directly, you can alternatively use
the “sudo” switch before each command associated with Vulnerable Software Discovery Tool for Mac activities. For example:
sudo ./svmscan_macos -c -v -v -v can be used to install the Vulnerable Software Discovery Tool for Mac on the system.

Once you are ready with setting/logging the root account, you are one step away from installing the Vulnerable Software
Discovery Tool for Mac.

When you download the Vulnerable Software Discovery Tool for Mac on your system, normally the file is being set with
limited file permissions on the system. You must check whether the file is allowed execution on the system by using the 1s
-1 command, which will list the file and will show its file permissions.

sh-3.2% 1s -1
total 3048
—-rw-r——r—-—@ 1 administrator staff 15538928 Oct 25 12:25 svmscan_macos

In case the permissions do not include execute rights (the “x” character) for any user, you should set them for the root
account by using the chmod +x command.

chmod +x svmscan_macos

sh-3.2# chmod +x svmscan_macos

sh=-3.2# 1s -1

total 3048

—rwxr=xr-x@ 1 administrator staff 1558928 0Oct 25 12:25 swmscan_macos

(If you are not using the root account, add sudo before chmod.)
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Install the Vulnerable Software Discovery Tool for Mac

The traditional way of installing the Vulnerable Software Discovery Tool for Mac is as a daemon (similar to local service in
Windows) as it will operate under the Mac OS X LocalSystem account. Install the binary by using the Mac Terminal services
as follows:

Task To install the Vulnerable Software Discovery Tool for Mac:
1. Prepare Your Mac (if not already done).
2. Browse to the directory where you have placed the svmscan_macos binary file.
3. Type the following command to install the Vulnerable Software Discovery Tool for Mac: . /svmscan_macos -i

sh=-3.2# ./svmscan_macos -i

[18/25 12:37:27.421] Initializing Flexera Software Vulnerable Software Discowvery
Tool B.0.0.344

[18/25 12:37:27.453] GUID : 41713AB6-9437-4BED-AlEG-SCARBDOBE3ACL

[18/25 12:37:27.493] 'Flexera SVM Scanner' service started

[18/25 12:37:27.493] 'Vulnerable Software Discovery Tool' successfully installed
[18/25 12:37:27.493] Vulnerable Software Discovery Tool B.0.0.344 shutting down

The Vulnerable Software Discovery Tool for Mac shows in the Software Vulnerability Research console approximately
15 minutes after the installation.

4. Tolauncha new scan manually under the Mac Terminal, issue the command . /svmscan_macos -c”

5. Usethe “-h” switch to see a full list of parameters supported by the Vulnerable Software Discovery Tool for Mac.

Agent-Based Scan - Requirements for Red Hat
Enterprise Linux (RHEL)

To deploy the Vulnerable Software Discovery Tool for Red Hat Linux 6 RPM and Vulnerable Software Discovery Tool for Red
Hat Linux 7 RPM, see Deploy a Linux Agent.

Note « The symscan_linux agent for RHEL is architecture independent (that is, it works for 32- and 64-bit).

To install the Single Host Agent on a Red Hat Enterprise Linux (RHEL) machine, the user:
® Must be a member of the sudoer group.

® Must have write access to the /etc/smvscan folder to save configuration data.

® Must have a RHEL machine that supports the following operating systems:

® RHEL 6: requires bash, gzip, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32),
libuuid(x86-32), yum, yum-security

® RHEL 7:requires: bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32), libuuid(x86-
32), yum

To install the RHEL agent, see Install the Vulnerable Software Discovery Tool for Red Hat Linux 6 RPM and 7 RPM.
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Note « It may be possible to install the scan Agent on RHEL operating systems and configurations other than those described
above. However, these have not been tested and are not supported by Flexera.

Install the Vulnerable Software Discovery Tool for Red Hat
Linux 6 RPM and 7 RPM

Note « This is a sample reference implementation that you can use to help guide your setup.

For information on installing the Vulnerable Software Discovery Tool for Red Hat Linux 6 RPM and 7 RPM, see:
® |Installing the Vulnerable Software Discovery Tool

® Specifying Proxy Settings for the Scanner (Recommended Method)

Specifying the LAN Group of the Machine

® Immediately Update the RHEL Agent Configuration

Uninstalling the Scanner RPM Package

Installing the Vulnerable Software Discovery Tool

To install the Vulnerable Software Discovery Tool for Red Hat Linux 6 RPM and 7 RPM, perform the following steps.

Task To Install the Vulnerable Software Discovery Tool for Red Hat Linux 6 RPM and 7 RPM:

1. The 6 RPM tool requires: bash, gzip, sed, gawk, procps, coreutils, glibc(x86-64), libcurl(x86-64), libconfig(x86-64),
libuuid(x86-64), yum, yum-security

The 7 RPM tool requires: bash, sed, gawk, procps, coreutils, glibc(x86-64), libcurl(x86-64), libconfig(x86-64),
libuuid(x86-64), yum

2. Login asroot at the RHEL machine and install/update the package (the same command line option works for both
cases):

su root

yum localinstall --nogpgcheck:

Red Hat 7 RPM: yum install <path>/svmscan_linux-8.x.xxx-x.el7.x86_64.rpm

Red Hat 6 RPM: yum install <path>/svmscan_linux-8.x.xxx-x.el6.x86_64.rpm
Specifying Proxy Settings for the Scanner (Recommended Method)

You can update the proxy setting to override the environment variables.
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Task To specify proxy settings for the scanner:
1. Update the proxy setting in the configuration file /etc/csia/svmscan_conf
2. Login asroot and restart the scanner service:

su root
service com.flexera.svmscan restart (RHEL 6)

OR

systemctl restart com.flexera.svmscan (RHEL 7)

Specifying the LAN Group of the Machine

This setting will be overridden if the DNS domain name of the machine is publicly available (check with the
“dnsdomainname” command).

Task To specify the LAN group of the machine:
1. Update the LanGroup setting in the configuration file /etc/csia/svmscan_conf
2. Loginasroot and restart the scanner service:

su root
service com.flexera.svmscan restart (RHEL 6)

OR

systemctl restart com.flexera.svmscan (RHEL 7)

Immediately Update the RHEL Agent Configuration

If you have set the Agent check-in time to, for example, 1 day, it will be 1 day until the RHEL Agent picks up any
configuration changes. If you want the RHEL Agent to immediately adapt to configuration changes, you can use the
commands below to accomplish this by simply restarting the Agent service.

Task To immediately update the RHEL agent configuration:
1. Login asroot and restart the scanner service:

su root
service com.flexera.svmscan restart (RHEL 6)

OR

systemctl restart com.flexera.svmscan (RHEL 7)

Uninstalling the Scanner RPM Package

To uninstall the scanner RPM package, perform the following steps.
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Task To uninstall the scanner RPM package;
1. Login asroot and uninstall the scanner RPM package:

su root
yum erase svmscan_linux.x86_64

Vulnerable Software Discovery Tool Command
Line Options

You can use the following command line options for the Vulnerable Software Discovery Tool.

® Help

® \ersjon
® |nstall

® Uninstall

® Modify Settings
® Controlling the Service
® Scanning from the Command Line

® Agent Configuration Options

Help

Run the Vulnerable Software Discovery Tool to get instructions and a list of command line options (ignores all other
command line options, prints instructions and exits immediately). Also prints version as with -V. Exclusive:

SVMScan.exe -h

Version

Print the version number of the Vulnerable Software Discovery Tool on the command line (exclusive):

SVMScan.exe -V

Install

The following explain how to install the Vulnerable Software Discovery Tool from the command line:
® Install as Current User
® Install to Run as LocalSystem

® [nstall to Run as <user>
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® Install to Run as <user> with <password>

® [nstall But Without Writing Anything to the Registry

Install as Current User

Install the Vulnerable Software Discovery Tool from the command line, with configuration options. Installs as current user,
prompts for password, settings saved to HKCU:

SVMScan.exe -i <config options>

Install to Run as LocalSystem

Install the Vulnerable Software Discovery Tool from the command line to run as LocalSystem, with configuration options.
Saves settings to HKLM:

SVMScan.exe -i -L <config options>

Install to Run as <user>

Install the Vulnerable Software Discovery Tool from the command line to run as <user>, with configuration options.
Prompts for password and saves settings to HKEY_<user>:

SVMScan.exe -i -R <user> <config options>

Install to Run as <user> with <password>

Install the Vulnerable Software Discovery Tool from the command line to run as <user>, with <password> with
configuration options. Saves settings to HKEY_<user>:

SVMScan.exe -1 -R <user>:<password> <config options>

Install But Without Writing Anything to the Registry

Install the Vulnerable Software Discovery Tool from the command line but not write anything to the registry (also works
with -R and -L):

SVMScan.exe -i -N

Uninstall

Uninstall the Vulnerable Software Discovery Tool service, remove all settings and delete the key from the registry where the
service reads them from:

SVMScan.exe -r

Note - The -L and -R options are irrelevant when uninstalling.

If the service is installed but cannot be removed, then the registry settings aren't removed.
If the service is not installed, does nothing.
If the registry settings cannot be removed, a warning is given, and the service is removed regardless.

To uninstall the Vulnerable Software Discovery Tool service, while leaving the registry settings intact:
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SVMScan.exe -r -N

To remove the service, if installed, and delete the Vulnerable Software Discovery Tool registry key from everywhere in the
registry (exclusive):

SVMScan.exe --delete-all-settings

Modify Settings

Save the command line setting to the registry, so the service will use it. The settings are saved to the location based on
where installed the Vulnerable Software Discovery Tool reads the settings from. If the Vulnerable Software Discovery Tool
is not installed, or the settings cannot be saved to the correct location, nothing is saved, an error is printed and the
command aborts:

SVMScan.exe -S <config option>

Controlling the Service

Starts the service if it is not running (exclusive):

SVMScan.exe --start
SVMScan.exe --restart

Stops the service if it is running (exclusive):

SVMScan.exe --stop

Scanning from the Command Line

114

Run the Vulnerable Software Discovery Tool with immediate command line scan, with options. Ignores registry settings
and server settings:

SVMScan.exe -c <config options>

Run the Vulnerable Software Discovery Tool with immediate command line scan for Proof of Concept environments that
will process scans fast, typically less than 1 minute:

SVMScan.exe -c --urgent-scan

Run the Vulnerable Software Discovery Tool locally in service mode as current user, reading options from command line,
registry and server, with command line options taking precedence, then server options, then registry options. To stop the
service once it is running, press CTRL+C:

SVMScan.exe -fg <config options>

If possible, run the Vulnerable Software Discovery Tool locally in service mode as a different user with -L and -R. This will
read options in exactly the same way as a service, with the exception of <config options> on the command line override
which, unlike a service, has no command line:

SVMScan.exe -fg -L <config options>
SVMScan.exe -fg -R <user> <config options>

Order of precedence:

®  Settings given on command line take precedence but, when running as a service, there is no command line.
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®  Settings from server take precedence over settings read from registry.

Agent Configuration Options

The following table lists the Agent configuration options.

Table 8-3 « Agent Configuration Options
Category Configuration Option

Program Options -A/--network-appliance

Description

Run in Network Appliance mode.

-c¢/--cli

Run software inspection from the command line using
command-line settings and server-supplied settings.

Exit codes returned:

SUCCESS

SERVER BUSY
OPERATION FAILED
SERVICE FAILED

w N RO
1

-d <path> --debug <path>

Write diagnostic information to the specified file.

--getfileinfo <path>

Directory for output file

-h/--help

Display this message and exit.

-n/--checkin-interval
<interval>

Set the check-in interval for the service. This settingis in
the format INTEGER followed by M/H/D representing
minutes, hours, or days.

Example: 10M for a 10-minute interval or 2H for a two-
hour interval

-o/--outdir <path>

Directory for output file

-oc/--output-csv <file>

Output inspection results to a CSV file.

-0x/--output-xml <file>

Output inspection results to an XML file.

-si/--scantime_interval
<minutes>

Set arandom range to delay running software
inspection. 0 means no random range, or 1-60 minutes.

--skip-wait/--skipwait

Skip the initial 10 minute wait before the first check in.

-v  --verbose

Display or log additional diagnostic information.

-V/--version

Display program version information and exit.

Use this option when you want to check the version of
the agent.
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Table 8-3 « Agent Configuration Options (cont.)

Category Configuration Option Description
Customer Area -g/--group <group> Create host as a member of <group> in your Software
Option Vulnerability Research Account (defaults to domain or

langroup if unspecified).

Mac Agent Option --delete-all-settings Deletes all information, including Globally Unique
Identifiers (GUID), from the system to ensure it is clean to
accommodate a new installation.
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Category

Network Settings

Configuration Option

-D --direct-connection
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Description

Bypass proxy, use direct connection.

--forcehttps Force HTTPS, regardless of port.
When this option is not specified, we default HTTPS on
port 443 and HTTP on other ports. This option is for
debugging purposes.

--ignore-ca Ignore unknown certificate authority.

--ignore-cn Ignore invalid Common Name in cert.

--ignore-crl Ignore Certificate Revocation list.

--pac-url <url>

Proxy Autoconfig url

--request-timeout <minutes>

Sets a timeout on network connections. Set for 1-10
minutes or use 0 for no timeout.

Use this option to increase the timeout period of HTTP
requests to prevent the timeout error when the server
does not respond in 2 minutes.

-U <user:pass> --proxy-user
<user:pass>

Set proxy credentials (saved in encrypted form).

--use-network-winhttp

Enable WinHttp network stack.

Use WinHTTP when you want the agent to control the
behaviors of the HTTP Internet protocol. We default
WiIinHTTP to force using TLS 1.2. Also, the command line
options for proxy such as -x, -U, and -D are designed to
work in conjunction with WinHTTP. This option is for
debugging purposes.

--use-network-wininet

Enable WinInet network stack (default).

Use WinINet when you want to control the behaviors of
HTTP Internet protocol using the Internet Options. Since
WinINet does not have services support, the agent
running as a service ignores this option. This option is for
debugging purposes.

-X <proxy:port> --proxy
<proxy :port>

Set proxy.
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Table 8-3 « Agent Configuration Options (cont.)

Category Configuration Option Description

Proxy Options -D/--direct-connection Force direct connection, overriding default internet
proxy settings.

--pac-url <URL> Specify the URL of the Proxy Auto Configuration file
(.pac/.dat).

-U/--proxy-user <user[:pass]>  Specify Proxy authentication.

-X/--proxy <host[:port]> Use HTTP proxy on given port.

Scan Options - -check-wmi Use WMI to get Windows updates.

Use this option to query Windows updates on SCCM
using WMI in addition to a query using Windows Update
Agent.

This option could be used to see if the SCCM client on the
device/host can be used for reporting missing KBs.

-t/--type Software scan type:

® Minimal Scan—Scan Type 1: Inspect applications in
default locations only.

® Optimal Scan—Scan Type 2: Inspect applications in
non-default locations.

®  Full Scan—Scan Type 3: Inspect all .dll, .exe, and
.ocx files.

For details, see Scan Types.

-w/--no-os-update/--no-win- Do not connect to Windows Update.
update
--wua-proxy <0,1 or Configure proxy settings for Windows Update.

host[:port]>
®  (: Use the default setting.

®  1:Use the proxy configured with -x/--proxy.

® <host[ :port]> Manually set the proxy host and
port.
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Category Configuration Option

Chapter 8 Assessment Scenarios
Vulnerable Software Discovery Tool Command Line Options

Description

Scan Settings that -g <group> --group <group>
Server Can Override

Group name for association

-n <minutes>M --checkin-
interval <minutes>M

-n <hours>H --checkin-
interval <hours>H

Set Check-in interval.

-W --no-win-update --no-os-

Disable windows update check.

update
Security Options --ignore-ca Ignore Unknown SSL Certificate Authority (CA).
--ignore-crl Ignore SSL Certificate Revocation Check.
--ignore-cn Ignore Invalid SSL Certificate Common Name (CN).
Server Options --userid <userid> Set the Software Vulnerability Research access user ID.

--token <token>

Set the Software Vulnerability Research access token.

--host <hostname>

Set the Server hostname.

--port <port>

Set the Server port.
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Vulnerable Software Discovery Tool Command Line Options

Table 8-3 « Agent Configuration Options (cont.)

Category

Configuration Option

Description

Service Options

--delete-all-settings

Delete all settings related to this program from the
registry.

Deletes these settings from all registry keys.

--dry-run/--dryrun

Run up to the point of scanning without writing any
changes and then exit (useful to log the configuration).

Use this option to examine if the agent is able to run and
communicate with the server. It will exit before scanning
and won't make any changes to the system. You can use
this option along with -c.

-i/--install

Install service.

-L/--localsystem

Run the service as the LocalSystem user.

--manual

When installing, set service to only be started manually,
rather than automatically

-N/--no-registry-write

When installing, do not write any settings to registry.

When removing, do not delete settings from registry.

-p/--copy <dest>

Before installing, copy executable file to <dest> and
install the service to run from <dest>.

-r/--remove

Remove service.

-R/--runas <user[:pass]>

Specify the user the service should run as.

For a domain user type "user@domain" or "domain\user"

-S/--only-save-settings

Only save settings from the command line to registry, as
the relevant user.

Does not run, install or remove.

Use this option when you want to modify the agent
registry settings after the agent is installed. You need to
restart the agent service to make the changes effective.

This option could be used to edit the server options like
userid/token/host/port stored in the registry.

This setting is the opposite of “-N” options. If -N is used,
no registry setting will be edited.
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Chapter 8 Assessment Scenarios
Scanning Via Local Agents

Description

Category Configuration Option
Service Recovery --service-failure-actions
Settings: <actions>

Failure actions and their delay time (in milliseconds),
separated by / (forward slash) - e.g., run/5000/reboot/
800. Valid actions are <run|restart|reboot>.

(Must be used in conjunction with the --service-failure-
reset option)

--service-failure-command
<command line>

Command line to be run on failure.

--service-failure-flag

Changes the failure actions flag setting of a service. If this
setting is not specified, the Service Control Manager
(SCM) enables configured failure actions on the service
only if the service process terminates with the servicein a
state other than SERVICE_STOPPED. If this setting is
specified, the SCM enables configured failure actions on
the service if the service enters the SERVICE_STOPPED
state with a Win32 exit code other than 0 in addition to
the service process termination as above. This setting is
ignored if the service does not have any failure actions
configured.

--service-failure-reboot
<message>

Message broadcast before rebooting on failure.

--service-failure-reset
<period>

Length of period of no failures (in seconds) after which to
reset the failure count to 0 (may be INFINITE).

(Must be used in conjunction with --service-failure-
actions)

Scanning Via Local Agents

Software Vulnerability Research provides different Scan Types, enabling you to select the one that best suits your
environment. The Agent-based deployment is more robust and flexible for segmented networks or networks with mobile
clients (for example, laptops). Once installed, the Vulnerable Software Discovery Tool will run silently in the background.

This is the recommended scanning approach due to its flexibility, usage convenience, and performance.
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Scanning Via Local Agents

Scan Types

Under Scan Configuration settings, you will be asked to select a scan type, which are compared below.

122

Table 8-4 « Scan Types

Scan Type

Minimal Scan - Scan Type 1

Folders Searched

Default folders only

Example: Program Files

File Name Match

File names are matched
first; then metadata is
matched.

Example: c:\Program
Files\Mozilla
Firefox\Firefox.exe

Applications Detected

Known applications in
predefined locations on a
device

Optimal Scan - Scan Type 2

All files and folders

File names are matched
first; then metadata is
matched.

Example: c:\Custom
Mozilla Firefox
Folder\Firefox.exe

Known applicationsin
any location (“portable
applications”) on a device

Full Scan - Scan Type 3

All files and folders

Metadata only

Example: c:\Custom
Mozilla Firefox
Folder\myFirefox.exe

Renamed applications
that match a pattern
detected in the first two
scan types such as .exe,
.dll, and .ocx in any
location on a device
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Assessment Reports

N

Edition - This Assessment module is not available for Software Vulnerability Research.

The Assessment pages display where software vulnerabilities are installed across your organization by device and product.
A list of advisories is also provided to address software vulnerabilities.

® Overview
® Devices
® Products

® Advisories

Overview

The Overview page displays a tree view of the Device Groups within your environment. Click an item under the My
Environment listing to view the Average System Score, Device Details, Last Scan Details, and Product Details of the
security status of the Device Group.

You can customize your Device Groups using Smart Groups.

Click the Devices, Products and Advisories tabs to view detailed information regarding the selected Device Group.

[

Important « You must first download and deploy Software Vulnerability Research’s Scan Agent to scan your devices. Refer to
Downloads for further information.
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Overview

Assessment > Overview o J

Overview Devices Products Advisories

~ ©@ My Environment

My Environment

> & com

> i local Devices - System Score

80.05

oo 3

224 &0-50 1

~ & My Smars Groups = iuu " Z
5

oo 1 Urinowen o

” Not Calculated o

. <18th

Windows Update Failed (Partial Scan). 2 Products - Status.
Total 20

Product Details

Smart Groups

Smart Groups organize your environment by defining specific groups of devices, products, or advisories to identify and
meet regulatory needs that are situation specific. These Smart Groups filter assessment results and reports to prioritize
remediation efforts.

This section includes the following Smart Group topics:
® Smart Group Selection Order
® Create a Smart Group

® Create a Smart Groups Report

Smart Group Selection Order

124

To create a Smart Group, you can use any combination of device, products and advisories conditions. However, the order
in which conditions are evaluated is this: device conditions filter out the devices on which the following conditions are
applied; products conditions filter out devices without those products installed; advisory conditions filter out products and
devices without those conditions. Following are some sample Smart Group selections.

® Only device conditions—Select those devices and show all products and advisories detected on those devices

® Only product conditions—Select the devices that have the products installed and show devices and advisories for
those products

® Only advisory conditions—Select the devices and the products that have those advisories associated

® Alltypes of conditions—Select the devices; then select devices with the product conditions and eliminate devices or
products that do not have the advisory conditions. This selection order ensures that a group with the conditions
“Windows platform, Python product installed, Highly and extremely critical advisories” show devices that have a
Python product with highly critical advisories. This selection order also ensures you do not include devices with
critical advisories on products that are not Python.
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Product secure type—Is context dependent on the list of devices; a product can be insecure on one device and secure
on other devices (Example: Windows may be insecure depending on the KBs installed on the device). For example, if

you create a Smart Group “Devices from AD group “NorthAmerica” and insecure products”, you might not get
“Windows 8” as insecure in your Smart Group list, although you see it as insecure in the full product list, since
Windows 8 is secure on all devices in your Active Directory (AD).

Create a Smart Group

To create a Smart Group, perform the following steps.

LK

Task

Software Vulnerability Research User Guide

To create a Smart Group:

1.

2.

Click the green + sign next to My Smart Groups.

Assessment » Overview

Overview Devices

w ¢ My Environment

> W com

> il local

+ ¢ My Smart Groups

When the Create Smart Group pop-up window appears, enter the Smart Group Name in the Name field.

Create Smart Group

Name

Advisories

Priority
Normal

Conditions:

Device Conditions

Product Version Conditions

Advisory Conditions

Select the Priority.

Cancel ﬂ

Note « The priority determines how often a smart group recalculates to show the latest results. The more critical the

priority, the more often the results are calculated to reflect the latest data, with the following mention: if all groups are

critical, none are critical. The exact frequency with which results are being recalculated can’t be determined or
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Overview
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guaranteed as it depends on the number of groups in your environment (both Active Directory groups and Smart Groups)
and the priorities set on all Smart Groups.

Select the desired combination of Device, Product Version, and Advisory Conditions. Click the green +sign to add
multiple conditions under the corresponding category.

Note « Device Platform is limited to Windows, macOS, and RedHat Enterprise Linux. If you want to select a particular
operating system (Example: Windows 8), Select Windows as the Device Platform, add Device Condition “Operating
System In’; click “Select Operating System(s)’; enter Windows 8 in the search tab, and click Save.

Note « To make sure date filters like Last Scan Date or Advisory Released conditions reflect the User Interface selection,

ensure that your User Profile includes your time zone preference (Default time zone is set to Europe/Copenhagen). To
change your time zone, go to User Profile and click Edit. Under Preferences, select the appropriate Timezone, and click
Save.

Note « For the Advisory CVSS Score condition, Flexera applies the condition to the CVSS3 value if the advisory has CVSS3
data. Otherwise, the condition is applied to the CVSS2 score.

Click Save. The newly created Smart Group folder will now appear under My Smart Groups.

You can now click Refresh to view the associated Overview, Devices, Products, and Advisories information. The data is
calculated asynchronously, so you will need to change the group selection (or potentially refresh the page) to see the

latest data.
Assessment » Overview
Overview Devices Products

v 7 My Environment
» B com
» @ No-Active-Directory
v P My Smart Groups (+]

B Mac
B Red Hat

Note - Inthe Smart Groups Overview tab is a field titled “Latest data available” with the options “Yes” or “No”. For Active
Directory (AD) groups, a “Yes” response means that no device in the folder tree underneath the AD sent new data. For

Smart Groups, a “Yes” response means no device in a customer’s environment has sent new data. When a new device for
either an AD group or Smart Group sends data, the “No” option appears until the group is reprocessed by the system.
Once the group’s results are recalculated, the “Yes” option will reappear.

Note « The products counts on the device tab represent the total number of products installed on the device, regardless
of the product conditions. The products and advisories counts on the products and advisories tabs are cross conditions.

For example, for conditions “Adobe Flash products, Highly critical advisories’, the counts will represent: Device product
counts: total number of products installed, not just Adobe Flash products; Product advisory counts: number of Highly
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critical advisories affecting the product; Advisory product counts: number of Adobe Flash products affected by the
advisory.

Ensuring an Accurate Advisory Count

To ensure an accurate advisory count between the Assessment module’s User Interface (which considers the user’s
timezone and the Assessment module’s filters for the whole day) and the user-generated Assessment Report, use the
following date filters to create a list of advisories released on a specific date (Example: March 31, 2018):

® Forthe Advisory Initial Release Date and Advisory Current Release Date conditions, enter 2018-03-01.

® Inthe Assessment > Advisories > Advisory List From (date) To (date) filters, enter 2018-083-01 in the From (date)
filter and 2018-03-02 in the To (date) filter.

Create a Smart Groups Report

To create a Smart Groups Report, perform the following steps.

Task To create a Smart Groups report under Analytics > Reports:

1. Click the green + button and select Add Assessment Report.

2.  When the Configure New Assessment Report pop-up window appears, under Device Groups select the appropriate
Smart Group under the My Smart Groups listing.

3. Select any other appropriate report conditions and click Save. The new report will be listed under Analytics >
Reports.

4. To save the report as a CSV file or PDF file:

b.

Select the appropriate Smart Group listing in the grid.
Click View Files.
Click Generate PDF.

Click Download once the file is generated.

Note - For recurring reports based on a Smart Group, the Smart Group contents are recalculated, based on the conditions
before the report is sent out, to reflect the latest data for your selection.

Devices

The Devices page displays the details of the scan configuration status of all Devices or machines within your environment.

The Last Scanned column refers to the last time the Vulnerable Software Discovery Tool (Daemon) submitted scan data to
the userinterface. The time stamp in the Last Scanned column refers to the local time zone of the scanned server.
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Devices
The Last Processed column refers to the last time LiveUpdate identified any new advisories that have come in since you
last scanned your system.
Ascss @ -0
pea
Task To view devices:

1. Open the Assessment > Devices > Device List page.

2. Click & and select from the drop-down lists to filter the Devices by Device Name, Platform (Windows, macOS, or
RedHat Enterprise Linux), System score (100, 80-89, 50-79, <50, Unknown, or Not Calculated), Is secure (Yes or No),
and Days since last Scan.

3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

5. Clickanitemin the grid to select Device details, Installed products, Advisories, Queue scan or Delete.

6. Click B to export the results to a CSV file.

Device Details

The Device Details page displays Overview, Installations and Advisories details for the selected Device.
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Task To view device details:

1. Inthe Overview tab, click an Installed or Missing KB Details link to view detailed KB information. The selected KB
Details will be highlighted.

Assessment » Devices » Device Details 9 -rﬂ
QOverview Devices Products Advisories
< Device Overview Installations Advisories
Device details Products
Mame:
. Secure 70
Domain: End-of-Life 9
. Insecure 7

Organizational Unit:

Scan details

Last scanned: Aug 27, 2015 5:00 AM

Last scan status: ‘Windows Update failed (partial scan)
Scans until now: 24

System score

Flexera system score: 81
Advisories: 7

Product details

Insecure: 7
End-Of-Life: 9
Secure: 70
Total: i)
KB Details
Installed: B4338825 | KB4338832 |
Missing. KB2538243 |
Device KB Details X
Installed
Title Description Published On
KB4287903 mmmmm Flash Player. June . o \inerabilities in Adobe Flash Player on certain versions of Windows. ;‘:" e
KB4338825 July 10, 2018—KB4338825 (0OS Build Leamn more about update KB4338825, including improvements and fixes, any known issues, and how  Jul 16, 2018 427
= 16299.547) to get the update. PM
KB4338832 ?;c;‘r]i:ysupdale for Adabe Flash Player July Fixes vulnerabilities in Adobe Flash Player on certain versions of Windows. ;';IJ'I 0, 2018 12:08
Missing
Title Description Published On
KB2538243 MS11-025: Descripfion of the security update for Visual C++ 2008 SP1 Resolves a vulnerability in certain applications that are built by using the Apr i1, 2017
" Redistributable Package: June 14 2011 Microsoft Foundation Class (MFC) Library. 2:43 AM

Close

2. Click B in the Installations and Advisories tabs to export the results to a CSV file.
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Products

3.

for insecure Microsoft products, Product details, and Avai

Assessment > Devices » Device Details

lable Patches.

In the Installations tab, click a Device in the grid to can find further information regarding the device’s Missing KB(s)

o I

Overview Devices Products Advisories

< Device Overview nstallations | Advisories

AllInstallations @) Insecure Installations () Secure Installations EOL Installations ()

Browsing 8 installations

Device + Product ~ Version

Products

= Architecture ‘Secure type = Lastscan ~ Path
Missing KB(s) Product details Available patches
4. Inthe Advisories tab, click an SAID in the grid to view detailed information regarding the Advisory.
Assessment > Devices > Device Details @ J
Overview Devices Products Advisories
< Device " " Overview Installations Advisories
Browsing 7 advisories H
- s s
= : o] ]
SAID Release Date ~ Modified Date. = Title Critieality = Solution Status. Where CVSS Score = Devices < Products *
Advisory details Devices Products Installations
The Products page displays the details of all Products within your environment.
Assessment > Products > Product List @ I
Overview

Devices Products Advisories

Browsing 1-20 of 397 products

% Secure installations.
0
n

Task To view products:
1. Open the Assessment > Products > Product List page.
2. Click B and select from the drop-down lists to filter the Products by Product Status (Secure, Insecure, or EOL),
Product name, and Vendor Name.
3. Click the Apply or Reset buttons to apply or reset the filters.
4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.
5. Clickanitemin the grid to select Product details, Installations or Advisories.
6. Click B to export the results to a CSV file.
130
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The Product Details page displays Overview, Installations and Advisories details for the selected Product.

To view product details:

1.
2. Click B in the Installations and Advisories tabs to export the results to a CSV file.

Assessment » Products » Product Details

In the Advisories tab, click an SAID in the grid to view detailed information regarding the Advisory.

Overview Devices Products Advisories
< "7-zip 16.x" Overview Installations Advisories
Product details Installations
Mame: 7-zZip 16
. Secure 0
Vendor: End-of-Life 2
. Insecure Q0
Is end of life: es
Research Created: May 10, 2018
Devices Details
Insecure Devices 2
Secure Devices: 0
Total 2
Product Installations
Insecure: 0
End-Of-Life: 2
Secure: )
Total 2
Assessment » Products » Product Details o I
Overview Devices Products Advisories
< "7-zip 16.x" Overview Installations Advisories
All Installations (@) Insecure Installations ) Secure Installations ) EOL Installations [
Browsing 0 installations H
Device ~ Product < Version = Architecture Secure type % Lastscan < Path
7-zip 16.x 16000 Windows Intel 32-bit Secure Mar 12, 2018 10:38 AM
Device details
Assessment > Products » Product Details 9 I
Overview Devices Products Advisories
< '"7zip15x"Overview  Installations  Advisories
Browsing 1 advisories H ﬂ
T - & ]
SAID Release Date ~ Modified Date + Title Criticality & Solution Status Where. CVSS Score + Devices % Products s
5A70636 20160515 2016.05-18 7-2ip HFS and UDF File Handling Two Vulncrabilties — Mo Fix From remole 0 3 2
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Advisories

The Advisories page displays the details of all Advisories applicable to your environment.

On this page you can:
® View Advisory Details

® (Create Advisory Tickets

Assessment > Advisories > Adwisory List

Overview Devices Products Advisories

Browsing 1-20 of 280 advisories

sAID Release Date - Modified Date < Title

SAB2609  2016-0420 2018-04-20 Red Hat update for java-1.8.0-openjdk

Criicality ~ + ZeroDay  Selution Status

No Vendor Patched

Instaliations Create ticket

From remote 76 1 1

Task To view advisories:

1. Open the Assessment > Advisories > Advisory List page.

2. Click B to filter the Advisories by Zero Day (yes/no), Impact (select from the drop-down list), CVE(s), SAID, From and
To dates, Criticality (select from the drop-down list), Solution status (select from the drop-down list), Where (select
from the drop-down list), CVSS Minimum Score, and CVSS Maximum Score.

Note « To search for multiple advisories at the same time to determine which advisories apply to more than a single CVE
for which you have interest, enter the CVEs in the CVE(s) filter and leave one space between entries (Example: CVE-2014-
0224 CVE-2014-0160 CVE-2013-0169 CVE-2009-3555 CVE-2015-7575).

3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile

ul.

5. Click a SAID in the grid to view the Advisory or click an item in the list and select Advisory details, Devices, Products

or Installations that the Advisory relates to.

6. Click B to export the results to a CSV file.

Advisory Details

The Advisory Details page displays Overview, Devices, Products and Installations details for the selected Advisory.

Click B in the Devices, Products and Installations tabs to export the results to a CSV file.

Under Advisory Details > Overview is a Zero Day field. Zero Day refers to a vulnerability that is actively exploited prior to
its disclosure. A zero day is one criteria to increase criticality. For example, a typical “Highly Critical” vulnerability becomes

an “Extremely Critical” vulnerability.
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Advisories
Assessment » Advisories > Advisory Details
Qverview Devices Products Advisories
< "SAT042" Overview Devices Products Installations
Google Chrome Multiple Vulnerabhilities
Secunia Advisory ID SATO042
Creation Date 2017-09-22
Criticality s - Highly critical
Mo
Impact Unknown, System access
Where From remote
Solution Status Vendor Patched
Base: 10, Overall: 7.4
Secunia CVSS Scores (AV: NIAC-LIAWNIC:C.C/A.CIE URL-OFIRC-C)
CVE references CVE-2017-5122 | CVE-2017-5121 |
Affected operating system and software
Software
Google Chrome 61.x CPE . N/A
Advisory Details:
Description:
Assessment > Advisories > Advisory Details e J
Overview  Devices  Products  Advisories
< 'SAB1927'Overview | Devices  Products  Installations
All Devices Insecure Devices Secure Devices [ ﬂ
Browsing 14 devices
Device Name ~ Operating System System Score. * * = EOL Versions + Last Scanned = Inventory Source
- Microsoft Windows 8.1 82 2 5 2 Mar 12, 2018 10:20 AM 8.0.0.300
Device details Installed products Advisories Queue scan Delete
Assessment » Advisories > Advisory Details @ J
Overview Devices Products Advisories
< "SAB1995" Overview  Devices  Products  Installations

Browsing 1 products 7

Product name ~ Vendor name s it i i < End of life installations % Secure installations < Installations £
Microsofl Windows 8.1 Microsoft 5 0 0 5
Product details Installations Advisories
Assessment » Advisories » Advisory Details 9 I
Overview Devices  Products  Advisories
< "SAB1927" Querview Devices Products Installations
Allinstallations B Insecure ions @ Secure ions [ EOL
Browsing 1-20 of 22 installaticns H
Deviee = Product % Version + Architecture Secure type 4 Lastscan = Path
SCOM-02 Googie Ghrome 64.x £40.3282.167 Windovis Intel 64-oit End oflfe Feb 17, 2018 9552 AM G\Program Files (x35)\google\chrometapplicationchrome.exe

Device details Product details
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Create Advisory Tickets

From the Assessment > Advisories > Advisory List page, you can create advisory tickets to remediate vulnerabilities
affecting your devices.

Task To create Advisory Tickets:

1. Select the appropriate advisory in the grid and click Create Ticket. When the Create Ticket pop-up window appears,
the Secunia Advisory ID will be populated in the Advisory field.

Assessment > Advisories > Advisory List @ I

Overview Devices Products Advisories

Browsing 1-20 of 224 advisories n

| s Release Date ~ Modified Date < Title Criticality < ZeroDay Solution Status Where Vs Score % Devices  + Products =

# SAB3543 2013-06-04 2018-06-04 ‘Apple iTunes Multiple Vulner abiliies — No ‘Vendor Patched From remote 883 1 1
Advisory details Devices Products Installations Create ticket
Create ticket X

Advisory
SA83543

Status
Priority

Queue

Assigned to

Add comment

“

2. From the Status drop-down list, select the appropriate status. The default ticket statuses are Open, Handled, Closed,
or Irrelevant. See Default Ticket Statuses in Ticket Manager for more information.

3. From the Priority drop-down list, select the appropriate priority. The default ticket priorities are Low, Medium, High
or Urgent.

4. From the Queue drop-down list, select a queue to assign the ticket to.
5. From the Assigned to drop-down list, list, select an individual to assign the ticket to.
6. Inthe Add comment field, add an appropriate comment to the ticket (mandatory).

7. Click Save.
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Patching

Edition « The Patching module is not available for Software Vulnerability Research.

The patching feature in Software Vulnerability Research remediates software vulnerabilities in third-party applications.
Software Vulnerability Research provides Patch and Grouped Patch Libraries that list all patches available for your
environment, provides patch templates and build packages to deploy patches, and tracks deployed patches.

Patch Library
Templates
Packages
Deployment
Patching Tickets

Manual Signatures

Important « Before you can patch, the following Daemon for Windows activities must be completed first.

Install the Daemon
WSUS Configuration and Certificate Troubleshooting
Saving Successful WSUS Self-Signed Certificates

Create a Group Policy to Deploy Your Certificate

Patch Library

The Patch Library page displays details of all patches available for your environment.
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Patching > Patch Library @ T
o B A e el )
- I
Task To view patches:
1. Open the Patching > Patch Library page.
2. Click B3 to filter the patches by Affecting my environment (yes/no), CVE, Product name, Vendor name, Secure
version, SAID, and Has template (yes/no). In the Patch Library grid, the default sorting view includes sorting first by the
Vendor column (A-Z) and then by the Product column (A-Z).
3. Click the Apply or Reset buttons to apply or reset the page layout.
4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
Ul.
5. Click anitemin the grid to select View templates (if a template already exists), Create patch template or Build
packages.
6. Click B to export the results to a CSV file.

To select and deploy patches in your environment, see Patch Template and Build Package.

Templates

The Templates page displays a list of Patch templates that you have created and saved. Each template is linked to the
specific product version the template was created for.

Patching > Templates @ J

Browsing 7 templaces

| Tempiate name - Product Architecture Edition Languages. Created by < Created = Lastupdated s

Patch Library ~ Templates  Packages  Deployment

|4/ APR13_Oracle Java JOK Oracle Java JOK. 32bitB4-bit - Yojanay Apr 18,2018 4:48 Al Apr 18,2018 4:48 AM

=
Task To view templates:
1. Open the Patching > Templates page.
2. Click B3 to filter the templates by Template Name, Architecture, or Language.
3. Click the Apply or Reset buttons to apply or reset the filters.
4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.
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Chapter 10 Patching
Packages

6. To delete multiple templates, select the appropriate templates in the grid and click the Actions button.

7. Click B to export the results to a CSV file.

Packages

The Packages page displays details of all packages available for your environment.

Patching » Packages

Patch Library

Templates

Packages  Deployment

EE[

Task To view packages:

1. Open the Patching > Packages page.

2. Click K2 to filter the packages by Language (select the required installation language or languages from the drop-
down list), Package name, Vendor name, Package status (select Not ready, Building, Ready or Error building from the
drop-down list), Platform (select All, Windows, Mac, Red Hat, Android or IOS from the drop-down list), and
Architecture (select 32-bit, 64-bit or 32-bit/64-bit from the drop-down list).

3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
Ul.

5. Clickanitem in the grid and select Details, Download, Create deployment , View deployments, or Delete to view the
package deployment details for the selected item. Select the check boxes next to the grid items to select from the
Actions drop-down menu.
® Details provides information regarding the package’s unique metadata and origin.
® Download allows you to store the physical file for initial testing purposes before deploying it.
® Create deployment provides options for where you want to publish the patches.
® View deployments takes you to the Deployment menu. You can filter this view to show similarly deployed

packages.
® Delete packages.
6. To publish or delete multiple packages, select the appropriate packages in the grid and click the appropriate option

Software Vulnerability Research User Guide

under the Actions button.

Note - If you choose to publish the selected packages, you must select the server(s) to publish the package to in Package
Deployment.
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7. Click B to export the results to a CSV file.

Deployment

The Deployment page displays details of all patches published in your environment.

Patching » Deployment e J
Patch Library Templates. Packages Deployment
Browsing 4 deployments. n M
Delete selected deployments
= El s =
o
~ Package name =+ Vendor  Published to Deployed to Status. Count Installed Count Failed Ce Count li Las ~
¢/ Apr20_apple Tunes to version 127 4 Apple. Loaded o 0 16 4 Apr 20,2018 5:04 AM
Informati Refresh status Update Deployment Delete Deployment
ula
pea
o=
=
Task To view deployments:
:

1. Open the Patching > Deployment page.

2. Click E to filter the deployments by Package, Vendor, Server, From and To dates, and the Status Options:

® Pending

® Loaded

® Completed

® Failed

® Pending Delete
® Deleted

®  Waiting for signature

3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile

ul.

5. Click anitemin the grid, and you should see the options Information, Refresh status (of the Daemon), Update

Deployment, or Delete Deployment.

6. To delete multiple deployments, select the appropriate deployments in the grid and click the Actions button.

7. Click B to export the results to a CSV file.

Information

After clicking Information, you can view the package deployment details for the selected item.
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Deployment Information - Chrome 70.x 31st Oct to version 70.X

Deployment information
Server cm12sql
Groups
Package name Chrome 70.x 31st Oct to version 70.x
Product name Google Chrome 69.x
Wendor name Google
Status Pending

Created Oct 31, 2018 10:11 PM

Group Publish Details

Deployment tasks
Task type Push package to Patch Server
Created Oct 31, 2018 10:11 PM

Result Hew

Update Deployment

Chapter 10 Patching
Patching Tickets

If you need to see where a package has been published or you need to change the publishing options for one or more
patches, click Update Deployment and the Choose where to publish the patch(es) dialog box will open. Make the needed

changes and click OK.

Patching Tickets

After you Create a Workflow Rule to Create a Patching Ticket, you can view and export patching ticket information and

delete patching tickets.

Patching > Tickets » Ticket List

@ I

Patchlibrary ~ Templates  Packages  Deployment  Tickets

Open tickets

Browsing 17 tickets

L. = Ticket created = Priority. = Product Vendor

L 2ese2 20180711 Default Open High Adobe Reader XI

Affected Devices  View

Adobe Systems

(7] + |

= Secure Version Edition Patch Criticality < sam < Assignedto

8. (Continuous) sAs3983

Edit  Delete

To view and export patching tickets:

1. Open the Patching > Tickets page.

2. Tofilter the results by ticket status, select one of the bold ticket statuses in the upper-left-hand corner followed by a
ticket count. The default ticket statuses are Open, Waiting, Handled, and Irrelevant. See Default Ticket Statuses in

Ticket Manager for more information.

3. Click H to filter the results by ID, From and To dates, Queue, Priority, product, vendor, SAID, and Assigned User.

4. Click the Apply or Reset buttons to apply or reset the filters.
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5. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

6. Click a Secunia Advisory ID (SAID) to view detailed information related to the Advisory.

7. Toview one ticket, click the appropriate ticket check box in the grid and select the Affected Devices (lists all devices
affected by the ticket) or View, Edit, or Delete the ticket. To view multiple tickets, click the appropriate ticket check
boxes in the grid and select an option from the Actions drop-down menu such as Delete multiple tickets (see Delete
Patching Tickets) or Edit multiple tickets.

8. Click B to export tickets to a CSV file.

Delete Patching Tickets

To delete Patching Tickets, perform the following steps.

Task To delete patching tickets:
1. Open the Patching > Tickets page.
2. Insert acheck markin front of the ticket or tickets to delete.
3. Todelete one ticket, select Delete under the listed ticket in the grid.
4. To delete multiple tickets, select Delete multiple tickets from the Actions drop-down menu.

5. When the “Are you sure you want to delete these tickets” pop-up window appears, click Yes.

Are you sure you want to delete
these tickets?
“

Manual Signatures

Using Manual Signatures (also known as External Signatures) allows separating the privilege of Windows Server Update
Services (WSUS) administration from the privilege to mark a package as trusted for deployment. With automatic signatures
(typically, but not always, using a self-signed certificate), the WSUS administrator has full access to a digital certificate and
private key that is trusted by all the machines within the organization. With Manual signatures, WSUS, and thus the WSUS
administrator, does not require access to the private key.

The following sections describe how to process a manual signature:

® Enable Manual Signatures

® Deploy the Agent for a Manual Signature
® Deploy a Patch Package for a Manual Signature
® Manual Signature Notifications
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Enable Manual Signatures

This section describes how to enable manual signatures and how to Share Unsigned and Signed .cab Files.

Task To enable manual signatures:

1. Connectadaemon to your Software Vulnerability Research account by going to Settings > Assessment > Update
Servers & Daemon.

2. Selectadaemon.

3. Click the More Info action. In the pop-up, you will see a summary of the current state: the label Digital signatures:
Automatic and the button Sign packages manually.

4. Toggle the Sign packages manually button to create the desired state: the label Digital signatures: Manual and the
button Sign packages automatically.

Daemon #73 Info X

Version: Daemon/8.0.0.305

Daemon ID: 3b1109ff-22fa-4bde-ab69-c2252fa758%d
Machine 1D:

Digital signatures: Manual Sign packages automatically

Created: 20128-02-12 06:45:40
Last connected: 2018-02-12 09:29:41

Note « The daemon will continue to process requests from the Software Vulnerability Research server while waiting for

the signed . cab file, regardless how long it takes. However, if a new agent is released during this window, the process will
deploy the older version of the agent.

Note - Enabling manual digital signatures changes the behavior of two Software Vulnerability Research patching

processes: Deploy the Agent for a Manual Signature and Deploy a Patch Package for a Manual Signature. Both processes
now require a manual step to sign a . cab file before it can be deployed to WSUS. Reverting to automatic digital

signatures results in future packages being signed with the certificate that WSUS is configured to use, just like occurred
before the introduction of manual signature support. In all cases, the signature that is applied to a . cab file must be
trusted by downstream machines, or updates will not be applied.

Share Unsigned and Signed .cab Files
To access unsigned and signed . cab files from other machines, create and share the following folders:
® Unsigned files (read only is fine): C:\ProgramData\Flexera Software\SVM\SVMPD IO\Unsigned

® Signed files (only useful if writable): C: \ProgramData\Flexera Software\SVM\SVMPD IO\Signed
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Note « Altering or removing these shared folder names while a file is being signed will result in stale paths being shown in the

Software Vulnerability Research user interface. Wait until no files are waiting for signatures before changing shared folder
names.

Deploy the Agent for a Manual Signature

To deploy the Agent for a manual signature, perform the following steps.

=
Task To deploy the agent for a manual signature:
1. Click Deploy Agent.
Hame Hostname Status Created Last connected
Available 2018-01-31 2018-02-05
More Info Schedule Refresh View Servers & Groups Delete Daemon Disable Daemon
2. Selectany target groups.
3. Click Deploy Agent.
Daemon #73 Servers X
- = details
v i All Computers
] computers
i Unassigned Computers
[
4. Onceinitiated, the daemon will download the current agent binary and build a .cab file containing it. Then a Sign
Agent Package pop-up displays the location of the unsigned . cab file to deploy the agent and a location to place the
signed copy of this .cab file.
142

SVR-FEBRUARY2023-UG00 Software Vulnerability Research User Guide



Chapter 10 Patching
Manual Signatures

Manual Digital Signatures X
Sign Agent Package

Unsigned file
Get the unsigned file from this location:
|\\ \Outbox\a8744c02-250f-4623-82ab-363246e57 abe\agent-8.2.cab

Copy Path | Open Folder

Signed file
Place signed file in this location:

|\\ \nbox\aB744c92-259f-4623-82ab-363246e57abe

Copy Path | Open Folder

Close

Note - These two locations have one or two buttons each. Copy Path will always be shown. This button copies the

content of the box above it and enables you to open File Explorer and paste the path. You may also manually copy the
path by selecting it and hitting Ctrl+C or equivalent. If, as shown here, the machine running the daemon has been
configured with the appropriate file shares, the paths will leverage this and Open Folder will be shown. In some browsers
(notably Internet Explorer and Edge), Open Folder will open File Explorer to the path; in others, Open Folder may do
nothing.

5. Copytheunsigned .cab file from the location mentioned under Unsigned file and invoke your organization's process
for getting it signed. Once the . cab has been signed, copy the file into the folder mentioned under Signed file. The
daemon will find the signed file, and, if the signature and chain of trust are verified, deployment to WSUS will
continue.

Deploy a Patch Package for a Manual Signature

To deploy a Patch Package for a manual signature, perform the following steps.

Task To deploy a patch package for a manual signature:
1. Navigate to Patching > Packages.
2. Selecta package.
3. Click Create Deployment.
4. Selectany target groups.
5. Click OK.

6. |Ifthere are no packages, select a product in Patching > Patch Library.
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7. Create a template if necessary, and click Build Packages. Once deployment is initiated, the daemon will download
the patch package and build a.cab file containing it.

8. When the status Waiting for signature appears in the Status column under Patching > Deployment, click Sign
Package (first screen shot below). Then a Manual Digital Signatures pop-up appears with the location of the
unsigned. cab file and a location where a signed copy of this . cab file should be placed (second screen shot below).

Package name % Vendor  Published to Deployed to | Countinstalled  CountFailed  CountPending  CountMotApplicable  Laststatus update
InstalfUpdate 7-zip 15.x to 16.x Offinesibing | Waiting for signaturs | 0 0 ] ] Feb 2, 2018 12:53 FM

Information Sign Package Refresh status Update Deployment Delete Deployment

Manual Digital Signatures X
Install/Update 7-zip 15.x to 16.x

Unsigned file
Get the unsigned file from this location:

| C:\ProgramData\Flexera Software\SVM\SYMPD 10\Unsigned\6dfb56f3-4963-4e49-b277-40b8834ed73

Copy Path

Signed file
Place signed file in this location:

|C:\ProgramData\FIe><era Software\SVMSYMPD 10\Signed\b6dfb56f3-4963-4249-b277-49b8834ed732

Copy Path

Close

Note - These two file locations have one or two buttons each. Copy Path will always be shown. This button copies the

content of the box above it and enables you to open File Explorer and paste the path. You may also manually copy the
path by selecting it and hitting Ctrl+C or equivalent. If, as shown here, the machine running the daemon has not been
configured with the appropriate file shares, the paths will be local to the machine running the daemon, and Open Folder
will not be shown.

9. Access the daemon machine to copy the unsigned . cab file from the location mentioned under Unsigned file and
invoke your organization's process for getting it signed. Once the .cab has been signed, copy the file into the folder
mentioned under Signed file. The daemon will find the signed file, and, if the signature and chain of trust are verified,
deployment to WSUS will continue.

Note « If multiple patch packages are all waiting for signature, it is safe to place signed .cab files in their respective
signed paths in any order. The daemon will deploy the packages as they arrive.

Manual Signature Notifications

Typically, there is a pause between requesting to deploy an agent and the unsigned . cab file becoming available. To
address this issue, you can notify the proper users that a . cab file is ready to be signed, where to get the . cabfile and place
it. To receive a notification, set up a rule in Settings > Workflow Management > Rules.
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Task To create a rule to send a notification when a. cab file is ready to be signed:
1. Add anew rule by clicking the green plus sign in the upper-right hand corner.
2. Specify a rule name, such as Manual Signing, and optionally a description.

3. Select the Rule Trigger channel Patch and the trigger Package ready for manual signing.

E- Choose a
trigger
Choose Rule Trigger
Apj

Patch -

‘ Package ready for manual signing ‘
Patch available

‘ Patch available no customer profile ‘

4. Add and configure any desired actions, such as Email.

-
> &y Addaction
- -

Choose Action

‘ Call service provider ‘

Email
‘ Maortify ‘
SMS

5. Enabletherule.

6. Savetherule.

Once the package is ready for your signing process, the configured notifications are sent. These notifications include
links to the relevant part of the Software Vulnerability Research user interface (either to the Deployment or the
Daemon). These notifications also include the unsigned and signed paths, if the medium permits, as there is no further
need to visit the Software Vulnerability Research user interface to complete the manual signing process.
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Policy Manager

N

Edition « The Policy Manager module is not available for Software Vulnerability Research - Assessment Only.

You can use the Policy Manager pages to configure internal Compliance Policy Rules to associate with your account and
view the details of breaches to your policies.

® Overview
® Policies

® Breaches

Overview

Click a Policy name or Ticket number to view detailed information about the Policy or Ticket.

Click an item in the grid to view policy breaches, view, edit or delete a policy, or click &4 to create a new policy and specify:
® Rule Name—Define a unique name for the Compliance Policy Rule.
® Apply Scope—Define if the rule should apply globally to all users or to a specific user and Watch List.

® SetPolicy Rule Criteria (optional)—Define your tolerances for handling advisories based on the Ticket Priorities,
Ticket Status, Criticality (Severity Rating), CVSS (Common Vulnerability Scoring System) Base Score and Threat Score.
The interval starts from the date when the Advisory was added to the ticketing system.

Note « Set Policy Rule Criteria based on Threat Score (optional) requires purchase of Threat Intelligence Module

Policies

You can use this page to create a new policy and specify the policy rules.
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Policies
To create a new policy, perform the following steps:
o
Task To create a new policy:
1. To create a new policy, click E3.
Policy Manager » Policies ® @ -7
Policies Breaches
Browsing 1 policies
Policy Name Breached Isdisabled  Apply to all users and watch lists Usertoapplyto  Watch List to apply to User Group to apply to Createdby  LastUpdated  Created
UBS testing pre-policy breach . No Yes 2020-08-28 2020-08-28.
Breaches View Edit Disable Delete
m n Page of 1 n m
2. Add new Policy dialog box appears. Enter a unique name for the Compliance Policy Rule in the Rule Name field.
3. Click on the Apply scope drop-down and select the following from the list:
® Apply to all Watch Lists and users
® Applyonly toone user
® Apply only to one Watch List
® Apply only to one User Group
To apply a scope for the specif User, Watch List, or User Group then select Apply only to one user, Apply to one
Watch List, or Apply only to one User Group respectively.
4. The Set Policy Rule Criteria fields are optional and you can follow the dialog box instructions to create criteria to
specifically fit your requirements.
5. Select Enable [ Disable Policy Breach Warning Email option and then select the number of days in the Send Policy
Breach Warning Email Before field.
If you select this option, then you will be able to send a policy breach warning emails for applicable open or waiting
tickets. This warning can be configured for priority based rule of the policy and will enable the ticket assignees to
prioritize their tickets. You will be able to configure the number of days before the policy breach, to send such a
warning.
148
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Breaches
Add new Policy X
Define a unique name for this Compliance Policy Rule.
Rule Name Apply scope
N Al
Apply scope -
Set Policy Rule criteria based on 'Priority’ (optional) Low Interval days
You can select your tolerance for handling an advisory based on the Pricrity. The
interval starts from the date when the advisory was added to the ticketing Medium Interval days
system.
High Interval days
Urgent Interval days
Medium Interval days
Low-Medium Interval days
Medium-High Interval days
Medium-High Interval days
Enable / Disable Policy Breach Warning Email
Send Policy Breach Warning Email Before d
ays
Set Policy Rule criteria based on 'Solution Status' (optional) Unknown Interval days
You can select your tolerance based on each type of Solution Status. The interval
starts from the date when the advisory was added to the ticketing system. No Fix Interval days

6. Click the Save button to begin receiving alerts regarding breaches to the policies you have created.

7. Clickon any policy in the grid and select Breaches, View, Edit, Disable or Delete.

Note - The email notifications will include SLA days as defined in policy rule criteria for priority. If more than one policy is

associated with a newly released advisory, the lowest defined SLA days, will be shown in the email.

Note « The email notifications will include CVSS overall score.

Breaches

The Breaches page displays details of active and inactive breaches to the policies you created. Click an item in the grid to

view or edit the breach details. Click B to export the results to a CSV file.

Policy Manager » Breaches e ..:j

Policies Breaches
Active breaches [ Inactive breaches ()
Browsing 1-20 of 4488 breaches § H

Policy Ticket Reason for Breach Breached Date Last Updated Created

1 - - - 20170505 2017-08-14 2017-05-05

View Edit
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Analytics

Use the Analytics pages to filter data contained in the widgets and to create dynamic reports on Advisories, Tickets,
Devices and Products.

The Analytics widgets are dynamic, and you can segment information by clicking the individual chart legends or segments
in any widget to alter the data displayed accordingly.

Advisories
Tickets
Devices
Products
Reports

LiveUpdate

Advisories

The Advisories page displays widgets that contain information regarding:

Secunia Advisories—Displays a month-by-month bar chart of the number of advisories based on your configured
Watch Lists.

Advisories by year—Displays a bar chart of the number of advisories based on your configured Watch Lists.

Advisories by level of criticality—Displays a color coded pie chart of the criticality levels (Extremely critical, Highly
critical, Less critical, Moderately critical, None (Rejected) and Not critical) of advisories based on your configured
Watch Lists.

Advisories by solution status—Displays a color coded pie chart of the solution status (None (Rejected), Partial Fix,
Unpatched, Vendor Patched and Vendor Workaround) levels of advisories based on your configured Watch Lists.

Advisories by attack vector—Displays a color coded pie chart of the attack vector (From local network, From remote,
Local system, and None (Rejected)) of advisories based on your configured Watch Lists.
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® Advisories by CVSS score—Displays a bar chart of the CVSS score intervals for the Advisories. The intervals follow
standard mathematical notation, for example, (3, 4] means strictly greater than 3 and less than or equal to 4. The
interval starts from the date when the advisory was added to the ticketing system.
The Analytics widgets are dynamic, and you can segment information by clicking the individual chart legends or segments
in any widget - with the exception of Secunia Advisories and Advisories by year - to alter the data displayed in all widgets
and the Advisory details grid accordingly.
Note « Click the 7 icon to see more information about the widget.
Analytics > Advisories e J
Advisories Tickets Devices Products Reports
Advisory Analytics and Reports
fatch Lists > 20170319 x B 20180319 x B Criticality - “
- |
Secunia Advisories § Advisories by year §
- - - - " P e S giEzEEse s
Advisories by level of criticality £ Advisories by solution status / Advisories by CVSS score §
| [ 1200
W Partial Fix 1‘5%%
- it
Moderately critical I vendor Patched §§§
[iNone Rejected) VendorWorksround 380
. £ Wnet critical 05
=
Task To view analytics for advisories:
1. Open the Analytics > Advisories page.
2. Click B3 to filter the results by Watch List, From and To dates, and Criticality (select from drop-down menu).
3. Click the Apply or Reset buttons to apply or reset the filters.
4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.
5. Click Save Layout to save the page layout. Adjusting the size of the widgets activates this function.
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Secunia Advisaries | fiDeleze  Advisories by year 1l Deleze
- R
gos
Ban
3 Advisories by solution status | B Deleee
Advisaries by level of criticality J
‘ . Extremely critical
3 . Highly critical
. Less critical
Advisories by attack vector | i Delete
. Mederately critical
B ot critical .
1D Releascdate  Tide Criticality | Solution status Where VS5 Score
903 2015404-21 Adobe Flash Player Multiple Vulnerabilites o | Vendor Parched  Fromremote | 10
088 201504-21 Aduobe Flash Player Two Code Execution Vulnerabilities o  Vendor Parched  Fromremore 10
1619 201544-21  Microsoft Windows OLE Object Handling Two Arbitrary Code Execution Vulnerabilities e Vendor Patched  Fromremote | 10

6. Inthe example above, clicking the Extremely critical legend in the Advisories by level of criticality widget, and then
clicking Refresh grid, displays the relevant data.

7. Click the legends or segments again to return to the original, unfiltered, information displayed.

8. Click a Secunia Advisory ID (SAID) to view the complete Advisory details, including (where applicable) the Creation
Date, Criticality (Severity Rating), Zero Day (yes or no), Impact (Consequence), Where (Attack Vector), Solution Status,
Secunia CVSS (Common Vulnerability Scoring System), CVE References, Affected operating system and software,
Affected watch lists, Related tickets, Advisory Description, Reason for rating, Original advisory references and
Changelog. Click Download PDF to save a copy of the advisory.

Advisories by Threat Score

This page displays a bar chart of the number of advisories by threat scores.
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Tickets

154

Analytics > Advisories - @ -J

Advisories  Tickets  Devices  Products  Reports

Secunia Advisories § Advisories by CVSS score /

Advisories by year § Advisories by solution status {

EETY

-g888888¢8

Browsing

[} 1

‘Advisories by Threat score |

50 60 70 E 0 100

Advisories by attack vector /

1-20 of 5893 advisories § Refresh grid

Release date = Tite

= Solution status. Where cvss score Threat Seare -
20100213 WinRAR ACE File Processing Diractory Traversal Vulnarabilty Vendor Fatched From remete 53 3

20180826 Oracie Linux updste for sambs Vendor aiched From losal network EERS E

Critizality
20180822 Avsya Call Management System (CMS) Mulipie Vulnersbiities — Vendor Paiched From remete o5 Y
—

20180500 Microsoft Windows Server 2012 [ Windows RT 8.1/ 8.1 Multipe Vuinerabilties Vendor Patzhed Fram remete 0 )

Note « Please note the following:

Advisory by threat score chart and Threat Score column in the grid requires purchase of the Software Vulnerability
Research Threat Intelligence module

To purchase this module, contact your sales representative or contact us online at: https://www.flexera.com/about-us/
contact-us.html

For more details about the Threat Intelligence Modules, see our datasheet: https://www.flexera.com/media/pdfs/
datasheet-svm-threat-intelligence-module.pdf

The Tickets page displays widgets that contain information regarding:

Ticket performance—Displays a month-by-month bar chart of the performance of ticket handling based on ticket
priority.

Ticket priority—Displays a color coded pie chart of the priority (High, Low, Medium, and Urgent of all tickets.
Ticket status—Displays a color coded pie chart of the status (Open, Waiting, Handled and Irrelevant) of all tickets.

Tickets queue—Displays a color coded pie chart of the number of tickets assigned to each queue you created.

The Tickets widgets are dynamic and you can segment information by clicking the individual chart legends or segments in
any widget - with the exception of Ticket performance - to alter the data displayed in all widgets and the Ticket details grid

acco

rdingly.

Note « Click the ¢ icon to see more information about the widget.
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Analytics > Tickets @ I

Advisories  Tickets Devices  Products  Reports

Ticket Analytics §
From B B TicketQueu v || s v Warhli ~ | sap
- Deler
Ticket performance # Ticket queue ¢
W avproval
W ettt
Wt
[l test workflow
1 20w 4000 ) 230 ) 250 b0
J
Ticket priority / Ticket status {
Wi Wacan
Mo W Closed
Medium Wirrelevant
M Medium-High Moven
Wureent [ Pending deployment
Wwiting
e
=
v=
=
Task To view analytics for tickets:

1. Open the Analytics > Tickets page.

2. Click B to filter the results by From and To dates, Ticket Queues, Status, Watch Lists, and SAID.
3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

5. Click Save Layout to save the page layout. Adjusting the size of the widgets activates this function.

Devices

The Devices page displays widgets that contain information regarding:

® Devices by System Score—Displays a color-coded pie chart for devices grouped by system score.
® Devices by Criticality—Displays a color-coded pie chart for devices grouped by criticality levels.
® Devices by Attack Vector—Displays a color-coded pie chart for devices grouped by attack vector.

® Devices by Solution Status—Displays a color-coded pie chart for devices grouped by solution status.
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Analytics > Devices e I

Advisories  Tickets  Devices Products Reports

Devices Analytics and Reports 7

Devices by System Score 7 Devices by Criticality ¢ Devices by Attack Vector Devices by Solution Status {
W10 M Extremely critical W From remote Wnorix
Wso-79 M Highiy critical | [ M unknown
80-99 None No Criticality) [ Vendor Patched
[T =Y
4 & a a
Browsing 1-20 of 30 devices /. Refresh grid
Devics Name = Operating System system score < secure Produets + Insecure Products < EOL Versions = Last Scanned = Inventory Source
Mirosof Windaws 10 E 8 3 3 Feb 7,2018 739 AM 800160

- Microsoft Windows 10 53 S 2 s Mar 12, 2018 10:11 A0 200213

The Devices widgets are dynamic, and you can segment information by clicking the individual chart legends or segments in
any widget to alter the data displayed.

Note « Click the 7 icon to see more information about the widget.

Products

The Products page displays widgets that contain information regarding:
®  Products by Criticality—Displays a color-coded pie chart for products grouped by criticality levels.
® Products by Attack Vector—Displays a color-coded pie chart for products grouped by attack vector.

® Products by Solution Status—Displays a color-coded pie chart for products grouped by solution status.

Analytics > Products Q7

Advisories Tickets Devices Products Reports

Product Analytics and Reports 7

Products by Criticality £ Products by Attack Vector 7 Products by Solution Status #
W extremely critical I From lacal network Wnorix
[l Highly critical W Fromremote Wunknown
Less critical Local system W vendor Patched
Moderately critical B Nore
None (No Criticality)
B Not writical
410
3 4 J
Browsing 1-20 of 525 products § Refresh grid
Product name + Vendor name = Patch version Insecure installations = End of life installations = Secure installations. = Installations =
mod_ssl 2x 0 0 1 1
Postfix 2.x 0 0 3 3
Cencurrent Versions System (CVS) 1% 0 0 1 1
nfs-utils 1.5 0 0 3 3

The Products widgets are dynamic, and you can segment information by clicking the individual chart legends or segments
in any widget to alter the data displayed.

Note « Click the ¢ icon to see more information about the widget.
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Reports

You can generate reports based on the current state of all Device Groups, Devices, Products, Watch Lists, Advisories and
Tickets. This convenient and powerful feature allows you to schedule reports to run at any time of the day, with any
recurrence, and with no user interaction necessary.

The Reports page displays a list of reports that have been configured and scheduled for generation.

Click B4 and select either Add Research Report or Add Assessment Report to create a new report, or click an existing report
in the grid to Edit, View Files or Delete the report. The reports are provided in PDF format and are sent to the assigned
recipients based on your configuration.

Task To create a new Research report:

1. Click B2 and select Research Report.
2. Specify the Time Frame and Generation Schedule for the report. From the drop-down list, select:
® One-Time Report—Generate only one report for a specific time frame.

Note « When searching for advisories within a specific date period for a One-Time Report, use the year, month, and
date format. Example: To view only the July 2018 advisories, use the query Start Date: 2018.07.01 and End Date:
2018.07.31.

® Recurring Report—Generated based on the configured time frame and recurrence schedule.

3. Configure the Start Date and End Date for the report.

Time Frame and Generation Schedule
Specify the time frame / generation schedule for the report, and configure the details using the button to the right.

One-Time Report - Generate only one report for a specific tme frame. M

Set the time frame for the data used to generate the report. If the End-Date is in the future the report will be generated on that date, otherwise it will be
generated immediately. Also note, the End-Date is taken as 00:00 that day, thus there will be no data occuring on that date. That is, only data prior to the End-
Date chosen will be used for the report.

Start Date: ﬁ End Date: §

4. Select the Watch List(s) or Watch List Group(s) from which data will be used for the report from the drop-down list:

‘Watch Lists

Specify the watch lists or watch list groups from which data will be used for the report.

Watch List(s): A tch Lists - Watch List Group(s): All Grouns -

5. Select the Relevant Advisories to be included in the report. The time frame configured above will be used for
selecting the relevant advisories. You can optionally select an additional time frame to include for comparative
purposes. You can select:
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Type of Advisory Statistics (choose from the drop-down list)

Select Additional Time Frame for Comparison (choose from the drop-down list)

You can choose to include a detailed list of advisories in the report. You can further filter this option by a minimum
criticality to refine the output:

Include Detailed Advisory List
Only Include Advisories:
® witha Criticality Rating of: (choose from the drop-down list) or Above

® with the following Attack Vectors (choose from the drop-down list)

with the following Solution Status (choose from the drop-down list)
® with the following Impact Types (choose from the drop-down list)

Sort Advisories List by: (choose from the drop-down list)

Relevant Advisories

Select the type of advisory statistics to be included in the report. The time frame configured above will be used for selecting the relevant advisories. On the right
Y v
you can optionally select an additional time frame to include for comparative purposes.

Overall Advisory Statistics -
[ Select Additional Time Frame for Comparison: = Year-To-Date -
You can also choose to include a detailed list of advisories in the report. You can further filter this by a minimum criticality to refine the output.

# Include Detailed Advisory List

[# Only Include Advisories

R
* with a Criticality Rating of Show All = orAbove
Al
= with the following Attack Vectors Iseleced -
Al
= with the following Sclution Status  4selected -
Al
» with the following Impact Types 12 selected b
[ Sort Advisories Listby: | Cridcality -

6. Specify the type of Tickets statistics to be included in the report:

158

Type of Tickets Statistics (choose from the drop-down list)
Include Action History

You can choose to include the Action History view in the report. Select the option here if desired, as well as the
additional optional configuration parameters:

Include Ticket Comments
Only Include Tickets:

® with a Criticality Rating of (choose from the drop-down list) or Above

® with the following Attack Vectors (choose from the drop-down list)
® with the following Solution Status (choose from the drop-down list)
® with the following Impact Types (choose from the drop-down list)
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Tickets

Specify the type of tickets statistics to be included in the report:

pe of Tidkets Statistics -

You can choose to include the Action History view in the report. Select the option here if desired, as well as the additional optional configuration parameters:
¥l Include Action History

¥ Include Ticket Comments

¥l Only Include Tickets:

~
s with a Criticality Rating of Show All ~  or Above
h |
= with the following Attack Vectors  3selecied v
-
» with the following Solution Status | 4selected hd
~
* with the following Impact Types 12 selected -

7. Select the User Groups to receive the generated report form the drop-down list.

Recipient List

You must select at least one recipient for the generated report.

8. Specify the General Configuration Options (PDF File name, Report Title, and Generate CSV advisory data) for the
generated report:

General Configuration Options

Here you can specify a custom output file name for the generated report.

[ Set the file name for the PDF report file generated.

Here you can specify a custom e for the front page of the report

[ Set the reporttitle.

Report Title Custom Report

[J Generate C5V advisory data

9. Click Save. Once saved, you and the specified recipients will begin to receive notifications and reports based on your
configuration.

Creating a New Assessment Report

To create a new Assessment Report, perform the following steps.

To create a new Assessment Report:

1. Click B and select Assessment Report.

2. Specify the Time Frame and Generation Schedule for the report. From the drop-down list, select:
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® One-Time Report - Generate only one report for a specific time frame.

® Recurring Report - Generated based on the configured time frame and recurrence schedule.

3. Configure the Start Date and End Date for the report.

Time Frame and Generation Schedule
Specify the time frame / generation schedule for the report, and configure the details using the button to the right.

One-Time Report - Generate only one report for a specific time frame.

Set the time frame for the data used to generate the report. If the End-Date is in the future the report will be generated on that date, otherwise it will be
generated immediately. Also note, the End-Date is taken as 00:00 that day, thus there will be no data occuring on that date. That is, only data prior to the End-

Date chosen will be used for the report.

Start Date: B EndDate m

4. Select the Device Groups from which data will be used for the report from:

Device Groups
Specify the device groups from which data will be used for the report.

v o My Assessment
v [ local
v [ secunia
@ Computers
v [ Organization
v [ Business

v @ EMEA

w [ HOR
w (@ Client Machines

B WKS

5. Select the Device statistics from the drop-down list to be included in the report. You can select multiple statistics:

Devices

Select the type of device statistics o be included in the report.

Devices by Criticality
Devices by Attack Vector
Devices by Solution Status

| Devices by System Score

6. Select the Product statistics from the drop-down list to be included in the report. You can select multiple statistics:
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Products

Select the type of product statistics to be included in the report.

Wulnerable Products by Criticaliny
Yulnerable Products by Attack Vector
Yulnerable Products by Solution Status

| Products by Security Status £

7. Select the Relevant Advisories to be included in the report. The time frame configured above will be used for
selecting the relevant advisories. You can optionally select an additional time frame to include for comparative
purposes. You can select:

® Type of Advisory Statistics (choose from the drop-down list)
® Select Additional Time Frame for Comparison (choose from the drop-down list)

You can choose to include a detailed list of advisories in the report. You can further filter this by a minimum criticality
to refine the output:

® Include Detailed Advisory List

® Only Include Advisories:
e with a Criticality Rating of: (choose from the drop-down list) or Above
® with the following Attack Vectors (choose from the drop-down list)
® with the following Solution Status (choose from the drop-down list)
® with the following Impact Types (choose from the drop-down list)

® SortAdvisories List by: (choose from the drop-down list)

Relevant Advisories

Select the type of advisory statistics to be included in the report. The time frame configured above will be used for selecting the relevant advisories. On the right
you can optionally select an additional time frame to include for comparative purposes.

Overall Advisory Statistics -

[# Select Additional Time Frame for Comparison Year-To-Date -

‘You can also choose to include & detailed list of advisories in the report. You can further filter this by a minimum criticality to refine the output

[# Include Detailed Advisory List

¥l Only Include Advisories:

b
s with a Criticality Rating of Show All ~ orAbove
* with the following Attack Vecrtors 3seleced -
* with the following Solution Status  4selecied -

* with the following Impact Types 12 selected -

¥ Sort Advisories List by: Criticality hd
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8. Specify the type of Tickets statistics to be included in the report:
® Type of Tickets Statistics (choose from the drop-down list)
® Include Action History

You can choose to include the Action History view in the report. Select the option here if desired, as well as the
additional optional configuration parameters:

® Include Ticket Comments

® Only Include Tickets:
® with a Criticality Rating of (choose from the drop-down list) or Above
® with the following Attack Vectors (choose from the drop-down list)
® with the following Solution Status (choose from the drop-down list)

e with the following Impact Types (choose from the drop-down list)

Tickets

Specify the type of tickets statistics to be included in the report:

T Tickers Statist -
You can choose to include the Action History view in the report. Select the option here if desired, as well as the additional optional configuration parameters:
¥ Include Action History
¥ Include Ticket Comments

[ Only Include Tickets:

Al
= with a Criticality Rating of Show All + orAbove
y A 3
* with the following Attack Vectors 3selected -
- y N
* with the following Solution Status 4selected -
. Al
» with the following Impact Types 12 selected -

9. Select the User Groups to receive the generated report form the drop-down list.

Recipient List

You must select at least one recipient for the generated report.

10. Specify the General Configuration Options (PDF File name, Report Title, and Generate CSV device, advisory and
product data) for the generated report:
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General Configuration Options

Here you can specify a custom outpurt file name for the generarted report.

[# Set the file name for the PDF report file generated.
PDF Filename:

Here you can specify a custom title for the front page of the report.
[# Sertthe reportrite.

Report Title: Custom Report

[# Generate CSV device, advisory and product dsta

[#] Generate CSV insecure and EOL installation data (WARNING! Selecting this option will generate a large amount of data, and cause increased report

creation time).

11. Click Save. Once saved, you and the specified recipients will begin to receive notifications and reports based on your

configuration.

LiveUpdate

As in our previous LiveUpdate capability, Software Vulnerability Research natively accounts for new vulnerability data
based on existing scan data. After you have scanned your system, the scanned data is stored in Software Vulnerability
Research’s database. LiveUpdate automatically runs in the background to identify any new advisories that have come in
since you last scanned your system. As soon as new vulnerabilities are added to the Secunia Vulnerability Research
Database, LiveUpdate will reference your latest scan results against it. As a result, you'll find out immediately if you're
affected without having to run another scan.

[

Important - LiveUpdate is limited to your current scanning filters for devices and products.
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Ticket Manager

The Ticket Manager page lists all issued tickets. Use this page to:

® View and Change Tickets Status and Priority

® (Create Tickets in Ticket Manager

® Delete Tickets in Ticket Manager

® Default Ticket Statuses in Ticket Manager

View and Change Tickets Status and Priority

The following is a view of Change Tickets status and priority.

Ticket Manager

Open tickets H -]

Browsing 1-20 of 347 tickers

B cosomiickes @

[}
[}
‘

] + Ticket created Ticket type + Queue < status < Priority

350 2018.06.04 Advisory Readers Open High

® of
£

2018.06.04 Advisory Patches Open High

View  Edit  Delete

To view and change ticket status and ticket priority, perform the following steps.

ODonem

T
- T

< Assignedto

=
Task To view and change ticket status and ticket priority:
1. Open the Ticket Manager page.
2. Tofilter the results by ticket status, select one of the bold ticket statuses in the upper-left-hand corner followed by a
ticket count. The default ticket statuses are Open, Waiting, Handled, and Irrelevant.
3. Click B to filter the results by ID, From and To dates, Queue, Priority, and Assigned User.
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4. Click the Apply or Reset buttons to apply or reset the filters.

5. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
Ul.

6. Toview one ticket, click the appropriate ticket check box in the grid to View, Edit, or Delete the ticket. To view
multiple tickets, click the appropriate ticket check boxes in the grid and select an option from the Actions drop-down
menu such as Delete multiple tickets (see Delete Tickets in Ticket Manager) or Edit multiple tickets.

7. Click B to export tickets to a CSV file.

8. Click &4 to Create Tickets in Ticket Manager.

Create Tickets in Ticket Manager

To create Tickets in Ticket Manager, perform the following steps.

Task To create tickets in Ticket Manager:

1. Open the Ticket Manager page.

2. Click B3 to create a ticket.

Create ticket X
Advisory

Q Sea SAID or title
Status

Open -

Priority

Low -

Queue

Default -

Assigned to

Add comment

Cancel ﬂ

3. From the Status drop-down list, select the appropriate status. The default ticket statuses are Open, Handled, Closed,
or Irrelevant. See Default Ticket Statuses in Ticket Manager for more information.

4. From the Priority drop-down list, select the appropriate priority. The default ticket priorities are Low, Medium, High
or Urgent.

5. From the Queue drop-down list, select a queue to assign the ticket to.

6. From the Assigned to drop-down list, list, select an individual to assign the ticket to.
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7. Inthe Add comment field, add an appropriate comment to the ticket (mandatory).

8. Click Save.

Delete Tickets in Ticket Manager

To delete Tickets in Ticket Manager, perform the following steps.

Chapter 13 Ticket Manager
Delete Tickets in Ticket Manager

Task To delete tickets in Ticket Manager:
1. Open the Ticket Manager page.
2. Insert a check mark in front of the ticket or tickets to delete.

3. Todelete one ticket, select Delete under the listed ticket in the grid.

Ticket Manager @ J
Open tickets EIIRE) Waiting tickets () Closed tickets @ Pending At QAtickets @
Browsing 1-20 of 21456 tickets 7 n m
E = - - el use -
[
~ Delete
L Id + Ticket created Queue + Status % Priority = Assigned to
7 21715 2018-05:29 Default open Megium
View  Edit
4. To delete multiple tickets, select Delete multiple tickets from the Actions drop-down menu.
Ticket Manager e J
Open tickets Waiting tickets () Closed tickets EF) Irrelevant tickets Pending deployment tickets At QAtickets @
Browsing 1-20 of 21457 tickets § B

u ] = Ticketcreated Queue < staws = riority
@ 21718 2018.05:29 Default open Medium
@

21715 2018.05:29 Default Open Medium

5. When the “Are you sure you want to delete these tickets” pop-up window appears, click Yes.

Are yOou sure you want to delete
these tickets?
“

Default Ticket Statuses in Ticket Manager

B P — Edit multiple tickets

Delete muriple tickets

The default ticket statuses are used to run and display reports. While you are free to configure the ticket statuses, priorities
and queues as you see fit, Flexera needs to know your equivalent “open” statuses to be able to correctly report the

statistics.
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The following are the default ticket statuses:

Table 13-1 « Default Ticket Statuses

Status Description

Open Tickets An Open Ticket is one for which no action has yet been triggered.

Waiting Tickets Aticket is marked as Waiting when it has been decided that an action needs to be taken at a later
stage.

Handled Tickets Aticket is considered Handled when the appropriate action has been taken.

Irrelevant Tickets Aticket is considered Irrelevant when it has been closed and is no longer considered of
importance to you.
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Settings

The Settings pages allow the main Administrator account holder to create and manage other accounts.

Note - Administrators can access the Settings pages, and any changes made will effect all users. Depending on the rights
given to a User Group, some users may also have access to some of the Settings pages.

Use the Settings pages to:

® View details of your Account License Status, Account Options and Security Policy
®  Perform User Management tasks

® Configure SSO Settings.

® View, create and add Vulnerability Management for Watch List Groups and subscriptions, Ticket queues, statuses and
priorities

® (Create and edit Workflow Management Rules, Ticket Queues, Ticket Status and Ticket Priorities.
® View and edit Assessment configurations for the Update Servers & Daemon, Scan Configuration, and Downloads.
® View the APl Access token generation page.

® View Logs for tracking details of all activities taken by users related to your account.

Account

Use the Account pages to view your license information, manage your Account options, and edit your security policies.
® license Status
® Account Options

®  Security Policy
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License Status

Use the License Status page to view your license information, including the expiration date, the modules that you are
entitled to use according to your subscription, detailed license attributes, and the number of licenses available, which is
tracked as the number of used users.

Account Options

Use the Account Options page to edit your account settings and manage settings that apply to all users, for example, show
or hide rejected advisories.

Settings » Account 3 Account Options © D1l

Account +  User Management =  Vulnerability Management ~  Workflow Management ~  Assessment =  API~  Logs =

Edit your account settings

Rejected advisories visibility (default hidden):  Showreject=d advisories v

Security Policy

You can edit your security policy by selecting the appropriate box below and clicking Update.

Settings » Account > Security Policy

Account ~ User Management ~

Edit your security policy 7
L] Enable password expiration.

|# Disable two factor authentication for sub-users.

Note « Two factor authentication is considered as a best practice for the application.

User Management

The User Management pages display the Users, User Groups, and Roles associated with your account. You can create
active Users up to the license limit of your account.

® Users

®  User Groups
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® Roles

®  SSO Settings

Users

The Users page displays the users associated with your account and, if applicable, the User Groups the user belongs to.

Click B4 and enter the required information to add a new user.

Settings > User Management > Users @ -1
Account ~ User Management ~ Vulnerability Management ~ Workflow Management ~ Assessment ~ APl ~ Logs ~
Browsing 1-20 of 28 users “

Username = First Name Last Name Job Title Email Address. + Active = Blocked Groups

E 3 Yes No Administrators

Edit Reset two factor login Disable Delete

Avalid email address is required for creating a new user. After a user is created, we will send an email to their email
address. After clicking the link in the email, the user will be able to set the password for the account. After successfully
registering the a account, the user can then log on. Only active users are counted with regards to enforcing the user count.
If the user has reached their user count limit, they can disable an unused user to recover a license and create another user.

In addition, if an account has for example five licenses and five active users, the user can create the sixth user. The
additional user will be disabled by default when created, and the user will not be able to activate their account until the
account manager handles the license issue.

Click B to download a CSV file containing details of all Users associated with your account.

Click a Username in the list and select Edit, Reset two factor login, Disable, or Delete.

Note » Depending on the user profile, the Reset two factor login option may not be available.

Blocked Users

When user enters a wrong credentials for seven times during login to the Software Vulnerability Research application, their
credentials will get blocked.

To unblock the blocked users, follow the below steps:

Task To unblock blocked users:

1. Locate the list of user account details in Settings > User Management > Users. In the Blocked column, Yes will be
marked for the respective users.

2. Select the user details and click Unblock button.

3. Now in the Blocked column, Yes will be changed to No.
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Settings » User Management » Users

Account ~ User Management ~ Vulnerability Management ~  Workflow Management ~  Assessment~ APl ~  Logs ~
Browsing 1-20 of 34 users Q ~
Username ~ First Name Last Name Job Title Email Address < Active * |Blocked Groups
- - e - e Gy - - No
a—- . . B T W - No Administrators
- - . - - B e - No raad only for sunscribe
- - e - e - g s - - No Administrators, advisory reader
. - - R gt e A e - - No Administrators, Advisory Approve Managers, advisory manager

— e e - e gtees = ~ No Administrators
o [ - - g - - No Administrators
—— - —— D e L - Ves Administrators

Edit Disable Unblock Delete

Note « Only an Admin user can unblock the blocked users

User Groups

Users can be grouped into User Groups, and different user profiles can be assigned to the different User Groups. It is also
possible to share data between User Groups for easier collaboration within your organization. There is no limit to the
number of User Groups that can be created.

Settings > User Management > User Groups

Account = User Management ~ Vulnerability Management - Workflow Management -

Browsing 1-20 of 40 groups

Name = Description Roles

Have full power over the

Administrators
account and users.

Super Adminisirator

Can approve advisories before
being assigned to ticketing Advisory Manager
system

Advisory Approve
Managers

can approve advisry before

advisory manager
HWEE assigned fo to ticket

Advisory Manager

advisoryManager_group advisoryManager group Advisory Manager
. can read advisory pdf .
advisory pdf attachmenls Advisory PDF attachments
advisory reader can read advisory Advisory Reader
Advisory Reader Only  Testing Advisory Reader
ALL Rale_Graup ALL Role Test Advisory Manager, Analytics Manager, Asset List Manager, Patch Manager, Policy

Manager, Scan Manager, Ticket Manager, User Manager

The User Groups page displays the User Group Name, Description, Roles and Users associated with the group. Click &2 and
enter the required information to add a new Group. You can select the role or roles to apply to the group from the drop-
down list.

User groups can be linked to one or several predefined User profiles for access control.

Click a User Group in the grid to Edit or Delete the User Group or Users to add or delete users to/from the User Group.
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The Roles page displays details of the available User Group Roles. Roles are predefined and cannot be changed.

Note « Administrator and APl User Management users can access complete data of the API.

Settings » User Management > Roles

e 7

Account -

Browsing 1-20 of 32 roles §

Name

Advisory Manager

Advisory POF atiachments
Advisory Reader

Analytics Manager

Analytics Reader

AP| Advisories search

API developer

API Limited advisories search
API Product database access
API Ticket management

API User management

APl 'Watch List management

User Management -

Vulnerability Management -

-
-

Workflow Management - Assessment ~ APl ~

Description
Can approve adviscries before being assigned to fickets

Can receive advisory PDF attachmenis

Can read advisory information

Can create custom reports

Can view general reports

Provides access fo the API Advisories search

Can addiremave AP tokens for data access.

Provides limited access to the API Advisories search, accesses only ticket related advisories
Provides access fo the API Product database access

Provides access fo the API Ticket management

Provides access fo the AP User management

Provides access to the APl Watch List management section

Logs ~

SSO Settings

On the Settings > User Management tab, you can specify SSO Settings.

IDP Configuration Instructions

Under SSO Settings on the Settings > User Management tab, you can specify the following IDP Configuration
Instructions settings.

Table 14-1 « SSO Settings / IDP Configuration Instructions

Setting Description

Single Sign On URL This field lists the application’s single sign-on URL. You will need to enter this URL into the

settings for your chosen Identity Provider.

Account Key Set this field in your Identity Provider (IdP) as a SAML attribute named accountKey.

Generate and Show Key  Click to generate and display the Account Key.

Note « This key is not stored on the SVR server. Make sure that you keep it in a safe place. If
you lose it, you may regenerate the key, but doing so will invalidate the old key.
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Table 14-1 - SSO Settings / IDP Configuration Instructions

Setting Description

Service Provider Lists the Service Provider Metadata URL.
Metadata URL

Service Provider Configuration

Under SSO Settings on the Settings > User Management tab, you can specify the following Service Provider
Configuration settings.

Table 14-2 « SSO Settings / Service Provider Configuration

Setting Description

SSO Enabled Select this option to enable Single Sign-On.

Disable standard login If you are using Single Sign-On at your organization, select this option to disable
standard login options for all of your users (except root).

[

Important « Before selecting this option, make sure that SSO is working correctly,

to prevent user lockout.

Upload IDP Metadata XML file Select this option if you want to upload the IDP metadata XML file.

Provide IDP Metadata URL Select this option if you want to enter the identity provider metadata URL into the
IDP Metadata URL field.

Automatically create new users Select this option to automatically create new users.

Default groups for new users Specify the default group for new users.

Note « For more information on Single Sign-On, see Configuring Single Sign-On (SSO).

Vulnerability Management

The Vulnerability Management pages display the settings for Watch List Groups and Watch List Subscriptions.
®  Watch List Groups

®  Watch List Subscriptions
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Watch List Groups

Use Watch List Groups to group Watch Lists, for example All XYZ Products, together. Click &2 to create a new Watch List
Group or click a Watch List Group in the grid to edit or delete the group.

Watch List Subscriptions

This page displays the Watch Lists Subscription details including Watch List, Watch List Owner, Subscriber, Enforced by
admin, Email Notification level and SMS notification level.

Admin user can add, edit or delete subscriptions to the created watch list.

Task Add Subscription to Watch List

1. Open the Settings > Vulnerability Management > Watch List Subscriptions page.

2. Toadd anew subscription, Click B3, The Add subscription tab opens.

Add subscription

Watch List
atch List

Subscriber

Email notification level
INot Critical and Above

SMS notification level

None

Cancel “

3. Watch List created as shown in Create Watch Lists will appear in the Watch List drop down, Select the watch list.
4. Add arequired user from the Subscriber drop down.
5. Select any of the below Email notification level from the drop down based on the requirement

®  Extremely Critical

® Highly Critical and Above

® Moderately Critical and Above

® LessCritical and Above

® Not Critical and Above
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® Rejected and Above
® None
6. Select any of the below SMS notification level from the drop down based on the requirement:
®  Extremely Critical
® Highly Critical and Above
® Moderately Critical and Above
® LessCritical and Above
® NotCritical and Above
® Rejected and Above
® None
7. Click Save to add the subscription to the watch list.

8. List of added subscriptions will appear in the Settings > Vulnerability Management > Watch List Subscriptions,
Admin user can edit or delete any existing subscription from the list.

9. Select the required subscription from the list, you can see the Edit and Delete button.

E Software Vulerability Research  Settings > Vuherabiliy Management > Watch st subxcriptions Q9 J
Account ~  User ~  Vuherabiity - Workflow ~  Assessment~ APl logs~
@ Dashboard
Browsin 2 1-20 of 07 watch list subscriptions
.. Notifications Viatch ListName. Watch List Owner Subscriber Enforced by admin Email nofication kel SMS noticaton level
i smarch FDhilcn3 asutar o None None
6 Vulnerzbility Manager Fat b
emarch PDhilen3 PDRilon3 ves ot Crifca and Above None
2proa Philen3 ashaj o one None
2procssssissss s Philen3 ashaj o Rejected and sbove Extremely Crica
210 PDhilcn3 asha Ho Sxtremely Citcal Extremely Giizal
v Philen3 SVMTestRoot ves Sxtremely Cical Extremely Cifizal
1 PDhilcn3 mmaino ves Sxtremely Giical Extremely Grizal
oy Philen3 Wtaty ves Sxtremely Crical Extremely Ciizal

10. Click Delete button to delete the selected subscription from the list.

11. Click Edit button to edit the Subscriber, Email notification level and SMS notification level of the selected
subscription.
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Edit subscription - 15march X
Subscriber
A
BKelly -

Email notification level

None A

SMS notification level

None A

Note « You can subscribe a user only once to the Watch List

Workflow Management

Workflow Management allows you to set up detailed workflows that align with processes already in use within your
organization. There is no limit to the number of Workflows that can be created.

Use the Workflow Management pages to create and edit Rules, Ticket Queues, Ticket Status and Ticket Priorities.
® Rules

® Ticket Queues

® Ticket Status

® Ticket Priorities

Rules

Rules can partially or fully automate workflow. They can only be created by an Administrator and must contain at a
minimum one trigger and one action. For a list of rule triggers and actions, see Rule Channels, Triggers, and Actions. If
needed, you can configure many different options into one rule.
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Settings > Workflow Management > Rules

Account - User Management ~

Browsing 1-5 of 16 rules

Approve advisories notification

Advisory
released for

a Wartch List
% with >

aparoval
Flows.

Create tickets

Advisory

B, I s

List.

To create a rule, see Create a Workflow Rule - Overview.

Vulnerability Management ~ Workflow Management ~

¢

[ L]

API ~ Logs ~

o - =2

@ dir Ml Delere

@ £dir Ml Delete

D~ <IN

Workflow Rules can be created for many tasks. You can customize your workflow rule or use one of the Software

Vulnerability Research Default Workflow Rule Examples.

The Rule channels, their associated triggers, and available actions are shown in the following table.
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Table 14-3 « Rule Channels, Triggers, and Actions

Channel Trigger

Advisory ® Advisory for Watch List approved
® Any Watch List or select a Watch List from the drop-down
list
® Any Watch List Group or select a Watch List Group from
the drop-down list
® Select Advisory Condition or select a Advisory Condition
from the drop down list
®  Advisory for Watch List changed
® Any Watch List or select a Watch List from the drop-down
list
® Any Watch List Group or select a Watch List Group from
the drop-down list
® Select Advisory Condition or select a Advisory Condition
from the drop down list
® Advisory released for a Watch List with approval flow
® Any Watch List or select a Watch List from the drop-down
list
® Any Watch List Group or select a Watch List Group from
the drop-down list
® Select Advisory Condition or select a Advisory Condition
from the drop down list
® Advisory released for a Watch List
® Any Watch List or select a Watch List from the drop-down
list
® Any Watch List Group or select a Watch List Group from
the drop-down list
® Select Advisory Condition or select a Advisory Condition
from the drop down list

®  Product version end-of-life

® Notify for all, default only for my tracked product
versions (select Yes or No from the drop-down list)
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Action

® Email
® SMS
® Notify

® (Create Advisory for Watch
List

® (Createticket

® Change ticket assignment
® Change ticket queue

® Change ticket status

Note - Threat Score details are
added in the Email notification for
users with the Threat Intelligence
Module
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Table 14-3 « Rule Channels, Triggers, and Actions (cont.)

Channel Trigger Action
Advisory ®  Advisory Threat for Watch List changed
(continued) ® Any Watch List or select a Watch List from the drop-down

list

® Any Watch List Group or select a Watch List Group from
the drop-down list

® Select Advisory Condition or select a Advisory Condition
from the drop down list

®  Skip trigger if score decreases (Select Yes or No from the
drop down list)

Note « This add-on requires purchase of the Software Vulnerability
Research Threat intelligence Module

Analytics ® PDF Report Generated ® Email PDF report
® Email
® SMS
® Notify
Patch ®  Patch available, with template ® Email
® Patch available, without template ® SMS
®  Patch affecting my environment (select Yes or No from the ® Notify

drop-d list
rop-down list) ®  Patch - Create packages

®  Patch - Publish packages

® C(Create ticket

Policy ®  Policy Breached ® Email
® SMS
® Notify

Release ® New Release arrived ® Email

Notes
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Table 14-3 « Rule Channels, Triggers, and Actions (cont.)

Channel Trigger Action
Ticketing ® Ticket assigned to me ® Email
® Ticket changed ® SMS
® Changed by me (select Yes or No from the drop-down ® Notify
list)

® Create ticket

® Ticket created
® Change ticket status

® Ticket priority changed e Change ticket queue

o T
Ticket queue changed ® Change ticket assignment

®  Ticket status changed

User ® Password changed ® Email
®  User (select from the drop-down list) ® SMS
® UserLoggedin ® Notify

®  User (select from the drop-down list)

Note « The available actions will vary depending on the channel and trigger you select.

Default Workflow Rule Examples
Software Vulnerability Research includes several Default Workflow Rules:
® (Create a Workflow Rule to Send an Advisory and Ticket Information After Approval
® Create a Workflow Rule to Create a Patching Ticket

® Create a Workflow Rule to Send a New Release Notes Notification to Non-Administrators

Create a Workflow Rule to Send an Advisory and Ticket Information After Approval

Workflow Rules can be created for many tasks. For example, the Workflow Rule below can be used when Flexera issues an
advisory for a Watch List that requires management approval and the communication of management’s approval and
ticket information to all Watch List users using email, PDF attachments, and SMS.

Task Create a Workflow Rule to send an advisory and ticket information after approval
1. Follow steps 1-3 from the task Create a Workflow Rule.
2. From the drop-down Rule Trigger List:

®  Select Advisory from the Channel list
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® Select Advisory released for a Watch List from the Trigger list
® Enterthe appropriate Watch List and Watch List Group information
® Select Advisory Condition

® Click Save

For actions, select Create Ticket and Send email. When an advisory is released, a ticket is created and The Watch List
Group users will receive an email with the ticket information and the Advisory as a PDF attachment. See the following
screen shot for details.

Settings > Workflow Management » Rules -] -7
Account v User Management ~ Vulnerability Management ~ Workflow Management ~ Assessment ~ AP~ Logs~
Browsing 2 rules Q x E
SVM-300 Advisory created & Edit [l Delete
Advisory
Change
released for T Create 53 - -
% R > ®1 o + ey tcket + Notify + MNAER + BE .
; - - = = assignment - -
List.
.
Choose Rule Trigger
= o o
Advisory -
sy for Watch List changed -
X +
Aavisory Critiality

Advisory Solution Status
Aavisory Zero Day

Advisory CVE(s)

Advisory CVSS Scare.
Advisory Threat Score
Advisory Initial Release Date

Advisory Currant Release Date >

Note « Customized workflow rules for Watch Lists take precedence over non-customized workflow rules using the
following hierarchy from most important to least important:

® Rule for a specified watch list
®  Rule for a watch list group

®  General rule with no watch list or watch group

For example, if a watch list is in a customized workflow rule with a watch list selected and in a rule with a watch group
selected, only the rule specified for the watch list will execute.

However, when you have two identical customized workflow rules that affect the same watch list or the same watch list
group, the system will not know which rule takes precedence. Therefore, neither customized workflow rule will execute.

Note « The PDF attachment option is set at the user level. Any user wishing to receive PDF advisory information needs to

select this option from the User Profile page. Under Personal settings ensure the following options have been enabled:
Receive normal emails for Advisory type email and Yes for Attach advisory PDF. See the screen shot below for details.
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Personal settings

Advisory type email (default normal item):  Receive normal emails -

Attach advisory PDF (default no): | Yes i

Settings
=
@ o roiic
fi==

2015 — 2018 Flexera. All righis reserved. Terms and Cenditions Data Privacy,

Create a Workflow Rule to Create a Patching Ticket

You can create a Workflow Rule to create a ticket for when a new patch is available.

XXy
|

Task Create a Workflow Rule to create a patching ticket:
1. Select either rule: Patch available no profile notification or Patch Available with custom profile and click Edit.
2. Click Add action.
3. When the Choose Action pop-up window appears, click Create ticket.
4. Enterthe Ticket Status and Ticket Queue information and click Save. Add any additional actions required and save
therule.
5. Toview and export patching ticket information, see Patching Tickets in the Patching module or in the Ticket Manager.

Create a Workflow Rule to Send a New Release Notes Notification to Non-Administrators

You can create a Workflow Rule to notify non-administrators of the latest Software Vulnerability Research release notes.

Note - All administrator accounts are configured to receive release note notification emails in the Notifications module.

-

Task To create a Workflow Rule to send a new release notes notification to non-administrators
1. Select New release notes rule.
2. Enterthe appropriate users to Notify.
3. Click Email.

Ticket Queues

This page displays the Ticket Queue details.

Software Vulnerability Research User Guide SVR-FEBRUARY2023-UG00 183



Chapter 14 Settings
Workflow Management

Settings » Workflow Management »> Ticket Queues

@ I
Account ~ User Management - Vulnerability Management ~ Workflow Management ~ Assessment -~ API ~ Logs ~
Browsing 3 queues
Queue Visible by all users User Groups
Default Yes
Edit Delete

Approval Mo Advisery Approve Managers
Test Mo

m n Page of 1 n m
Ticket Queues can be used for sharing and limiting access to tickets for users. You can create ticket queues that are
relevant to a limited subset of your users (for instance only for Linux administrators or for Windows administrators) and use

Rules to create tickets from special Watch Lists directly on those ticket queues.

Click a queue in the list to edit or delete the queue or click &2 to add a new ticket queue.

Ticket Status

This page displays the Ticket Status values.

Settings > Workflow Management > Ticket Status

e T
Account ~ User Management ~ Vulnerability Management ~ Workflow Management ~ Asscssment — API ~ Logs ~
[ == o EA
Click B4 to add a ticket status. The default values are:
® Open
® Waiting
® Handled
® |[rrelevant
You can click any ticket status that you have added to edit it or delete statuses that do not have tickets assigned.
Ticket Priorities
This page displays the Ticket Priority values.
ings > Workflow > Ticket Priorities ® -1
Account « Umer management - Vinerabiiy management - workiow sanegement - Assessment < Apt < toge <

Default ticket priority Number of tickets.
2331

Medinm 1342

Hian

1000
urgent 25

(=]~ o 1

Click B4 to add a ticket priority. The default values are:

® Low
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® Medium
® High
® Urgent

You can click any Ticket Priority that you have added to edit or delete priorities that do not have tickets assigned.

Assessment
=

Edition « These Assessment settings are not available for Software Vulnerability Research.

Under Assessment, you can Update Servers & Daemon, perform a Scan Configuration, and perform Downloads of current
and older versions of agent installers, agents, and daemons.

® Update Servers & Daemon
® Scan Configuration

® Downloads

Update Servers & Daemon

This page displays details of all Windows Server Update Services (WSUS) servers and how to install, configure and
troubleshoot the Software Distribution Daemon for Windows in your environment.

® Daemon Resources
® Daemon and WSUS Troubleshooting
® Certificate Configuration

® Certification Authorities

Daemon Resources
This section explains:
® Daemon Software Requirements
® Certificate Configuration

® Daemon Command Line Switches

Daemon Software Requirements
The Software Distribution Daemon for Windows has the following software requirements.
® 64 Bit Operating System. Windows 7 +

® Windows Server Update Services (WSUS) administrative console needs to be installed. You need to install the admin
tools version that corresponds to your WSUS server.
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®  Access Privileges to run the Daemon as a service

®  Access Privileges to makes changes to the WSUS server

® .Net4.52

® Internet Connection - SSL 443/TCP to https://app.flexerasoftware.com/

Daemon Log File Size

As the Daemon runs, it logs important actions, warnings, and errors. When logging to a file, the size and backup strategy of
this file are controlled by the registry values named LogFile, LogMaxKB, and LogBackup. LogFile specifies the name of the
active log file. LogMaxKB specifies the size at which the log file is backed up and restarted. LogBackup specifies a date
string format that is appended to the name of the log file to create each backup file. If LogMaxKB is 0 or negative, the log file
grows forever. If LogBackup is empty, the current log is instead discarded when it grows past the specified size.

The screen shot below lists the default settings for the Daemon log.

Name Type Data

ab| (Default) REG_SZ (value not set)

ab| L ogBackup REG_SZ -yyyyMMdd-HHmm

ab| | ogFile REG_SZ <CommonApplicationData>\Flexera Software\5VM\svmpd.log
ab| | oglevel REG_SZ Verbose

ab|LogMaxKB REG_SZ 16384

Daemon Command Line Switches
Software Vulnerability Research has the following daemon command line switches.
® Help
® Help Text
®  Force Daemon to Poll the Server for New Tasks
® Force Daemon to Poll the Server for New Tasks
® Daemon Command Line to Create WSUS Certificate

® Ask Daemon to Display Where an Update Will Be Applied

Help
To access the help command line switch type:

svmpd.exe help

Help Text
To access the help text command line switch type:

SVM Package Daemon Copyright (C) 2012-2017 Flexera Software LLC. All rights reserved.
Usage: svmpd.exe ACTION [OPTIONS]
ACTION is one of:
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NewCert: Create a WSUS publishing certificate
Scan: Scan a WSUS server for data
ServiceCommand: Send the service a custom command
ShowPackageStats: Get installation statistics for a package, by group
UseCert: Set the WSUS publishing certificate
Version: Show version information
Or help [ACTION]: Get detailed help for ACTION
All actions support the following global flags in any location:
/cl: One of LogAlways, Critical, Error, Warning, Informational, Verbose
Set the level for console logging
/output or /o: <String>
Save output to specified file
/format or /f: One or more of Raw, Indent, Compress
Control JSON output format. Compress only works with /output.
/wsus: <Uri>
Override the WSUS server

Force Daemon to Poll the Server for New Tasks
To force the daemon to poll the server for new tasks type:

svmpd.exe servicecommand polltasksnow

Daemon Command Line to Create WSUS Certificate
To create a WSUS certificate, type the following Daemon command line:

svmpd.exe newcert

Ask Daemon to Display Where an Update Will Be Applied
The following Daemon command line displays where an update will be applied.
svmpd.exe showpackagestats bc5f5d64-f2aa-4c6d-bd3f-8cf9915cfb82

After typing the above command line, you will see the following output.

{

"server_name": "svm-wl6-wsus.svm.flexdev.com",
group_id": "af6f2ec@-blce-4344-9f61-9e3e0dcbbcda3”,
"group_name": "Windows 8.1",
"approvals": [
{
"by": "SVM\\JSmith",
"at": "2017-05-25T720:58:57.2137",
"action": @,
"is_optional": false
}
1,
"not_applicable": O,
"pending": 4,
"installed": o,
"failed": ©
9
{

"server_name": "svm-wl6-wsus.svm.flexdev.com",
"group_id": "a@a®8746-4dbe-4a37-9adf-9e7652cob421",
"group_name": "All Computers",
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"approvals": [
{
"by": "SVM\\JSmith",
at": "2017-05-25T20:58:57.193Z2",
"action": @,
"is optional”: false
}
])
"not_applicable": 1,
"pending": 18,
"installed": O,

"failed": 1
b
{
"server_name": "svm-wl6-wsus.svm.flexdev.com",
"group_id": "b73cabed-5727-47f3-84de-015e03f6a88a",
"group_name": "Unassigned Computers"”,
"approvals": [
{
"by": "SVM\\JSmith",
"at": "2017-05-25T720:58:57.2Z",
"action": @,
"is_optional": false
}
1,
"not_applicable": 0,
"pending": 2,
"installed": 0,
"failed": ©
3
{
"server_name": "svm-wl6-wsus.svm.flexdev.com",
"group_id": "8b4b8cf9-4d99-48fc-93ce-bdbl6ce624el",
"group_name": "Windows 7",
"approvals": [
{
"py": "SVM\\JISmith",
"at": "2017-05-25T20:58:57.21Z",
"action": o,
"is_optional": false
}
]J
"not_applicable™: 0,
"pending": 8,
"installed": O,
"failed": 1
b
{
"server_name": "svm-wl6-wsus.svm.flexdev.com",

"group_id": "57c2d480-05c5-4a2a-9a18-df11281559¢ca",
"group_name": "Windows 10",
"approvals": [

{

"by": "SVM\\JISmith",

"at": "2017-05-25T20:58:57.203Z",
"action": @,
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"is_optional": false
}
1,
"not_applicable”: 1,
"pending": 4,
"installed": O,
"failed": ©

Daemon and WSUS Troubleshooting
This section provides troubleshooting for the following topics:
® Daemon Configuration
® WSUS Configuration and Certificate Troubleshooting

® Daemon Logging

Daemon Configuration

If the User Account you have set up does not have the ability to run a service, the following error message will appear:

Instalbng Software Yulnerabdity Manager Dasmon rf,.._'I
The: program features you selected are beng instaled, ﬁ'!\

Plaase warl while ®e InstalShield Wizard instals Softwars Vureabiity
Manager [aemon. Ths may take several minutes,

Status:
Starting services
I—

InstaliShesid

S

ﬂ Software Vulnerability Manager Daemon Installer Infor. I

Error 1920, Service FiexelaiSoftware Winerabilty
,(_k Manager [aemon (Flexera SvM Dasmaon) faled o
T gtart, Venfy that you have sufficent privieges o start
system services.

Caree
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To troubleshoot the configuration of the Daemon:

1. Leave the error message up.

2. Gotothe Services applet and find the Flexera Software Vulnerability Research Daemon.

3. Rightclick Properties.

4. Gotothe LogOn tab and set the same user, which will trigger Windows to add that account to the correct group.

When the Services window appears, click OK.

5. Gobackto the error message and click Retry to complete the installation.

WSUS Configuration and Certificate Troubleshooting

If you enter the incorrect WSUS server settings in the registry, you will see an error message like the one below.

c:\Program Files\Fle

an Groups

Error providing service IWsushApi

Before you enter the correct registry key and WSUS Server, make sure the service is STOPPED. Otherwise, the registry key
value will be erased when you do stop the service, and you will need to reenter the registry key.

To create WSUS certificates, see:
® Daemon Command Line to Create WSUS Certificate

®  Saving Successful WSUS Self-Signed Certificates

Daemon Logging

190

Logs are written here:

C:\ProgramData\Flexera Software\SVM

v | SVM
Home Share Wiew
«— v » ThisPC » Local Disk (C) » ProgramData » Flexera Software » SVM
MName - Date modified Type
7 Quick access
I Desktop =] svmpd I} 5/15/2017 251 PM Text Document

J Downloads

Size

You can customize the following logging level settings.
®  Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Flexera\SVMPD

® Loglevel: Can be Informational, Verbose

® WSUSServer: Scheme, URL and Port for WSUS. Example: http://svm-wl6-wsus.svm.flexdev.com:8530/
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V'I;: Computer Marme Type Data
:Eg—gbﬁ;ﬁfﬁg ab) (Default) REG_SZ (value not sef)
- HKEY_LOCAL M}kCHINE ab| AccountAuthTo.. REG_SZ 01019198508c81ef89330d2013d0fe051f361%a2a34c...
M= 8D - ab| | ogBackup REG_SZ -yyyyMMdd-HHmm
HARDWARE EE]LogFile REG_SZ < CommonApplicationData>\Flexera Software\5V...
1 sam 3_‘_’] LogLevel REG_SZ Informaticnal
b | ogMaxkB REG_SZ 16384
- SECURITY b]Log R
o .|| SOFTWARE 25| LogMethod REG_SZ File
N Classes ab| RefreshToken REG_SZ 01019198508c81ef89330d6d013d0ffd51f3619a2a34...
Clients 3_‘_’] ServerHost REG_SZ uat-agent.app.flexerasoftware.com
w .| | Flexera We|ServerPort REG_DWORD (5000001 bl (443)
: GUID 2| SymLastPolled REG_SZ 5/16/2017 10:41:20 AM +00:00
SVMPD ab| SymlastPollSuc.. REG_SZ 5/16/2017 10:41:21 AM +00:00
Intel ab| SymPollPeriod REG_SZ 00:10:00
Microsoft ab| SyrnServer REG_SZ https://uat-agent.app.flexerasoftware.com/api/
ODBC ab| TempToken REG_SZ 010191985e056c489330d6d 01 3d0ffd51£3615a2a34..,
Partner ab|WsusServer REG_SZ http://svm-w1B-wsus.svm.flexdev.com: 8330/
- Policies
- Registered Applicatior %
o WOWB432Node
larrar

Successful Publishing Log Example
Below is an example of a successful publishing log.

[5/24/2017 6:07:51 PM|I] Flexera Software SVM Package Daemon: Terminating
{

"SvmServer": "https://uat-agent.app.flexerasoftware.com/api/",

"WsusServer": "http://svm-wl6-wsus.svm.flexdev.com:8530/",

"AccountAuthToken":
"01019198908c81et89330d21013d0fed51f3619a2a34c53dd23821F3b009cb8872a0381ed4daa4a5e3368c4a534aca36e48680
b22522¢73cb0003eab5febcbd27687dd5d8b8e31fd4bfcabbc7afc2d128b461501a92fd51423F9+51277F15ad9cdc5a9b20c051
71d415709ctaba76978d39bc5294439cf70024147273F787a9797705737c78be366efaal9450d6dbd9783ff2cc7",

"RefreshToken":
"01019198908c81et89330d6d013doffd51F3619a2a34c53dd23821F3b009cb88722a0381e0570bd60d58c8c78e9b82cle2554a3
4780d032670fd3503361859188fbc1le60a368d6337761dc797d374a696fcedealeel260e4ad5b4d02156a025075e1933¢c80ded7
£382b0d33e4f9613a92fc4e55b19d9384d441373b6bbd7d75eda8c119b7a47a706b3008468c58c23f6df268516F",

"TempToken":
"010191985fddb4f489330d6d013doffd51f3619a2a34c53dd23821F3b009cb8872a0381eeatf654ba8173863126de272ea85b4
ad685fd33bbee34fc804ebed54fe6c61202a42b832079127b%afldde7d1laae210f34cd5a79666516aedecebl4a452+78581223
920b457408c8dcabbb97dadle6bl7ad32140a757dd3fbaf33742032b988c7d0ec366e83528d84a7c4cdd38aa712",

"GUID": "dbbad2b3-b298-4f01-ad4b-717df294f6f2",

"LogMethod": "File",

"LoglLevel": "Verbose",

"LogFile": "<CommonApplicationData>\\Flexera Software\\SVM\\svmpd.log",

"LogMaxKB": "16384",

"LogBackup": "-yyyyMMdd-HHmm",

"SvmLastPolled": "5/24/2017 6:01:54 PM +00:00",

"SvmLastPollSuccess": "5/24/2017 6:01:54 PM +00:00",

"SvmPollPeriod": "00:10:00"

}
--- Configuration Ends ---

[5/24/2017 6:07:52 PM|I] Flexera Software SVM Package Daemon: Initializing
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[5/24/2017 6:11:56 PM|I] Cached new 6e16403a-042f-49db-9106-7defab21d4b9.sdp at C:\ProgramData\Flexera
Software\SVM\SVMPD Cache\6e16403a-042f-49db-9106-7d0fab21d4b9.sdp; file is unsigned; hash
768B93104B0O8C65C4FD17F4BB621437C569DC5EQ

Deployment Information - Install/Update Google Chrome 49.x to 58.x Default  *
installer

Deployment information

Server svm-wi6-wsus svm.flexdev.com

Groups Windows 7

Package name InstallUpdate Google Chrome 49.x to 58.x Default installer
Product name Google Chrome 49.x

Vender name Google

Status Building

Created May 24, 2017 1:10 PM

Deployment tasks

Task type Push package to Patch Server

Created May 24, 2017 1:10 PM

Result Success L})
Daemon T08e0adb-alc6-4fce-beb-4197bed01933

Close

Certificate Configuration
Certificates are saved based on the certificate process used:
®  Saving Successful WSUS Self-Signed Certificates

® Saving Manual Self-Signed Certificates

Saving Successful WSUS Self-Signed Certificates

A successful WSUS self-signed certificate must be saved in the following three locations: Trusted Root Certification, Trusted
Publishers, and WSUS. The "Trusted Root Certification Authority" should contain the relevant Root certificate.
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Server Manager

= Console1 - [Console Root\Certificates (Local Computer)\WSUS\Certifi
File Action View Favorites Window Help

e zE & XE B

| Console Root Issued To = Issued By Expiration Date
4 5 Certificates (Local Computer) || E51WSUS Publishers Self-signed WSUS Publishers Self-signed 8/3/2022
1 [ 7] Persanal
- | Trusted Root Certification B Certificate -
| Enterprise Trust
[[Z j \nterr\:ed\ate Certification . cenered ‘DE‘B”S |Certﬁaﬁon k) |
4 [ ] Trusted Publishers
- EaliiE L@ Certificate Information
b | Untrusted Certificates
- | Third-Party Root Certificat This certificate is i for the jing pur
I (] Trusted People * Ensures software came from software publisher
I [ Client Authentication lssue » Protects software from alteration after publication
b B ALM = Allissuance policies
I | Remote Desktop
| [ Certificate Enrollment Req)
I | Smart Card Trusted Roots
b ] SMS
b Bl Trusted Devices Issued to: WSUS Publishers Self-signed
| [ Web Hosting
4 [ WsUs Issued by: WSUS Publishers Self-signed
| Certificates
< |Ti s |— Valid from 8/4/2017 to 8/3/2022
WSUS store contains 1 certificate. ? You have a private key that corresponds to this certificate.
Issuer Statement

|

Not copying the certificate's public key to any one of the three locations (in particular the Trusted Publishers location), or
not having the private key in the WSUS location, may cause publishing to fail with the following error message.

[5/22/2017 7:03:30 PM|C] Task execution faulted (id: adc97f47-5c41-442b-b19d-f266a2d8adec): Verification
of file signature failed for file:
\\win2008r2sccml2.isas.flexdev.com\UpdateServicesPackages\6e16403a-042f-49db-9106-
7defab21d4b9\bbeed25c-fa3d-46dd-a703-065fd184fe86_1.cab

InvalidOperationException: Verification of file signature failed for file:
\\win2008r2sccml2.isas.flexdev.com\UpdateServicesPackages\6e16403a-042f-49db-9106-
7defab21d4b9\bbeed25c-fa3d-46dd-a703-065fd184fe86_1.cab

at Microsoft.UpdateServices.Internal.BaseApi.Publisher.VerifyAndPublishPackage()

at Microsoft.UpdateServices.Internal.BaseApi.Publisher.PublishPackage(String sourcePath, String
additionalSourcePath, String packageDirectoryName)

at System.Threading.Tasks.Task.Execute()
at FlexeraSoftware.SVM.Daemon.WsusApi.PublishPackageAsync()
at FlexeraSoftware.SVM.Daemon.PublishPackageWorkItem.PublishPackageAsync()
at FlexeraSoftware.SVM.Daemon.DaemonlWorkItem.ExecuteTasks()
--- Stack Trace Ends ---
Troubleshooting Options for WSUS Self-Signed Certificate Error Message

You have two options to create the new certification if this error message appears:

c:\Program Files\Flexera Software\SVM Daemon>svmpd.exe newcert
System.InvalidOperationException

This WSUS server cannot issue a self-signed certificate. To import a signing certificate into the WSUS
server, use one of the following supported methods:
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1. SetSigningCertificate(string, string)
2. SetSigningCertificate(string, SecureString)

To create a WSUS self-signed certificate:

1. Enable self-signing on the server. While the WSUS will not generate self-signed certificates by default, it is possible to
restore the legacy behavior by setting the following registry key.

® HKEY_LOCAL_MACHINE\Software\Microsoft\Update Services\Server\Setup\
® (Create DWORD value: EnableSelfSignedCertificates = 1

Note « The CreateSelfSignedCertificate APl s still considered deprecated and may be removed in a future version of
Windows. For further details, see https://blogs.technet.microsoft.com/wsus/2013/08/15/wsus-no-longer-issues-self-
signed-certificates/

2. Use areal certificate, and use the svmpd . exe option UseCert.

Saving Manual Self-Signed Certificates

The certificate used to sign packages must be saved on the machine with the Software Distribution Daemon for Windows
(SVMDaemonINstall.msi).

Consalel - [Console Root\Certificates (Local Computer)\Trusted Publishers\Certificates] - o x
& File Action View Favorites Window Help & x
e nm fRIXEE B
[7] Console Root Issued To - Issued By Expirstion Date  Intended Purposes  Friendly Name || Actions
v E“P'f'c““ ‘(L“" Computer) @51WSUS Publishers Self-signed  WSUS Publishers Self-signed &/12/2022 Code Signing <None» [ N
> 88 ersona ZZIWSUS Publishers Sef-signed WSUS Publishers Self-signed 6/13/2022 Code Signing <Nones More Actions

> [ Trusted Root Certification Authorities

> [ Enterprise Trust

5 || Intermediate Certification Authorities

~ [ Trusted Publishers More Actions

| Certificates

3 [ Untrusted Certificates

> [] Third-Party Root Certification Authorities
[ Trusted People
[ Client Authentication Issuers

5 [ Preview Build Roots

5 [ Other People

[] Remote Desktap

[ Certificate Enrollment Requests

[ Smart Card Trusted Roots

[ Trusted Devices

5[] Web Hosting

» [7] Windows Live ID Token Issuer

> [0 Wsus

& Flexera Software LLC Symantec Cla;

2018 Code Signing
Flexera Software LLC -

Certification Authorities

If you see the following Windows Update 800b0109 error message, this means your WSUS certificate is not installed on the
machine trying to install the update.
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@Uv| ' » Control Panel » System and Security » Windows Update & ‘ ""f| | Search Control Panel

Control Panel Home

Windows Update
Check for updates
Change settings

View update history Some updates were not installed

Restore hidden updates

Updates: fraquently asked Review important updates

questions
Errors) found:
Code 800B0109 Windows Update encountered an unknown error.
Get help '\.-'Iﬂ"[ this error
Maost recent check for updates:  Today at 2:01 PM
Updates were installed: 5/12/2017 at 3:02 AM. View update history
You receive updates: Managed by your system administrator
Check enline for updates from Microsoft Update
See also

Installed Updates
g Windows Anytime Upgrade

Failed: 1 update 1 important update selected

ﬁ(}cn'sulrj—[()onsolckbél\cmiﬁcatsﬂmlc p Trusted P
& File Action View Favorites Window Help

5| 1B 4 LI XE=H

] Console Root Issued To & Tssued By Expiration Date  Intended Purposes
a 5] Certificates (Local Computer)
I [ Personal
a | Trusted Root Certification Authe
|| Certificates
" Enterprise Trust
5] Intermediate Certification Authc,
[ Trusted Publishers
| Certificates
[ Untrusted Certificates
] Third-Party Root Certification Al
7 Trusted People
| McAfee Trust
[7] Remote Desktop
| Smart Card Trusted Roots
i+ [] Trusted Devices

&5 WSUS Publishers Self-signe WS5US Publishers Self-signed 5/24/2022 Caede Signing

[N

vV VY VW

Scan Configuration

Use this page to view, configure and edit the:
® Scan Configuration
®  Microsoft Update Options

® Add Custom Scan Paths
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Account ~ User Management - Vulnerability Management ~

Scan Configuration

Define the default scan agent behaviour

Workflow Management ~

Assessment ~ APl ~ Logs +

Microsoft Update Options

Configure the behaviour of the Windows Update (WUA)

Scan Type Check for missing security updates from Microsoft System Center
— Check for missing security updates fram Windows Update
Minimal scan

Update Server Type

Scan day(s)

Official Microsoft Update -
Sunday, Monday, Friday, Tuesday, Saturday, Wednesday, Thursday -
Update Proxy Settings
Scan time

Use default WUA proxy settings e
12 : 10

=
E—

Note: Mixing Black list and Allow list rules is not supported. Allow list will take precedence.

Type < Path % Filename < Created E
Block List 2020-08-07

o8~ - ~@a

Scan Configuration

Click Edit and select:

® Scan type (select Disabled (do not scan), Minimal scan, Optimal scan or Full scan from the drop-down list). For details,
see Scan Types.

® Scan day(s) (select the day or days to perform scans from the drop-down list)
® Scantime

Note » The selected Scan Type does not overwrite custom scan paths you create, which are saved to every Scan Agent you
have deployed to your environment.

Microsoft Update Options

196

Click Edit and select:

® Configure the behavior of the Windows Update (WUA) (select Check for missing security updates from Windows

Update. If your organization blocks updates from Windows Update, select Check for missing security updates from
Microsoft System Center).

® Update Server Type (select OS Default, Managed Windows Update, Official Windows Update, Official Microsoft
Update or Use offline method (CAB) from the drop-down list):

®  0S Default: allows the Windows Update Agent on a device being scanned to use whatever option is currently

registered. This option can be controlled by enterprise policy settings or locally on the machine, depending on
the environment the device is running in.

® Managed Windows Update: the SVMScan.exe agent will request a check for updates through an enterprise
managed WSUS instance. On machines not configured through WSUS, this check for updates will result in the
error: 0x80244011 "WUServer policy value is missing in the registry".
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e Official Windows Update: the SyMScan.exe agent will request a check for updates through the public Windows
Update server. This check will only return updates related to Windows.

e Official Microsoft Update: the SYMScan.exe agent will request a check for updates through the public Windows
Update server. This check will return a superset of the "Windows Update server" results that include Windows
updates and updates for Microsoft products such as Office (non App-V, non App-X installs only) and MSVC
redistributables.

® Use offline method (CAB): you should implement the . cab file scanning of windows update for clients that are
not connected to the Internet and cannot access WSUS or MU/WU. In such situations, Microsoft provides a .cab
file that can be used to scan the system. There are limitations to this feature:

®  You are responsible for placing the file in a location accessible by Windows Update Services. The file must be
on the local file system; placing the file on a shared drive is not supported by Windows Update Services.

® The alternate scan data source (.cab file) only includes high priority updates (security bulletins, critical
updates, update rollups) and some service packs. It does not include optional updates (such as updates,
feature packs, and tools) and some service packs. If a machine uses this source for scanning, then it is likely
that fewer patches will be detected.

® Software Vulnerability Research should be run as administrator.

® Update Proxy Settings (select Use default WUA proxy settings, Use the same proxy as http or Use a custom proxy for
WUA from the drop-down list).

® |fyou selected Use a custom proxy for WUA, enter the Proxy Settings domain port.

Add Custom Scan Paths

Click B4 to add custom scan paths. Select the Type (Allow list or Block List) from the drop-down list, enter the Filename and
Path and click Save.

Note - Mixing block List and allow list rules is not supported. Allow List will take precedence.

Note - All paths must be hard coded paths. Example: C:\Users\Public\Libraries
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Add new custom path X

Type

Allowy List -

Filename
Filename
Path

Path

“

Downloads

This page displays the Software Vulnerability Research download links for:

® Vulnerable Software Discovery Tool Installer for Windows

® Vulnerable Software Discovery Tool for Windows

® Software Distribution Daemon for Windows

® Vulnerable Software Discovery Tool for Mac

® Vulnerable Software Discovery Tool for Red Hat Linux 7 RPM

® Vulnerable Software Discovery Tool for Red Hat Linux 6 RPM

You can select Show older versions, click an item in the list, and select Download.

To download and deploy the appropriate item below, see Agent Deployment and Daemon Deployment.

198
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Settings > Assessment > Downloads & @ J
Account - User Management ~  Vulnerability Management ~  Workflow Management ~  Assessment~ APl ~  Logs ~
Discovery Tool Windows:

Version: 2.0.358
Download: SVMScanlnstall.msi
Checksum (sha256) 9261 5 eb151803:

Vulnerable Software Discovery Tool for Windows:

Version: 8.0.358

Download: SVMScan.exe

Checksum (sha256): 61cd8857ed3cc080: 98351 915

Software Distribution Daemon for Windows:

Version: 2.0.358

Download: SYMDaemoninstall.msi

Checksum (sha256): 980fb5cel 5 31121

Vulnerable Software Discovery Tool for Mac:

Version: 8.0.358

Download: svmscan macos.dmg

Checksurm (sha256): 9c39631c2a3b2d6523cd C16f07798d0re552c5 2bdc3bada6ad63213b3c/84423

Vulnerable Software Discovery Tool for Red Hat Linux 7 RPM:

Version: 2.0.358

Download: svmsean linux-£.0.358-1.e17.x86 64.rpm

Checksum (sha256): a72a042778b0289d21321 243620726358e520322b73f678350ed0c Tddeab

Vulnerable Software Discovery Tool for Red Hat Linux 6 RPM:

Version: 8.0.358

Download: svmscan linux-8.0.358-1.e16.x86 64.rpm

Checksum (sha256): b10B97240d97ea20e672cs dfaa1 983bbe385f7dsa5323707145783588245759

Show older versions: [l ]

Type < Filename < Version 4 Checksum Created s
Vulnerable Software Discovery Tool for Mac sumscan_macos.dmg 80358 2018-08-10
Software Distribution Daemon for Windows SVMDaemoninstallms 80358 20190310

API

Use the API page to view your APl Access token generation page, XML Feeds, and Service Providers.

XML feed shows advisory information for tickets created. If no tickets are created, no advisory information will appear in
the XML feed. XML feed is not connected to Historic Advisories in the Vulnerability Manager module.

To access the Software Vulnerability Research APIs, see https://api.app.flexerasoftware.com/api/. For additional API
information, see the Software Vulnerability Research API Help Library:

https://docs.flexera.com/svr/api/Default.htm

Logs
Use the Logs pages to track details of all activities taken by users related to your account, such as:
® Logins
® Tickets
® Watch Lists
® Email Logs
® SMSlLogs

® Service Calls

Logins
The Logins page displays the Date, User, IP Address and User Agent details for all successful logins.

Click B to filter the results displayed by User and From and To dates
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Click B to export Logins to a CSV file.

Tickets

The Tickets page displays the Date, Ticket, Change Type, Change Description and User details for all ticket changes
related to your account.

Click B to filter the results displayed by User, Ticket ID and From and To dates.

Click B to export Tickets to a CSV file.

Watch Lists

The Watch Lists page displays the Date, Watch List, Change Type, Change Description and User for all Watch List
changes related to your account.

Click B to filter the results displayed by User, Watch List, and From and To dates.

Click a Watch List name to view the details of the Watch List.

Click B to export Watch Lists to a CSV file.

Email Logs

The Email Logs page displays the history of sent emails including Date, User, Email Category, Email Address, Status, and
Subject.

Click B to filter the results displayed by User and From and To dates.

Click B to export Email Logs to a CSV file.

SMS Logs

The SMS Logs page displays the history of sent SMS, including Date, User, SMS Category, Phone Number, Status, and
Message.

Click B to filter the results displayed by User and From and To dates.

Click B to export SMS Logs to a CSV file.

Service Calls

If service calls were made, the Service Calls page displays the history of changes, including Date, Provider, URL, Method,
Ref_object_id, Status code, Our entity, and Call status.

Click B to resend failed service calls.

Click B to filter the results displayed by From and To dates.
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Click B to export Service Calls to a CSV file.
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User Profile

Use the User Profile page to view and edit your account information, including your password, personal details,
preferences, security settings, and personal settings.

After saving your phone number, you need to validate your phone number. Otherwise you will not receive SMS
notifications for the advisories.

If you change your email address, you need to validate your email address immediately after. Otherwise you will not
receive an email notification.
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User Profile

Username:

Change Password

Personal Details

Title: -

First Name:

Last Name:

Email: Change Email

Phone Number:

Country:  United States -
Preferences

Language:  English -
Timezone:  America/Chicago -

Security Settings

Two-factor authentication: Enabled

Two-factor authentication using SM5: E.
Two-factor authentication using token: E.

Personal settings

Advisory type email (default normal item):

Attach advisory PDF (default no):
& 2015 — 2018 Flexera. All rights reserved. Terms and Conditions Data Privacy

Figure 15-1: User Profile Page
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About Secunia Advisories

This section includes the following articles:

® CVSS (Common Vulnerability Scoring System)
® CVE References

® Where (Attack Vector)

®  (riticality (Severity Rating)

® Impact (Consequence)

CVSS (Common Vulnerability Scoring System)

The Common Vulnerability Scoring System (CVSS) provides an open framework for communicating the characteristics and
impacts of IT vulnerabilities (see https://nvd.nist.gov/vuln-metrics/cvss).

CVSS enables IT managers, vulnerability bulletin providers, security vendors, application vendors, and researchers to all
benefit by adopting this common language of scoring IT vulnerabilities.

CVSS consists of three groups: Base, Temporal, and Environmental. Each group produces a numeric score ranging from 0 to
10, and a Vector; a compressed textual representation that reflects the values used to derive the score.

® The Base group represents the intrinsic qualities of a vulnerability.

® The Temporal group reflects the characteristics of a vulnerability that changes over time.

® The Environmental group represents the characteristics of a vulnerability that are unique to any user's environment.
For details on interpreting a CVSS vector, refer to https://www.first.org/cvss/specification-document.

Secunia Advisories include a Secunia derived CVSS score and vector, as well as a link to an implementation of the NIST
CVSS calculator so that a user can adjust temporal and environmental metrics for advisories that match your Watch Lists.
For more information, see CVSSv3 Score.

The National Vulnerability Database (NVD) CVSS score/vector for each relevant CVE contained in an Advisory is also shown,
and is similarly linked to the NIST CVSS calculator.
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CVSSv3 Score

On May 18, 2018 Flexera’s Secunia Research began entering all new CVSS scores using the v3 standard. After a CVSSv3 score
is entered, the score appears in the User Interface (Ul), API, XML, email notifications, and PDF reports.

In the User Interface

The CVSSv3 score is noted with a green “v3” after the score.

X Vulnerabilty Manager > X e - x
& C | @ Secure | hitpsy/uat.applexerasoftware.com/#/vm/ticketing, *| 0 o
3 Softwarre Vulnerabili y Manager ility Manager > Ticketing (- 31|

Watch Lists & Advisories = Ticketing  Approve Advisories
Dashboard

Opentickes Witing tickets @) Closed tickers @) Irrelevant tickers @) Pending deployment tickets @ At QA tickers @)

‘. e 3 Browsing 1-20 of 38 ckets a

g Vulnerability Manager

Id ¢ Ticketcreated Queue + Status < Priority & Watch List SAID < Title Criticality < * # Assigned to
W7 diwosss D Open L SVIIGGcUl  SAIZ Ao pes Wl Verbles = s Vedopacres [ 55 sonien
@ Policy Manager ) 13914 20180314 Defautt  Open Low 5A81990  Microsoft SharePoint Foundation 2013 Security Bypass Vuinerabilty 2018.0314 Vendor Patched 65 pdhillon
OIS 603t Ddt O L AlAdorks  SANISN et ShacPat Funcaton 2013 Sty 5pess Vbl e s Vi pactes 5 s
e wwesie od ome  low SALISEC Weosof hatcPo Fondaton 2013 Secty s ity e s Vo pactes 5 it
@ ~o I o e e s
OO 26031 Ddt  Opm  Law  SVIIGHSl  SAHSH et ShacPat Funcaton 2013 Sty Bpess Vbl e s Voo pactes 5 sonien
G0 6031 Ddt O Law  PNSmot  SAHN et ShacPat Funcaton 2013 Sty 3pess Vbl e s Vi pates 5 m—
105 2603t Dt O Law  TelVemos  SAHSH et ShacPat Funcaton 2013 Sty Bpess Vbl e s Vo pactes 5 sutesoo
7 603t Ddt  Opm L MesUared  SAHIH et ShacPat Funcaton 2013 Sty 3pess Vbl e s Vo pactes 5 copen
oot wee2sr  odat open  edum SASIZ s ot for sty weczor Ve pactes 5 it
W% o207 Ddt O Meokm  Sbscbon0l  SAHSI Napolwoselortpsmaty weczor Vo pactes 5 sonions
W% iwe20r  Ddt O Meokm  SVIGaNsl  SANSIZ Nagolwoseiorhpsmaty wieczor Vo pactes 5 onions
W o207 Ddt O Meokm MM SANSIZ Nagolwoselortpsmaty wnezor Ve pactes 5 s
s ez Ddt O Meokm  AbvsoolsLAl  SAHT  Debanupdd frsmatsd neanzs Voo pactes 5 onions
WS 6oz Ddt O Meokm M SANLST  Deoanupddfrsmatss neanzs Vi pates 5 s
$ o JERT s wees  odt  oen  eawm $a1zs1 ot pst o smary eanzs Vo pactes 5 it

» - QR =3

Q ocrroic

closora

In the API

API calls returning CVSS data return a second set of values for CVSSv3, so that you can programmatically differentiate
between CVSSv2 and CVSSv3 scores. When CVSSv3 scores are available, the cvss_score value is blank and the value will
appear as cvss3_score. The label cvss_score represents CVSSv2 (it was not renamed to avoid breaking existing scripts).

"cwss_info": {

"cvss_vector™:
"cvss_base _score”: 8,

"cvss_overall score": @

"cwss_score”: "8.9",

cvss_vector”
"cwss3_info": {
"cvss_vector™: "CVWS5:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C",
"cvss_base_score”: 7.8,

"cvss_overall_score": 6.8

"cwss3_score”: "7.8",

"cvss3_wvector”: "CVS5:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C",
"cwss_score_ui": "7.8",
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In the XML

A change to the schema is necessary to add specific values for CVSSv3 scores. As with the json API values above, a second
cvss3 labeled value was added to distinguish v3 scores. Depending on how any scripts or processes consuming this data
parse the information, this has the potential to result in a breaking change.

<cvss_base_score>0</cvss_base score>

<cvss_overall_score>0</cvss_overall_score=

<cvss_vector=</cvss_vector=

<custom_cvss_overall_score=0.0</custom_cvss_overall_score>
<custom_cvss_vector></custom_cvss_vector>

<cvss3_base_score>7.8</cvss3_base_score>

<cvss3_overall_score>6.8</cvss3_overall_score>
<cvss3_vector>CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C</cvss3_vector>
<custom_cvss3_overall_score>5.9</custom_cvss3_overall_score>

In Email Notifications
Emails contain CVSSv2 (displayed as CVSS) and CVSSv3 (displayed as CVSS3) labels. The CVSSv3 value will be empty until a

v3value is entered, at which time the v2 (CVSS) value will be empty.

Criticality ~ Not critical
Release 03/11/2022

Date

Last 03/11/2022

Update

Solution Vendor Patched
Status

SAID SA112006

CVSS 0.0 (E:U/RL:OF/RC:C)

CVSS3 Base: 4.7, Overall: 4.1
CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:L/A:N/E:U/RL:O/RC:C

Impact Spoofing

Where From remote
Threat 0
Score

Note « Email notifications will include CVSS overall score.

In a PDF Report

PDF reports containing CVSS values will show CVSSv2 (displayed as CVSS) or CVSSv3 (displayed as CVSS3) as appropriate.
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CVE References

Criticality

Impact

Where

Solution Status

Secunia CVSS Scores

CVE References

208

A CVE (Common Vulnerabilities and Exposures) name represents a unique, standardized name and description for a given

vulnerability or exposure.

Searching on a CVE reference (for example CVE-2009-3793 or simply 2009-3793) will find all Secunia Advisories in the

database that list that particular CVE as a reference.

Research » Advisory Database 3 Advisories

- Moderately critical
System access
From remote
Vendor Patched

CVSS3 Base: 7.8, Overall: 6.8

CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

-0

Advisory Database ~ Products Database ~

Browsing 16 advisorie:

Release Modified
L] sAD e date Tile
mazon Linux update for
SA97626 2020-09-21 2020-00-21 Al Li e Tor nty
View Advisory
[] sAs7650 2020-09-19 2020-00-19 Amazon Linux update for mod_nitp2
SA97718 2020-00-17 2020-00-17 Oracle Solaris Apache HTTP Server Multiple Vulnerabilities
p: pi
[ sasr717 20200847 T — Oracle Solaris Muttiple Third Party Components Multiple
Vulnerabilities
33 at update for
SA97533 2020-09-15 2020-09-15 Red Hat update for httpd24-htt
at update for L2
SA97677 2020-09-11 2020-00-11 Red Hat update for htipd:2.4
[] sAs7e11 2020-00-11 2020-00-11 IBM i Apache HTTP Server Denial of Service Vulnerability
SA97319 2020-00-03 2020-00-03 SUSE update for apache2
p:

Criticality = i:;"

o No

Create ticket

No

No

No

No

No

“w

=]
Filte
\;j"'cd'::d Fromremote 983 19 ﬁg:
\;:th‘);d Fromremote 7513 18 225:‘53;
‘;:T;D;d From remote 98v3 18 :f"us'!:;
:;':;‘:d Fromremote 9812 23 i‘:fn"sg;
\;:;D;d Fromremote 753 17 izf"‘g:
\;:th‘);d Fromremote 7513 7 22?[:‘53;
\;:':thoerd From remote 7.5v3 w :“:’:‘5’!:’
‘;2;‘:'706[0 From remote 7.5v3 19 iﬁs:‘;g:

An Advisory can contain more than one CVE reference, and not every Advisory has an associated CVE reference.
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Where (Attack Vector)

Amazon Linux update for httpd - CVE x

CVE cvss' Threat Score Threat Reason

Linked to Historical Cyber Exploit
17 Historically Linked to Penetration Testing Tools
Recently Linked to Penetration Testing Tools

CVSS v2: 5.0 (AV-NJACIL/AUN/C:NAN/IACP)
CVSS va: 7.5 CVSS: 3 1/AV-NAC L/PRN/ULN/S-U/C NAEN/ACH

Description®
Apache HTTP Server versions 2.4.20 to 2.4.43. A specially crafted value for the 'Cache-Digest' header in a HTTP/2 request would result in a crash when the server actually tries to
HTTP/2 PUSH a resource afterwards. Configuring the HTTP/2 feature via "H2Push off" will mitigate this vulnerability for unpatched servers.

Threat Intel Module

The CVE threat score of 17 was based on the following triggers:
= Linked to Historical Cyber Exploit
» Historically Linked to Penetration Testing Tools
» Recenily Linked to Penetration Testing Tools

The threat score was last updated on 2020-09-20.

References’

SUSE http:/ilists.opensuse.org/opensuse-security-announce/2020-08/msg00071.htmi

Other Reference  https:/lists.apache.org/thread.htmlirSdebe8f82728a00a4a68bc304dd6c35423bdfc8de01cfba579f38bf1@%eCdev.hitpd.apache.org%3E
Cther Reference  https:/httpd.apache.org/security/vulnerabilities 24.htmi#CVE-2020-9490

Other Reference  https:/ilists.apache.org/thread.html/r9e8f1a7609760f0fB0562eaaec2aadcd2d525coe0fcadBbda75240cT1@%ICdev.hitpd.apache.orgh3E
Cther Reference  https:/lists.apache.org/thread.html/ré23de9b2b2433a87f3f3a15900419fc9c00c77b26936dfead060f672@%3Cdev.hitpd.apache.org%3E

SUSE http:iilists.opensuse.org/opensuse-security ©/2020-08/msg00068.htmi
Fedora https:iists fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ITVFDBVMEESJFSOTRYLRPRCHIRDRHJJ Y/
Gentoo https:/isecurity.gentoo.org/glsa/202008-04
Debian https/iwww.debian.org/security/2020/dsa-4757
Fedora https:/iists fedoraproject.org/archivesilist/package-announce@lists.fedoraproject.org/message/4NKWG2EXAQQBELMLATKZ7KL SRGC SHVAN/
Other Reference  https:/security.netapp.com/advisory/intap-20200814-0005/
Ubuntu https://usn.ubuntu.com/4458-1/
CVE-2020-11993 CVSS v2: 4.3 (AV-NACM/AUN/C:N/AN/A-P) 2 Linked to Historical Cyber Exploit
CVE-2020-11884 CVSS v2: 7.5 (AV-N/ACLJAUN/C:P/-PIAPY 2 Linked o Historical Cyber Exploit
NOTE:

* The information is written and maintained by CVE MITRE.
The data on this page reflects neither the opinions of Secunia or the results of our research.

Where (Attack Vector)

The following are Where (Attack Vector) values.

Local System

Local system describes vulnerabilities where the attack vector requires that the attacker is a local user on the system.

Local Network

From local network describes vulnerabilities where the attack vector requires that an attacker is situated on the same
network as a vulnerable system (not necessarily a LAN).

This category covers vulnerabilities in certain services (for example, DHCP, RPC, administrative services, and so on), which
should not be accessible from the Internet, but only from a local network and optionally a restricted set of external
systems.

Remote

From remote describes vulnerabilities where the attack vector does not require access to the system nor a local network.

This category covers services, which are acceptable to expose to the Internet (for example, HTTP, HTTPS, SMTP) as well as
client applications used on the Internet and certain vulnerabilities, where it is reasonable to assume that a security
conscious user can be tricked into performing certain actions.
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Criticality (Severity Rating)

Criticality (Severity Rating)

The following are Severity Rating values.

Extremely Critical

This value is typically used for remotely and easily exploitable vulnerabilities that are otherwise designated “highly critical”
but also have been exploited in the wild before their publication (zero-day). These vulnerabilities typically exist in services
like FTP, HTTP and SMTP or specific client systems such as email programs or browsers. Operating systems can also be
prone to them—e.g., when font handling is performed on operating system level.

Highly Critical
® This valueis generally used for remotely and easily exploitable vulnerabilities that can lead to system compromise.

®  Successful exploitation doesn’t usually require any interaction, but there are no known exploits available at the time
of disclosure.

® These vulnerabilities typically exist in services like FTP, HTTP and SMTP or specific client systems such as email
programs or browsers. Operating systems can also be prone to them—e.g., when font handling is performed on
operating system level.

Moderately Critical

This value is usually used for remotely and easily exploitable denial-of-service vulnerabilities against services like FTP,
HTTP and SMTP. Additionally, easily exploitable vulnerabilities that could lead to information disclosure or affect the
integrity of a product can result in this criticality level.

This rating is also used for vulnerabilities allowing system compromise on LANs in services like SMB, RPC, NFS, LPD and
similar services that are not intended for use over the Internet.

Less Critical
This value is typically used for cross-site scripting and local privilege escalation vulnerabilities.

This rating is also used for vulnerabilities allowing exposure of sensitive data to local users.

Not Critical

This value is typically used for very limited privilege escalation vulnerabilities and locally exploitable Denial of Service
vulnerabilities.

This rating is also used for non-sensitive system information disclosure vulnerabilities (for example, remote disclosure of
installation path of applications).

Impact (Consequence)

The following are Consequence values.

Brute Force

Used in cases where an application or an algorithm allows an attacker to guess passwords in an easy manner.
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Impact (Consequence)

Cross-Site Scripting

Cross-Site Scripting vulnerabilities allow a third party to manipulate the content or behavior of a web applicationin a
user's browser, without compromising the underlying system.

Different Cross-Site Scripting related vulnerabilities are also classified under this category, including “script insertion” and
“cross-site request forgery”.

Cross-Site Scripting vulnerabilities are often used against specific users of a website to steal their credentials or to conduct
spoofing attacks.

DoS (Denial of Service)

This includes vulnerabilities ranging from excessive resource consumption (for example, causing a system to use a lot of
memory) to crashing an application or an entire system.

Exposure of Sensitive Information

Vulnerabilities where documents or credentials are leaked or can be revealed either locally or remotely.

Exposure of System Information

Vulnerabilities where excessive information about the system (for example. version numbers, running services, installation
paths, and similar) are exposed and can be revealed from remote and, in some cases, locally.

Hijacking
Covers vulnerabilities where a user session or a communication channel can be taken over by other users or remote
attackers.

Manipulation of Data

This includes vulnerabilities where a user or a remote attacker can manipulate local data on a system, but not necessarily
be able to gain escalated privileges or system access.

The most frequent type of vulnerabilities with this impact are SQL-injection vulnerabilities, where a malicious user or
person can manipulate SQL queries.

Privilege Escalation

Covers vulnerabilities where a user is able to conduct certain tasks with the privileges of other users or administrative
users.

This typically includes cases where a local user on a client or server system can gain access to the administrator or root

account, thus taking full control of the system.

Security Bypass

Covers vulnerabilities or security issues where malicious users or people can bypass certain security mechanisms of the
application. The actual impact varies significantly depending on the design and purpose of the affected application.

Spoofing

Covers various vulnerabilities where it is possible for malicious users or people to impersonate other users or systems.
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System Access

Covers vulnerabilities where malicious people are able to gain system access and execute arbitrary code with the privileges
of a local user.

Unknown

Covers various weaknesses, security issues, and vulnerabilities not covered by the other impact types, or where the impact
is not known due to insufficient information from vendors and researchers.
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Software Vulnerability Research Threat Intelligence directs your attention towards the vulnerabilities affecting your watch
lists.

In a world where there are more than 18,000 new vulnerabilities every year, being smart about prioritizing remediation
efforts is essential. Leveraging our optional Threat Intelligence Module, another valuable layer of insight is provided to help
you understand which of the vulnerabilities affecting your environment are actually being exploited in the wild.

Industry reports, including Gartner shows that between 6%-10% of the vulnerabilities disclosed each year actually are
exploited in the wild. Turns out that most of these have medium CVSS scores, which are typically overlooked by
organizations. With the insights provided by threat intelligence, it is possible better optimize the time spent remediating
software vulnerabilities. Avoid spending time and resources in patching vulnerabilities that do not have evidence of
exploitation, and favor those that do. Prioritization is crucial for effective risk mitigation and resource utilization.

Leveraging machine learning, artificial intelligence, and human curation from thousands of sources in the open, deep and
dark web, our Threat Intelligence Module augments Software Vulnerability Research’s vulnerability intelligence with a
Threat Score that provides the ultimate prioritization tool for your busy desktop operations teams.

This appendix explains how the Software Vulnerability Research Threat Intelligence module helps the enterprises to
manage their resources and Patching Vulnerabilities more effectively, the following topics are discussed in this section:

® Evidence of Exploitation

®  (Criteria for the Threat Score Calculation

® Threat Score Calculation - Examples

® Threat Intelligence Data for Operations and Security

® Threat Intelligence for Research

Note « Please note the following:

®  Secunia Advisory Threat Scores and Vulnerability (CVE) Threat Scores are each calculated as described in the Criteria for
the Threat Score Calculation section (an Advisory score is not determined by simply adding related CVE Threat Scores).

® forpricing and availability, please contact your sales representative or contact us online at:
https://www.flexera.com/about-us/contact-us.html
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Evidence of Exploitation

®  For more details about the Threat Intelligence Modules, see our datasheet:
https://www.flexera.com/media/pdfs/datasheet-svm-threat-intelligence-module.pdf

Evidence of Exploitation

There are 10 primary rules that can impact the assigned Threat score and they are:
® |thasbeen linked to remote access Trojan

® |thasbeen linked to ransomware

® |thasbeen linked to penetration testing tools

® |thasbeen linked to malware

® |t hasbeen linked to an exploit kit

® |t hasbeen linked to a cyber exploit

® |t hasbeen linked to an exploit wild

® |thasbeen linked to POC verified

® |t hasbeen linked to vulnerability developed tools

® |t hasbeen linked to verified intelligence

Criteria for the Threat Score Calculation

Triggered rules increase the score by the values identified in the chart below based on the highest severity level triggered.

Table A-1 « Rules, Severity and Value

Rule Severity Value
Recently Linked to Remote Access Trojan Medium +2
Historically Linked to Remote Access Trojan Low +1
Recently Linked to Ransomware Medium +2
Historically Linked to Ransomware Low +1
Recently Linked to Penetration Testing Tools Medium +2
Historically Linked to Penetration Testing Tools Low +1
Recently Linked to Malware Medium +2
Historically Linked to Malware Low +1
Recently Linked to Exploit Kit Medium +2
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Criteria for the Threat Score Calculation

Table A-1 « Rules, Severity and Value

Rule Severity Value
Historically Linked to Exploit Kit Low +1
Linked to Recent Cyber Exploit Low +1
Linked to Historical Cyber Exploit Low +1
Recently exploited in the wild Very Critical +5
Exploited in the wild in the past year Critical +4
Historically exploited in the wild High +3
Recent remote code execution POC verified Critical +4
Recent POC verified High +3
Historical remote code execution POC verified Medium +2
Recent possible POC Medium +2
Historical POC verified Low +1
Tools to exploit the vulnerability developed recently Medium +2
Tools to exploit the vulnerability developed historically Low +1
Recently verified intelligence High +3
Historically Verified intelligence Low +1

The rule with the highest criticality determines the point range and the starting value for the Threat Score. The ranges for
each are as follows:

Table A-2 « Criticality - Ranges

Criticality From To
Very Critical 71 99
Critical 45 70
High 24 44
Medium 13 23
Low 1 12
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Threat Score Calculation - Examples

Table A-2 . Criticality - Ranges

Criticality From To

None 0 0

Note « when assigning a Threat Score to the SAID, we do not simply add up the scores for each associated vulnerability, but
rather follow the same rules outlined here to calculate the Security Advisory threat score.

Threat Score Calculation - Examples

Some examples to explain how we would arrive at a Threat Score.

Example 1

A SAID has two CVEs; two come back as exploited.

Triggered Rules

The following rules are triggered:
® CVE1ltriggers
® Historically Linked to Remote Access Trojan
® Recentremote code execution POC verified
® CVE2triggers
® Historically Linked to Exploit Kit

The Threat Score would be 51.

Calculating the Score

The criticality range is set by the most critical rule triggered, whichis critical. This sets the score's maximum and minimum
range as between 45 and 70.

Item Value

Base Score +45
Recent remote code execution POC verified +4
Linked to Recent Cyber Exploit +1
Historically Linked to Remote Access Trojan +1
Threat Score (Sum of above values) 51
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Example 2

A SAID has seven CVEs; and all come back as exploited.

Triggered Rules
The following rule is triggered by all CVEs:

® CVE1, CVE2, CVE3, CVE4, CVE5, CVE6 and CVET triggers
® Recently Linked to Malware

The Threat Score would be 23.

Calculating the Score

The criticality range is set by the most critical rule triggered, whichis critical. This sets the score's maximum and minimum
range as between 13 and 23.

Item Value

Base Score +13
Recently Linked to Malware +2*TCVE=+14
Threat Score (Sum of above values) 27

Note At this point, we have exceeded the maximum
for a critical threat, which is 23, so the score is 23.

Example 3

A SAID has one CVE and it comes back as exploited.

Triggered Rules

The following rule is triggered:
® CVE1triggers
® Historically exploited in the wild

The Threat Score would be 27.

Calculating the Score

The criticality range is set by the most critical rule triggered, which is high. This sets the score's maximum and minimum
range as between 24 and 44.

Item Value

Base Score +24
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Item Value

Historically exploited in the wild +3
Threat Score (Sum of above values) 27
Example 4

A SAID has many CVEs, none come back as exploited.

The score would be 0 because there are no rules triggered.

Advisory with Multiple Vulnerabilities

An advisory Threat Score is based upon each of the CVEs included in an Advisory as specified above. In Software
Vulnerability Research, the vulnerabilities that have exploits are indicated with a red circle for easier identification.

Threat Intelligence Data for Operations and
Security

Software Vulnerability Research and Software Vulnerability Research cater to different audiences with different needs.
Software Vulnerability Research (for operations) provides what is needed for Operations to better prioritize remediation
efforts. Whereas Software Vulnerability Research (for security) provides more detail to meet the needs of security teams.

Table A-3 « Software Vulnerability Manager vs. Software Vulnerability Research

Software Vulnerability Manager Software Vulnerability Research

® Offersa Threat Score at the Advisory level ® Offers a Threat Score at the Advisory level

® Offers aThreat Score at the vulnerability level, within
the advisory

e Offersallist of which rules were triggered to arrive at
the Threat Score displayed

Threat Intelligence for Research

The user who purchased the Software Vulnerability Research Threat Intelligence Module, can see the threat intelligence
add on feature in the following places:

® Dashboard > Dashboard with Threat Intelligence Module
® Research > Advisories > Advisories with Threat Score

® Analytics > Advisories > Advisories by Threat Score
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