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Software Vulnerability Research
Help Library

Flexera’s Software Vulnerability Research is a one-stop solution for vulnerability management. The solution is available via
a web-portal, giving you access to all the modules that you are entitled to use according to your subscription.

Table 1-1 « Software Vulnerability Research Help Library

Topic Content

Introduction Provides an overview of Software Vulnerability Research:
® About Software Vulnerability Research
® Software Vulnerability Editions
® Optional Modules
® Software Vulnerability Research Life Cycle
®  System Architecture Overview

®  Getting Started with Software Vulnerability Research

Software This quick start guide walks you through setting up the key features of Software Vulnerability
Vulnerability Research.
Research

Quick Start Guide

Dashboard The Dashboard is the default home page that provides you with an overview of vulnerability
management processes and gives you access to your latest vulnerability intelligence and
advisories. The information is presented with the help of various widgets.

Notifications Notifications provide detailed information about alerts you have received and any required
actions. The number in the yellow bubble signifies the number of unread notifications.

Software Vulnerability Research User Guide SVR-JUNE2025-UG00 9



Chapter1 Software Vulnerability Research Help Library

Table 1-1 « Software Vulnerability Research Help Library (cont.)

Topic Content

Vulnerability Vulnerability Manager pages are used to manage the Vulnerability Intelligence associated with
Manager your account.

Note « The Vulnerability Manager module is not available for Software Vulnerability Research -
Assessment Only.

Research Vulnerability Tracker (VulnTrack) represents our full Vulnerability Database, which has been
updated and maintained since the inception of Secunia in 2002.

R

Edition « The Research module is not available for Software Vulnerability Research - Assessment
Only.

Policy Manager The Policy Manager pages are used to configure internal Compliance Policy Rules to associate
with your account and view the details of breaches to your policies.

R

Edition « The Policy Manager module is not available for Software Vulnerability Research -
Assessment Only.

Analytics The Analytics pages are used to filter data contained in the widgets and to create and save
dynamic reports on Advisories.

Ticket Manager The Ticket Manager page lists all issued tickets. Use this page to:
® View and Change Tickets Status and Priority
® Create Tickets in Ticket Manager
® Delete Tickets in Ticket Manager

® Default Ticket Statuses in Ticket Manager

Settings The Settings pages allow the main Administrator account holder to create and manage other
accounts.

This section also tracks details of all activities taken by users related to your account, such as
Logins and changes to Tickets, Watch Lists, Email Logs, SMS Logs and Service Calls.

User Profile The User Profile page is used to view and edit your account information, including your
password, personal details, preferences, and security settings.

About Secunia Describes CVSS (Common Vulnerability Scoring System), CVE References, Where (Attack Vector),
Advisories Criticality (Severity Rating), and Impact (Consequence).
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Chapter 1 Software Vulnerability Research Help Library
Product Support Resources

Table 1-1 « Software Vulnerability Research Help Library (cont.)

Topic Content

Appendix A-Threat Threat Intelligence Module augments Software Vulnerability Research’s vulnerability
Intelligence intelligence with a Threat Score that provides the ultimate prioritization tool for your busy
desktop operations teams. This module requires purchase by the user.

Appendix B - This Appendix explains the following:
Assessment &

K ® The Assessment Scenarios page provides descriptions of the available assessment
Patching

scenarios.

® The Assessment Reports page displays a tree view of the Device Groups within your
environment. The security status of each Device Group is assessed based on Average
System Score, Device Details and Product Details.

® The Patch Library and Grouped Patch Library pages list the patches available for your
environment. Users can create a patch template for deploying patches and can track the
patches deployed.

R

Edition « The Assessment & Patching module is not available for Software Vulnerability Research.

It provides step-by-step process to investigate vulnerabilities and associated threat models
through advanced filtering and select capabilities.

Product Support Resources

The following resources are available to assist you with using this product:
®  Flexera Product Documentation

®  Flexera Community

®  Flexera Learning Center

®  Flexera Support

Flexera Product Documentation
You can find documentation for all Flexera products on the Flexera Product Documentation site:

https://docs.flexera.com

Flexera Community

On the Flexera Community site, you can quickly find answers to your questions by searching content from other customers,
product experts, and thought leaders. You can also post questions on discussion forums for experts to answer. For each of
Flexera’s product solutions, you can access forums, blog posts, and knowledge base articles.

https://community.flexera.com
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Contact Us

Flexera Learning Center

Flexera offers a variety of training courses—both instructor-led and online—to help you understand how to quickly get the
most out of your Flexera products. The Flexera Learning Center offers free, self-guided, online training classes. You can also
choose to participate in structured classroom training delivered as public classes. You can find a complete list of both
online content and publicinstructor-led training in the Learning Center.

https://learn.flexera.com

Flexera Support

For customers who have purchased a maintenance contract for their product(s), you can submit a support case or check
the status of an existing case by making selections on the Get Support menu of the Flexera Community.

https://community.flexera.com

Product Feedback

You can submit feedback about Software Vulnerability Manager in the Flexera Customer Community Forum. You can also
submit feedback through the Software Vulnerability Manager user interface by clicking the feedback icon in the upper-
right-hand corner of each module.

@G{J

Contact Us

12

Flexera is headquartered in Itasca, Illinois, and has offices worldwide. To contact us or to learn more about our products,
visit our website at:

http://www.flexera.com

You can also follow us on social media:
® Twitter

® Facebook

® LinkedIn

® YouTube

® [nstagram
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Introduction

Flexera’s Software Vulnerability Research combines Vulnerability Intelligence, Assessment, and Patch Creation with Patch
Deployment Tool Integration to enable targeted, reliable, and cost-efficient Patch Management.

® About Software Vulnerability Research

® Software Vulnerability Editions

® Optional Modules

® Software Vulnerability Research Life Cycle
®  System Architecture Overview

®  Getting Started with Software Vulnerability Research

About Software Vulnerability Research

Vulnerability Intelligence and Patch Management are critical components of any security infrastructure because it enables
proactive detection and remediation of vulnerabilities before they are actively exploited and your security compromised.
With Software Vulnerability Research, IT Operations and Security Teams are empowered to take control of the
Vulnerability Threat from both Microsoft and non-Microsoft (third-party) product vulnerabilities.

The Software Vulnerability Research Assessment module scanning technology takes a different approach than other
vulnerability scanning solutions by conducting non-intrusive scans to accurately identify all installed products and plugins
on the system.

Software Vulnerability Research integrates seamlessly with Microsoft® WSUS and System Center Configuration Manager.

The solution is available via a web-portal, giving you access to all the modules that you are entitled to use according to
your subscription.

The sequence of the module descriptions in this document corresponds with the order in which they are presented in the
graphical user interface of the solution.
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Chapter2 Introduction
Software Vulnerability Editions

Note « The available modules, menus and options will vary depending on the permissions granted to you by your
Administrator.

Software Vulnerability Editions

Flexera offers the following editions for Software Vulnerability:

® Software Vulnerability Research (Includes all Modules)

® Software Vulnerability Research

The table below describes the differences between the Software Vulnerability editions.

Any module not available for a specific edition will be noted with an Edition Note. See the example below.

R

Edition - This module is not available for Software Vulnerability Research.

Table 2-1 « User Interface differences between Software Vulnerability Editions

Software Vulnerability Research Software Vulnerability Research
(includes all modules) does not include Assessment or Patching)

® Dashboard Dashboard
‘ Notifications l e

e Vulnerability Manager
Vulnerability Manager

@ Research
©

/’ Patching
@ i)
@ Ticket Manager
@ -

—
ﬁ Settings

z User Profile

Main Menu

£ e
Q e

Main Menu
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Chapter2 Introduction
Optional Modules

Table 2-1 « User Interface differences between Software Vulnerability Editions

Software Vulnerability Research Software Vulnerability Research

(includes all modules) does not include Assessment or Patching)

Settings > Workflow Management > Rules Settings > Workflow Management > Rules.

Account ~  User - il ~  Workflow

v| AP Logs~ Account ~  User s - Workflow Management - APl ~  Logs ~

Settings Menu Settings Menu

Optional Modules

Flexera offers the following optional modules:

® Software Vulnerability Research - Threat Intelligence Module

Threat Intelligence Module

When added to our Software Vulnerability Research solution, the Threat Intelligence Module helps operations to focus on
the patches most critical to the security of the software deployed in your environment. When added to our Software
Vulnerability Research (SVR) solution, the Threat Intelligence Module provides security professionals even more insight by
exposing threat scores not only for security advisories, but for the specific CVEs associated with those advisories as well as
what evidence was triggered to arrive at the provided threat score.

Q

Tip - For more details about the Threat Intelligence Modules, see the following data sheet:

https://www.flexera.com/media/pdfs/datasheet-svm-threat-intelligence-module.pdf

Software Vulnerability Research Life Cycle

Software vulnerability management is a critical component of any security infrastructure because it enables proactive
detection and remediation of security vulnerabilities.

A process to identify vulnerable products, including products not authorized in an organization’s environment, paired with
effective patch management is an absolute must to reduce the window of exposure and eliminate the root cause of a
potential compromise.

Software Vulnerability Research automates all steps of the software vulnerability management life cycle, allowing you to
strengthen the security of your networks.
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ASSESS s, PRIDRITIZE

e
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AUTOMATE & REPOAT

Figure 2-1: Software Vulnerability Research Lifecycle

System Architecture Overview

The following screenshot provides an overview of the Software Vulnerability Research system architecture.

Figure 2-2: System Architecture Overview
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Getting Started with Software Vulnerability
Research

See Software Vulnerability Research Quick Start Guide to help you set up the key features of Software Vulnerability
Research.
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Software Vulnerability Research
Quick Start Guide

This Quick Start guide walks you through setting up the key features of Software Vulnerability Research:

® AccountActivation
® Opening a Support Case

System Requirements for Software Vulnerability Research

Workflow Management Rules

Account Activation

This section takes you through the steps to securely create your Software Vulnerability Research account:

® Accept the Flexera Sales Token and Create Your Account
® Configure Two-Factor Authentication (2FA)
°

Configuring Single Sign-On (SSO)

Accept the Flexera Sales Token and Create Your Account

To create your account, perform the following steps.

Task

To accept the Flexera Sales Token and Create your Software Vulnerability Research account:

1. After your sales order is complete, you will receive an activation email from Flexera Sales with a customized link to
create your account. The link looks similar to the following token:

https://app.flexerasoftware.com/trial/ ?token=xxxxxx

Your activation email from Flexera includes the particular token number. Click the token link to begin the initial setup
process for the main Administrator account. The following window will appear:
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Want to test us out? Please
fill in the form below

Number of Empl

Country

Request Trial Account

Cancel

2. After completing the relevant details that are mandatory for the creation of your account, click Request Trial
Account.

3. Gotoyouremail’sinbox and find the verification link sent by Flexera. Click the verification link, and a new window will
open for you to create your account’s user name and password.
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Set up your account
information

Ict

Confirm f

B | hereby accept the Flexera Terms & Conditions
and Privacy Policy

Create Trial Account

Cancel

(o

Important « Before you enter any passwords, consider the default password rules required by Flexera:

8-200 characters
At least one lowercase letter

At least one uppercase letter

At least one digit

[®

Important « You should also consider the following recommendations for creating account passwords:

No common passwords
No personal details

No old passwords

Passwords created by a password generator

4. After entering your username and password, click Create Trial Account. You will then be taken to the Software
Vulnerability Research Login page where you login with the previously configured credentials. When logging in to your
account for the first time, you will be asked to Configure Two-Factor Authentication (2FA) to secure the account. You
must configure 2FA before you are allowed to login, as two-factor authentication is mandatory.

Logging In to Software Vulnerability Research

If you already have a Software Vulnerability Research account and want to login, perform the following steps.
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Account Activation

Task To login to Software Vulnerability Research:
1. Open the Software Vulnerability Research Login page and enter your username and password.

2. Ifyou have forgotten you password, click Forgot your password? Enter your email address and click Send mail to
receive instructions to reset your password.

Configure Two-Factor Authentication (2FA)

To secure your account in the event that the account password has been compromised, two-factor authentication (2FA) is
mandatory.

Software Vulnerability Research allows the following 2FA configuration options:
® Token-Based Two-Factor Authentication

® SMS-Based Two-Factor Authentication

Choose a two-factor
authentication method

@ Token
@ SMS

Figure 3-1: Choosing a Two-Factor Authentication Method

Token-based two-factor authentication is the default and recommended option.

In case your phone is lost or compromised, two-factor authentication can be reset. The reset method varies by account
type. For details, see Two-Factor Authentication Recovery.

Token-Based Two-Factor Authentication

To use token-based two-factor authentication, you first need to install an application specific to your device. Flexera’s
Software Vulnerability Research uses the standard Time-Based On-Time Password Algorithm (TOTP) for token-based two-
factor support, which is supported by applications like Google Authenticator or Duo by Cisco.

® Android devices—Download the Google Authenticator application from the Google Play Store:
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
® i0S devices—Download the Google Authenticator, available under iTunes in the App Store:

https://itunes.apple.com/us/app/google-authenticator/id388497605?mt=8

Logging Into Your Account Using Two-Factor Authentication

To login to your account using two-factor authentication, perform the following steps.
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Task To log in to your account the first time with token-based two-factor authentication:
1. After entering your username and password, you will be presented with a QR code and a field for the verification code.
2. Open the Google Authenticator application and select the Scan a Barcode option.
3. When the application loads the device camera, scan the QR barcode displayed on your computer screen.

4. The mobile application will generate a unique code. Enter this code in the Verification Code field at the Software
Vulnerability Research Login page.

Setup the token two-factor
authentication

To starl using a token generator, please use your
smariphone o scan the QR code be

For Android, Blackbemy, or iPhone devices you can
use Google Authenticator.

Then, enter the token generated by the app.

5. Click Save to proceed with logging in to your new account.

SMS-Based Two-Factor Authentication

SMS-based two-factor authentication is a less secure and a less reliable method that is available and can be used as a
fallback in case your phone does not have an authenticator application.

® Loggingin the First Time

® Loggingin Subsequent Times
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Logging in the First Time

To log in to your account the first time with SMS-based two-factor authentication:

1. Atthe Software Vulnerability Research two-factor authentication window, select SMS and click Next.

Choose a two-factor
authentication method

@ Token
@ SMS

2. Enteryour phone number in international format, starting with a +.
3. Click Send an SMS.
4. Oncethe SMS arrives, enter the code it contains on the Software Vulnerability Research Login page and click Verify

Token.

Logging in Subsequent Times

To log in to your account with SMS-based two-factor authentication for all future logins:
1. After you are asked for the authentication Token, click Send SMS.

2. Oncethe SMS arrives, enter the code on the Software Vulnerability Research Login page and click Log in.

Two-Factor Authentication Recovery

24

In case your phone is lost or compromised, two-factor authentication can be reset. The reset method varies by account
type.

®  Recovering Two-Factor Authentication for Main Administrator Accounts

®  Recovering Two-Factor Authentication for User Accounts

Recovering Two-Factor Authentication for Main Administrator Accounts

Two-factor authentication for the main Administrator account can be reset by our Support department after verifying the
identity of the account holder.

Recovering Two-Factor Authentication for User Accounts

For User accounts, two-factor authentication can be reset by the main Administrator directly from Software Vulnerability
Research. In the Settings module, go to User Management > Users. Expand the appropriate user row and click Reset two
factor login. It is recommended to verify first the identity of the user requesting the reset.
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Settings » User Management » Users e -uﬂ
Account - User Management ~ Vulnerability Management ~ Workflow Management ~ Assessment = APl ~ Logs -
Browsing 1-20 of 28 users § B s n ﬂ
Username < First Name Last Name Job Title Email Address ~ Active = Blocked Groups
— - Yes Mo Administrators

Edit Reset two factor login| Disable Delete

Configuring Single Sign-On (SSO)

Note « The following information is unique to the single sign-on vendor Okta (SAML 2.0). Single sign-on procedures from other
vendors may vary.

Prerequisites

To get started, you need the following:
®  An Okta account

®  Administrator privileges

To set up Okta (SAML 2.0) to use as a single sign-on (SSO) with Software Vulnerability Research, perform the following
steps.

Task To set up Okta (SAML 2.0) to use as a single sign-on (SSO) with Software Vulnerability Research:
1. Signinto Okta.
2. Navigate to the Admin section, choose Applications, and select Applications to configure the SVR app.

3. Click Create App Integration to create a new Okta SSO app.

00 Eemesoveger.
g okta Q Q B8
Dashboard v
Directory . Applications @ Help
Customizations W oar . "
Developer Edition provides a limited number of apps.
Applications ~ Deactivate unused apps or check ot our plans page. Contact us to find a plan that is right for your organization.
o e

Appicatots E Tl T Ve el | Assign Usersto App | | More +

Self Service

AP Service Integrations Search

Your OIN Integrations

STATUS [C] Okta Admin Console
Security v e .
Workflow v INACTIVE 8 (©)] DKa Rrowser P
Reports. ». . Okta Dashboard
Settings v
S SVR Stage & -
@ SVR-PROD o -

The Create a new app integration wizard opens.

4. Choose SAML 2.0 for the Sign on method. Then click Next.
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Create a new app integration

Sign-in method

Learn More (2

OIDC - OpenlID Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through
APl endpoints. Recommended if you intend to build a custom app
integration with the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support QIDC or
SAML.

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-to-machine authentication.

5. Enteran App name (Example: SVR). In the App Logo field, click the upload icon, navigate to the location of the logo
file, and select the logo (Example: Software Vulnerability Research logo).

Click Next button.

= Create SAML Integration

$% okta Q
Dashboard v
Directory v
Customizations v
Applications v
Security v 1 General Settings
Workflow v App name
Reports v
App logo (optional)
Settings v

App visibility

Cancel

o General Settings

Configure SAML

SVR (Software Vulnerability Research)

=
[m

Do not display application icon to users

Do not display application icon in the Okta Mobile app

6. Copy the following from the Software Vulnerability Research Settings > User Management > Single Sign On fields

and paste in the SAML Settings > fields:

®  Single Sign On URL (Same with Recipient URL and Destination URL) to Single sign on URL and Audience URL (SP

Entity ID)

® Account Key to accountKey Value (in Attribute Statements (Optional))

26
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Note « The accountkey value is typically provided by your Software Vulnerability Research (SVR) system. You will need to
log into your SVR to retrieve it.

Complete the remaining Okta SAML Settings > Attribute Statements (Optional) name and value fields using the field’s
drop-down list:

\ETHT Name format Values

accountkey Basic accountkey

Note « The value obtained from SVR.

firstName Unspecified user.firstName
lastName Unspecified user.lastName
email Unspecified user.email
username Unspecified user.login

When configuring attribute statements, you might also need to specify the Name Format. Here are the common
formats:

® Basic—Thisis a simple name format used for custom attributes. It doesn’t follow any specific URI format.
® Unspecified—This format doesn’t enforce any particular structure.
® URI Reference—This uses a URI to define the attribute name, typically in the form of a URL.

For most custom attributes like accountkey, you can use Basic or Unspecified unless the application specifically
requires a URI format.
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Software Vulnerability Research  Settings > User Management > Single Signon

Account ~ User Management ~ Vulnerability Management ~ Workflow Management ~ Assessment ~ APl ~ Logs ~

S5O Settings

Notifications

IDP Configuration Instructions

Single Sign On URL (Same with Recipient URL and Destination URL)
https/#2 . app.secunia.comy/sso/saml/35fdebbf-6he4-497b-a730-788bbb 72390

Account Key
Research Set the below value in your Identity Provider (IdP) as a SAML attribute named "accountKey"

JxnjvG5bPSME

Generate and Show Key

Note: This key is not stored on the SVM server, please make sure that you keep it in a safe place. If lost, you may
Patching regenerate the key but doing so will invalidate the old key.
Please see product help for more information and examples.

sService Provider Metadata URL hitps:/si.app.secunia saml/35fdebbf-6be4-497b-a730-
788bbb7f2390/metadata

Policy Manager

Analytics
Service Provider Configuration

Ticket Manager SSOEANE
() Disable standard fogin (Ensure SSO is working first, ta prevent lockout.)
© Upload IDP Metadata XML file
Settings
@ Provide IDP Metadata URL
IDP Metadata URL

User Profile hitps//da=RSanaR okta.com/app/exklisTynGugWYgpSe7/sso/samlmetadata

e O OONYNO0ODO PO

A SAML Seftings

General

Single sign-on URL @ https://fli#.app.secunia.com/sso/saml/35fdebbf-Bbe.

@ Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID} @ https:/ /dilie.app.secunia.com/ssofsaml/35fdebbf-Bbe:

Default RelayState @

If no value is set, a blank RelayState is sent

Name ID format @

Unspecified v
Application username @ Okta username .
Update application username on Greate and update .

Show Advanced Settings

Attribute Statements (optional) LEARN MORE
Name Name format Value
(optional),
accountkey Basic - JxnjvGSbPSME M

7. Inthe Create SAML Integration - Step 3 Feedback screen, click Finish.
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Customizations
Applications
Security
Workflow
Reports
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Chapter 3 Software Vulnerability Research Quick Start Guide
Account Activation

0o ..
Q 00 guaseiinmmsen

#;Create SAML Integration

© Feedback

3 Help Okta Support how you configured thi

Why are you asking me this?

This form provides Okta Support with
useful background information about
your app. Thank you for your help—we
appreciate it.

The optional questions below assist Okta Support in understanding your app
integration.

App type @ This is an internal app that we have created

Previous ‘ m

8. Atthe Okta Sign On Settings screen, click on Copy link to copy the metadata URL.

General

Sign On Mobile

Settings

Sign on methods

Import Assignments

Edit

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3™ party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

Metadata details

Metadata URL

© More details

https:// -
ENRERSMokta.com/app/exkff3fOxplqo0dSY5d7/ssof
saml/metadata

9. Copy the Identity Provider metadata URL from Okta into the Software Vulnerability Research Settings > User
Management > Single Sign On > IDP Configuration Instructions section. In the Service Provider Configuration
section, check SSO Enabled, check Automatically create new users, and assign a Default group for new users by

selecting from the drop down.

Note « For a secure connection, the Assertions Signed (or similarly named) setting should be enabled on your IDP.
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General Sign On Mobile Import Assignments

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3™ party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

Metadata details

Metadata URL https:/ /e
APokta.com/app/exkff3fOxplgo0dSY5d7/sso/
saml/metadata

E Copy

© More details

Software Vulnerability Research ~ Settings > User Management » Singee Sign On

Account ~ User Management ~ Vulnerability Management ~ Workflow Management ~ Assessment ~ API ~ Logs ~
Dashboard
JxnjvGSbPSME

SR Generate and Show Key
Notifications (3525)

Note: This key is not stored on the SVM server, please make sure that you keep it in a safe place. If lost, you may
regenerate the key but doing so will invalidate the old key.

e Please see product help for more information and examples.

Vulnerability Manager

Service Provider Metadata URL https://skese app.secunia.com/sso/saml/35fdebbf-6bed-497b-a730-
788bbb7f2390/metadata

Research

Service Provider Configuration

550 Enabled

Patching [J) Disable standard login (Ensure SSO is working first, to prevent lockout.)

) Upload IDP Metadata XML file
@ Provide IDP Metadata URL

Policy Manager

IDP Metadata URL

hittpsy/ERSREEEERR okta.com/app/exkff3f0xplqo0dSYsd7/sso/saml/imetadata

Analytics
Automatically create new users

Default groups for new users

Ticket Manager Administrators ’

Settings E

10. If you want to disable standard login options for all of your users (except root), select the Disable standard login
(Ensure SSO is working first, to prevent lockout.) option under Settings > User Management > SSO Settings >
Service Provider Configuration.

Click Save to on the Settings > User Management page.
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Important « Before selecting this option, make sure that SSO is working correctly, to prevent user lockout.

B Software Vulnerability Research

Dashboard

Notifications

Research

Patching

Policy Manager

Analytics

Ticket Manager

(&
J |
(<)
e
®
/r
()
i
%t

Settings

Vulnerability Manager

Settings > User Management » Single Sign On

Account - User Management ~

OVGSBPSME

Generate and Show Key

Note: This key is not stored on the SVM server, please make sure that you keep it in a safe place. If lost, you may
regenerate the key but doing so will invalidate the old key.
Please see product help for more information and examples.

Vulnerability Management ~ Workflow Management + Assessment - APl ~ Logs -

Service Provider Metadata URL https://#® app.secunia.com/sso/sami/35fdebbf-6bed-497b-a730-

788bbb712390/metadata

Service Provider Configuration

SSO Enabled

[0 Disable standard login (Ensure SSQ is working first, to prevent lockout.)

(O Upload IDP Metadata XML file
@ Provide IDP Metadata URL
IDP Metadata URL
hitps:/aIRgETRN okta.com/app/exkff3foxplqo0dSY5d7/sso/saml/metadata
Automatically create new users
Default groups for new users

Administrators =

11. Add Software Vulnerability Research users to the Okta SSO account.

12.

$% okta

Dashboard
Directory
Customizations
Applications
Applications
Self Service
API Service Integrations

Your OIN Integrations

Assign Software Vulnerability Research users to the Okta SSO app. A reset password link is sent to each user.

- 00 gk v
00
< Back to Applications
@ SoftwareVulnResearch
Active v | | = ‘ View Logs Monitor Imports
General SignOn Mobile Import Assignments
Convert assignments + Search People + REPORTS

5 Assign to People % Current Assignments

i Type

p¢ Assign to Groups # Recent Unassignments
0

Groups

13. Users open the reset password link, reset their password, and click open the Okta SSO application.

okta

Q_ search your apps

Admin

A MyApps
My Apps Sort v ‘
Work
@ Work
Add section @
A Notifications (1)
88 Addapps
SVR (Software Vulner
@ Add section
14. Users are then logged into the Software Vulnerability Research Login page.
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[®

Important « For security purposes, Software Vulnerability Research has a session timeout that will log you off after 2 hours of
inactivity.

Opening a Support Case

If you have any questions or concerns regarding your Software Vulnerability Research account, please open a support case
via Flexera’s Customer Community. For more information, see:

https://community.flexera.com/t5/Using-the-Case-Portal/tkb-p/case-portal-help

System Requirements for Software Vulnerability
Research

The Software Vulnerability Research User Interface will resize and adapt when being used on different devices. You can
access the system from anywhere using any device, such as a smartphone or tablet.

To use the Software Vulnerability Research console, your system should meet the following requirements:

Table 3-1 « System Requirements

Requirement Description

Monitor resolution The minimum resolution required is 1280 x 1024.

Browser The following browsers are supported:
® Microsoft Edge
® Apple Safari
® Google Chrome
® Microsoft Edge
®  Mozilla Firefox

® Opera

Internet connection Internet connection capable of connecting to https://app.flexerasoftware.com/is
required.
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Table 3-1 « System Requirements

Requirement Description

Allow Listed sites The following addresses should be Allow-listed in the Firewall/Proxy
configuration:

® New CRL distribution URLs:
® https://*.app.flexerasoftware.com
®  http://*.amazontrust.com

Software Vulnerability Research uses Amazon Certificate Authority for TLS security
certificates. Amazon can change their certificate revocation list - crl - occasionally.

Amazon root certificates are trusted by default by most common browsers,
including Google Chrome, Microsoft Internet Explorer and Microsoft Edge, Mozilla
Firefox, and Apple Safari.

For the latest certificate revocation lists and firewall rules, refer to Amazon ACM
documentation.

® [fyou require explicit URLs then allow below URLs:

® http://crt.r2m02.amazontrust.com/r2m02.cer
® http://crl.r2m02.amazontrust.com/r2m02.crl

®  http://ocsp.r2m02.amazontrust.com

First-party cookie settings First-party cookie settings should be set to at least Prompt (in Internet Explorer).
Session cookie settings The option to allow session cookies should be selected.
PDF reader A PDF reader is required.

[®

Important « The listed required URLs are absolutely mandatory as they relate to Certificate Validation of the non-repudiated
SSL certificates, which guarantee that communication between your network and the Cloud is not intercepted, redirected, or
modified in any way by a third-party.

[®

Important « The Software Vulnerability Research IPs are subject to change without notice, and you should not lock access to
Software Vulnerability Research based on the current IB, but should rely on the SSL and certificate validation instead.

Workflow Management Rules

In Software Vulnerability Research under Settings > Workflow Management > Rules, you can create rules that partially or
fully automate workflow.

Rules can only be created by an Administrator and must contain at a minimum one trigger and one action. For a list of
triggers and actions, see Rule Channels, Triggers, and Actions. If needed, you can configure many different optionsinto one
rule.
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This section includes the following Workflow Management Rule topics:
® (Create a Workflow Rule - Overview

® Rule Triggers

® Patch Rule Actions

® Notification Actions

® Default Workflow Rules

® Custom Workflow Rules

Create a Workflow Rule - Overview

To create a workflow rule, perform the following steps.

To create a Workflow Rule:

1. Click B4 to create a new Workflow Rule.
2. Enterthe Rule name and click Choose Rule Trigger. For details, see Rule Triggers.

3. Selectthe channel and trigger from the drop-down lists and click Save. An Add Action icon will appear. For an
example, see Patch Rule Actions.

4. Select the action to be taken from the drop-down list when the rule is triggered and click Save. Add any additional
actions required and save the rule.

5. Select the appropriate rule Notification. If you choose to send an email or SMS, you can select multiple users or
broadcast groups for the email or SMS notification by clicking the appropriate user names or broadcast groups. A
check mark will appear next to the selected users or broadcast groups. The selected user names will appear in the
Users field; the selected broadcast groups will appear in the Broadcast to Groups field. For details, see Notification
Actions.

6. Click Edit to change and to Enable or Disable a rule.

Rule Triggers

Within a given rule, select one of the following Rule Triggers: Advisory, Analytics, Patch, Policy, Release, Ticketing, and
User management.

Choose Rule Trigger

Patch -

Advizory
Analytics
Patch v
Palicy
Release
Ticketing
| Wser |

Cancel
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For example, if you select Patch as the subject of your desired workflow, you must choose one patch rule trigger:
Table 3-2 .« Patch Rule Trigger Options

Option 2:

Patch available with template,
affecting my environment = Yes,
Not Critical or Above

Option 3:

Patch available without template,
affecting my environment = Yes,
Not Critical or Above

Option 1:
Patch ready for manual sighing

Daich Choose Rule Trigger Choose Rule Trigger
- available, >
with Patch - Patch -
templae
o Patch availsble, with template - Patchavailable, without template -
Choose Rule Trigger
Yes h Yes -
Patch -
| Mot Cridical and Above h | Mot Critical and Above -
| Package ready for manual signing - |
Patch svailable, without emplate
| Parch svailable, with template |

Patch Rule Actions

After selecting the appropriate Patch Rule trigger option, you can create Patch Rule actions such as Patch - Create
Packages and Patch - Publish to deployment servers.

Table 3-3 « Patch Rule Action Options

Patch - Create Packages Patch - Publish to deployment servers

k3 k3
+ s Add action + s Add action
- - - -
Choose Action Choose Action
| Fatrh- Create packages & | Fatch- Create packages "

| Call service provider
Change ticket assignment

| Change ticket queue
Change ticket status
Patch - Create packages
SME

| Call service provider

| Change ticket queue

i

Change ticket status
-
s Patch - Create packages
SME

Change ticket assignment
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Notification Actions

You can create several Notification Actions to communicate your rules using Email, SMS, Notify, Create ticket, and Call

service provider.

Table 3-4 « Notification Actions

Email the user with
custom message
and broadcast the
email to members
of a particular

SMS the user with
custom message
and broadcast the
text to members of
a particular group

Notify the user with
custom message
and broadcast the
email to members
of a particular

Create ticket with
status Waiting for
handling

Call Service Provider

group group
Choose Action Choose Action Choose Action Choose Action -
‘ ‘ ‘ + S’: Add action
Email - " Creste tickst
Choose Action
Pt ettt ——
; [E—— - rdanailos - Handled (el T
|| ves - es - = - || cpen
| | : Patch Managemens Admins - LoED v “
e 5| |——
= = | |
| |
| s
| r . |
Note -« This option
requires prior
integration
configuration with the
service provider.

Default Workflow Rules

Software Vulnerability Research includes default workflow rules, which relate to ticketing, advisories, patching, and more.
When selecting workflow rules, you should use either default workflow rules or custom workflow rules. Custom rules
cancel out default rules, and two custom rules with identical triggers and actions cancel each other out.

The screen shot below provides two default patch rules:

® Thefirst rule detects Patches without a template, and it sends an internal notification and an Email.

® Thesecond rule detects Patches with a configured template, creates the package, and sends an internal notification

and an Email.

Patch available no profile notification §

Patch
available,
without
template

£,

> l Notify

Patch available with custom profile §

Patch

template

Email

DA

SVR-JUNE2025-UG00

available, - Patch -
with ' > gy Creste + ‘ hatify + M —_
. - W oaciazes = A,
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The default workflow rules should be used as a template. It's good practice to disable the default workflow rules to make
custom workflow rules with the same settings. Custom rules cancel out default rules, which might cause unforeseen issues.

For additional information, see Default Workflow Rule Examples.

Custom Workflow Rules

A Custom Workflow Rule is any workflow rule that was built from scratch by the user. It might be a simple workflow rule or
a more complex one.

The custom workflow rule screen shot below includes:

1.
2.

A patch with a template

Creating an internal notification in Software Vulnerability Research

Creating a patch package

Single user email notification

Publishing the patch package

Creating a notification to the single user and to the Patch Management Admins user group

Creating a ticket and marking it Handled because this workflow rule automatically handled the package from its
release phase to its publishing to the WSUS/System Center Configuration Manager.

Pazch
Patch - - Paxh- -
available, e - ; 3 2 -
o -&& with > .., Narify + gy  Creste + DA< + gy Publish + by Acdacon
template B = & oackszes = = packages - -

| Choose Action |

(Create tidket

I Handled - I

Defautt

Note « This custom workflow rule will cancel out all default workflows labeled Patch available with Template.

Additional Patching Information

For additional Patching information, see:

Patching Tickets

Manual Signatures
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Dashboard

The Dashboard is the default home page that provides you with an overview of vulnerability management processes and

gives you access to your latest vulnerability intelligence and Advisories. The information is presented with the help of
various widgets.

® Dashboard with Threat Intelligence Module

® Dashboard without Threat Intelligence Module

Dashboard with Threat Intelligence Module

The below figure shows the Dashboard with the Threat Intelligence Module, the additional widget Highest threat scores
affecting your watch lists get included in the main page.

Note « Please note the following:

®  This add-on requires purchase of the Software Vulnerability Research Threat intelligence Module

® Topurchase this module, contact your sales representative or contact us online at: https://www.flexera.com/about-us/
contact-us.html
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Dashboard & 9 g
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2016
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3 Mierosoft Wincions Saer 2012 Windows RT8.1/8.1 w18
SAEE |y vpie uinersbites el L
Most critical advisories affecting your security { ® Wost prevalent insecure software installations / %
sagapss MEromeR Windows Sever 2008/ Windows 7 Nutle w | e
Rank SAD Tl Installtions  Crtcalty Rank Name Installations Patch
Devices status - Time since last scan ¢ x
V sapy Ml Bl e Somien 4 i Microsoft NET Framework 4x 5 o
ey 0738 n
2 Winscr 55 s Yex
3 shmss Messonimeme S wipeWnersites 1 — =5-‘“"ays !
(oo 9 3 SN C Library (oibe) 2.6 1 N
2 SATENM  Microsoft NET Framework Code Exscution Viineraality & — st 0 1
4 Network Security Senvices (MS5) 3x 4 No
4 SATESTT Microsol Products Muliple Vunersbilies 4 —
s Microsoftniernet Explore 11.x 5 No
5 SATONSE Mool namet Sxlorer Moo Vulnersbittes 3 —
s Misrosott Windows 10 a N
Mierozof Windows OLE Obieet Haneing Tus Arstrary
8 BN o cvscuton Vunerasies 2 — 7 Erclimela 2 I
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Latest available patches 7 x Open tickets spit by advisory criticality / x

Click B4 to add the Highest threat scores affecting your watch lists widget and Save to save the changes you made.

Highest threat scores affecting your watch lists |

Advisories released |ast year

Latest advisories

Latest advisories per watch list
Opened tickets pattern

Tickets split by status

Your latest assigned tickets

Note « Click the ¢ icon to see more information about the widget.

Dashboard Widget

In additional to the features explained in the Dashboard > Dashboard without Threat Intelligence > Dashboard Widgets,
the following widget is added:

® Highest threat scores affecting your watch lists - displays those advisories with the highest threat scores affecting
the watch lists.

Dashboard without Threat Intelligence Module

The below figure shows the Dashboard without the Threat Intelligence module.
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Dashboard @ J
; =

Devices Overview /.

Average score

Insecure

Devices Secure.
Total
Insecure
End-of-Life
Products
Secure.
Total

Most critical advisories affecting your security #

Rank SAD  Title
‘Adabe Flash Flayer Wit Use-Afler-
1 SLILER Free Vulnerabilities
Mizrosoft Windows OLE Object Handing
2 SABIB03 Two Arbilrary Code Execulion
Vulnerabitties
Microsof Windows
InformationGardSigninkieper Class
3 LA ‘ActiveX Control Gode Execution
“Vulnerability
4 5A81027  Google Chrome Muliple Winerabiiies
o saineg AdobeReador Acrobat Mt

Vulnerabilties

Latest available patches {

Installations ~ Criticality

X Devices status - Time since last scan / % Devices status- Systemscore /. x
0-7days 7 | ) 1
M- i4days [ 80-39 7
| EETES s | ERS 7
[ s = s
a a a
% Latestadvisories affecting your security / %  Most prevalent insecure software installations 7 x
Date  SAD  Title Installations ~ Griticality Rank  Name Installations  Patch
20l sasisar Google Chrome Multple Vulnerabities 22 — ! e = to
2 Microsoft XML Core Services (MSXML) 3.x 2 No
18- G,y Adobe Flash PlayerMuliple Use-Afler.
02-28 Free Vulnerabilities 3 Microsoft XML Core Services (MSXML) 6.x 24 No
2018 o0 Adobe Reader Actobat Muliple 2 4 VLC Media Player 2.x z Yes
0225 MU vueravitties —
s FileZila Server 0.x 19 No
2018 Microsefl Windows Server 2012/
Goar SATIOIT  Windows RT &1/8 Muliple 1 — 3 T e —— 1 -
Vuinerabities E—
7 Microsoft Internet Explorer 11.x 12 No
2018- Wireshar; Multile Denial of Service
SAB778 1
0226 Vuinerabities 3 P “ -
a1 _ Lireofice WEBSERVICE Information | N R - . 4
% Mostprevalent EOL software nstallations { ®  Latestadvisories per watch list x

Click B4 to add widgets (when available) and Save to save the changes you made.

ol

Advisories released last year

Latest advisories
Latest advizories

Opened tickets pattern

perwatch list

Qpen tickers split by advisory criticality

Tickets split by status

Your latest assigned tickets

Note « Clickthe i icon to see more information about the widget.

Dashboard Widgets

The Dashboard widgets on the main page includes the following:

Table 4-1 « Dashboard Widgets

Item Description

Devices Overview

Displays an overview of the average security score (current verses last week) for the
Devices, Products and Operating Systems within your environment.

Devices status - Time since

last scan

Displays the number of devices that have been scanned within a given time frame.

Devices status - System Score

Displays how your devices rank based on the computed system score.
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Table 4-1 « Dashboard Widgets

Item Description

Most critical advisories
affecting your security

Displays the most critical Advisories based on all software detected within your

environment.

Latest advisories affecting
your security

Displays a complete list of the latest Advisories released by Secunia. Click a Secunia
Advisory ID (SAID) to view the complete advisory details, including (where applicable)
the Creation Date, Criticality (Severity Rating), Impact (Consequence), Where (Attack
Vector), Solution Status, Secunia CVSS (Common Vulnerability Scoring System), CVE
References, Affected software and Advisory Description, Solution, References and

Changelog.

Latest advisories affecting
your security

Displays the most recent Advisories affecting software from your Devices.

Latest advisories per watch
list

Displays the most recent Advisories released by Secunia based on your configured

Watch Lists. Click a Secunia Advisory ID (SAID) to view the complete advisory details,
including (where applicable) the Creation Date, Criticality, Impact, Where, Solution
Status, Secunia CVSS Scores, CVE references, Affected software and Advisory

Description, Solution, References and Changelog.

Advisories released last year

Displays a month-by-month graph of the total number of advisories released by

Secunia over the previous 12 months.

Your latest assigned tickets

Displays the latest tickets that have been assigned to you. Click a Secunia Advisory ID
(SAID) to view the complete advisory details, including (where applicable) the
Creation Date, Criticality, Impact, Where, Solution Status, Secunia CVSS Scores, CVE
references, Affected software and Advisory Description, Solution, References and

Changelog.

Open tickets split by advisory
criticality

Displays a color coded pie chart of the criticality of all open tickets assigned to you.
Hover over the criticality legend (Low, Medium, High and Urgent) to display a tooltip
with the total percentage of tickets applicable to the ticket criticality.

Tickets split by status

Displays a color coded pie chart of the statistics of all tickets assigned to you. Hover
over the ticket type legend (Open, Waiting, Handled and Irrelevant) to display a
tooltip with the total percentage of tickets applicable to the ticket type.

Open tickets pattern

Displays a trend line of the number of tickets that have been created based on your
configured Watch Lists. The trend line applies to the status of all ticket types (Open,

Waiting, Handled and Irrelevant).

Most prevalent EOL software
installations

Displays the list of End-of-Life (EOL) software installations that no longer provide
security fixes, which can lead to insufficient firewall and anti-virus protection. Please
note that Flexera’s definition of EOL software may differ from a software vendor’s.

Most prevalent insecure
software installations

Displays the most insecure software based on the number of Devices within your

environment.
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Table 4-1 « Dashboard Widgets

Item Description

Latest available patches Displays the latest available patches based on your scan results.
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Notifications

Notifications provide detailed information about alerts you have received and any required actions. The number in the
yellow bubble signifies the number of unread notifications.

‘ Motifications

[®

Important « You shall not, unless expressly authorized in writing by Flexera, reproduce, distribute, display, sell, publish,
broadcast, or circulate any information or other material provided by Flexera and/or any information or other material
provided as a result of the Product(s) (such as advisories and security updates) to any third-party, including Customer’s
affiliates, or any unauthorized Recipient, nor make such information or material available for any such use. The Product(s)
may only be used by the legal entity that has purchased a license, and no shared use with any other legal entity (including
Customer’s affiliates) is allowed.

Notifications ® I
Browsing 1-20 of 1478 norifications H
i el +| [ = = = = = <
Apply Reset
- -

] Created Type Notifieation

@ ™ [ 4/23/20189:10 AM & Alert Advisory SA21270 for watch list testMarch15 was updated. Message generated by * Notify on advisory updates ™

To view notifications:

1. Open the Notifications page.

2. Click B3 to filter the notifications by Search by keyword, Criticality, Status, From and To dates, and Type.

3. Click the Apply or Reset buttons to apply or reset the filters.
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4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

5. Click a Secunia Advisory ID (SAID), ticket number and so on to view detailed information related to the item.

6. Click the Notification check boxes to select from the available options in the Actions drop-down list.

7. Click B to export the results to a CSV file.

Setting Rules for Notifications

Your Administrator should set Rules to enable you to receive notifications, as shown in the following graphic. Please refer
to Workflow Management > Rules for further information.

Approve advisories notification @ Edic Ml Delete

Advisory
releazed for

an Aszert o .
List with > l Notify o W. .‘ Email

approval i
flow.
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Vulnerability Manager

Edition - The Vulnerability Manager module is not available for Software Vulnerability Research - Assessment Only.

You can use the Vulnerability Manager pages to manage watch lists, advisories, and ticketing and approve advisories.

Overview
Watch Lists & Advisories
Ticketing in Vulnerability Manager

Approve Advisories

Overview

Use the Vulnerability Manager pages to manage the Vulnerability Intelligence associated with your account. You can:

Create, import and view Watch Lists.

Create and view Shared Watch Lists

View and create tickets for Historic Advisories for all Watch Lists
View and create tickets for Product Advisories for all products
View, edit and Create Tickets in Vulnerability Manager

View and approve Advisories associated with each Watch List
Send Notifications to alert users via Email/SMS

Edit, share or delete Watch Lists

Click anitem in the grid to select from the available options.
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Watch Lists & Advisories

Select Watch Lists from the Watch Lists & Advisories drop-down menu to view, create and configure multiple Watch Lists,
each with their own unique set of Vendors (all products from the vendor), Products (all versions) and specific Product
Versions that you want to receive vulnerability alerts and track Advisories for.

Select Historic Advisories from the Watch Lists & Advisories drop-down menu to view a comprehensive and thorough
collection of reports and statistics about all Advisories affecting a specific Watch List.

After adding a Watch List, it is recommended that you view the Historic Advisories page to confirm that the vendor has
addressed all the relevant issues in the software.

Watch Lists

You can define which vendors, products, and product versions you want to receive vulnerability alerts and track Advisories
for.

The monitored Vendors (all products from the vendor), Products (all versions) and specific Product Versions are organized
into Watch Lists. Each Watch List can have different notification levels, can be grouped into Watch List Groups and can be

shared with all Users and User Groups associated with your account. There is no limit to the number of Watch List Groups

that can be created.

For details, see:

® View Watch Lists

® Create Watch Lists

®  Edit Watch Lists

® |mporta New Watch List

® Importan Updated Watch List

The Watch List Enforced by admin column with a Yes or No response relates to the sharing of Watch Lists. For details, see
Shared Watch Lists. By default, the notifications (such as an email or SMS) generated by a Watch List are sent only to the
Watch List creator when a new advisory is released that matches a Watch List. If Watch List creators wish to share their
asset list with other users from their organization, the Watch List is then shared based on the following options:

® |fan administrator shares a Watch List, he or she has the option to enforce the targeted users to receive the
notification, with the selected subscription levels. All targeted users will then receive the notification, as it is
mandatory. The targeted users can't unsubscribe from that Watch List. This will result in a Yes response in the
Enforced by admin column.

® |fanon-administrator shares a Watch List or an administrator does not select the Watch List’s "enforce"
subscription option, the targeted users (Users with roles - Watch list manger and Watch list Manager Local) can decide
whether or not to subscribe to the shared Watch List. The targeted users can manually subscribe to the Watch List, and
notifications will not be sent to them before they manually subscribe to the Watch List page with their preferred
subscription levels. This will result in a No response in the Enforced by admin column.
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Vulnerability Manager > Watch Lists & Advisories > Watch Lists @ U
Watch Lists & Advisories +  Ticketing  Approve Advisorles
Browsing 1-20 of 40 watch lists ﬂ E
:

| Watch st Name e e e et Procucts Vendors Endofie Advisories ned I T B [ ===

all versions wamings approval shared Enforced by admin

Yes No [ [ 2 [ No Yes. Not Criical and Above  None None. No

Historic advisories  View  Edit  Change nofification Unsubscribe  Un-Share Delete

View Watch Lists

Task View Watch Lists

1. Open the Vulnerability Manager > Watch Lists & Advisories > Watch Lists page.

2. Click E to create a new Watch List or O to import a Watch List from a text or CSV file that you have previously created
and saved.

3. Click the Watch List check boxes in the grid to select from the available options from the CSV export button drop-
down menu.

4. Click B to filter the watch lists and advisories by Name, Group, Enabled (yes or no), Approval Needed (yes or no),
and Created by.

5. Click the Apply or Reset buttons to apply or reset the filters.

6. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

7. Click a Watch List in the grid to select Historic Advisories, View, Edit, Change notification, Unsubscribe, Un-Share/
Share, or Delete.

8. Toenableall of your users to collaborate, you can click a Watch List, select Share, and select the With all users,
Group (or Groups) from the drop-down list and Enforce subscriptions options as required and click Save.

Note « When selecting Groups or Users, you can either choose directly from the drop down list or enter keywords into the
search box. Matching results will be displayed in the grid and select the desired group.

9. Click Shared Watch Lists to View, Subscribe, or Clone the Watch List. Select Clone to copy it to your Watch Lists,
where you can then use the Historic Advisories, View, Edit, Change notification, Share, Un-Share or Delete options
for the cloned Watch List.

Note « Any changes you make to a shared Watch List are shared by all users. Ifyou want to change only your Watch List, you
should first clone it.
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[®

Important « When creating, editing or sharing Watch Lists, the Deny auto-approval role will determine if the normal user can
create Watch Lists with auto approval. The role must be manually added to a user group and that user group assigned to the
restricted users by the administrators. For users with Deny auto-approval:

® (Create new Watch List—The field Advisories need approval will be checked and cannot be disabled.
®  Edit existing Watch List—The field Advisories need approval cannot be edited (either enabled or disabled).
°

Shared Watch Lists for the user will have the normal behavior. It is the responsibility of the creator to ensure the Watch
List has Advisories need approval selected if it is shared with restricted users

Create Watch Lists

To create a watch list, perform the following steps.

55
Task To create a Watch List
1. Open the Vulnerability Manager > Watch Lists & Advisories > Watch Lists page.
2. Tocreate a new Watch List, click B3, The Create Watch List (Step 1 of 2) page opens. On this page, you can select
Product Versions, Products, Vendors, or Assessment.

Create Watch List (Step 1o0f2) x

[ Receive all advisories

[J Fileer by FNMS data

Product Versions Products Vendors Assessment
Q search
Product Versions Database -+ «  Selected Product Versions x -
001 File Joiner And Splitter Pro 4.x ADD +
009Soft File Splitter 1.x ADD +
010 Editor 2.x ADD +
010 Editor 3.x ADD +
m m Page of 5862 u m
=
Note « You can select the Receive all advisories check box to receive Secunia Advisories for all Product Versions,
Products, and Vendors.
50
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¥ Receive all advisories

O Filter by FNMs data

“

Chapter 6 Vulnerability Manager
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3. Use the search field to find the products, vendors, product versions, and device groups to select and add to your

Watch List.

4. Click + inthe Database suggestions column heading to add the current page or click + next to the individual items
to add them to the Selected items list.

5. Click % inthe Selected items column heading to remove the current page or DELETE X next to an individual item to

remove it from the list.

6. Click Next. The Create Watch List (Step 2 of 2) page opens.

Create Watch List { Step 20of 2)

Name

— }

# Enabled

Ticket threshold level

Not Critical and Above -

Email notification level

A
Not Critical and Above -
SMS notification level
3
Extremely Critical -

Watch List Group +

Advizories need approval

Confidentiality Requirement (CR)

Integrity Requirement (IR)

Availability Requirement (AR)

“

7. Enterthe Name of the Watch List.

8. Select the Watch List Groups, if available, from the drop-down list to associate with this Watch List. You can also click

+ to create a new Watch List group.

9. Notifications and/or tickets are not sent for disabled Watch Lists. If you wish to preserve a Watch List for historical

reasons, you can disable it by clearing the selection of the Enabled check box.

10. If you select the Advisories need approval option, you will receive a notification and an email for advisories that
match your Watch List. You can approve that advisory, in which case a ticket is created or you can dismiss the

advisories.

Note - Ifthe users have the rejected advisories option enabled, the threshold filters may not apply since the advisory

may not have the criticality set.

11. Select the Ticket threshold, Email and SMS notification levels from the drop-down lists.
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The Ticket threshold level is used to determine whether or not tickets will be created for advisories matching your

Watch List.

12. You can optionally select the impact that a vulnerability in any item in the Watch List will have to your environment
(Low, Medium or High) by Confidentiality Requirement (CR), Integrity Requirement (IR), and Availability
Requirement (AR) from the drop-down lists (optional).

The table below defines the Low, Medium, and High impact for CR, IR and AR. For the tickets created on the Watch List
with values in the CR, IR, and AR fields, the system will use those values to calculate the custom Common Vulnerability
Scoring System (CVSS) for the ticket.

Low Definition

Medium Definition

CR

Thereis a low impact on the

confidentiality of the system.

There is considerable
disclosure of information,
but the scope of the loss is
constrained such that not all
of the data is available.

High Definition

There is total information
disclosure, providing access
to any or all data on the
system.

There is a low impact on the
integrity of the system.

Modification of some data or
system files is possible, but
the scope of the modification
is limited.

There is total loss of integrity;
the attacker can modify any
files or information on the
target system.

AR

There is a low impact on the
availability of the system.

There is reduced
performance or loss of some
functionality.

There is total loss of
availability of the attacked
resource.

Note « For further definition details, see:

https://en.wikipedia.org/wiki/Common_Vulnerability_Scoring_System#impact_metrics

Note « After creating an Assessment Watch List from the Create a Watch List steps above:

® When anew scan is done, the new data is available in the Create Watch List pop-up window.

® When any scan result is deleted from the Assessment module, a refresh needs to be done to see the changesin
the Assessment module and also in the Create Watch List pop-up window.

® When a Smart Group is deleted from the Assessment module, it may take at least 15 minutes to see the deleted

Smart Group removed from the Assessment tab of the Create Watch List pop-up window.

13. Click Save to save the Watch List. Once saved, you will begin to receive alerts and advisories based on your

configuration.

Edit Watch Lists

To edit a watch list, perform the following steps.
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Task To edit a Watch List:

1. Clickanitemin the grid and select Edit.

Eroauss versions Dampase - || sciceica Frodust wersiens = =

2. Select Receive all advisories and Filter by FNMS data as appropriate. When you have finished making your selections,
click Next. The Edit Watch List (Step 2 of 2) page opens.

Edit Watch List FNMS_All_ Windows_Servers (Step2of2) x
Name Watch List Group +
FNMS Al Windows_Servers W atch List Grof -
[0 Enabled [0 Advisories need approval
Ticket threshold level Confidentiality Requirement (CR)
N
Not Critical and Above v ConfidentialityRequirement -
Email notification level Integrity Requirement (IR}
B |
5MS notification level Availability Requirement (AR)
A ]

P — - AvailabilityRequirement -

3. Enterthe Name of the edited Watch List.

4. Selectthe Watch List Groups, if available, from the drop-down list to associate with this Watch List. You can also click

+ to create a new Watch List group.

5. Notifications and/or tickets are not sent for disabled Watch Lists. If you wish to preserve a Watch List for historical
reasons, you can disable it by clearing the selection of the Enabled check box.

6. Ifyou select the Advisories need approval option, you will receive a notification and an email for advisories that
match your Watch List. You can approve that advisory, in which case a ticket is created or you can dismiss the
advisories.

Note - Ifthe users have the rejected advisories option enabled, the threshold filters may not apply since the advisory

may not have the criticality set.

7. Select the Ticket threshold, Email and SMS notification levels from the drop-down lists.
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The Ticket threshold level is used to determine whether or not tickets will be created for advisories matching your

Watch List.

8. You can optionally select the impact that a vulnerability in any item in the Watch List will have to your environment
(Low, Medium or High) by Confidentiality Requirement (CR), Integrity Requirement (IR) and Availability

Requirement (AR) from the drop-down lists (optional).

9. Click Save to save the edited Watch List. Once saved, you will begin to receive alerts and advisories based on your

configuration.

Import a New Watch List

To import a new Watch List, perform the following steps.

To import a new Watch List:

1. Open the Vulnerability Manager > Watch Lists & Advisories > Watch Lists page.

2. Click A,
3. Choose Create Watch List and Submit.
Select Option X

@® Create Watch List

(O Edit Watch List

=
The Create Watch List (Step 1 of 4) dialog box opens.

Create Watch List ( Step 1 0f 4) - Choose file

Choose File | No file chosen

Note: please choose a text / csv file

Columns separator

¥ First row has column names
Column with product names

R e

4. Define the Columns separator (“” is the default) for the file you are importing.
5. Select First row has column names, if applicable.

6. Click Upload file. The Create Watch List (Step 2 of 4) dialog box opens.
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Create Watch List ( Step 2 of 4 ) - Match your products X

Filter by quality. -

| @ Perfect match (420 iterns)
@ Known alias (2 items)
@ Previously selected (3 itemns) ‘ == Selected Products x

B Bayesian suggestion (0 items)

x

@ Close suggestion based on name compare (0 iterns)
@ 5uggestion based on name compare (0 items)
X No suggestions (0 items)

X Ignored (0 items)

+ + + + + + + + + +
x

7-Zip 3.x @ 7-zip 3.x

7-Zip 4.x @ 7-zip 4x x
7-zip 9.x @ 7-zip 9.x x
Active Network Monitor 1.x @ Active Network Monitor 1.x x
Adobe Acrobat 2017 17.x @ Adobe Acrobat 2017 17x x
Adobe Acrobat DC 15.x @ Adobe Acrobat DC 15 x

(] <R > ]

cance' m

7. Select the Filter by quality field to match your Watch List against the criteria you select from the drop-down list or use
the Search in your products field to find a specific product.

8. Click + inthe Database suggestions column heading to add the current page or click + next to the individual items
to add them to the Selected items list.

9. Click X inthe Selected items column heading to remove the current page or DELETE X next to an individual item to
remove it from the list.

10. When you have finished making your selections, click Continue. The Create Watch List (Step 3 of 4) dialog box
opens.
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Create Watch List ( Step 3 of 4) - Choose other assets to watch X

|| Receive all advisories

L] Filter by FNMS data

Product Versions Products Vendors Assessment

Q  searc

Product Versions Database + « Selected Product Versions x -
001 File Joiner And Splitier Pro 4.x ADD +

009Soft File Splitter 1.x ADD +

010 Editor 2 x ADD +

010 Editor 3.x ADD +

QR =@

i “

11. Choose other watch lists to add or delete and click Next. The Create Watch List (Step 4 of 4) dialog box opens.

Create Watch List ( Step 4 of 4) - Enter name and other properties x
Name Watch List Group +
"
watchlist1.csv Watch List Group -
[#| Enabled ] Advisories need approval
Ticket threshold level Confidentiality Requirement (CR)
"
Not Critical and Above v onfidentialityRequirement v
Email notification level Integrity Requirement (IR)
"
Not Critical and Above i ntegrityRequirement bt
SMS notification level Availability Requirement (AR)
"
Extremely Critical - AvailabilityRequirement b

12. Enter the Name of the Watch List.

13. Select the Watch List Groups, if available, from the drop-down list to associate with this Watch List. You can also click

+ to create a new Watch List group.
14. Select the Enabled and Advisories need approval check boxes as required.
15. Select the Ticket threshold, Email and SMS criticality notification levels from the drop-down lists.

16. You can optionally select the impact that a vulnerability in any item in the Watch List will have to your environment
(Low, Medium or High) by Confidentiality Requirement (CR), Integrity Requirement (IR) and Availability
Requirement (AR) from the drop-down lists (optional).
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17. Click Save to save the Watch List. Once saved, you will begin to receive alerts and advisories based on your
configuration.

Import an Updated Watch List

To import an updated Watch List, perform the following steps.

Task To import an updated Watch List:
1. Open the Vulnerability Manager > Watch Lists & Advisories > Watch Lists page.
2. ClickO,
3. Choose Edit Watch List, enter the Watch List to update in the search field, and click Submit.
select Option x
() Create Watch List

@ Edit Watch List

Q Searc

Em Eu

The Edit Watch List (Step 1 of 4) dialog box opens.

| Wt it Lins mcrauaft | St 1 o0 4} Chosse fie-

4. Choose File to import and click Upload file. The Edit Watch List (Step 2 of 4) dialog box opens.
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it Wanch Lisx micramaft | Step 21 8 |- Maneh your preducts

Yo Frodnt e
BT Pt Y S —
L .

o

e

ot °

ot & st

P . [P —
] & s T v b

5. Make the necessary edits and click Continue. The Edit Watch List (Step 3 of 4) dialog box opens.

Edie Watch List microsoft { Step 3 af 4 ) - Choose othes assets to match

s v Cemans + -
50117 o 0 S Pz

ooasen rm s 11

Bt e

[T

A trtssen 14
Abmands
150 G o g 1

1581 Eacac 11

([ R - |-

P

8 e 11

Qg

B~ [+ ]

x
oeerE X
oeverex
oeverex
oeverex
oeerex
oeverex
oevere X

6. Make the necessary edits and click Next. The Edit Watch List (Step 4 of 4) dialog box opens.

7. Make any necessary edits and click Save.

Historic Advisories

The Historic Advisories page provides access to a comprehensive and thorough collection of reports and statistics about

58

all Secunia Advisories.

Vulnerability Manager > Watch Lists & Advisories > HistoricAdvisories

@ -J

Watch Lists & Advisories - Ticketing  Approve Advisories

Browsing 1-20 of 75439 advisories for all watch lists. |

summary | MonthbyMonth  Solution Status  Criticality  Where

Advisories 75439

Most Severe No Fix - None (Rejected)

Advisories Based on 05 / Software

L san ReleaseDate  © ModifiedDate = Title

[0 saBsses 20150425 20180425

Advisories Based on Vendor Solution

Impact

View Advisory

Create ticket

= 2 iy >
- N
Advisories Based on Criticality
= Solution status Where CvsSScore - TicketCreated Type.
No Fix From local network: 68 Yes ‘Secunia Advisory
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Task To view historic advisory data:

1. Open the Vulnerability Manager > Watch Lists & Advisories > Historic Advisories page.

2. Click B to filter the advisories by All Watch Lists, Impact, CVE(s), SAID, From and To dates, Criticality, Solution
status, Where, CVSS Score Minimum and Maximum values, Has Ticket, and Advisory Type.

3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

5. Click a Secunia Advisory ID (SAID) to view detailed information related to the advisory.

6. Click an Advisory check box in a row or rows in the grid or click the Advisory and select View Advisory or Create
ticket.

Note - Ifyou select multiple advisories, one ticket will be created for each of the advisories selected.

Note » Once you have selected an Advisory check box, you can click &2 to create a ticket.

Product Advisories

The Product Advisories page provides access to a comprehensive and thorough collection of reports and statistics about
all Secunia Advisories affecting all products.

Vulnerability Manager > Watch Lists & Advisories » isoris @ U
Watch Lists & Advisories = Ticketing  Approve Advisories
Browsing 1-20 of 75441 advisories for all products. o~ -
= B ecalin
=
-
summary  Monthby Month  Solution Status  Criticality =~ Where  Impact

SAD Release Date © Modified Date £ Title Criticality = Solution status Where CVSS Score = Type

| SASITST 20180425 2018.06:25 Xen g information - Vendur Patched Local system 17 Secunia Advisory

View Advisory Create ticket
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Task

To review product advisories

1. Open the Vulnerability Manager > Watch Lists & Advisories > Product Advisories page.

2. Click B to filter the Advisories by Zero Day, Impact, SAID, CVE(s), From and To dates, Criticality, Solution status,
Where, CVSS Score Minimum and Maximum values, and Advisory type.

3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

5. Click a Secunia Advisory ID (SAID) to view detailed information related to the Advisory.

6. Click an Advisory check box in a row or rows in the grid or click the Advisory and select View Advisory or Create
ticket.

Note - Ifyou select multiple advisories, one ticket will be created for each of the advisories selected.

Note » Once you have selected an Advisory check box, you can click &2 to create a ticket.

Shared Watch Lists

60

To enable all of your users to collaborate, you can click any of your Watch Lists, select Share, and select the With all users,
Group (or Groups) from the drop-down list and Enforce subscriptions options as required and click Save.

Note » When selecting Groups or Users, you can either choose directly from the drop down list or enter keywords into the
search box. Matching results will be displayed in the grid and select the desired group.

If an account administrator wants to share a Watch List with all Users or User Groups on a mandatory basis, they can select
Enforce subscriptions. All users that match from the selected groups (or from the entire account) will automatically receive
notifications for the released advisories that match the Watch List. If Enforce subscriptions is not selected, the users have
the option to voluntarily subscribe to advisories from that Watch List and can choose their own notifications levels.

Note « Subscribers to the Watch List can edit the Watch List, resulting in changes for all users.

Click a Shared List in the grid to View or Clone the Watch List. Select Clone to copy it to your Watch Lists, where you can
then use the Historic Advisories, View, Edit, Change notification, Share, Un-Share or Delete options for the cloned Watch
List.

Note « Any changes you make to a Shared List are shared by all users. If you want to change only your Watch List, you should
first clone it.
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Note « Awatch list can only be shared once. If you need to share the watch list with multiple groups or with multiple levels,
you will need different watch lists.

FlexNet Manager Suite (FNMS) Import

Go to Vulnerability Manager > Inventory > FNMS Import to display a list of products imported from FlexNet Manager
Suite.

You can Search by keyword for a specific product or click B to filter the list by Name, Version, Publisher, Matched by
Flexera (select Unknown by Flexera or Matched by Flexera from the drop-down list), Matched by Intelligence (select
Unmatched by Intelligence or Matched by Intelligence from the drop-down list) or Import status (select New, Same or
Removed from the drop-down list).

For further information, please refer to the FlexNet Manager Suite Inventory Exporter documentation.
You can also select Filter by FNMS data when creating or editing Watch Lists.

Note -« It may take up to 5 minutes for the submitted products to be processed and displayed.

(o

Important « The minimum version of FlexNet Manager Suite supported by the Software Vulnerability Research import tool is
2015 R2 SP2.

Ticketing in Vulnerability Manager

Aticket enables you to track and manage vulnerabilities based on the current state of all your Products, Vendors, and
Watch Lists.

You can manually create a ticket from all Advisories, in case you would like to further process an Advisory for a vulnerability
not affecting any of your Watch Lists, giving you the possibility to track any vulnerability which might affect the
organization, not only vulnerabilities in software included in any of your Watch Lists.

Use the Ticketing page to view and change the Ticket Status and Ticket Priority of each Ticket.

Vulnerability Manager » Ticketing 9 .ﬂ

Watch Lists & Advisories +  Ticketing ~ Approve Advisories

Opentickets (EEZ) Waiting tickets ) Closed tickets Irrelevant tickets () Pending deployment tickets [ AtQAtickets @)

Browsing 1-20 of 13722 tickets H

||l 4 Ticketcrested CQueue + Status + Prioriy & Wateh List SAD < Titl Crficslity + Secunia Advisory published & Solutionstatus & CVSSiCustom Seore  Assignedto

¢ 13746 20180312 Defaut  Cpen Medium SA82015  HP-UX update for Tomcat-based Serviet Engine 2018-03-12 Vendor Patched 5

B

View Edit Delete
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To view and change ticket status and ticket priority

1.

2.

Open the Vulnerability Manager > Ticketing page.

To filter the results by ticket status, select one of the bold ticket statuses in the upper-left-hand corner followed by a
ticket count. The default ticket statuses are Open, Waiting, Handled, and Irrelevant. See Default Ticket Statuses in
Vulnerability Manager for more information.

Click B to filter the results by ID, From and To dates, Queue, Priority, Watch List, SAID, Criticality, Solution status
and CVSS Score Minimum and Maximum values, and Assigned User.

Click the Apply or Reset buttons to apply or reset the filters.

Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
Ul.

Click a Secunia Advisory ID (SAID) to view detailed information related to the Advisory.

To view one ticket, click the appropriate ticket check box in the grid to View, Edit, or Delete the ticket. To view
multiple tickets, click the appropriate ticket check boxes in the grid and select an option from the Actions drop-down
menu such as Delete multiple tickets (see Delete Tickets in Vulnerability Manager) or Edit multiple tickets.

Click B to export tickets to a CSV file.

Click B4 to Create Tickets in Vulnerability Manager.

Create Tickets in Vulnerability Manager

To create tickets in Vulnerability Manager, perform the following steps.

62

To create a ticket in Vulnerability Manager:

1.

2.

Open the Vulnerability Manager > Ticketing page.

Click an Advisory or E to create a ticket for the Advisory.
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Create ticket X

Advisory

Q 5
L 5

Status

Open -

Priority

Low =

Queue

Default =

Assigned to

Add comment

ﬂ

3. From the Status drop-down list, select the appropriate status. The default ticket statuses are Open, Handled, Closed,
or Irrelevant. See Default Ticket Statuses in Vulnerability Manager for more information.

4. From the Priority drop-down list, select the appropriate priority. The default ticket priorities are Low, Medium, High
or Urgent.

5. From the Queue drop-down list, select a queue to assign the ticket to.
6. From the Assigned to drop-down list, select an individual to assign the ticket to.
7. Inthe Add comment field, add an appropriate comment to the ticket (mandatory).

8. Click Save.

Delete Tickets in Vulnerability Manager

To delete tickets in Vulnerability Manager, perform the following steps.

To delete tickets in Vulnerability Manager:
1. Open the Vulnerability Manager > Ticketing page.
2. Insert acheck markin front of the ticket or tickets to delete.

3. Todelete one ticket, select Delete under the listed ticket in the grid.

Vulnerability Manager > Ticketing, Q@ I
Watch Lists & Advisories ~  Ticketing  Approve Advisories

Open tickets GEE) Waiting tickers ) Closed tickets Irrelevan tickers ) Pending deployment tickets @ At QAtickers @)

Browsing 1-20 of 14206 tickets H

| 10 < Tiketcreated  Queue < Status : Priority <+ WatchList SAD  + Title Criticality < + = Assigned to

v 14230 20180315 Default  Open Low preetiPD SA82041  Mageia php Rejection Nofice 20180315 None

View  Edit
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4. To delete multiple tickets, select Delete multiple tickets from the Actions drop-down menu.

Vulnerabity Manager > Ticketing

@ O
Watch Lists & Advisories ~  Ticketing ~ Approve Advisories
Opentickets Waiting tickers ) Closed tickets €33 i Pending deploy; AtQAtickers @
| ld ¢ Ticketcreated Queue © Status & Priority ¢ Watch List SAID ¢ Title

Criticality = Secunia Advisory published = Solution status = CV
|4 14126 20180344  Deful  Open  Low = SAB2025  CentOS update for dhcp 20180312 Vendor Patched 7.8

SAB2007  BM BladeCenter Advanced Management Module Neurses Bufler Overflow Vulnerabiity 20180314 None

@ 14125 2010314  Defaut  Open  Medum

o3

5. When the “Are you sure you want to delete these tickets” pop-up window appears, click Yes.

Are ¥yOou sure you want to delete
these tickets?
Y “

Default Ticket Statuses in Vulnerability Manager

The default ticket statuses are used by the Advisories and Policy Manager to run and display reports. While you are free to

configure the ticket statuses, priorities and queues as you see fit, Flexera needs to know your equivalent “open” statuses to
be able to correctly report the statistics.

The following are the default ticket statuses:

Table 6-1 - Default Ticket Statuses

NEWTH Description

Open Tickets An Open Ticket is one for which no action has yet been triggered.

Waiting Tickets Aticket is marked as Waiting when it has been decided that an action needs to be taken at a later
stage.

Handled Tickets Aticket is considered Handled when the appropriate action has been taken.

Irrelevant Tickets Aticket is considered Irrelevant when it has been handled and is no longer considered of
importance to you.

Click a Secunia Advisory ID (SAID) to view detailed information related to the Advisory or click a ticket to View or Edit the
details.

Approve Advisories

The Approve Advisories page displays a list of all Advisories pending your approval.

Note « To approve Advisories, you should select the Advisories need approval check box when you Create Watch Lists.

64 SVR-JUNE2025-UG00 Software Vulnerability Research User Guide



Chapter 6 Vulnerability Manager

Approve Advisories

Task Approve advisories

1. Open the Vulnerability Manager > Approve Advisories page.

ilicy Manager > App v

ories - Ticketing  Approve Advisorles

Browsing 120 of 45 adwisories

2. Click B2 to filter the Advisories by In queue, Watch List, SAID, From and To dates, Title, Criticality, and Solution

status.

3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile

ul.

5. To approve one advisory, click the appropriate advisory check box in the grid to Approve the advisory. The Approve

advisory pop-up window appears. Continue to step 7.

Approve advisory x

Advisory

SAG7053

Status

Status -
Priority

Priority -
Queue

Queue -
Assigned to

Assigned to -

Add comment

Add comment

€ nce' “

6. To approve multiple advisories, click the appropriate advisory check boxes in the grid and select Approve multiple
advisories from the Actions drop-down menu. The Approve multiple advisories pop-up window appears.
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Approve multiple advisories x

Advisory
3 selected

Status
Priarity

Queue

Assigned to

Add comment

=

7. Select the Status (Open, Waiting, Handled or Irrelevant) from the drop-down list.

8. Select the Priority (Low, Medium, High or Urgent) from the drop-down list.
9. Select the Queue (Default or Approval) from the drop-down list.

10. Select who the ticket should be Assigned to from the drop-down list.

11. Entera comment.

12. Click Save to approve the Advisory or Advisories.

Note « Once an Advisory has been approved, the corresponding ticket will be marked as Open.
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Vulnerability Intelligence represents our full Vulnerability Database, which has been updated and maintained since the
inception of Secunia in 2002.

Use the Research pages to:

® View Advisories

®  Create Tickets in Vulnerability Manager

® View Vendors, Product Versions, Products, Suggest Software, and Download Software Suggestion Tool
The Research menu consists of the following tabs:

® Advisory Database

® Products Database

® Vulnerability Database

Advisory Database

When a potential software vulnerability is publicly disclosed, our Research Team verifies that it is in fact a vulnerability.
Once confirmed, we analyze the severity and what software might be affected.

Then, a standardized and 100% vendor independent Secunia Advisory is written for the vulnerability, detailing attack
vector, criticality rating, impact and solution.

The Secunia Advisory is uploaded to Software Vulnerability Research, and adapted intelligence feeds are delivered to you,
based on customized pre-configured filters, to ensure the right groups of people are alerted whenever a new vulnerability
that could affect your IT infrastructure is discovered.

You can customize filters according to, for example, software responsibility, compliance criteria or geography for each of
the recipients in your organization.

Personalized security alerts - via email or SMS - are then issued in real-time to the correct individual in your organization.

Select Advisories or Rejection Advisories from the drop-down list to display details that are applicable to your Watch Lists.
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Advisories

The Advisories page displays details of all the advisories released.
The Advisories page can be,

® Advisories with Threat Score

® Advisories without Threat Score

To open the Advisories page, Research >> Advisory Database >> Advisories

Software Vulnerability Research | Research > Advisory Database > Advisories |

Advisory Database ~ Products Database ~
Dashboard
Browsing 1-20 of 82108 advisories
‘ Motifications .
|:| SAID Release date = Modified date = Title
[0 sase210 2019-05-25 2010-05-25 SUSE bluez Rejection Motice
1 SA29205 2019-05-25 2016-05-25 SUSE update for libvirt
e Vulnerability Manager o upaste far i
[0 sazs1ss 2019-05-25 2018-05-25 Diebizn updste for wpa
|:| S5A839252 2019-05-25 2018-05-25 Magios Xl "Reset Password” SQL Injection Vulnerability
@ Research |:| SAB9261 2018-05-24 2019-05-24 SUSE update for zen
[ sAzs191 2019-05-24 2018-05-24 IBM Tivoli Network Manager IP Edition OpenSSL Rejection Notice
[0 sAsaze0 2019-05-24 2016-05-24 SUSE update for curl
Assessment
[ sasaszs 2019-05-24 2018-05-24 IBM Spectrum Gontrol Multiple Vulnerabilities
|:| SAS7643 2019-05-24 2018-05-24 IBM Cognos Analytics Multiple Vulnerabilities
f Pat{:hing |:| SA33190 2019-05-24 2018-05-24 IBM Security Guardium OpenSSL Rejection Notice
|:| SAB9263 2018-05-24 2019-05-24 wolfSEL PEK Identity Buffer Overflow Wulnerability
[0 sasasar 2019-05-24 2010-05-24 F5 BIG-IP Local Traffic Manager (LTM) Binutils Rejection Nofice:
@ Policy Manager [0 sass2as 2010-05-24 2010-05-24 F5 BIG-1P Local Traffic Manager (LTM) Sinutis Rejection Matise
[ sasszss 2019-05-24 2018-05-24 SUSE sysstat Rejection Motice
. [l sasszze 2019-05-24 2018-05-24 Oracle Linux update for libvirt
Analytics
|:| S5A39232 2019-05-24 2018-05-24 Oracle Linux update for firefox
[0 sasazzs 2019-05-24 2010-05-24 Oracle Linux update for firefox
Ticket Manager [0 sasssa: 2019-05-24 2016-05-24 Ubuntu update for mariadb-5.5
[ sasszzs 2019-05-24 2018-05-24 Red Hat update for libvirt
[] sAss184 2018-05-23 2018-05-23 Red Hat update for firefox

Advisories with Threat Score

The Advisories page with the Threat Score module is shown below.
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Advisory Database + Products Database

Browsing 1-20 of 80902 advisories Q searchbykeywo

| SAID Release date < Modified date < Title Criticality < ZeroDay < Solution status ~ Where CVS§S Score © Threat Score - Type

() SA83063 2018-05-09 2018-05-09 Microsoft Windows Server 2012 / Windows RT 8.1 /8.1 Multiple Vulnerabilities — Yes Vendor Patched  From remote 100 99 ‘Secunia Advisory
[ SAT6976  2017-05-19 2017-05-24 Huawel Multiple OceanStor Products Multiple SMB Vulnerabilities Ne Vendor Patched  From localnetwork 8.3 99 ‘Secunia Advisary
[ SAG8501 2016-01-27 2016-01-27 Gentoo update for adobe-flash — No Vendor Patched  From remote 100 99 ‘Secunia Advisory
[ SATST6E  2017-03-15 2017-03-15 Microsoft Windows SMB Server Vuinerabilities No Vendor Patched  From localnetwork 8.3 99 ‘Secunia Advisary

Note « Please note the following:

® This add on requires purchase of the Software Vulnerability Research Threat intelligence Module.

® Topurchase this module, contact your sales representative or contact us online at:
https://www.flexera.com/about-us/contact-us.html

In additional to the features explained in the Advisories Page > Advisories without Threat Score, the following features are
added:

® Tofilter the Advisories by Threat Score minimum and maximum values, click B,

® To see the threat score and threat reason, click a Secunia Advisory ID (SAID) > CVE References. Additional
information of the selected Secunia Advisory ID is shown below:

Microsoft Windows PDF Library Two Code Execution Vulnerabilities x
Secunia Advisory ID SAB8389
Creation Date 2018-03-08
Criticality - Highly eritical
Zero Day No
Impsct System sceess
Where From remote
Solution Status Vendor Patched

Base: 10, Overall: 8.2

Secunis CVES Scores (AW MNIAC:LIAWNIC:CN:C/A-C/E.F/RL-OF/RC:C)
CVE references CVE-2016-0118 @ | CVE-2016-M17 @ |
Threat Score 54 [Last Updated 2018-02-21)

Affected operating system and software

Operating systems
Microsoft Windows 10 CPE Exists. Click for details.

Microsoft Windows 8.1 CPE Exists. Click for details.

Note « Effective December 15, 2023, NVD will retire the CPE v2.2 legacy feed. Consequently, current products in SVR will
be visible in both CPE v2.2 and CPE v2.3 naming formats during this transitional period. However, it's important to note

that any new products added to SVR in the future will be displayed in the CPE v2.3 naming format, and the CPE v2.2
format only if available.

® Tosee the threat Score, threat Reason and their associated exploits, click on the CVE references, as shown below:
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Microsoft Windows PDF Library Two Code Execution Vulnerabilities - CVE

CVE cvss® Threat Score
CVE-2016-0118 CVSS v2: 9.3 (AV:N/AC:M/Au:N/C:C/I1:.C/IA:C) 2
CVE-2016-0117 CVSS v2: 9.3 (AV:N/AC:M/AU:N/C:C/I:.CIA:C) 53
Description’

Threat Reason
Linked to Historical Cyber Exploit

Linked to Historical Cyber Exploit

Historically Linked to Malware

Historically Linked to Ransomware

Historically Linked to Penetration Testing Tools

The PDF library in Microsoft Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, and Windows 10 Gold and 1511 allows remote attackers to execute arbitrar

crafted PDF document, aka "Windows Remote Code Execution Vulnerability.”

Treat Intel Module

The CVE threat score of 53 was based on the following triggers:
Linked to Historical Cyber Exploit

lly Linked to Mak

Historically Linked to Ransomware

Historically Linked to Penetration Testing Tools

The threat score was last updated on 2019-05-07. These threats have been iated with the folk
« Qbot (Botnet)

« Cryptolocker (Ransomware)

« GozNym (Banking Trojan)

« Gootkit (Banking Trojan)

« Locky (Ransomware)

ing exploits:

References’

ST http:liwww.securitytracker.com/id 21035202

BID http:/mww.securityfocus.com/bid/84109

Microsoft Security Bulletin http:/itechnet.microsoft.com/security/bulletin/MS16-028
NOTE:

* The information is written and maintained by CVE MITRE.
The data on this page reflects neither the opinions of Secunia or the results of our research.

Advisories without Threat Score

The Advisories page without the Threat Score is shown below:

Research > Advisory Database > Adisorles

Advisory Database ~  Products Database ~

Browsing 120 of 75441 advisories § Q Search by keyuore

ZeroDay > | impact - o s From

saiD Releas date  © Modifeddate = Title Ciiicality < ZewDay = Solution status

O

SAmEED  P01AN45 20180475 Hitachi Mulinie Prosiicts Oracle 1aua Mulfiple Valnerabiifies No Mo i

View Advisory  Create ticket

L]
‘
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To view advisories
1. Open the Research > Advisory Database > Advisories page.

2. Use Search by keyword to filter the Advisories by the text you enter.
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3. Click B to filter the Advisories by Zero Day, Impact, CVE(s), SAID, From and To dates, Criticality, Solution status,
Where, Score Minimum and Maximum values, and Advisory Type.

Note » To search for multiple advisories at the same time to determine which advisories apply to more than a single CVE

for which you have interest, enter the CVEs in the CVE(s) filter and leave one space between entries (Example: CVE-2014-
0224 CVE-2014-0160 CVE-2013-0169 CVE-2009-3555 CVE-2015-7575).

4. Click the Apply or Reset buttons to apply or reset the filters.

5. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

If you select Hide rejected advisories under Settings > Account > Account Options:
® The Advisory Type filter will not appear under Research > Advisory Database > Advisories.
® Thesearchresult “No advisories found” appears under Research > Advisory Database > Rejection Advisories.

Note » The CVSS Score column in the grid contains either a CVSS 2.0 score or a CVSS 3.1 score. A CVSS 3.1 score will be
noted with “v3” listed after the score.

6. Click a Secunia Advisory ID (SAID) to view detailed information related to the Advisory.
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7.

Google Chrome Adobe Flash Player Multiple Vulnerabilities

Secunia Advisory ID
Creation Date
Criticality

Impact

Where

Solution Status

Secunia CVSS Scores

CVE references:

Affected operating system and software
Software
Google Chrome 46.x

Advisory Details:

Description:

SABTO58

2015-10-23

= - Highly critical

System access

From remate

Vendor Patched

Base: 10, Overall- 7.4

(AV:NAC: LiAu:NIC:C/:CIA:CVE:WRL-OF/RC:C)

CVE-2015-7847 | CVE-2015-7648 | CVE-2015-7845 |

CPE : WA

Multiple vulnerabilities have been reported in Google Chrome, which can be exploited by malicious people to compromise a user's system.

The vulnerabilities are caused due to the application bundling a vulnerable version of Adobe Flash Player.

For more information:
SABE915

The vulnerabilities are reported in versions prior to 46.0.245%0.80.

Solution:
Update to version 46.0.24%0.80.

Original advisory:

http://googlechromereleases.blogspot.com/2015/10/stable-channel-u;

References:

SABBS1S:
https://secunia.com/advisories/66915/

Changelog:

2015-10-23: Initial release

Close

Click an Advisory check box in a row or rows in the grid or click the Advisory and select View Advisory or Create
ticket.

Note - Ifyou select multiple advisories, one ticket is created for each of the Advisories selected.

SVR-JUNE2025-UG00

Note « Once you have selected an Advisory check box, you can click B2 to create a ticket. For more information, see
Create Tickets in Vulnerability Manager.
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Rejection Advisories

For compliance reasons, for example NERC (North American Electric Reliability Corporation), you may be required to report
not only the vulnerabilities covered by the normal Advisories but also vulnerabilities, which our Research Team has
rejected as not being a valid threat to security.

The Rejection Advisories page displays the advisories affecting your Watch Lists that did not pass our validation and
filtering process rules and provides you with information about rejected vulnerabilities to make it possible for you to fulfill
your compliance requirements. The Rejection Advisories page can be shown or hidden, depending on the Account Options
set by your Administrator.

An advisory can be rejected for one of many reasons. The most common are:

® No reachability—The vulnerability cannot be exploited because the affected systems cannot be reached by an
attacker.

® No gain—The vulnerability may be reached, but without any gain for the attacker.

® No exploitability—The vulnerability cannot be exploited because, for example, policy forbids installation of the
affected software.

® Dependent on other—The vulnerability cannot be exploited by itself but is depending on another vulnerability being
present.

Note « The rules outlined below are rules of thumb and not strictly pass/fail rules.

Task To view rejection advisories

1. Open the Research > Advisory Database > Rejection Advisories page.

[B Software Vulnerability Research  Research » Advisory Database > Adisories « @ 7
Advisory Database - Products Database ~
Dashboard
Aduisories bries 7 Q
: il
A rotncston:
Release  _ Modified Zero Solution cvss Threat
. saD s < Tite Critcality < s Where s s
O date date "% pay status Score score b
Vendor From local Secunia
() SAMGI04 20230548 20230545 Ubuntu update for cups-fiters No 560 s
Q Vulnerability Manager Patched network Advisory
= i . o . Vendor From ocal secunia
() SA16333 20230548 20230548 Cisco ldentiy Services Engine (ISE) Mufiple Vunerabifties - No il F 350 0 e
Ressarch ——— 5 : : - Vendor Fromocal ; Secunia
@ () SAME31 20230548 20230518  Cisco DNACeNter APl Multple Vunerabiles No i e I 0 o
Gisco Identiy Services Engine (1SE) Mutipl Informaion Disclosure Vendor Fromocal Secunia
0 sanest 20230518 2230518 Loc L - No el el 35 0 e
@ Assessment
. = . Vendor From local secunia
(] SAUGIT 20030518 20230518 NelApp ONTAP PHP Denial of Service Vunerabilty No et s 65 3 ooy
J - Vendor Secunia
SAt1s380 = % s int 4] Mutiple Vuinerabi — N 2
/ Patchine (w] 20230516 20230518 Veritas infoscale Logd) Multiple Vuinerabiliies: © T rom remote 98 %9 o]
. . IBM WebSphere Service Registry and Repository Studio [BM Java Vendor From local g Secunia
0 saiiesos 202058 20230518 \pie vuineradiies B Paiched network o 7 Advisory
@ Policy Manager () SAME37 20230518 20230518 Cisco ldentty Senvices Engine (ISE) Rejection Notice No Nene None : 0 :f'::g&"
Rejector
() SAUS7s 2000518 20230518 SUSE ovnf Refection Notice No None None - 0 AN
= e endor " ecunia
() SAII6I74 20230518 20230518  SUSE update for java-1_8_G-opendk No il Fromremote 7.4 2 e
; ) . Vendor Secunia
ﬁ St [ sA116355 20230518  202305-18  Ubuntu update for inux No pistes Localsystem 78 19 vy
O satisiss X205 20230816 Cocndenty Serves Enine(58) Recion e b e e . o e
@  eerrrone ) sattess 5- 5-1 i for aprat _— o From v 7 Szaxla
p_A () SAMGI8S 2230518 20230518  RedHalupdate for 3pr-u No st omremote 98 o)

2. Click n to filter the Advisories by Zero Day, Impact, CVE(s), SAID, From and To dates, Criticality, Solution status,
Where, and Score Minimum and Maximum values.
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Note « Rejection advisories may not have all the details of the normal advisories: CVSS Vector and score, criticality, and
soon.

Click the Apply or Reset buttons to apply or reset the filters.

Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

Click a Secunia Advisory ID (SAID) to view detailed information related to the Advisory.

The Solution Status of a rejected advisory will show Possibly Fixed for the following two conditions:
® The Link to Original Advisory field is populated (non-empty).

® The CPE (Common Platform Enumeration) field is populated (non-empty).

If either of these fields is empty, the solution status will remain None.

Click an Advisory check box in a row or rows in the grid or click the Advisory and select View Advisory or Create
ticket.

Note « Ifyou select multiple advisories, one ticket will be created for each of the advisories selected.

Once you have selected an Advisory check box, you can click n to create a ticket. For more information, see Create
Tickets in Vulnerability Manager.

Products Database

The Products Database represents the full list of products tracked by our database, which has been updated and
maintained since the inception of Secunia in 2002. You can browse Vendors, Products, and search for specific Product

Versions applicable to your Watch Lists. You can also Suggest Software that you would like us to add to our database. You

can also Download Software Suggestion Tool to suggest a software that is not detected by SVR.

Vendors

Vendors
Product Versions
Products
Suggest Software

Download Software Suggestion Tool

The Vendors page displays a list of all available vendors. Click View Products to display the products associated with the
vendor or click a vendor in the grid to view past advisories related to the vendor.

74
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Research > Products Database » vendors @ J

Advisory Database »  Products Database ~

Browsing

Vendor

1-20 of 10464 vendors n

+ Home Page View Products.

View Products

Past advisories

1.
2.

3.

To view vendors

Open the Research > Products Database > Vendors page.

To search for a specific vendor, pick a name from the Vendor column, enter it in the Search by keyword field and
press Enter.

Click B to download a CSV file containing details of all vendors.

Product Versions

The Product Versions page displays a list of all available products, specified by product version number.

1.

2.
3.

4.

5.
6.

7.

To view product versions:

Open the Product Versions page.

Click a product version in the grid to view past advisories related to the product version.

To search for a specific product version, pick a number from the Version column, enter it in the Search by keyword
field and press Enter.

Click E to filter the results by Name, Vendor, Version, Software type, (Software/Operating system), and Is end of
life (No/Yes).

Click the Apply or Reset buttons to apply or reset the filters.

Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
Ul.

Click B to download a CSV file containing details of all product versions.

Products

The Products page displays a list of all available products.
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To view products

1. Open the Products page.

uuuuuuuuuuuuuu

2. Clickaproductin the grid to view past advisories related to the product.

3. Tosearch for a specific product, pick a name from the Name column, enter it in the Search by keyword field and press
Enter.

4. Click B to filter the results by Name, Vendor, and Software type (Software/Operating system).
5. Click the Apply or Reset buttons to apply or reset the filters.

6. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

7. Click View versions under the View Releases column to display the Vendor, Product, Version, Type and End-of-Life
details.

8. Click B to download a CSV file containing details of all products.

Suggest Software

Use the Suggest Software page to suggest new software to our Research Team. After clicking the Suggest Software
button, the Suggest a software window appears. You must provide a Software name, Software version, a valid URL to the
software Internet page, valid email addresses, and an optional comment.

Note « Multiple email addresses can be added in the Email field. Use a semi-colon or comma to separate multiple e-mail

addresses.
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Suggest a software x
Single software Upload File
Software name
~
Google Chrome
Software version
10123
Software URL
%
hitps:/Avwwflexera.com
Email
Al
. L
Comment
Google chrome suggestion request

You can also upload a CSV file or a TXT file with multiple product suggestions. Each row from the file must contain all
details needed for a single product suggestion (Name, Version, and a valid URL).

Note « Multiple email addresses can be added in the Email field. Use a semi-colon or comma to separate multiple e-mail

Suggest a software x
Single software | Upload File
" o coiumrs Y "
The files columns separator
Email
comment
Softwiare suggestion request from the csv fle
Column with software names
-
product name -
Column with software versions
prodiuct version -
Column with software URLs
ur z
protoct e proctct version -
ooge ok 110 i g <o
gt 208 g g apacne g
=

Upon successful import, all entries present in the CSV file will be displayed in the Suggest Software page. Under Status
column you can view the status as given below:

addresses.

Table 7-1 « Suggest Software Status Column Details

Status Description

Request Sent Indicates the suggested software request as been sent to SVR.
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Table 7-1 « Suggest Software Status Column Details

Status Description

Needs Clarification Indicates that the suggested software request needs clarification.

In Progress Indicates the suggested software request is In progress.

Not Applicable Indicates that the suggested software suggestions can not be tracked.

Pending Review Indicates that the suggested software review in pending

Completed Indicates that the suggested software is added to SVR.

Rejected Indicates that the suggested software request is rejected.

[ Software Vulnerability Research  Suggest Sofware « @ O

Browsing 1-20 of 128 suggestions Download Software Suggestion Tool Suggest software

er last 30 days : 2 days

Dashboard

Software Name  Version URL Email Comment Status  Created by Greated
Notifications

o . o ama0s

Sent

Request 202303

Vulnerability Manager Flexera Agent 78 Ditps:/www flexera com s 2

Research

Assessment

Policy Manager
Analytics

Settings

O
|
o
e
®
/r
()
=]
£
2

User Profile

You can view the average resolution time for addressing suggested software.

Download Software Suggestion Tool

Use this page to suggest a software that is not detected by SVR. After clicking the Suggest Software button.

Task To specify Suggest Software:
1. Open the Research > Products Database > Suggest Software page.

2. Click Download Software Suggestion Tool button to download the Software Suggestion Tool.
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@ Dashboard
‘ Notifications

Vulnerability Manager

3. Open the Software Suggestion Tool.
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Suggest Sofware @ @ -J
Browsing 120 of 124 suggestions Download Software Suggestion Taol Suggest software
Created
‘Software Name ‘Version URL Email ‘Comment Status. by Created
§ Request 2022.01-
T 19% 19000 MpsimaeT-2ip orgidoumioad N i 2
P—— B ————— reges oo
Notepads-+ : a free (GPL) ) Request 2023.01-
Milepstsssatee 7850 s inotepacspus pis orgiaowmioass/ Ren z
hitps:/Mome mcafee. com/downloads/free-virus- The suggested software doesn't get Request 2023-01-
Mcafee Security Scan Pius 3anmra =5 detected by our Agent Sent 21

4. The Software Suggestion Tool window includes the following properties:

Property Description

Account Token

Click Get Account Token and select the desired token number.

Program Name

Program name auto-populates with respect to the selected program file. Modify the name
(If required).

Program File

Click browse and select file from the preferred location.

Program URL

Specify the program URL.

Email Address Specify valid email addresses.
Note « Multiple email addresses can be added. Use a semi-colon or comma to separate
multiple e-mail addresses.

Additional Add additional information (if required).

Information

5. After entering the above details, click Send to Flexera button.

Account Token

File Details

Program Name
Program File
Program URL

Email Address
Addtional Information

E Software Suggestion Tool — O *

This tool allows you to browse for an application you wish to submit to Flexera’s Secunia Research Team to consider adding to our
database of security products we detect. Please browse for the primary EXE of the application, then dlick Send to Flexera.

You will need to provide your account access token before you can submit data.

View My Software Suggestions Send to Flexera

|! 17 Get Account Token

|Suggest50ﬂwam |
|C:\U it Software exe || Browse |

|http:ﬁww flexera com |
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6. Upon successful action, the details of the suggested software will be added in Suggest Software page.

7. By clicking on the View My Software Suggestions button, it navigates to the Research > Products Database >
Suggest Software page where the details of the software suggestion will be displayed.

Vulnerability Database

The Vulnerability Database represents the full list of Vulnerabilities tracked by our database.

® Vulnerabilities

Vulnerabilities

The Vulnerabilities page displays a list of all available NVD Vulnerability (CVE) references and associated Secunia

Advisories in the database.

Searching on a CVE reference will find all Secunia Advisories in the database that list that particular CVE as a reference.

An Advisory can contain more than one CVE reference, and not every Advisory has an associated CVE reference.

Task To view:

1. Open the Research > Vulnerability Database > Vulnerabilities page. The Vulnerabilities page appears.

[5 Software Vulnerability Research

@ Dashboard
e Vulnerability Manager
[

f‘ Patching
@ o
LF s

. User Profile
Y

Research > Vulnerability Database > Vulnerabilities

- Q3

Advisory Database ~

Browsing 1-20 of 104295 vulnerabilities §

Vulnerabilty
CVE-2023-4585

CVE-2023-4584

CVE-2020-4583

CVE-2023-4581

CVE-2023-4580

CVE-2023-4574
CVE2022-4573

CVE 202341362

CVE-2023-4572

CVE2023-4571

GVE2023-41308

CVE-2023-41285

CVE-2023-41178

Released date.
20230829
20230829
20230829
20230829
20230829
20230829
2023-08-29
20230829
20230829
20230829
20230829
20230829
20230829
20230829
20230822
20230828
2023.08.28
20230826
20230826

20230824

Products Database ~

< Modified date.

20230829
20230829
20230829
20230829
20230829
20230829
20230629
20230829
20230820
20230829
20230829
20230829
20230901
20230901
20230831
20230828
20230828
20230830
20230830

20230824

| =

Vulnerability Database ~

= Advisory

SA118763, SA118860, SA118884.
SA118763, SA118860, SA118862
SA118854, SA118919
SA118894

SA118894

SA118894

SA118763. SA118860, SA118884

SA118860, SA118862

A118860, SA118862
SA118763, SA118860, SA118862

SA118763, SA118860, SA118862

SA118896, SA118911, SA11834)

SAT18538
$A118840
SA118840
sA118813
SA118813

SA118846

sA118889

SA118894, SAT18918, SA118869, SA118832

sa118889
SA118869, SA118932

SA118894, SAT18919, SAT18869, SA118832
SA118894, SAT18919, SA118863, SA118932

SA118894, SAT18919, SA118869, SA118832

0 - bage 1 otoars
BE aQ

NVD CVSS Score 4 Threatscors ¢
15
15
0
0
0
0
0
)
0
0
0
0

1) 15

88 15

2. Click CVE reference link and then click View Vulnerability. A popup appears with the detailed information related to
the CVE and associated Advisories.

3. Clicking CVE Reference link navigates to the cve.mitre.org website for cybersecurity vulnerabilities information.

4. Clicking Secunia Advisory ID (SAID) link to view detailed information related to the Advisory.
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Policy Manager

R

Edition « The Policy Manager module is not available for Software Vulnerability Research - Assessment Only.

You can use the Policy Manager pages to configure internal Compliance Policy Rules to associate with your account and
view the details of breaches to your policies.

® Overview
® Policies

® Breaches

Overview

Click a Policy name or Ticket number to view detailed information about the Policy or Ticket.

Click an item in the grid to view policy breaches, view, edit or delete a policy, or click &4 to create a new policy and specify:
® Rule Name—Define a unique name for the Compliance Policy Rule.
® Apply Scope—Define if the rule should apply globally to all users or to a specific user and Watch List.

® SetPolicy Rule Criteria (optional)—Define your tolerances for handling advisories based on the Ticket Priorities,
Ticket Status, Criticality (Severity Rating), CVSS (Common Vulnerability Scoring System) Base Score and Threat Score.
The interval starts from the date when the Advisory was added to the ticketing system.

Note « Set Policy Rule Criteria based on Threat Score (optional) requires purchase of Threat Intelligence Module

Policies

You can use this page to create a new policy and specify the policy rules.
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To create a new policy, perform the following steps:

To create a new policy:
1. To create a new policy, click E3.

Policy Manager > Policies o @ -7

Policies Breaches

Browsing 1 policies

Policy Name. Breached  Isdisabled  Apply to all users and watch lists Usertoapplyto  WatchListtoapplyto  UserGrouptoapplyto  Createdby  LastUpdated  Created
UBS testing pre-policy breach [ ] No Yes 2020-08-28 2020-08-26.
Breaches View Edit Disable Delete
] « LG > | ]

2. Add new Policy dialog box appears. Enter a unique name for the Compliance Policy Rule in the Rule Name field.
3. Click on the Apply scope drop-down and select the following from the list:

® Apply to all Watch Lists and users

® Applyonly toone user

® Apply only to one Watch List

® Apply only to one User Group

To apply a scope for the specif User, Watch List, or User Group then select Apply only to one user, Apply to one
Watch List, or Apply only to one User Group respectively.

4. The Set Policy Rule Criteria fields are optional and you can follow the dialog box instructions to create criteria to
specifically fit your requirements.

5. Select Enable [ Disable Policy Breach Warning Email option and then select the number of days in the Send Policy
Breach Warning Email Before field.

If you select this option, then you will be able to send a policy breach warning emails for applicable open or waiting
tickets. This warning can be configured for priority based rule of the policy and will enable the ticket assignees to
prioritize their tickets. You will be able to configure the number of days before the policy breach, to send such a
warning.
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Breaches
Add new Policy X
Define a unique name for this Compliance Policy Rule.
Rule Name Apply scope
b .
scope -
Set Policy Rule criteria based on 'Priority’ (optional) Low Iritarval days
You can select your tolerance for handling an advisory based on the Pricrity. The
interval starts from the date when the advisory was added to the ticketing Medium Interval days
system.
High Interval days
Urpent Interval days
Megkm Interval days
Uil Interval days
Mcdiim:Hjgh Interval days
Medtm: High Interval days
Enable / Disable Policy Breach Warning Email
Send Policy Breach Warning Email Before d
ays
Set Policy Rule criteria based on 'Solution Status' (optional) Unknown Interval days
You can select your tolerance based on each type of Solution Status. The interval
starts from the date when the advisory was added to the ticketing system. No Fix Interval days

6. Click the Save button to begin receiving alerts regarding breaches to the policies you have created.

7. Clickon any policy in the grid and select Breaches, View, Edit, Disable or Delete.

Note - The email notifications will include SLA days as defined in policy rule criteria for priority. If more than one policy is
associated with a newly released advisory, the lowest defined SLA days, will be shown in the email.

Note « The email notifications will include CVSS overall score.

Breaches

The Breaches page displays details of active and inactive breaches to the policies you created. Click an item in the grid to

view or edit the breach details. Click B to export the results to a CSV file.

Policy Manager » Breaches e ..ﬂ

Policies Breaches

Active breaches (BT Inactive breaches

Browsing 1-20 of 4488 breaches # H
Policy Ticket. Reason for Breach Breached Date Lest Updated Created
— 1 - — - — - — i . 2017-05-05 2017-08-14 2017-05-05
View  Edit
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Analytics

Use the Analytics pages to filter data contained in the widgets and to create dynamic reports on Advisories, Tickets,
Devices and Products.

The Analytics widgets are dynamic, and you can segment information by clicking the individual chart legends or segments
in any widget to alter the data displayed accordingly.

Advisories
Tickets
Devices
Products
Reports

LiveUpdate

Advisories

The Advisories page displays widgets that contain information regarding:

Secunia Advisories—Displays a month-by-month bar chart of the number of advisories based on your configured
Watch Lists.

Advisories by year—Displays a bar chart of the number of advisories based on your configured Watch Lists.

Advisories by level of criticality—Displays a color coded pie chart of the criticality levels (Extremely critical, Highly
critical, Less critical, Moderately critical, None (Rejected) and Not critical) of advisories based on your configured
Watch Lists.

Advisories by solution status—Displays a color coded pie chart of the solution status (None (Rejected), Partial Fix,
Unpatched, Vendor Patched and Vendor Workaround) levels of advisories based on your configured Watch Lists.

Advisories by attack vector—Displays a color coded pie chart of the attack vector (From local network, From remote,
Local system, and None (Rejected)) of advisories based on your configured Watch Lists.
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Advisories
® Advisories by CVSS score—Displays a bar chart of the CVSS score intervals for the Advisories. The intervals follow
standard mathematical notation, for example, (3, 4] means strictly greater than 3 and less than or equal to 4. The
interval starts from the date when the advisory was added to the ticketing system.
The Analytics widgets are dynamic, and you can segment information by clicking the individual chart legends or segments
in any widget - with the exception of Secunia Advisories and Advisories by year - to alter the data displayed in all widgets
and the Advisory details grid accordingly.
Note « Click the 7 icon to see more information about the widget.
Analytics > Advisories o J
Advisories Tickets Devices Products Reports
Advisory Analytics and Reports
Secunia Advisories § Advisories by year §
= e eeeeeand s e
Advisories by level of criticality / Advisories by solution status | Advisories by CVSS score §
W oric
W Partial Fix ﬁ§§
200
Wuoon 8
Moderately critical I vendor Patched ggg
400
[ None Rejected) VendorWorksround 300
e L W Nt critical 04
=
Task To view analytics for advisories:

1. Open the Analytics > Advisories page.

2. Click B3 to filter the results by Watch List, From and To dates, and Criticality (select from drop-down menu).
3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

5. Click Save Layout to save the page layout. Adjusting the size of the widgets activates this function.
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Secunia Advisaries | fiDelete  Advisories byyear il Detece
. "
Advisories by solution status 7 fl Deleze
) L - - i - t gy L
Adwisaries by level of criticality | il Delese
” . Extremely critical
3 lHigth critical
. Less critical
Advisories by attack vector | i Detee
. Mederately critical
M ot critical .
o Rehease date Titie Ell[iﬂ“lr‘l Solution status Where CV55 Score
903 20154M-21  Adabe Flash Player Multiple Vulnerabilites e— Vendor Parched  Fromremote | 10
008 2015-04-21 Adobe Flash Player Two Code Execution Vulnerabilites o Vendor Parched  Fromremote 10
1618 201504-21  Microsaft Windows OLE Object Handling Twa Arbitrary Code Exscution Yulnersbilities o | Vendor Patched  Fromremowe | 10

6. Inthe example above, clicking the Extremely critical legend in the Advisories by level of criticality widget, and then
clicking Refresh grid, displays the relevant data.

7. Click the legends or segments again to return to the original, unfiltered, information displayed.

8. Click a Secunia Advisory ID (SAID) to view the complete Advisory details, including (where applicable) the Creation
Date, Criticality (Severity Rating), Zero Day (yes or no), Impact (Consequence), Where (Attack Vector), Solution Status,
Secunia CVSS (Common Vulnerability Scoring System), CVE References, Affected operating system and software,
Affected watch lists, Related tickets, Advisory Description, Reason for rating, Original advisory references and
Changelog. Click Download PDF to save a copy of the advisory.

Advisories by Threat Score

This page displays a bar chart of the number of advisories by threat scores.
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Anlytics > Advisories = @ I
Advisories  Tickets  Devices  Products  Reports
Secunia Advisories 7 Advisories by CVSS score {
0 1

) “Advisories by Threal score |
28
a - o - - P 2400
- 258
$505
gL
1400
Advisories by year ]gg
250
3
5

0 ® 20 ) ® 50 & 70 £ &) 100
Vander Warrsire Advisories by level of criticality / Advisories by attack vector
awragrens)
=§E8RQE RS
Brawsing 1.20 of 5893 advisories § Refresh grid
Release date. = Title = Solution status Where. Score. -

20100213 WinRAR ACE File Processing Diractory Traversal Wulnerabifty Vendor Paiched From remete

20180822 Avaya Call Management System (CM3) Mulipie Uolnarsbiities Vendor Paiched From remete

20180826 Oracie Linux updiste for sambs Viendor Psiched From losal network

3883%

20180500 Microsoft Windows Server 2012 /Windows RT 8.1/ 8.1 Multive Vulnerabiltes Vendor Patzhed From remete

Note « Please note the following:

Advisory by threat score chart and Threat Score column in the grid requires purchase of the Software Vulnerability
Research Threat Intelligence module

To purchase this module, contact your sales representative or contact us online at: https://www.flexera.com/about-us/
contact-us.html

For more details about the Threat Intelligence Modules, see our datasheet: https://www.flexera.com/media/pdfs/
datasheet-svm-threat-intelligence-module.pdf

Tickets

The

The
any

Tickets page displays widgets that contain information regarding:

Ticket performance—Displays a month-by-month bar chart of the performance of ticket handling based on ticket
priority.

Ticket priority—Displays a color coded pie chart of the priority (High, Low, Medium, and Urgent of all tickets.
Ticket status—Displays a color coded pie chart of the status (Open, Waiting, Handled and Irrelevant) of all tickets.
Tickets queue—Displays a color coded pie chart of the number of tickets assigned to each queue you created.

Tickets widgets are dynamic and you can segment information by clicking the individual chart legends or segments in
widget - with the exception of Ticket performance - to alter the data displayed in all widgets and the Ticket details grid

accordingly.

Note « Click the ¢ icon to see more information about the widget.
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Analytics > Tickets e I

Advisories  Tickets Devices  Products  Reports

[
[}
.

T
T -

Ticket performance Ticket queue /

W 2poroval
| [
e

[l test workflow

Ticket priority Ticket status /
Witigh Watqa
Wwow M Closed
Medium W irrelevant
B Medium-High Wopen
Mureen [ Pending deployment
W vsiting
s

o

b=

Task To view analytics for tickets:

1. Open the Analytics > Tickets page.

2. Click B to filter the results by From and To dates, Ticket Queues, Status, Watch Lists, and SAID.
3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

5. Click Save Layout to save the page layout. Adjusting the size of the widgets activates this function.

Devices

The Devices page displays widgets that contain information regarding:

® Devices by System Score—Displays a color-coded pie chart for devices grouped by system score.
® Devices by Criticality—Displays a color-coded pie chart for devices grouped by criticality levels.
® Devices by Attack Vector—Displays a color-coded pie chart for devices grouped by attack vector.

® Devices by Solution Status—Displays a color-coded pie chart for devices grouped by solution status.
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Analytics » Devices

@ -7

Devices by Attack Vector {

Devices by Solution Status {

Advisories  Tickets  Devices  Products  Reports
Devices Analytics and Reports 7
Devices by System Score { Devices by Criticality ¢
W10 M extremely critical
Wso-7s Wvighly critical
2099 Nore (No Critcalty)
[
Browsing 1-20 of 30 devices
Uil ot = Operating System 2
Microsoft Windows 10 E 8
[ Microsoft Windows 10 & S

W From remote Mo
| [ W unknown
[ Vendor Patched
Refresh grid
E = EOL Versions. = Last Scanned = Inventory Source
3 3 Feb7.2018 739 AM 800160
2 s Mar 12, 2018 10:11 Al 200213

The Devices widgets are dynamic, and you can segment information by clicking the individual chart legends or segments in

any widget to alter the data displayed.

Note « Click the 7 icon to see more information about the widget.

Products

The Products page displays widgets that contain information regarding:

®  Products by Criticality—Displays a color-coded pie chart for products grouped by criticality levels.

® Products by Attack Vector—Displays a color-coded pie chart for products grouped by attack vector.

® Products by Solution Status—Displays a color-coded pie chart for products grouped by solution status.

Analytics > Products

9 -0

Advisories Tickets Devices Products Reports

Product Analytics and Reports §

Products by Criticality ¢

Products by Attack Vector #

W Estremely critical
W Highly critical
Less eritical
Moderstely critical
None (Noriticality)
B Not critical

Browsing 1-20 of 525 products

Praduct name = Patch version
mod_ssl 2x

Postfix 2 x

Concurrent Versions System (GVS) 13

nfs-utils 1.x

18 Fromlocal network
W Fromremote
Local system

[ Nore

Products by Solution Status #

Mo
Wunknown
[ vendor Patched
Refresh grid
= End o life installations % Securcinstallations et T
0 1 1
o 3 3
o 1 1
0 3 3

The Products widgets are dynamic, and you can segment information by clicking the individual chart legends or segments

in any widget to alter the data displayed.

Note « Click the I icon to see more information about the widget.
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Reports

You can generate reports based on the current state of all Device Groups, Devices, Products, Watch Lists, Advisories and
Tickets. This convenient and powerful feature allows you to schedule reports to run at any time of the day, with any
recurrence, and with no user interaction necessary.

The Reports page displays a list of reports that have been configured and scheduled for generation.

Click B4 and select either Add Research Report or Add Assessment Report to create a new report, or click an existing report
in the grid to Edit, View Files or Delete the report. The reports are provided in PDF format and are sent to the assigned
recipients based on your configuration.

Task To create a new Research report:

1. Click B2 and select Research Report.
2. Specify the Time Frame and Generation Schedule for the report. From the drop-down list, select:
® One-Time Report—Generate only one report for a specific time frame.

Note « When searching for advisories within a specific date period for a One-Time Report, use the year, month, and
date format. Example: To view only the July 2018 advisories, use the query Start Date: 2018.07.01 and End Date:
2018.07.31.

® Recurring Report—Generated based on the configured time frame and recurrence schedule.

3. Configure the Start Date and End Date for the report.

Time Frame and Generation Schedule
Specify the time frame / generation schedule for the report, and configure the details using the button to the right.

One-Time Report - Generate only one report for a specific tme frame. M

Set the time frame for the data used to generate the report. If the End-Date is in the future the report will be generated on that date, otherwise it will be
generated immediately. Also note, the End-Date is taken as 00:00 that day, thus there will be no data occuring on that date. That is, only data prior to the End-
Date chosen will be used for the report.

Start Date: ﬁ End Date: §

4. Select the Watch List(s) or Watch List Group(s) from which data will be used for the report from the drop-down list:

‘Watch Lists

Specify the watch lists or watch list groups from which data will be used for the report.

Watch List(s): A tch Lists - Watch List Group(s): All Grouns -

5. Select the Relevant Advisories to be included in the report. The time frame configured above will be used for
selecting the relevant advisories. You can optionally select an additional time frame to include for comparative
purposes. You can select:
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Type of Advisory Statistics (choose from the drop-down list)

Select Additional Time Frame for Comparison (choose from the drop-down list)

You can choose to include a detailed list of advisories in the report. You can further filter this option by a minimum
criticality to refine the output:

Include Detailed Advisory List
Only Include Advisories:
® witha Criticality Rating of: (choose from the drop-down list) or Above

® with the following Attack Vectors (choose from the drop-down list)

with the following Solution Status (choose from the drop-down list)
® with the following Impact Types (choose from the drop-down list)

Sort Advisories List by: (choose from the drop-down list)

Relevant Advisories

Select the type of advisory statistics to be included in the report. The time frame configured above will be used for selecting the relevant advisories. On the right
Y v
you can optionally select an additional time frame to include for comparative purposes.

Overall Advisory Statistics -
[ Select Additional Time Frame for Comparison: = Year-To-Date -
You can also choose to include a detailed list of advisories in the report. You can further filter this by a minimum criticality to refine the output.

# Include Detailed Advisory List

[# Only Include Advisories

R
* with a Criticality Rating of Show All = orAbove
Al
= with the following Attack Vectors Iseleced -
Al
= with the following Sclution Status  4selected -
Al
» with the following Impact Types 12 selected b
[ Sort Advisories Listby: | Cridcality -

6. Specify the type of Tickets statistics to be included in the report:

92

Type of Tickets Statistics (choose from the drop-down list)
Include Action History

You can choose to include the Action History view in the report. Select the option here if desired, as well as the
additional optional configuration parameters:

Include Ticket Comments
Only Include Tickets:

® with a Criticality Rating of (choose from the drop-down list) or Above

® with the following Attack Vectors (choose from the drop-down list)
® with the following Solution Status (choose from the drop-down list)
® with the following Impact Types (choose from the drop-down list)

SVR-JUNE2025-UG00 Software Vulnerability Research User Guide



Chapter9 Analytics
LiveUpdate

Tickets

Specify the type of tickets statistics to be included in the report:

e of Tidkets Statistics -

You can choose to include the Action History view in the report. Select the option here if desired, as well as the additional optional configuration parameters:
¥l Include Action History

¥ Include Ticket Comments

¥l Only Include Tickets:

~
s with a Criticality Rating of Show All ~  or Above
h |
= with the following Attack Vectors  3selecied v
-
» with the following Solution Status | 4selected hd
~
* with the following Impact Types 12 selected -

7. Select the User Groups to receive the generated report form the drop-down list.

Recipient List

You must select at least one recipient for the generated report.

8. Specify the General Configuration Options (PDF File name, Report Title, and Generate CSV advisory data) for the
generated report:

General Configuration Options

Here you can specify a custom output file name for the generated report.

[ Set the file name for the PDF report file generated.

Here you can specify a custom e for the front page of the report

[ Set the reporttitle.

Report Title Custom Report

[J Generate C5V advisory data

9. Click Save. Once saved, you and the specified recipients will begin to receive notifications and reports based on your
configuration.

LiveUpdate

As in our previous LiveUpdate capability, Software Vulnerability Research natively accounts for new vulnerability data
based on existing scan data. After you have scanned your system, the scanned data is stored in Software Vulnerability
Research’s database. LiveUpdate automatically runs in the background to identify any new advisories that have comein
since you last scanned your system. As soon as new vulnerabilities are added to the Secunia Vulnerability Research
Database, LiveUpdate will reference your latest scan results against it. As a result, you'll find out immediately if you're
affected without having to run another scan.
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[®

Important « LiveUpdate is limited to your current scanning filters for devices and products.
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Ticket Manager

The Ticket Manager page lists all issued tickets. Use this page to:
® View and Change Tickets Status and Priority

® (Create Tickets in Ticket Manager

® Delete Tickets in Ticket Manager

® Default Ticket Statuses in Ticket Manager

View and Change Tickets Status and Priority

The following is a view of Change Tickets status and priority.

Ticket Manager

Open tickets H -] B cosomiickes @

Browsing 1-20 of 347 tickers

[}
[}
‘

] + Ticket created Ticket type + Queue < status < Priority

350 2018.06.04 Advisory Readers Open High

® of
£

2018.06.04 Advisory Patches Open High

View  Edit  Delete

To view and change ticket status and ticket priority, perform the following steps.

ODonem

T
- T

< Assignedto

Task To view and change ticket status and ticket priority:

1. Open the Ticket Manager page.

2. Tofilter the results by ticket status, select one of the bold ticket statuses in the upper-left-hand corner followed by a

ticket count. The default ticket statuses are Open, Waiting, Handled, and Irrelevant.

3. Click B to filter the results by ID, From and To dates, Queue, Priority, and Assigned User.
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4. Click the Apply or Reset buttons to apply or reset the filters.

5. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
Ul.

6. Toview one ticket, click the appropriate ticket check box in the grid to View, Edit, or Delete the ticket. To view
multiple tickets, click the appropriate ticket check boxes in the grid and select an option from the Actions drop-down
menu such as Delete multiple tickets (see Delete Tickets in Ticket Manager) or Edit multiple tickets.

7. Click B to export tickets to a CSV file.

8. Click B4 to Create Tickets in Ticket Manager.

Create Tickets in Ticket Manager

To create Tickets in Ticket Manager, perform the following steps.

To create tickets in Ticket Manager:

1. Open the Ticket Manager page.

2. Click B3 to create a ticket.

Create ticket X

Advisory

Q se
Q Se

Status

Open =

Priority

Low =

Queue

Default -

Assigned to

Add comment

ﬂ

3. From the Status drop-down list, select the appropriate status. The default ticket statuses are Open, Handled, Closed,
or Irrelevant. See Default Ticket Statuses in Ticket Manager for more information.

4. From the Priority drop-down list, select the appropriate priority. The default ticket priorities are Low, Medium, High
or Urgent.

5. From the Queue drop-down list, select a queue to assign the ticket to.

6. From the Assigned to drop-down list, list, select an individual to assign the ticket to.
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7. Inthe Add comment field, add an appropriate comment to the ticket (mandatory).

8. Click Save.

Delete Tickets in Ticket Manager

To delete Tickets in Ticket Manager, perform the following steps.

Task To delete tickets in Ticket Manager:
1. Open the Ticket Manager page.
2. Insert a check mark in front of the ticket or tickets to delete.

3. Todelete one ticket, select Delete under the listed ticket in the grid.

Ticket Manager

@ U
Open tickets EIIRE) Waiting tickets () Closed tickets @ Pending At QAtickets @
Browsing 1-20 of 21456 tickets 7 n m
E = - - el use -
=
~ Delete
Ll Id & Ticket created Queue + Status % Priority 4 Assigned to
@ 21715 20160529 Detaut Open Medium
View  Edit
4. To delete multiple tickets, select Delete multiple tickets from the Actions drop-down menu.
Ticket Manager e J
Open tickets Waiting tickets @) Closed tickets EF) Irrelevant tickets Pending deployment tickers ) At QAtickets
Browsing 1-20 of 21457 tickets § n
i ) = Ticketcreated Queue = staws, = Priority = Aasigned to BIERuleeE )
= 21718 2018.05.29 Default Open Medium - Relere m“%”[m(km |
@ 21715 20180529 Default

Open Medium

5. When the “Are you sure you want to delete these tickets” pop-up window appears, click Yes.

Are ¥yOou sure you want to delete
these tickets?
“

Default Ticket Statuses in Ticket Manager

The default ticket statuses are used to run and display reports. While you are free to configure the ticket statuses, priorities

and queues as you see fit, Flexera needs to know your equivalent “open” statuses to be able to correctly report the
statistics.
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The following are the default ticket statuses:

Table 10-1 « Default Ticket Statuses

Status Description

Open Tickets An Open Ticket is one for which no action has yet been triggered.

Waiting Tickets Aticket is marked as Waiting when it has been decided that an action needs to be taken at a later
stage.

Handled Tickets Aticket is considered Handled when the appropriate action has been taken.

Irrelevant Tickets Aticket is considered Irrelevant when it has been closed and is no longer considered of
importance to you.
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Settings

The Settings pages allow the main Administrator account holder to create and manage other accounts.

Note - Administrators can access the Settings pages, and any changes made will effect all users. Depending on the rights
given to a User Group, some users may also have access to some of the Settings pages.

Use the Settings pages to:

® View details of your Account License Status, Account Options and Security Policy
®  Perform User Management tasks

® Configure SSO Settings

® View, create and add Vulnerability Management for Watch List Groups and subscriptions, Ticket queues, statuses and
priorities

® (Create and edit Workflow Management Rules, Ticket Queues, Ticket Status and Ticket Priorities.
® View the APl Access token generation page.

® View Logs for tracking details of all activities taken by users related to your account.

Account

Use the Account pages to view your license information, manage your Account options, and edit your security policies.
® |icense Status
® Account Options

®  Security Policy
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License Status

Use the License Status page to view your license information, including the expiration date, the modules that you are
entitled to use according to your subscription, detailed license attributes, and the number of licenses available, which is
tracked as the number of used users.

Account Options

Use the Account Options page to edit your account settings and manage settings that apply to all users, for example, show
or hide rejected advisories.

Settings » Account 3 Account Options © D1l

Account +  User Management =  Vulnerability Management ~  Workflow Management ~  Assessment =  API~  Logs =

Edit your account settings

Rejected advisories visibility (default hidden):  Showreject=d advisories v

Security Policy

In the Security Policy page, you can edit the security policies.

The Enable Password Expiration option allows you to activate password expiration for user accounts. If you select this
option, passwords will automatically expire after a specified period, requiring users to update their passwords regularly. By
default, this option is unselected.

The Number of days the Password is valid for option populates only when Enable Password Expiration option is
selected. You can specify the number of days by entering the desired value directly or by adjusting the value using the up
and down arrows. Once the specified number of days has passed, the password will expire, and the user will be prompted
to create a new password.

The Disable Two-Factor Authentication for Sub-Users option allows you to turn off the two-factor authentication
requirement for sub-user accounts. When you select this option, sub-users can log in using only their username and
password without needing an additional verification step, such as a code sent to their phone or email. If you unselect this
option, Two-Factor Authentication can make the login process. By default, this option is unselected.
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Software Vulnerability Research ~ Settings » Account » Security Policy

Account ~ User Management ~ Vulnerability Management ~
Dashboard

Edit your security policy 7

Enable password expiration.

Notifications

Number of days the password isvalid for 5 ¢

Disable two factor authentication for sub-users.
Vulnerability Manager

Research

Note - Two factor authentication is considered as a best practice for the application.

User Management

The User Management pages display the Users, User Groups, and Roles associated with your account. You can create
active Users up to the license limit of your account.

® Users
®  User Groups
® Roles

® SSO Settings

Users

The Users page displays the users associated with your account and, if applicable, the User Groups the user belongs to.

Click B4 and enter the required information to add a new user.

Settings > User Management > Users @ I
Account - User Management - Vulnerability Management - Workflow Management -~ Assessment ~ APl - Logs ~

Bemwising 120 0F 2 usees £ Q s . [+ |

Username = First Name Last Name Job Title ‘Email Address = Active = Blocked Groups

" - - = ves No Administrators

Edit Reset two factor login Disable Delete

Avalid email address is required for creating a new user. After a user is created, we will send an email to their email
address. After clicking the link in the email, the user will be able to set the password for the account. After successfully
registering the a account, the user can then log on. Only active users are counted with regards to enforcing the user count.
If the user has reached their user count limit, they can disable an unused user to recover a license and create another user.
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In addition, if an account has for example five licenses and five active users, the user can create the sixth user. The
additional user will be disabled by default when created, and the user will not be able to activate their account until the
account manager handles the license issue.

Click B to download a CSV file containing details of all Users associated with your account.

Click a Username in the list and select Edit, Reset two factor login, Disable, or Delete.

Note » Depending on the user profile, the Reset two factor login option may not be available.

Blocked Users

When user enters a wrong credentials for seven times during login to the Software Vulnerability Research application, their
credentials will get blocked.

To unblock the blocked users, follow the below steps:

Task To unblock blocked users:

1. Locate the list of user account details in Settings > User Management > Users. In the Blocked column, Yes will be
marked for the respective users.

2. Select the user details and click Unblock button.

3. Now in the Blocked column, Yes will be changed to No.

Settings » User Management » Users

Account ~ User Management - Vulnerability Management ~  Workflow Management ~  Assessment ~ APl ~ Logs ~
Browsing 1-20 of 34 users 7 Qs

Usemame ~ First Name Last Name Job Title Email Address < Active < |Blocked ‘Groups.

— - e - ——— e - - No

. - o L - No Administrators

- . - - ety - ~ o read only for sunscribe

- - e b e e - e - No Administrators, advisory reader
- - - - w e P - o Administrators. Advisory Approve Managers. advisory manager
- - e - gty - - No Administrators

e [ - -~ P Ghews - - No Administrators

f— - — - N L - Ves Administrators

Edit Disable Delete

Note « Only an Admin user can unblock the blocked users

User Groups

Users can be grouped into User Groups, and different user profiles can be assigned to the different User Groups. It is also
possible to share data between User Groups for easier collaboration within your organization. There is no limit to the
number of User Groups that can be created.
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Settings > User Management > User Groups

Account = User Management -

Browsing 1-20 of 49 groups

“

Administrators

Description

Have full power over the

account and users.

Advisory Approve
Managers

system

advisory manager

can approve advisry before

assigned to fo ticket

advisoryManager_group  advisoryManager group

advisory pdf

can read advisory pdf

attachments

advisery reader

can read advisory

Advisory Reader Only  Testing

ALL Role_Group ALL Role Test

Vulnerability Management - Workflow Management -

Roles

Super Administrator

Can approve advisories before
being assigned to ticketing

Advisory Manager

Advisory Manager

Advisory Manager

Advisory PDF attachments

Advisory Reader

Advisory Reader

Advisory Manager, Analytics Manager, Asset List Manager, Patch Manager, Policy

Manager, Scan Manager, Ticket Manager, User Manager
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The User Groups page displays the User Group Name, Description, Roles and Users associated with the group. Click &2 and
enter the required information to add a new Group. You can select the role or roles to apply to the group from the drop-

down list.

User groups can be linked to one or several predefined User profiles for access control.

Click a User Group in the grid to Edit or Delete the User Group or Users to add or delete users to/from the User Group.

Roles

The Roles page displays details of the available User Group Roles. Roles are predefined and cannot be changed.

Note « Administrator and APl User Management users can access complete data of the API.
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Settings » User Management » Reies

« @ I

Account = User

Browsing 21138 0f 38 roles
Hame

Product Database Reader

Receve il aivisores

Rejeced iiscries

Sean eanagar

scm

Supar Adrinisrator

Tkt Manager

Tiket Reader

ket User

Userliansger

Wisch Lis Marager

Visth Lt Manger Local

Wtch List Reacer

Wit List Susscipton Manzger
VistehListSussenpian Manper Losal
Workfom Manager

0L Emais

XL Feets

~  Workflow - -~  APl~  logs~+
= Description
Can query productsivenors database
that contain =il sugpontzd produce,
Can visw rejcisd advisories

(Can manage soan profies and sexings
Has access o the System Cender Import Module eature

Has supsrpowers over he entit scoount, inclding sl users data.
Can ediiokats srmtses, addichange Eoket queues,

Gan resd tikets mformaton

[—

Gan adcrangeremone ses.

Can cratsiediiclons Waich Liss.

Can erateiegitclons Wateh Liss for o e grop.

(Can vew shared Wich Lists, but can't crestelaiticone one.
(Can enfores subscrpion Wateh Liss for 3 user groups:

Can anforee subscryson Watoh LSt or cu user 31455

Can crateieditview o Workiow Rules.

Can raceive XL emsis

Can see XML fesds

» - @R : 2@E

erved Temms snd Condiions Dats Privacy

SVR-JUNE2025-UG00

103



Chapter 11 Settings
User Management

SSO Settings

On the Settings > User Management tab, you can specify SSO Settings.

IDP Configuration Instructions

Under SSO Settings on the Settings > User Management tab, you can specify the following IDP Configuration
Instructions settings.

Table 11-1 « SSO Settings / IDP Configuration Instructions

Setting Description

Single Sign On URL This field lists the application’s single sign-on URL. You will need to enter this URL into the
settings for your chosen Identity Provider.

Account Key Set this field in your Identity Provider (IdP) as a SAML attribute named accountKey.

Generate and Show Key  Click to generate and display the Account Key.

Note « This key is not stored on the SVR server. Make sure that you keep it in a safe place. If
you lose it, you may regenerate the key, but doing so will invalidate the old key.

Service Provider Lists the Service Provider Metadata URL.
Metadata URL

Service Provider Configuration

Under SSO Settings on the Settings > User Management tab, you can specify the following Service Provider
Configuration settings.

Table 11-2 « SSO Settings / Service Provider Configuration

Setting Description

SSO Enabled Select this option to enable Single Sign-On.

Disable standard login If you are using Single Sign-On at your organization, select this option to disable
standard login options for all of your users (except root).

[®

Important - Before selecting this option, make sure that SSO is working correctly,

to prevent user lockout.

Upload IDP Metadata XML file Select this option if you want to upload the IDP metadata XML file.

Provide IDP Metadata URL Select this option if you want to enter the identity provider metadata URL into the
IDP Metadata URL field.
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Table 11-2 « SSO Settings / Service Provider Configuration

Setting Description

Automatically create new users Select this option to automatically create new users.

Default groups for new users Specify the default group for new users.

Note « For more information on Single Sign-On, see Configuring Single Sign-On (SSO).

Vulnerability Management

The Vulnerability Management pages display the settings for Watch List Groups and Watch List Subscriptions.

®  Watch List Groups

®  Watch List Subscriptions

Watch List Groups

Use Watch List Groups to group Watch Lists, for example All XYZ Products, together. Click &2 to create a new Watch List
Group or click a Watch List Group in the grid to edit or delete the group.

Watch List Subscriptions

This page displays the Watch Lists Subscription details including Watch List, Watch List Owner, Subscriber, Enforced by
admin, Email Notification level and SMS notification level.

Admin user can add, edit or delete subscriptions to the created watch list.

Task Add Subscription to Watch List

1. Open the Settings > Vulnerability Management > Watch List Subscriptions page.

2. Toadd anew subscription, Click E3. The Add subscription tab opens.
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Add subscription

Watch List
Watch List
Subscriber
Subscribe
Email notification level
Not Critical and Above
SMS notification level

None

ki “

3. Watch List created as shown in Create Watch Lists will appear in the Watch List drop down, Select the watch list.
4. Add arequired user from the Subscriber drop down.
5. Select any of the below Email notification level from the drop down based on the requirement
®  Extremely Critical
® Highly Critical and Above
® Moderately Critical and Above
® lessCritical and Above
® Not Critical and Above
® Rejected and Above
® None
6. Select any of the below SMS notification level from the drop down based on the requirement:
®  Extremely Critical
® Highly Critical and Above
® Moderately Critical and Above
® LessCritical and Above
® Not Critical and Above
® Rejected and Above
® None

7. Click Save to add the subscription to the watch list.
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8. List of added subscriptions will appear in the Settings > Vulnerability Management > Watch List Subscriptions,
Admin user can edit or delete any existing subscription from the list.

9. Select the required subscription from the list, you can see the Edit and Delete button.

[ Software Vuherabilty Research  Settings > Vunerabify Vanagement » tch st Sbscripions

@ @

Workflow

Account ~  User ~  Vulnerabiity
Dashboard

Browsing 1-20 of 07 waich lst subs

‘ Notifications ] Viatch ListName Watch List Owner

f5march PDhilcn3

e Vulnerability Manager

i

tpy PDhilcn3

oy PDhilcn3

Subscribar

asutar

PDHon3
sag

ssha

sag

asha
SVMTesiRoot
mmaino

Lialiu

Assessment ~

Enforced by admin

Ho

Edit

10. Click Delete button to delete the selected subscription from the list.

Delete

APl Logs~

‘Email notfication level

ot Criel and Above
one

ejeted and Above
ejeted ind bove
Sitemely Crtial

Sdremely Criical

Stremely Griial

Sdremely Criial

SMS notfication level

None

Nene
None

Extiemely Crcal
Extremely Cial
Extiemely Ccal
Extemely Gl
Extiemely Gl

Extremely Citizal

11. Click Edit button to edit the Subscriber, Email notification level and SMS notification level of the selected

subscription.

Edit subscription - 15march X
Subscriber
A
BKelly M

Email notification level

Naone *

SMS notification level

Naone -

Note « You can subscribe a user only once to the Watch List

Workflow Management

Workflow Management allows you to set up detailed workflows that align with processes already in use within your
organization. There is no limit to the number of Workflows that can be created.

Use the Workflow Management pages to create and edit Rules, Ticket Queues, Ticket Status and Ticket Priorities.

® Rules
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® Ticket Queues
® Ticket Status

® Ticket Priorities

Rules

Rules can partially or fully automate workflow. They can only be created by an Administrator and must contain at a
minimum one trigger and one action. For a list of rule triggers and actions, see Rule Channels, Triggers, and Actions. If
needed, you can configure many different options into one rule.

Settings > Workflow Management > Rules @ -1
Account - User Management ~ Vulnerability Management ~ Wworkflow Management ~ Assessment ~ API ~ Logs ~

Browsing 1-5 of 16 rules Q s . E
Approve advisories notification @ Egir M Delete

Advisory
released for

% s w::i: List > .:. Nosify + D <

approval
Flow.

Create tickets & £dic Ml Delete
Advisory

released for - Create
- > +
% @ Wosch Z®3 ke

List.

¢

Change
4 ticker + ._ Nosify + D <G

= assignment

[ L]

To create a rule, see Create a Workflow Rule - Overview.

Workflow Rules can be created for many tasks. You can customize your workflow rule or use one of the Software
Vulnerability Research Default Workflow Rule Examples.

The Rule channels, their associated triggers, and available actions are shown in the following table.
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Table 11-3 « Rule Channels, Triggers, and Actions

Channel Trigger

Advisory ® Advisory for Watch List approved
® Any Watch List or select a Watch List from the drop-down
list
® Any Watch List Group or select a Watch List Group from
the drop-down list
® Select Advisory Condition or select a Advisory Condition
from the drop down list
®  Advisory for Watch List changed
® Any Watch List or select a Watch List from the drop-down
list
® Any Watch List Group or select a Watch List Group from
the drop-down list
® Select Advisory Condition or select a Advisory Condition
from the drop down list
® Advisory released for a Watch List with approval flow
® Any Watch List or select a Watch List from the drop-down
list
® Any Watch List Group or select a Watch List Group from
the drop-down list
® Select Advisory Condition or select a Advisory Condition
from the drop down list
® Advisory released for a Watch List
® Any Watch List or select a Watch List from the drop-down
list
® Any Watch List Group or select a Watch List Group from
the drop-down list
® Select Advisory Condition or select a Advisory Condition
from the drop down list

®  Product version end-of-life

® Notify for all, default only for my tracked product
versions (select Yes or No from the drop-down list)
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Action

® Email
® SMS
® Notify

® (Create Advisory for Watch
List

® (Createticket

® Change ticket assignment
® Change ticket queue

® Change ticket status

Note - Threat Score details are
added in the Email notification for
users with the Threat Intelligence
Module
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Table 11-3 « Rule Channels, Triggers, and Actions (cont.)

Channel Trigger Action
Advisory ® Advisory Threat for Watch List changed
(continued) ® Any Watch List or select a Watch List from the drop-down
list
® Any Watch List Group or select a Watch List Group from
the drop-down list
® Select Advisory Condition or select a Advisory Condition
from the drop down list
®  Skip trigger if score decreases (Select Yes or No from the
drop down list)
Note « This add-on requires purchase of the Software Vulnerability
Research Threat intelligence Module
Analytics ® PDF Report Generated ® Email PDF report
® Email
® SMS
® Notify
Policy ® Policy Breached ® Email
® SMS
® Notify
Release ® New Release arrived ® Email
Notes
Ticketing ® Ticket assigned to me ® Email
® Ticket changed ® SMS
® Changed by me (select Yes or No from the drop-down ® Notify

110

list)

® Ticket created

® Ticket priority changed

® Ticket queue changed

®  Ticket status changed

SVR-JUNE2025-UG00

® Create ticket
® Change ticket status
® Changeticket queue

® Change ticket assignment

Software Vulnerability Research User Guide



Chapter 11 Settings
Workflow Management

Table 11-3 « Rule Channels, Triggers, and Actions (cont.)

Channel Trigger Action
User ® Password changed ® Email
®  User (select from the drop-down list) ® SMS
® UserLoggedin ® Notify

®  User (select from the drop-down list)

Note - The available actions will vary depending on the channel and trigger you select.

Default Workflow Rule Examples
Software Vulnerability Research includes several Default Workflow Rules:
® (Create a Workflow Rule to Send an Advisory and Ticket Information After Approval
® (Create a Workflow Rule to Create a Patching Ticket

® Create a Workflow Rule to Send a New Release Notes Notification to Non-Administrators

Create a Workflow Rule to Send an Advisory and Ticket Information After Approval

Workflow Rules can be created for many tasks. For example, the Workflow Rule below can be used when Flexera issues an
advisory for a Watch List that requires management approval and the communication of management’s approval and
ticket information to all Watch List users using email, PDF attachments, and SMS.

Task Create a Workflow Rule to send an advisory and ticket information after approval
1. Follow steps 1-3 from the task Create a Workflow Rule.

2. From the drop-down Rule Trigger List:

®  Select Advisory from the Channel list

® Select Advisory released for a Watch List from the Trigger list

®  Enterthe appropriate Watch List and Watch List Group information
® Select Advisory Condition

® Click Save

3. Foractions, select Create Ticket and Send email. When an advisory is released, a ticket is created and The Watch List
Group users will receive an email with the ticket information and the Advisory as a PDF attachment. See the following
screen shot for details.
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Settings > Workflow Management > Rules (-] B
Account v User Management ~ Vulnerability Management ~ Workflow Management ~ Assessment ~ AP~ Logs~
— > =
SVM-300 Advisory created @ Edit [ Delete
Advisory
Change
released for T Create < e ‘ N A< s
Notify E | SMS
ﬁ} awatch > 4 e + . SO + = = * < +
List. 5
:
Choose Rule Trigger
S - |-
Advisory -
Adisoryfor Watch List changed -
_ecfokoganden & X +
Advisory Critiality

Advisory Solution Status
Advisory Zero Day

Advisory CVELs)

Advisory CVSS Score
Advisory Threat Score
Advisory Initial Release Date

Advisory Currant Release Date v

Note « Customized workflow rules for Watch Lists take precedence over non-customized workflow rules using the
following hierarchy from most important to least important:

® Rule for a specified watch list
® Rule for a watch list group

®  General rule with no watch list or watch group

For example, if a watch list is in a customized workflow rule with a watch list selected and in a rule with a watch group
selected, only the rule specified for the watch list will execute.

However, when you have two identical customized workflow rules that affect the same watch list or the same watch list
group, the system will not know which rule takes precedence. Therefore, neither customized workflow rule will execute.

Note « The PDF attachment option is set at the user level. Any user wishing to receive PDF advisory information needs to

select this option from the User Profile page. Under Personal settings ensure the following options have been enabled:
Receive normal emails for Advisory type email and Yes for Attach advisory PDF. See the screen shot below for details.

Personal settings

Advisory type email (default normal item):  Receive normal emails -

Attach advisory PDF (default no): | Yes %

Settings
3 s o [

User Profile

2015 — 2018 Flexera. All righis reserved. Terms and Cenditions Data Privacy,

Create a Workflow Rule to Create a Patching Ticket

112

You can create a Workflow Rule to create a ticket for when a new patch is available.
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Create a Workflow Rule to create a patching ticket:

1. Select either rule: Patch available no profile notification or Patch Available with custom profile and click Edit.

2. Click Add action.

3. When the Choose Action pop-up window appears, click Create ticket.

4. Enterthe Ticket Status and Ticket Queue information and click Save. Add any additional actions required and save

therule.

5. Toview and export patching ticket information, see Patching Tickets in the Patching module or in the Ticket Manager.

Create a Workflow Rule to Send a New Release Notes Notification to Non-Administrators

You can create a Workflow Rule to notify non-administrators of the latest Software Vulnerability Research release notes.

Note « All administrator accounts are configured to receive release note notification emails in the Notifications module.

1. Select New release notes rule.
2. Enterthe appropriate users to Notify.

3. Click Email.

Ticket Queues

This page displays the Ticket Queue details.

To create a Workflow Rule to send a new release notes notification to non-administrators

Settings > Workflow Management > Ticket Queues [~ ] -1
Account ~ User Management ~ Vulnerability Management ~ Workflow Management - Assessment v APl ~ Logs ~

Browsing 3 queues
Queue Visible by all users User Groups

Default Yes

Edit Delete
Approval Mo Advisery Approve Managers
Test Mo
DR~ <@

Ticket Queues can be used for sharing and limiting access to tickets for users. You can create ticket queues that are
relevant to a limited subset of your users (for instance only for Linux administrators or for Windows administrators) and use
Rules to create tickets from special Watch Lists directly on those ticket queues.

Click a queue in the list to edit or delete the queue or click & to add a new ticket queue.
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Ticket Status

This page displays the Ticket Status values.

Settings > Workflow Management > Ticket Status @ -1

Account — Uscr Management — Vulncrability Management ~ Workflow Management ~ Asscssment — APt~ Logs ~

Browsing 4 statuses

Number of tickets.
pre

D~ - - &

Click B4 to add a ticket status. The default values are:

® Open
® Waiting
® Handled

® |[rrelevant

You can click any ticket status that you have added to edit it or delete statuses that do not have tickets assigned.

Ticket Priorities

This page displays the Ticket Priority values.

ings > Workflow > Ticket Priorities @ -1

Accoun L~ User Managemen - Vulnerability Managemen - Workflow Managerment ~ Assessmen| L~ API ~ Logs ~

Number of tickets.
2331

s

(=]~ o 1>

Click B4 to add a ticket priority. The default values are:

® low

® Medium
® High

® Urgent

You can click any Ticket Priority that you have added to edit or delete priorities that do not have tickets assigned.

API

Use the API page to view your APl Access token generation page, XML Feeds, and Service Providers.

XML feed shows advisory information for tickets created. If no tickets are created, no advisory information will appear in
the XML feed. XML feed is not connected to Historic Advisories in the Vulnerability Manager module.

To access the Software Vulnerability Research APIs, see https://api.app.flexerasoftware.com/api/. For additional API
information, see the Software Vulnerability Research API Help Library:
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https://docs.flexera.com/svr/api/Default.htm

Note « Access to the SVR APl documentation portal is available through the same Single Sign-On (SSO) credentials and
authentication method used by the SVR platform. The only way SSO users can log in to APl documentation portal is to log in to
the web application and then come back to the APl documentation portal.

Service Providers shows the details of the service providers. For more information, see Service Providers.

Service Providers

Use this page to view, Add, configure and edit the ServiceNow and BMC Remedy for the Service Provider.

[3 Software Vulnerability Research  Settings » APl > senvce roviders « @ J
Account ~ User Management ~ Vulnerability Management ~ Workflow Management ~ Assessment ~ APl ~ Logs ~
Dashboard
Browsing 9 providers 7
l Notifications B Name ype o Protocol Type Authentication ype
& custom REST Basic authentication
cusiom soap Basic authentication
Vulnerability Manager
Viewmethods  Viewentities  Test  Edit  Delete
» - Q@ @ QD

@ Policy Manager
[=
Ticket Manager
£F s

This section includes the following topics:
® Configure ServiceNow Instance for Service Provider

® Create Service Method for Service Providers

Configure ServiceNow Instance for Service Provider
Use this page to configure ServiceNow instance for the Service Providers.

Task To Configure ServiceNow instance:

1. Inthe Settings menu, select the API tab, then choose Service Providers from the drop-down menu. A list of available
service providers will appear on the screen.

2. Click K3 and select Add recipe for ServiceNow from the drop down list. A new ServiceNow entry is added to the
Service Provider list.

3. Click on the ServiceNow and select Edit option. The Edit Provider dialog box will appear.
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4. The Edit Provider dialog box includes the following properties:

Property Description

Type Choose the required Type from the drop down list. By default ServiceNow will be selected.
® Custom
® ServiceNow

® BMC Remedy

Name Enter the required name for the selected type. By default, ServiceNow will be selected name.
Url Enter a valid ServiceNow instance URL.
Protocol Type Choose the required Protocol type from the drop down list.
® REST
® SOAP
Authentication Choose one of the following Authentication type:
type

® None—If no authentication, then leave this property as none.

® Basic authentication— Enter the appropriate Username and Password.

5. After modifying the above details as needed, click the Save button.

6. Upon saving, the modified details will be updated.

Create Service Method for Service Providers

Use this page to create a new Service Method for the Service Providers.

Task To create a new Service Method:

1. Inthe Settings menu, select the API tab, then choose Service Providers from the drop-down menu. A list of available
service providers will appear on the screen.

2. Click on the desired Service Provider and select View methods option.

3. Inthe Service Methods page, click the EX icon. The Add service method dialog box will appear.

4. The Add service method dialog box includes the following properties:

Service Provider ServiceNow will be selected by default as the Service Provider. This property is non-editable.
Name Enter the valid name.
Url Enter the valid ServiceNow URL.
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Property Description

Method Choose the one of the following Method:
® GET
® POST
e PUT
® PATCH
® DELETE
® HEAD
® OPTIONS
® TRACE
Content Enter the valid content.
Example:

{"u_id": #Sadvisory.id#$, "u_advisory_identifier": #Sadvisory.advisory_identifier#$}

5. After entering the above details, click the Save button.

6. Upon saving, the new Service Method will be added.

Logs
Use the Logs pages to track details of all activities taken by users related to your account, such as:
® logins
® Tickets
®  Watch Lists
® Email Logs
® SMSlLogs

® Service Calls

Logins
The Logins page displays the Date, User, IP Address and User Agent details for all successful logins.
Click B to filter the results displayed by User and From and To dates

Click B to export Logins to a CSV file.
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Tickets

The Tickets page displays the Date, Ticket, Change Type, Change Description and User details for all ticket changes
related to your account.

Click B2 to filter the results displayed by User, Ticket ID and From and To dates.

Click B to export Tickets to a CSV file.

Watch Lists

The Watch Lists page displays the Date, Watch List, Change Type, Change Description and User for all Watch List
changes related to your account.

Click B to filter the results displayed by User, Watch List, and From and To dates.

Click a Watch List name to view the details of the Watch List.

Click B to export Watch Lists to a CSV file.

Email Logs

The Email Logs page displays the history of sent emails including Date, User, Email Category, Email Address, Status, and
Subject.

Click B to filter the results displayed by User and From and To dates.

Click B to export Email Logs to a CSV file.

SMS Logs

The SMS Logs page displays the history of sent SMS, including Date, User, SMS Category, Phone Number, Status, and
Message.

Click B to filter the results displayed by User and From and To dates.

Click B to export SMS Logs to a CSV file.

Service Calls

If service calls were made, the Service Calls page displays the history of changes, including Date, Provider, URL, Method,
Ref_object_id, Status code, Our entity, and Call status.

Click M to resend failed service calls.
Click B to filter the results displayed by From and To dates.

Click B to export Service Calls to a CSV file.
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User Profile

Use the User Profile page to view and edit your account information, including your password, personal details,
preferences, security settings, and personal settings.

After saving your phone number, you need to validate your phone number. Otherwise you will not receive SMS
notifications for the advisories.

If you change your email address, you need to validate your email address immediately after. Otherwise you will not
receive an email notification.
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User Profile

Username:

Change Password

Personal Details

Title: -

First Name:

Last Name:

Email: Change Email

Phone Number:

Country: = United States >

Preferences

Language:

Timezone:

Security Settings

Two-factor authentication: Enabled

Two-factor authentication using SM5: E.
Two-factor authentication using token: [-

Personal settings

Advisory type email (default normal item}:

Attach advisory PDF (default no):

& 2015 — 2018 Flexera. All rights reserved. Terms and Condifions Data Privacy

Figure 12-1: User Profile Page
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About Secunia Advisories

This section includes the following articles:

® CVSS (Common Vulnerability Scoring System)
® CVE References

® Where (Attack Vector)

®  (riticality (Severity Rating)

® Impact (Consequence)

CVSS (Common Vulnerability Scoring System)

The Common Vulnerability Scoring System (CVSS) provides an open framework for communicating the characteristics and
impacts of IT vulnerabilities (see https://nvd.nist.gov/vuln-metrics/cvss).

CVSS enables IT managers, vulnerability bulletin providers, security vendors, application vendors, and researchers to all
benefit by adopting this common language of scoring IT vulnerabilities.

CVSS consists of three groups: Base, Temporal, and Environmental. Each group produces a numeric score ranging from 0 to
10, and a Vector; a compressed textual representation that reflects the values used to derive the score.

® The Base group represents the intrinsic qualities of a vulnerability.

® The Temporal group reflects the characteristics of a vulnerability that changes over time.

® The Environmental group represents the characteristics of a vulnerability that are unique to any user's environment.
For details on interpreting a CVSS vector, refer to https://www.first.org/cvss/specification-document.

Secunia Advisories include a Secunia derived CVSS score and vector, as well as a link to an implementation of the NIST
CVSS calculator so that a user can adjust temporal and environmental metrics for advisories that match your Watch Lists.
For more information, see

® (CVSSv4 Score

® (CVSSv3 Score
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The National Vulnerability Database (NVD) CVSS score/vector for each relevant CVE contained in an Advisory is also shown,
and is similarly linked to the NIST CVSS calculator.

CVSSv4 Score

SVR will now support entering all new CVSS scores using the v4 standard. After a CVSS v4 score is entered, the score
appears in the User Interface (Ul), API, XML, email notifications, and PDF reports.

In the User Interface

The CVSS v4 score is noted with a blue v4 after the score.

In the API

API calls returning CVSS data return another set of values for CVSS v4, so that you can programmatically differentiate
between CVSSv2, CVSSv3, and CVSSv4 scores.

/api/advisories/

/api/vulnerabilities/

In the XML

A change to the schema is necessary to add specific values for CVSSv4 scores. As with the json API values above, a second
cvss4 labeled value was added to distinguish v4 scores.

In Email Notifications

Emails contain CVSSv4 labels. The Advisory will show latest CVSS version.

Note « Email notifications will include CVSS overall score.

In a PDF Report

PDF reports containing CVSS values will show CVSS v3 or CVSS v4 as appropriate.

CVSSv3 Score

On May 18,2018 Flexera’s Secunia Research began entering all new CVSS scores using the v3 standard. After a CVSSv3 score
is entered, the score appears in the User Interface (Ul), API, XML, email notifications, and PDF reports.

In the User Interface

The CVSSv3 score is noted with a green “v3” after the score.
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In the API

API calls returning CVSS data return a second set of values for CVSSv3, so that you can programmatically differentiate
between CVSSv2 and CVSSv3 scores. When CVSSv3 scores are available, the cvss_score value is blank and the value will
appear as cvss3_score. The label cvss_score represents CVSSv2 (it was not renamed to avoid breaking existing scripts).

"cwss_info": {
"cvss_vector™: ""
"cvss_base _score”: 8,

“cvss_overall score”: @

"cvss_score”: "8.8",
"cvss_vector™: "7
"cvss3_info": {
"cvss_vector™: "CVWSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C",
“cvss_base _score”: 7.8,
"cvss_overall_score": 6.8

"cvss3_score”: "7.8",
"cvss3_wvector”: "CVS5:3.1/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C",
"cwss_score_ui": "7.8",

In the XML

A change to the schema is necessary to add specific values for CVSSv3 scores. As with the json APl values above, a second
cvss3 labeled value was added to distinguish v3 scores. Depending on how any scripts or processes consuming this data
parse the information, this has the potential to result in a breaking change.
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<cvss_base_score>0</cvss_base score>

<cvss_overall_score>0</cvss_overall_score>

<cvss_vector></cvss_vector>

<custom_cvss_overall_score>=0.0</custom_cvss_overall_score>
<custom_cvss_vector»</custom_cvss_vector>

<cvss3_base_score>7.8</cvss3_base_score>

<cvss3_overall_score»6.8</cvss3_overall_score>
<cvss3_vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C</cvss3_vector=
<custom_cvss3_overall_score>5.9</custom_cvss3_overall_score>

In Email Notifications
Emails contain CVSSv2 (displayed as CVSS) and CVSSv3 (displayed as CVSS3) labels. The CVSSv3 value will be empty until a

v3value is entered, at which time the v2 (CVSS) value will be empty.

Criticality ~ Not critical
Release 03/11/2022

Date

Last 03/11/2022

Update

Solution Vendor Patched
Status

SAID SA112006

CVSS 0.0 (E:U/RL:OF/RC:C)

CVSS3 Base: 4.7, Overall: 4.1
CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:L/A:N/E:U/RL:O/RC:C

Impact Spoofing

Where From remote
Threat 0
Score

Note « Email notifications will include CVSS overall score.

In a PDF Report

PDF reports containing CVSS values will show CVSSv2 (displayed as CVSS) or CVSSv3 (displayed as CVSS3) as appropriate.

Criticality - Moderately critical
Impact System access
Where From remote
Solution Status Vendor Patched

) CVSS3 Base: 7.8, Overall: 6.8
Secunia CVSS Scores CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E :U/RL:O/RC:C
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CVE References

A CVE (Common Vulnerabilities and Exposures) name represents a unique, standardized name and description for a given
vulnerability or exposure.

Searching on a CVE reference (for example CVE-2009-3793 or simply 2009-3793) will find all Secunia Advisories in the
database that list that particular CVE as a reference.

Research » Advisory Database » Advisories o @ J

Advisory Database ~ Products Database ~

Q seard

ZeroDay - Impact - CVE-2020-949 SAID From = To = ity -

~ QVSS ScoreM QVssScoreM Thre:
Release  _ Modified - . zero _ Solution cvss . Threat I

)| S date 7 date o R Day 7 status s Score ~ score b
. Vendor Secunia
[] sAs7626 2020-09-21 2020-00-21 Amazon Linux update for hitpd o No e From remote 983 19 o

View Advisory Create ticket
Vendor . Secunia
[] sAs7650 2020-09-19 2020-00-19 Amazon Linux update for mod_nitp2 No ekt From remote 753 18 e
SA97718 2020-00-17 2020-00-17 Oracle Solaris Apache HTTP Server Multiple Vulnerabiliies  esssssss  No yendor From remote 983 18 S
p: pi

Patched Advisory
D SAS7717 2020-00-17 2020-00-17 Oracle Solaris Multiple Third Party Components Multiple — No Vendor T remole 083 23 Secunia
Vulnerabilities Patched Advisory
e Vendor i Secunia
[] SsAs7533 2020-09-15 2020-09-15 Red Hat update for httpd24-httpd No ol From remote 753 17 Advisory
Vendor . Secunia
[] SA97677 2020-09-11 2020-00-11 Red Hat update for htipd:2.4 No i From remote 753 17 e
Vendor - Secunia
[] sAs7e11 2020-00-11 2020-00-11 IBM i Apache HTTP Server Denial of Service Vulnerability No e From remote 753 17 avory
Vendor " Secunia
[] sas731s 2020-09-03 2020-00-03 SUSE update for apache2 No koo From remote 753 19 ey

An Advisory can contain more than one CVE reference, and not every Advisory has an associated CVE reference.
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Amazon Linux update for httpd - CVE x

CVE cvss' Threat Score Threat Reason

Linked to Historical Cyber Exploit
17 Historically Linked to Penetration Testing Tools
Recently Linked to Penetration Testing Tools

CVSS v2: 5.0 (AV-NJACIL/AUN/C:NAN/IACP)
CVSS va: 7.5 CVSS: 3 1/AV-NAC L/PRN/ULN/S-U/C NAEN/ACH

Description®
Apache HTTP Server versions 2.4.20 to 2.4.43. A specially crafted value for the 'Cache-Digest' header in a HTTP/2 request would result in a crash when the server actually tries to
HTTP/2 PUSH a resource afterwards. Configuring the HTTP/2 feature via "H2Push off" will mitigate this vulnerability for unpatched servers.

Threat Intel Module

The CVE threat score of 17 was based on the following triggers:
= Linked to Historical Cyber Exploit
» Historically Linked to Penetration Testing Tools
» Recenily Linked to Penetration Testing Tools

The threat score was last updated on 2020-09-20.

References’

SUSE http:/ilists.opensuse.org/opensuse-security-announce/2020-08/msg00071.htmi

Other Reference  https:/lists.apache.org/thread.htmlirSdebe8f82728a00a4a68bc304dd6c35423bdfc8de01cfba579f38bf1@%eCdev.hitpd.apache.org%3E
Cther Reference  https:/httpd.apache.org/security/vulnerabilities 24.htmi#CVE-2020-9490

Other Reference  https:/ilists.apache.org/thread.html/r9e8f1a7609760f0fB0562eaaec2aadcd2d525coe0fcadBbda75240cT1@%ICdev.hitpd.apache.orgh3E
Cther Reference  https:/lists.apache.org/thread.html/ré23de9b2b2433a87f3f3a15900419fc9c00c77b26936dfead060f672@%3Cdev.hitpd.apache.org%3E

SUSE http:iilists.opensuse.org/opensuse-security ©/2020-08/msg00068.htmi
Fedora https:iists fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ITVFDBVMEESJFSOTRYLRPRCHIRDRHJJ Y/
Gentoo https:/isecurity.gentoo.org/glsa/202008-04
Debian https/iwww.debian.org/security/2020/dsa-4757
Fedora https:/iists fedoraproject.org/archivesilist/package-announce@lists.fedoraproject.org/message/4NKWG2EXAQQBELMLATKZ7KL SRGC SHVAN/
Other Reference  https:/security.netapp.com/advisory/intap-20200814-0005/
Ubuntu https://usn.ubuntu.com/4458-1/
CVE-2020-11993 CVSS v2: 4.3 (AV-NACM/AUN/C:N/AN/A-P) 2 Linked to Historical Cyber Exploit
CVE-2020-11884 CVSS v2: 7.5 (AV-N/ACLJAUN/C:P/-PIAPY 2 Linked o Historical Cyber Exploit
NOTE:

* The information is written and maintained by CVE MITRE.
The data on this page reflects neither the opinions of Secunia or the results of our research.

Where (Attack Vector)
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The following are Where (Attack Vector) values.

Local System

Local system describes vulnerabilities where the attack vector requires that the attacker is a local user on the system.

Local Network

From local network describes vulnerabilities where the attack vector requires that an attacker is situated on the same
network as a vulnerable system (not necessarily a LAN).

This category covers vulnerabilities in certain services (for example, DHCP, RPC, administrative services, and so on), which
should not be accessible from the Internet, but only from a local network and optionally a restricted set of external
systems.

Remote

From remote describes vulnerabilities where the attack vector does not require access to the system nor a local network.

This category covers services, which are acceptable to expose to the Internet (for example, HTTP, HTTPS, SMTP) as well as
client applications used on the Internet and certain vulnerabilities, where it is reasonable to assume that a security
conscious user can be tricked into performing certain actions.
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Criticality (Severity Rating)

The following are Severity Rating values.

Extremely Critical

This value is typically used for remotely and easily exploitable vulnerabilities that are otherwise designated “highly critical”
but also have been exploited in the wild before their publication (zero-day). These vulnerabilities typically exist in services
like FTP, HTTP and SMTP or specific client systems such as email programs or browsers. Operating systems can also be
prone to them—e.g., when font handling is performed on operating system level.

Highly Critical
® This valueis generally used for remotely and easily exploitable vulnerabilities that can lead to system compromise.

®  Successful exploitation doesn’t usually require any interaction, but there are no known exploits available at the time
of disclosure.

® These vulnerabilities typically exist in services like FTP, HTTP and SMTP or specific client systems such as email
programs or browsers. Operating systems can also be prone to them—e.g., when font handling is performed on
operating system level.

Moderately Critical

This value is usually used for remotely and easily exploitable denial-of-service vulnerabilities against services like FTP,
HTTP and SMTP. Additionally, easily exploitable vulnerabilities that could lead to information disclosure or affect the
integrity of a product can result in this criticality level.

This rating is also used for vulnerabilities allowing system compromise on LANs in services like SMB, RPC, NFS, LPD and
similar services that are not intended for use over the Internet.

Less Critical
This value is typically used for cross-site scripting and local privilege escalation vulnerabilities.

This rating is also used for vulnerabilities allowing exposure of sensitive data to local users.

Not Critical

This value is typically used for very limited privilege escalation vulnerabilities and locally exploitable Denial of Service
vulnerabilities.

This rating is also used for non-sensitive system information disclosure vulnerabilities (for example, remote disclosure of
installation path of applications).

Impact (Consequence)

The following are Consequence values.

Brute Force

Used in cases where an application or an algorithm allows an attacker to guess passwords in an easy manner.
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Cross-Site Scripting

Cross-Site Scripting vulnerabilities allow a third party to manipulate the content or behavior of a web applicationin a
user's browser, without compromising the underlying system.

Different Cross-Site Scripting related vulnerabilities are also classified under this category, including “script insertion” and
“cross-site request forgery”.

Cross-Site Scripting vulnerabilities are often used against specific users of a website to steal their credentials or to conduct
spoofing attacks.

DoS (Denial of Service)

This includes vulnerabilities ranging from excessive resource consumption (for example, causing a system to use a lot of
memory) to crashing an application or an entire system.

Exposure of Sensitive Information

Vulnerabilities where documents or credentials are leaked or can be revealed either locally or remotely.

Exposure of System Information

Vulnerabilities where excessive information about the system (for example. version numbers, running services, installation
paths, and similar) are exposed and can be revealed from remote and, in some cases, locally.

Hijacking
Covers vulnerabilities where a user session or a communication channel can be taken over by other users or remote
attackers.

Manipulation of Data

This includes vulnerabilities where a user or a remote attacker can manipulate local data on a system, but not necessarily
be able to gain escalated privileges or system access.

The most frequent type of vulnerabilities with this impact are SQL-injection vulnerabilities, where a malicious user or
person can manipulate SQL queries.

Privilege Escalation

Covers vulnerabilities where a user is able to conduct certain tasks with the privileges of other users or administrative
users.

This typically includes cases where a local user on a client or server system can gain access to the administrator or root

account, thus taking full control of the system.

Security Bypass

Covers vulnerabilities or security issues where malicious users or people can bypass certain security mechanisms of the
application. The actual impact varies significantly depending on the design and purpose of the affected application.

Spoofing

Covers various vulnerabilities where it is possible for malicious users or people to impersonate other users or systems.
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System Access

Covers vulnerabilities where malicious people are able to gain system access and execute arbitrary code with the privileges
of a local user.

Unknown

Covers various weaknesses, security issues, and vulnerabilities not covered by the other impact types, or where the impact
is not known due to insufficient information from vendors and researchers.
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Appendix A - Threat Intelligence

Software Vulnerability Research Threat Intelligence directs your attention towards the vulnerabilities affecting your watch
lists.

In a world where there are more than 40,000 new vulnerabilities every year, being smart about prioritizing remediation
efforts is essential. Leveraging our optional Threat Intelligence Module, another valuable layer of insight is provided to help
you understand which of the vulnerabilities affecting your environment are actually being exploited in the wild.

Industry reports, including Gartner shows that between 6%-10% of the vulnerabilities disclosed each year actually are
exploited in the wild. Turns out that most of these have medium CVSS scores, which are typically overlooked by
organizations. With the insights provided by threat intelligence, it is possible better optimize the time spent remediating
software vulnerabilities. Avoid spending time and resources in patching vulnerabilities that do not have evidence of
exploitation, and favor those that do. Prioritization is crucial for effective risk mitigation and resource utilization.

Leveraging machine learning, artificial intelligence, and human curation from thousands of sources in the open, deep and
dark web, our Threat Intelligence Module augments Software Vulnerability Research’s vulnerability intelligence with a
Threat Score that provides the ultimate prioritization tool for your busy desktop operations teams.

This appendix explains how the Software Vulnerability Research Threat Intelligence module helps the enterprises to
manage their resources and Patching Vulnerabilities more effectively, the following topics are discussed in this section:

® Evidence of Exploitation

®  (Criteria for the Threat Score Calculation

® Threat Score Calculation - Examples

® Threat Intelligence Data for Operations and Security

® Threat Intelligence for Research

Note « Please note the following:

®  Secunia Advisory Threat Scores and Vulnerability (CVE) Threat Scores are each calculated as described in the Criteria for
the Threat Score Calculation section (an Advisory score is not determined by simply adding related CVE Threat Scores).

® forpricing and availability, please contact your sales representative or contact us online at:
https.//www.flexera.com/about-us/contact-us.html
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®  For more details about the Threat Intelligence Modules, see our datasheet:
https://www.flexera.com/media/pdfs/datasheet-svm-threat-intelligence-module.pdf

Evidence of Exploitation

There are 10 primary rules that can impact the assigned Threat score and they are:
® |thasbeen linked to remote access Trojan

® |thasbeen linked to ransomware

® |thasbeen linked to penetration testing tools

® |thasbeen linked to malware

® |t hasbeen linked to an exploit kit

® |t hasbeen linked to a cyber exploit

® |t hasbeen linked to an exploit wild

® |thasbeen linked to POC verified

® |t hasbeen linked to vulnerability developed tools

® |t hasbeen linked to verified intelligence

Criteria for the Threat Score Calculation

Triggered rules increase the score by the values identified in the chart below based on the highest severity level triggered.

Table A-1 « Rules, Severity and Value

Rule Severity Value
Recently Linked to Remote Access Trojan Medium +2
Historically Linked to Remote Access Trojan Low +1
Recently Linked to Ransomware Medium +2
Historically Linked to Ransomware Low +1
Recently Linked to Penetration Testing Tools Medium +2
Historically Linked to Penetration Testing Tools Low +1
Recently Linked to Malware Medium +2
Historically Linked to Malware Low +1
Recently Linked to Exploit Kit Medium +2
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Table A-1 « Rules, Severity and Value

Rule Severity Value
Historically Linked to Exploit Kit Low +1
Linked to Recent Cyber Exploit Low +1
Linked to Historical Cyber Exploit Low +1
Recently exploited in the wild Very Critical +5
Exploited in the wild in the past year Critical +4
Historically exploited in the wild High +3
Recent remote code execution POC verified Critical +4
Recent POC verified High +3
Historical remote code execution POC verified Medium +2
Recent possible POC Medium +2
Historical POC verified Low +1
Tools to exploit the vulnerability developed recently Medium +2
Tools to exploit the vulnerability developed historically Low +1
Recently verified intelligence High +3
Historically Verified intelligence Low +1

The rule with the highest criticality determines the point range and the starting value for the Threat Score. The ranges for
each are as follows:

Table A-2 « Criticality - Ranges

Criticality From To
Very Critical 71 99
Critical 45 70
High 24 44
Medium 13 23
Low 1 12
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Table A-2 « Criticality - Ranges
Criticality From

None 0

To

Note « when assigning a Threat Score to the SAID, we do not simply add up the scores for each associated vulnerability, but

rather follow the same rules outlined here to calculate the Security Advisory threat score.

Threat Score Calculation - Examples

134

Some examples to explain how we would arrive at a Threat Score.

Example 1

A SAID has two CVEs; two come back as exploited.

Triggered Rules

The following rules are triggered:
® CVE1 Triggers
® Historically Linked to Remote Access Trojan
® Recentremote code execution POC verified
® CVE2 Triggers
® Historically Linked to Exploit Kit

The Threat Score would be 51.

Calculating the Score

The criticality range is set by the most critical rule triggered, whichis critical. This sets the score's maximum and minimum

range as between 45 and 70.

Item Value

Base Score +45
Recent remote code execution POC verified +4
Linked to Recent Cyber Exploit +1
Historically Linked to Remote Access Trojan +1
Threat Score (Sum of above values) 51

SVR-JUNE2025-UG00
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Example 2

A SAID has seven CVEs; and all come back as exploited.

Triggered Rules

The following rule is triggered by all CVEs:
® CVE1, CVE2, CVE3, CVE4, CVES5, CVE6 and CVE7 triggers
® Recently Linked to Malware

The Threat Score would be 23.

Calculating the Score

The criticality range is set by the most critical rule triggered, which is medium. This sets the score's maximum and
minimum range as between 13 and 23.

Base Score +13
Recently Linked to Malware +2*7CVE=+14
Threat Score (Sum of above values) 27

Note « At this point, we have exceeded the maximum for a critical threat,
which is 23, so the score is 23.

Example 3

A SAID has one CVE and it comes back as exploited.

Triggered Rules

The following rule is triggered:
® CVE1triggers
® Historically exploited in the wild

The Threat Score would be 27.

Calculating the Score

The criticality range is set by the most critical rule triggered, which is high. This sets the score's maximum and minimum
range as between 24 and 44.

Item Value

Base Score +24
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Item Value

Historically exploited in the wild +3
Threat Score (Sum of above values) 27
Example 4

A SAID has many CVEs, none come back as exploited.

The score would be 0 because there are no rules triggered.

Advisory with Multiple Vulnerabilities

An advisory Threat Score is based upon each of the CVEs included in an Advisory as specified above. In Software
Vulnerability Research, the vulnerabilities that have exploits are indicated with a red circle for easier identification.

Threat Intelligence Data for Operations and
Security

Software Vulnerability Research and Software Vulnerability Research cater to different audiences with different needs.
Software Vulnerability Research (for operations) provides what is needed for Operations to better prioritize remediation
efforts. Whereas Software Vulnerability Research (for security) provides more detail to meet the needs of security teams.

Table A-3 « Software Vulnerability Manager vs. Software Vulnerability Research

Software Vulnerability Manager Software Vulnerability Research

® Offersa Threat Score at the Advisory level ® Offers aThreat Score at the Advisory level

® Offers a Threat Score at the vulnerability level, within
the advisory

e Offersallist of which rules were triggered to arrive at
the Threat Score displayed

Threat Intelligence for Research

The user who purchased the Software Vulnerability Research Threat Intelligence Module, can see the threat intelligence
add on feature in the following places:

® Dashboard > Dashboard with Threat Intelligence Module
® Research > Advisories > Advisories with Threat Score

® Analytics > Advisories > Advisories by Threat Score
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Important « The Assessment & Patching module is not available for Software Vulnerability Research.

This appendix explains where software vulnerabilities are installed across your organization by device and product. A list of
advisories is also provided to address software vulnerabilities. The following topics are discussed in this section:

Assessment Scenarios
Assessment Reports

Patching

Assessment Scenarios

With Flexera’s Software Vulnerability Research, you can scan target hosts using a variety of approaches:

Agent-Based Scan - Requirements for Windows

Agent-Based Scan - Requirements for macOS

Agent-Based Scan - Requirements for Red Hat Enterprise Linux (RHEL)
Vulnerable Software Discovery Tool Command Line Options

Scanning Via Local Agents

Note « Ifthe WSUS Self-Signed Certificate will be used to sign the update packages created by Software Vulnerability
Research, you can use a different certificate as an alternative.

[®

Important « Administrators must ensure that Software Vulnerability Research and its Vulnerable Software Discovery Tool
have access to all necessary system and online resources which allow the application to run as intended. The following
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Assessment Scenarios

addresses should be white-listed in the Firewall/Proxy configuration to ensure that the client system is allowed access to these
online resources:

crl.verisign.net
crl.thawte.com
http://crl3.digicert.com
http://crl4.digicert.com
http://*.ws.symantec.com

https://app.flexerasoftware.com/

Note « Ifa machine has not checked in with Software Vulnerability Research in 90 days, the machine will be removed from
your view. If the machine checks in again, it will reappear.

Agent-Based Scan - Requirements for Windows

The flexibility offered by Software Vulnerability Research ensures that it can be easily adapted to your environment.

If you choose to scan using the installable Agent (Agent-based scans), the following requirements should be present in the
target hosts:

Table B-1 « Agent-Based Scan / Windows System Requirements

Requirement Description

Permissions Administrative privileges to download and install Software Vulnerability Research’s Vulnerable

Software Discovery Tool files SYMScanInstall.msi and SVMScan. exe from:

https://app.flexerasoftware.com/

Access Access to:

https://agent.app.flexerasoftware.com

Operating systems  ®  Microsoft Windows Server 2012 R2 or Later

®  Microsoft Windows Operating System: Windows 10, Windows 11

Internet SSL 443/TCP to https://app.flexerasoftware.com/
Connection

Update agent Windows Update Agent 2.0 or later

Port Port 443 (standard HTTPS) to access the cloud
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Agent-Based Scan - Requirements for macOS

The following requirements should be met before installing the Software Vulnerability Research’s Vulnerable Software
Discovery Tool for Mac on an Intel-based macOS machine:

Table B-2 .

Requirement Description

Operating System

Supported operating systems:

® 10.8 Mountain Lion
® 10.9 Mavericks
® 10.10 Yosemite
® 10.11ElCapitan
® 10.12Sierra
® 10.13 High Sierra
® 10.14 Mojave
® 10.15Catalina
® 11BigSur
® 12 macOS Monterey
® 13 macOS Ventura
® 14 macOS Sonoma
® 15 macOS Sequoia
Permissions ®  Administrator at minimum (“root” privileges required for the installation)
® Theuserinstalling the Agent must have 'execute' permissions on the file (chmod +x)

Internet Connection

SSL 443/TCP to https://app.flexerasoftware.com/.

To scan Apple macOS machines, you need to deploy the Vulnerable Software Discovery Tool for Mac locally on the target
system. This Vulnerable Software Discovery Tool for Mac pulls information from text and binary coded plist files.

The installation can only be done under the Mac Terminal, as the Vulnerable Software Discovery Tool for Mac will be
installed as a daemon (service) under the LocalSystem account.

Installation of Local Services on macOS systems requires root privileges. The “root” account is disabled by default on Mac
systems. Therefore you need to enable it to proceed.

To view and edit the assessment configurations for macOS, see:

® Prepare Your Mac

® |Install the Vulnerable Software Discovery Tool for Mac
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Prepare Your Mac

152

Installation of daemons (services) on macOS systems requires root account privileges. This means that the root account
should always be used when installing the Vulnerable Software Discovery Tool for Mac.

You can switch to your local root account by using the command “su root’ in your Mac Terminal. You will be prompted to
provide the password for the root account.

bash-3.2% su root
Password:

Provide the password for “root” if you know it. If you are not certain about the password, you may want to try entering
“toor”, which is the default password for the root account, or you may also try with the current password of your
Administrator account. Both ways may work, but if the account is disabled on the system, none of the passwords would
work.

(o

Important « The Terminal window will not display the password you typed in. Once you have entered the password correctly,
press ENTER and wait for confirmation.

If you do not know the password for the root account, or the latter is currently disabled, you can perform the following
actions to enable the account and set a new password:

® Open Terminal

® Typesudo passwd root

® Provide a new password

For more details on how to enable root account on macOS systems, refer to:

http://support.apple.com/kb/ht1528

[®

Important « If you cannot enable the “root” account on the Mac, or you prefer to not use it directly, you can alternatively use

the “sudo” switch before each command associated with Vulnerable Software Discovery Tool for Mac activities. For example:
sudo ./svmscan_macos -c -v -v -v can be used to install the Vulnerable Software Discovery Tool for Mac on the system.

Once you are ready with setting/logging the root account, you are one step away from installing the Vulnerable Software
Discovery Tool for Mac.

When you download the Vulnerable Software Discovery Tool for Mac on your system, normally the file is being set with
limited file permissions on the system. You must check whether the file is allowed execution on the system by using the 1s
-1 command, which will list the file and will show its file permissions.

sh-3.2% 1s -1
total 3048
—-rw-r——r—-—@ 1 administrator staff 15538928 Oct 25 12:25 svmscan_macos

In case the permissions do not include execute rights (the “x” character) for any user, you should set them for the root
account by using the chmod +x command.
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chmod +x svmscan_macos

sh-3.2# chmod +x svmscan_macos

sh-3.2# 1s -1

total 3048

-rwxr-xr-x@ 1 administrator staff 1558928 O0ct 25 12:25 svmscan_macos

(If you are not using the root account, add sudo before chmod.)

Install the Vulnerable Software Discovery Tool for Mac

The traditional way of installing the Vulnerable Software Discovery Tool for Mac is as a daemon (similar to local service in
Windows) as it will operate under the Mac OS X LocalSystem account. Install the binary by using the Mac Terminal services
as follows:

To install the Vulnerable Software Discovery Tool for Mac:

1. Prepare Your Mac (if not already done).

2. Browse to the directory where you have placed the svmscan_macos binary file.

3. Type the following command to install the Vulnerable Software Discovery Tool for Mac: . /svmscan_macos -i

sh=-3.2# ./svmscan_macos -i

[18/25 12:37:27.421] Initializing Flexera Software Vulnerable Software Discowvery
Tool B.0.0.344

[18/25 12:37:27.453] GUID : 41713AB6-9437-4BED-AlEG-SCARBDOBE3ACL

[18/25 12:37:27.493] 'Flexera SVM Scanner' service started

[18/25 12:37:27.493] 'Vulnerable Software Discovery Tool' successfully installed
[18/25 12:37:27.493] Vulnerable Software Discovery Tool B.0.0.344 shutting down

The Vulnerable Software Discovery Tool for Mac shows in the Software Vulnerability Research console approximately
15 minutes after the installation.

4. Tolauncha new scan manually under the Mac Terminal, issue the command . /svmscan_macos -c”

5. Usethe “-h” switch to see a full list of parameters supported by the Vulnerable Software Discovery Tool for Mac.

Agent-Based Scan - Requirements for Red Hat Enterprise
Linux (RHEL)

To deploy the Vulnerable Software Discovery Tool for Red Hat Linux 6 RPM and Vulnerable Software Discovery Tool for Red
Hat Linux 7 RPM:

Note « The symscan_linux agent for RHEL is architecture independent (that is, it works for 32- and 64-bit).

To install the Single Host Agent on a Red Hat Enterprise Linux (RHEL) machine, the user:
® Must be a member of the sudoer group.
® Must have write access to the /etc/smvscan folder to save configuration data.

®  Must have a RHEL machine that supports the following operating systems:
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® RHEL 6: requires bash, gzip, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32),
libuuid(x86-32), yum, yum-security

® RHEL 7: requires: bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32), libuuid(x86-
32), yum

To install the RHEL agent, see Install the Vulnerable Software Discovery Tool for Red Hat Linux 6 RPM and 7 RPM.

Note « It may be possible to install the scan Agent on RHEL operating systems and configurations other than those described

above. However, these have not been tested and are not supported by Flexera.

Install the Vulnerable Software Discovery Tool for Red Hat Linux 6 RPM and 7

RPM

Note « This is a sample reference implementation that you can use to help guide your setup.

For information on installing the Vulnerable Software Discovery Tool for Red Hat Linux 6 RPM and 7 RPM, see:

Installing the Vulnerable Software Discovery Tool

Specifying Proxy Settings for the Scanner (Recommended Method)
Specifying the LAN Group of the Machine

Immediately Update the RHEL Agent Configuration

Uninstalling the Scanner RPM Package

Installing the Vulnerable Software Discovery Tool

To install the Vulnerable Software Discovery Tool for Red Hat Linux 6 RPM and 7 RPM, perform the following steps.

154

To Install the Vulnerable Software Discovery Tool for Red Hat Linux 6 RPM and 7 RPM:

1.

The 6 RPM tool requires: bash, gzip, sed, gawk, procps, coreutils, glibc(x86-64), libcurl(x86-64), libconfig(x86-64),
libuuid(x86-64), yum, yum-security

The 7 RPM tool requires: bash, sed, gawk, procps, coreutils, glibc(x86-64), libcurl(x86-64), libconfig(x86-64),
libuuid(x86-64), yum

Login as root at the RHEL machine and install/update the package (the same command line option works for both
cases):

su root

yum localinstall --nogpgcheck:

Red Hat 7 RPM: yum install <path>/svmscan_linux-8.x.xxx-x.el7.x86_64.rpm
Red Hat 6 RPM: yum install <path>/svmscan_linux-8.x.xxx-x.el6.x86_64.rpm

Specifying Proxy Settings for the Scanner (Recommended Method)

You can update the proxy setting to override the environment variables.
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Task To specify proxy settings for the scanner:
1. Update the proxy setting in the configuration file /etc/csia/svmscan_conf
2. Login asroot and restart the scanner service:
su root
service com.flexera.svmscan restart (RHEL 6)
OR
systemctl restart com.flexera.svmscan (RHEL 7)
Specifying the LAN Group of the Machine
This setting will be overridden if the DNS domain name of the machine is publicly available (check with the
“dnsdomainname” command).
Task To specify the LAN group of the machine:
1. Update the LanGroup setting in the configuration file /etc/csia/svmscan_conf
2. Loginasroot and restart the scanner service:
su root
service com.flexera.svmscan restart (RHEL 6)
OR
systemctl restart com.flexera.svmscan (RHEL 7)
Immediately Update the RHEL Agent Configuration
If you have set the Agent check-in time to, for example, 1 day, it will be 1 day until the RHEL Agent picks up any
configuration changes. If you want the RHEL Agent to immediately adapt to configuration changes, you can use the
commands below to accomplish this by simply restarting the Agent service.
Task To immediately update the RHEL agent configuration:

1. Login asroot and restart the scanner service:

su root
service com.flexera.svmscan restart (RHEL 6)

OR

systemctl restart com.flexera.svmscan (RHEL 7)

Uninstalling the Scanner RPM Package

To uninstall the scanner RPM package, perform the following steps.

Software Vulnerability Research User Guide SVR-JUNE2025-UG00 155



Appendix B Appendix B - Assessment & Patching
Assessment Scenarios

To uninstall the scanner RPM package;
1. Login asroot and uninstall the scanner RPM package:

su root
yum erase svmscan_linux.x86_64

Vulnerable Software Discovery Tool Command Line Options

You can use the following command line options for the Vulnerable Software Discovery Tool.

® Help

® \ersion
® |nstall

® Uninstall

®  Modify Settings
® Controlling the Service
® Scanning from the Command Line

® Agent Configuration Options

Help

Run the Vulnerable Software Discovery Tool to get instructions and a list of command line options (ignores all other
command line options, prints instructions and exits immediately). Also prints version as with -V. Exclusive:

SVMScan.exe -h

Version

Print the version number of the Vulnerable Software Discovery Tool on the command line (exclusive):

SVMScan.exe -V

Install
The following explain how to install the Vulnerable Software Discovery Tool from the command line:
® |nstall as Current User
® |Install to Run as LocalSystem
® |[nstall to Run as <user>
® |nstall to Run as <user> with <password>

® |Install But Without Writing Anything to the Registry
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Install as Current User

Install the Vulnerable Software Discovery Tool from the command line, with configuration options. Installs as current user,
prompts for password, settings saved to HKCU:

SVMScan.exe -i <config options>

Install to Run as LocalSystem

Install the Vulnerable Software Discovery Tool from the command line to run as LocalSystem, with configuration options.
Saves settings to HKLM:

SVMScan.exe -i -L <config options>

Install to Run as <user>

Install the Vulnerable Software Discovery Tool from the command line to run as <user>, with configuration options.
Prompts for password and saves settings to HKEY_<user>:

SVMScan.exe -i -R <user> <config options>

Install to Run as <user> with <password>

Install the Vulnerable Software Discovery Tool from the command line to run as <user>, with <password> with
configuration options. Saves settings to HKEY_<user>:

SVMScan.exe -i -R <user>:<password> <config options>

Install But Without Writing Anything to the Registry

Install the Vulnerable Software Discovery Tool from the command line but not write anything to the registry (also works
with-Rand-L):

SVMScan.exe -i -N

Uninstall

Uninstall the Vulnerable Software Discovery Tool service, remove all settings and delete the key from the registry where the
service reads them from:

SVMScan.exe -r

Note - The -L and -R options are irrelevant when uninstalling.

If the service is installed but cannot be removed, then the registry settings aren't removed.

If the service is not installed, does nothing.

If the registry settings cannot be removed, a warning is given, and the service is removed regardless.
To uninstall the Vulnerable Software Discovery Tool service, while leaving the registry settings intact:
SVMScan.exe -r -N

To remove the service, if installed, and delete the Vulnerable Software Discovery Tool registry key from everywhere in the
registry (exclusive):
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SVMScan.exe --delete-all-settings

Modify Settings

Save the command line setting to the registry, so the service will use it. The settings are saved to the location based on
where installed the Vulnerable Software Discovery Tool reads the settings from. If the Vulnerable Software Discovery Tool
is not installed, or the settings cannot be saved to the correct location, nothing is saved, an error is printed and the
command aborts:

SVMScan.exe -S <config option>

Controlling the Service
Starts the service if it is not running (exclusive):

SVMScan.exe --start
SVMScan.exe --restart

Stops the service if it is running (exclusive):

SVMScan.exe --stop

Scanning from the Command Line

Run the Vulnerable Software Discovery Tool with immediate command line scan, with options. Ignores registry settings
and server settings:

SVMScan.exe -c <config options>

Run the Vulnerable Software Discovery Tool with immediate command line scan for Proof of Concept environments that
will process scans fast, typically less than 1 minute:

SVMScan.exe -c --urgent-scan

Run the Vulnerable Software Discovery Tool locally in service mode as current user, reading options from command line,
registry and server, with command line options taking precedence, then server options, then registry options. To stop the
service once it is running, press CTRL+C:

SVMScan.exe -fg <config options>

If possible, run the Vulnerable Software Discovery Tool locally in service mode as a different user with -L and -R. This will
read options in exactly the same way as a service, with the exception of <config options> on the command line override
which, unlike a service, has no command line:

SVMScan.exe -fg -L <config options>
SVMScan.exe -fg -R <user> <config options>

Order of precedence:
®  Settings given on command line take precedence but, when running as a service, there is no command line.

®  Settings from server take precedence over settings read from registry.
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The following table lists the Agent configuration options.

Table B-3 « Agent Configuration Options

Category

Configuration Option
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Description

Program Options -A/--network-appliance

Run in Network Appliance mode.

-c/--cli

Run software inspection from the command line using
command-line settings and server-supplied settings.

Exit codes returned:

SUCCESS

SERVER BUSY

- OPERATION FAILED
- SERVICE FAILED

w N R o
1

-d <path> --debug <path>

Write diagnostic information to the specified file.

--getfileinfo <path>

Directory for output file

-h/--help

Display this message and exit.

-n/--checkin-interval
<interval>

Set the check-in interval for the service. This setting is in
the format INTEGER followed by M/H/D representing
minutes, hours, or days.

Example: 10M for a 10-minute interval or 2H for a two-
hour interval

-o/--outdir <path>

Directory for output file

-oc/--output-csv <file>

Output inspection results to a CSV file.

-ox/--output-xml <file>

Output inspection results to an XML file.

-si/--scantime_interval
<minutes>

Set a random range to delay running software
inspection. 0 means no random range, or 1-60 minutes.

--skip-wait/--skipwait

Skip the initial 10 minute wait before the first check in.

-v  --verbose

Display or log additional diagnostic information.

-V/--version

Display program version information and exit.

Use this option when you want to check the version of
the agent.
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Table B-3 « Agent Configuration Options (cont.)

Category Configuration Option Description
Customer Area -g/--group <group> Create host as a member of <group> in your Software
Option Vulnerability Research Account (defaults to domain or

langroup if unspecified).

Mac Agent Option --delete-all-settings Deletes all information, including Globally Unique
Identifiers (GUID), from the system to ensure it is clean to
accommodate a new installation.
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Category

Network Settings

Configuration Option

-D --direct-connection
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Description

Bypass proxy, use direct connection.

--forcehttps Force HTTPS, regardless of port.
When this option is not specified, we default HTTPS on
port 443 and HTTP on other ports. This option is for
debugging purposes.

--ignore-ca Ignore unknown certificate authority.

--ignore-cn Ignore invalid Common Name in cert.

--ignore-crl Ignore Certificate Revocation list.

--pac-url <url>

Proxy Autoconfig url

--request-timeout <minutes>

Sets a timeout on network connections. Set for 1-10
minutes or use 0 for no timeout.

Use this option to increase the timeout period of HTTP
requests to prevent the timeout error when the server
does not respond in 2 minutes.

-U <user:pass> --proxy-user
<user:pass>

Set proxy credentials (saved in encrypted form).

--use-network-winhttp

Enable WinHttp network stack.

Use WinHTTP when you want the agent to control the
behaviors of the HTTP Internet protocol. We default
WiIinHTTP to force using TLS 1.2. Also, the command line
options for proxy such as -x, -U, and -D are designed to
work in conjunction with WinHTTP. This option is for
debugging purposes.

--use-network-wininet

Enable WinInet network stack (default).

Use WinINet when you want to control the behaviors of
HTTP Internet protocol using the Internet Options. Since
WinINet does not have services support, the agent
running as a service ignores this option. This option is for
debugging purposes.

-X <proxy:port> --proxy
<proxy :port>

Set proxy.
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Table B-3 « Agent Configuration Options (cont.)

Category Configuration Option Description

Proxy Options -D/--direct-connection Force direct connection, overriding default internet
proxy settings.

--pac-url <URL> Specify the URL of the Proxy Auto Configuration file
(.pac/.dat).

-U/--proxy-user <user[:pass]>  Specify Proxy authentication.

-X/--proxy <host[:port]> Use HTTP proxy on given port.

Scan Options - -check-wmi Use WMI to get Windows updates.

Use this option to query Windows updates on SCCM
using WMI in addition to a query using Windows Update
Agent.

This option could be used to see if the SCCM client on the
device/host can be used for reporting missing KBs.

-t/--type Software scan type:

® Minimal Scan—Scan Type 1: Inspect applications in
default locations only.

® Optimal Scan—Scan Type 2: Inspect applications in
non-default locations.

®  Full Scan—Scan Type 3: Inspect all .dll, .exe, and
.ocx files.

For details, see Scan Types.

-w/--no-os-update/--no-win- Do not connect to Windows Update.
update
--wua-proxy <0,1 or Configure proxy settings for Windows Update.

host[:port]>
®  (: Use the default setting.

®  1:Use the proxy configured with -x/--proxy.

® <host[ :port]> Manually set the proxy host and
port.
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Description

Scan Settings that -g <group> --group <group>
Server Can Override

Group name for association

-n <minutes>M --checkin-
interval <minutes>M

-n <hours>H --checkin-
interval <hours>H

Set Check-in interval.

-W --no-win-update --no-os-

Disable windows update check.

update
Security Options --ignore-ca Ignore Unknown SSL Certificate Authority (CA).
--ignore-crl Ignore SSL Certificate Revocation Check.
--ignore-cn Ignore Invalid SSL Certificate Common Name (CN).
Server Options --userid <userid> Set the Software Vulnerability Research access user ID.

--token <token>

Set the Software Vulnerability Research access token.

--host <hostname>

Set the Server hostname.

--port <port>

Set the Server port.
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Table B-3 « Agent Configuration Options (cont.)

Category

Configuration Option

Description

Service Options

--delete-all-settings

Delete all settings related to this program from the
registry.

Deletes these settings from all registry keys.

--dry-run/--dryrun

Run up to the point of scanning without writing any
changes and then exit (useful to log the configuration).

Use this option to examine if the agent is able to run and
communicate with the server. It will exit before scanning
and won't make any changes to the system. You can use
this option along with -c.

-i/--install

Install service.

-L/--localsystem

Run the service as the LocalSystem user.

--manual

When installing, set service to only be started manually,
rather than automatically

-N/--no-registry-write

When installing, do not write any settings to registry.

When removing, do not delete settings from registry.

-p/--copy <dest>

Before installing, copy executable file to <dest> and
install the service to run from <dest>.

-r/--remove

Remove service.

-R/--runas <user[:pass]>

Specify the user the service should run as.

For a domain user type "user@domain" or "domain\user"

-S/--only-save-settings

Only save settings from the command line to registry, as
the relevant user.

Does not run, install or remove.

Use this option when you want to modify the agent
registry settings after the agent is installed. You need to
restart the agent service to make the changes effective.

This option could be used to edit the server options like
userid/token/host/port stored in the registry.

This setting is the opposite of “-N” options. If -N is used,
no registry setting will be edited.
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Table B-3 « Agent Configuration Options (cont.)

Category Configuration Option Description
Service Recovery --service-failure-actions Failure actions and their delay time (in milliseconds),
Settings: <actions> separated by / (forward slash) - e.g., run/5000/reboot/

800. Valid actions are <run|restart|reboot>.
(Must be used in conjunction with the --service-failure-
reset option)

--service-failure-command Command line to be run on failure.
<command line>

--service-failure-flag Changes the failure actions flag setting of a service. If this
setting is not specified, the Service Control Manager
(SCM) enables configured failure actions on the service
only if the service process terminates with the servicein a
state other than SERVICE_STOPPED. If this setting is
specified, the SCM enables configured failure actions on
the service if the service enters the SERVICE_STOPPED
state with a Win32 exit code other than 0 in addition to
the service process termination as above. This setting is
ignored if the service does not have any failure actions

configured.
--service-failure-reboot Message broadcast before rebooting on failure.
<message>
--service-failure-reset Length of period of no failures (in seconds) after which to
<period> reset the failure count to 0 (may be INFINITE).
(Must be used in conjunction with --service-failure-
actions)

Scanning Via Local Agents

Software Vulnerability Research provides different Scan Types, enabling you to select the one that best suits your
environment. The Agent-based deployment is more robust and flexible for segmented networks or networks with mobile
clients (for example, laptops). Once installed, the Vulnerable Software Discovery Tool will run silently in the background.

This is the recommended scanning approach due to its flexibility, usage convenience, and performance.
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Scan Types

Under Scan Configuration settings, you will be asked to select a scan type, which are compared below.

Table B-4 « Scan Types

Scan Type Folders Searched File Name Match Applications Detected
Minimal Scan - Scan Type 1 Default folders only File names are matched Known applications in
first; then metadata is predefined locations on a

Example: Program Files .
matched. device
Example: c:\Program
Files\Mozilla
Firefox\Firefox.exe

Optimal Scan - Scan Type 2 All files and folders File names are matched Known applicationsin
first; then metadata is any location (“portable
matched. applications”) on a device

Example: c:\Custom
Mozilla Firefox
Folder\Firefox.exe

Full Scan - Scan Type 3 All files and folders Metadata only Renamed applications
that match a pattern
detected in the first two
scan types such as .exe,

Example: c:\Custom
Mozilla Firefox

Folder\myFirefox.exe R
.dll,and .ocx in any

location on a device

Assessment Reports

The Assessment pages display where software vulnerabilities are installed across your organization by device and product.
A list of advisories is also provided to address software vulnerabilities.

® Qverview
® Devices
® Products

® Advisories

Overview

The Overview page displays a tree view of the Device Groups within your environment. Click an item under the My
Environment listing to view the Average System Score, Device Details, Last Scan Details, and Product Details of the
security status of the Device Group.
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You can customize your Device Groups using Smart Groups.

Click the Devices, Products and Advisories tabs to view detailed information regarding the selected Device Group.

[®

Important - You must first download and deploy Software Vulnerability Research’s Scan Agent to scan your devices.

Assessment > Overview o J

Overview Devices Products Advisories

~ ©@ My Environment My Environment

> & com

> i locel Average System Score Devices - System Score

Fiexera Average System Score: 80.05

24
~ & My Smars Groups

- =1

coon S w

- <18th

Windows Update Failed (Parfial Scan) 2 Products - Status
Totat 20

Product Details

Enc-Of-Life: 25
Secure: 349

Total 436

Smart Groups

Smart Groups organize your environment by defining specific groups of devices, products, or advisories to identify and
meet regulatory needs that are situation specific. These Smart Groups filter assessment results and reports to prioritize
remediation efforts.

This section includes the following Smart Group topics:
® Smart Group Selection Order
® Create a Smart Group

® Create a Smart Groups Report

Smart Group Selection Order

To create a Smart Group, you can use any combination of device, products and advisories conditions. However, the order
in which conditions are evaluated is this: device conditions filter out the devices on which the following conditions are
applied; products conditions filter out devices without those products installed; advisory conditions filter out products and
devices without those conditions. Following are some sample Smart Group selections.

® Only device conditions—Select those devices and show all products and advisories detected on those devices

® Only product conditions—Select the devices that have the products installed and show devices and advisories for
those products

® Only advisory conditions—Select the devices and the products that have those advisories associated
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® Alltypes of conditions—Select the devices; then select devices with the product conditions and eliminate devices or
products that do not have the advisory conditions. This selection order ensures that a group with the conditions
“Windows platform, Python product installed, Highly and extremely critical advisories” show devices that have a
Python product with highly critical advisories. This selection order also ensures you do not include devices with
critical advisories on products that are not Python.

® Product secure type—Is context dependent on the list of devices; a product can be insecure on one device and secure
on other devices (Example: Windows may be insecure depending on the KBs installed on the device). For example, if
you create a Smart Group “Devices from AD group “NorthAmerica” and insecure products”, you might not get
“Windows 8” as insecure in your Smart Group list, although you see it as insecure in the full product list, since
Windows 8 is secure on all devices in your Active Directory (AD).

Create a Smart Group

To create a Smart Group, perform the following steps.

Task To create a Smart Group:

1. Click the green + sign next to My Smart Groups.

Assessment » Overview

Overview Devices Products Advisories

w ¢ My Environment

> = com
> il local

+ ¢ My Smart Groups
2. When the Create Smart Group pop-up window appears, enter the Smart Group Name in the Name field.

Create Smart Group x

Name

Priority
Normal -

Conditions:

Device Conditions
Device Condit - X +

Product Version Conditions

Advisory Conditions

Select Adsary Canit - X +

Cancel ﬂ

3. Select the Priority.
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Note « The priority determines how often a smart group recalculates to show the latest results. The more critical the
priority, the more often the results are calculated to reflect the latest data, with the following mention: if all groups are

critical, none are critical. The exact frequency with which results are being recalculated can’t be determined or
guaranteed as it depends on the number of groups in your environment (both Active Directory groups and Smart Groups)
and the priorities set on all Smart Groups.

4. Select the desired combination of Device, Product Version, and Advisory Conditions. Click the green + sign to add
multiple conditions under the corresponding category.

Note « Device Platform is limited to Windows, macOS, and RedHat Enterprise Linux. If you want to select a particular

operating system (Example: Windows 8), Select Windows as the Device Platform, add Device Condition “Operating
System In’; click “Select Operating System(s)’; enter Windows 8 in the search tab, and click Save.

Note « To make sure date filters like Last Scan Date or Advisory Released conditions reflect the User Interface selection,
ensure that your User Profile includes your time zone preference (Default time zone is set to Europe/Copenhagen). To

change your time zone, go to User Profile and click Edit. Under Preferences, select the appropriate Timezone, and click
Save.

Note -« For the Advisory CVSS Score condition, Flexera applies the condition to the CVSS4 value if the advisory has CVSS4
data. Otherwise, the condition is applied to the CVSS3 or CVSS2 score respectively.

5. Click Save. The newly created Smart Group folder will now appear under My Smart Groups.

6. You can now click Refresh to view the associated Overview, Devices, Products, and Advisories information. The data is
calculated asynchronously, so you will need to change the group selection (or potentially refresh the page) to see the

latest data.
Assessment » Overview
Overview Devices Products

v @ My Environment
> @ com
> B No-Active-Directory
v ©° My Smart Groups

B Mac
B Red Hat

Note - Inthe Smart Groups Overview tab is a field titled “Latest data available” with the options “Yes” or “No”. For Active

Directory (AD) groups, a “Yes” response means that no device in the folder tree underneath the AD sent new data. For
Smart Groups, a “Yes” response means no device in a customer’s environment has sent new data. When a new device for
either an AD group or Smart Group sends data, the “No” option appears until the group is reprocessed by the system.
Once the group’s results are recalculated, the “Yes” option will reappear.
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Note « The products counts on the device tab represent the total number of products installed on the device, regardless
of the product conditions. The products and advisories counts on the products and advisories tabs are cross conditions.
For example, for conditions “Adobe Flash products, Highly critical advisories’, the counts will represent: Device product

counts: total number of products installed, not just Adobe Flash products; Product advisory counts: number of Highly
critical advisories affecting the product; Advisory product counts: number of Adobe Flash products affected by the

advisory.

Ensuring an Accurate Advisory Count

To ensure an accurate advisory count between the Assessment module’s User Interface (which considers the user’s
timezone and the Assessment module’s filters for the whole day) and the user-generated Assessment Report, use the
following date filters to create a list of advisories released on a specific date (Example: March 31, 2018):

® Forthe Advisory Initial Release Date and Advisory Current Release Date conditions, enter 2018-03-01.

® |nthe Assessment > Advisories > Advisory List From (date) To (date) filters, enter 2018-03-01 in the From (date)
filter and 2018-03-02 in the To (date) filter.

Create a Smart Groups Report

To create a Smart Groups Report, perform the following steps.

To create a Smart Groups report under Analytics > Reports:
1. Click the green + button and select Add Assessment Report.

2. When the Configure New Assessment Report pop-up window appears, under Device Groups select the appropriate
Smart Group under the My Smart Groups listing.

3. Select any other appropriate report conditions and click Save. The new report will be listed under Analytics >
Reports.

4. To save the report as a CSVfile or PDF file:
a. Select the appropriate Smart Group listing in the grid.
b. Click View Files.
c. Click Generate PDF.
d. Click Download once the file is generated.

Note « For recurring reports based on a Smart Group, the Smart Group contents are recalculated, based on the conditions
before the report is sent out, to reflect the latest data for your selection.

Devices

The Devices page displays the details of the scan configuration status of all Devices or machines within your environment.
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The Last Scanned column refers to the last time the Vulnerable Software Discovery Tool (Daemon) submitted scan data to
the userinterface. The time stamp in the Last Scanned column refers to the local time zone of the scanned server.

The Last Processed column refers to the last time LiveUpdate identified any new advisories that have come in since you
last scanned your system.

Assessment » Devices » bovice st @ -0

Devices Products  Advisorles

Task To view devices:

1. Open the Assessment > Devices > Device List page.

2. Click B and select from the drop-down lists to filter the Devices by Device Name, Platform (Windows, macOS, or
RedHat Enterprise Linux), System score (100, 80-89, 50-79, <50, Unknown, or Not Calculated), Is secure (Yes or No),
and Days since last Scan.

3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

5. Clickanitemin the grid to select Device details, Installed products, Advisories, Queue scan or Delete.

6. Click B to export the results to a CSV file.

Device Details

The Device Details page displays Overview, Installations and Advisories details for the selected Device.
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Task To view device details:

1. Inthe Overview tab, click an Installed or Missing KB Details link to view detailed KB information. The selected KB
Details will be highlighted.

Assessment » Devices » Device Details 9 -rﬂ
QOverview Devices Products Advisories
< Device Overview Installations Advisories
Device details Products
Mame:
. Secure 70
Domain: End-of-Life 9
. Insecure 7

Organizational Unit:

Scan details

Last scanned: Aug 27, 2015 5:00 AM

Last scan status: ‘Windows Update failed (partial scan)
Scans until now: 24

System score

Flexera system score: 81

Advisories: 7

Product details

Insecure: 7
End-Of-Life: 9
Secure: 70
Total: i)
KB Details
Installed: B4338825 | KB4338832 |
Missing. KB2538243 |
Device KB Details X
Installed
Title Description Published On
KB4287903 mmmmm Flash Player. June . o \inerabilities in Adobe Flash Player on certain versions of Windows. ;‘:" e
KB4338825 July 10, 2018—KB4338825 (0OS Build Leamn more about update KB4338825, including improvements and fixes, any known issues, and how  Jul 16, 2018 427
= 16299.547) to get the update. PM
KB4338832 ?;c;‘r]i:ysupdale for Adabe Flash Player July Fixes vulnerabilities in Adobe Flash Player on certain versions of Windows. ;';IJ'I 0, 2018 12:08
Missing
Title Description Published On
KB2538243 MS11-025: Descripfion of the security update for Visual C++ 2008 SP1 Resolves a vulnerability in certain applications that are built by using the Apr i1, 2017
" Redistributable Package: June 14 2011 Microsoft Foundation Class (MFC) Library. 2:43 AM

Close

2. Click B in the Installations and Advisories tabs to export the results to a CSV file.
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for insecure Microsoft products, Product details, and Available Patches.

Assessment > Devices » Device Details

Assessment Reports

In the Installations tab, click a Device in the grid to can find further information regarding the device’s Missing KB(s)

e I
Overview Devices Products Advisories
< Device Overview  Installations | Advisories
Al ED) Insecure B Secure EOL i
Browsing 9 installations n
Device = Product ~ version < Architecture Securefype = Lastscan < Patn
Microsoft Visual G++ 2008 Redsiributatie Package 90210228 Windovs ntel 54.0it Insecure Aug 27, 2018 5:00 AM o
Microsoft Visual G+ 2008 Redistributabie Package 90210238 Windovs Inte1 32.0t Insecure Aug 27, 2018 800 AM CiProgram Fi 4200 il

Missing KB(s)

Product details

Available patches

4. Inthe Advisories tab, click an SAID in the grid to view detailed information regarding the Advisory.

Assessment > Devices > Device Details

Products

@ U
Overview Devices Products Advisories
< Device " " Overview Installations Advisories
Browsing 7 advisories H
™ - = s
= : o] ]
SAID Release Date ~ Modified Date. = Title Critieality = Solution Status. Where CVSS Score = Devices < Products *
Advisory details Devices Products Installations
The Products page displays the details of all Products within your environment.
Assessment > Products > Product List @ I
Overview Devices Products

Advisories

Browsing 1-20 of 397 products

Product name -+ Vendor name

:

= Patch version Insecure installations = End of life installations = Secure installations = Installations s
Product details Installations Advisories
Task To view products:

Software Vulnerability Research User Guide

1. Open the Assessment > Products > Product List page.

2. Click B and select from the drop-down lists to filter the Products by Product Status (Secure, Insecure, or EOL),

Product name, and Vendor Name.

3. Click the Apply or Reset buttons to apply or reset the filters.

ul.

5. Click anitemin the grid to select Product details, Installations or Advisories.

6. Click B to export the results to a CSV file.
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Product Details

The Product Details page displays Overview, Installations and Advisories details for the selected Product.

Task

174

To view product details:

1. Inthe Advisories tab, click an SAID in the grid to view detailed information regarding the Advisory.

2. Click B in the Installations and Advisories tabs to export the results to a CSV file.

Assessment » Products » Product Details ® I
Overview Devices Products Advisories
< "7-zip 16.X" Overview Installations Advisories

Product details Installations

Mame: T-zip 16.%

. Secure Q0

Wendor: End-of-Life

. Insecure 0

[

Is end of life: fes
Research Created: May 10, 2016
Devices Details
Insecure Devices: 2
Secure Devices: a
Total 2
Product Installations
Insecure: a
End-Of-Life: 2
Secure: )
Total 2
Assessment » Products » Product Details ® I
Overview Devices Products Advisories
< "7-zip 16.x" Overview Installations Advisories

All Installations ) Insecure Installations ) Secure Installations B) EOL Installations [

Browsing @ installations H

Device ~ Product % Version + Architecture Secure type. % Lastscan < Path

T-zip 16.x 16.0.0.0 Windows Intel 32-bit Secure Mar 12, 2018 10:38 AM

Device details

Assessment » Products » Product Details 9 I
Overview  Devices  Products  Advisories
< "7-zip 15.x" Overview Installations Advisories
Browsing 1 advisories H
Tite o iticality - f -] T B
SAID Release Date - Modified Date < e Criticality  Solution Status Where cvss Score + Devices % Products B
5A70636 20160515 2016.05-18 7-2ip HFS and UDF File Handling Two Vulncrabilties — Mo Fix From remole 0 3 2
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Advisories

The Advisories page displays the details of all Advisories applicable to your environment.
On this page you can:

® View Advisory Details

®  Create Advisory Tickets

Assessment » Advisories > Advisory List (7] -

Overview Devices Products Advisories

SAID Release Date - Modified Date < Title Crificality ~ + ZeoDay  Solufion Status Where CUSS Score  + Devices  + Products <+

SAB2600  2018-04-20 2018-04-20 Red Hat update for java-1.3.0-openjdk Mo Vendor Patched From remole 76 1 1

Advisory details Devices Products Installations Create ticket

Task To view advisories:

1. Open the Assessment > Advisories > Advisory List page.

2. Click B3 to filter the Advisories by Zero Day (yes/no), Impact (select from the drop-down list), CVE(s), SAID, From and
To dates, Criticality (select from the drop-down list), Solution status (select from the drop-down list), Where (select
from the drop-down list), CVSS Minimum Score, and CVSS Maximum Score.

Note » To search for multiple advisories at the same time to determine which advisories apply to more than a single CVE

for which you have interest, enter the CVEs in the CVE(s) filter and leave one space between entries (Example: CVE-2014-
0224 CVE-2014-0160 CVE-2013-0169 CVE-2009-3555 CVE-2015-7575).

3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

5. Click a SAID in the grid to view the Advisory or click an item in the list and select Advisory details, Devices, Products
or Installations that the Advisory relates to.

6. Click M to export the results to a CSV file.

Advisory Details

The Advisory Details page displays Overview, Devices, Products and Installations details for the selected Advisory.

Click B in the Devices, Products and Installations tabs to export the results to a CSV file.

Under Advisory Details > Overview is a Zero Day field. Zero Day refers to a vulnerability that is actively exploited prior to
its disclosure. A zero day is one criteria to increase criticality. For example, a typical “Highly Critical” vulnerability becomes
an “Extremely Critical” vulnerability.
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Assessment » Advisories > Advisory Details

Overview Devices Products

< "SA79042" Overview Device:

Google Chrome Multiple Vulnerab

Secunia Advisory ID

Creation Date

Criticality

Impact
Where

Solution Status

Secunia CVSS Scores

CVE references

Affected operating system and software

Advisaories

s Products Installations

ilities

SATB042
2017-09-22
s - Highly critical
Mo

Unknown, System access
From remote

Vendor Patched

Base: 10, Overall: 7.4
(AV:NAACLAAWNIC:CNC/A.C/E:URL-OFRC.C)

CVE-2017-5122 | CVE-2017-5121 |

Software
Google Chrome 61.x CPE . N/A
Advisory Details:
Description:
Assessment > Advisories > Advisory Details e J
Overview  Devices  Products  Advisories
< 'SA81927'Overview | Devices  Products  Installations
All Devices Insecure Devices Secure Devices [ ﬂ
Browsing 14 devices
Device Name ~ Operating System System Score. * * = EOL Versions + Last Scanned = Inventory Source
- Microsoft Windows 3.1 82 » 5 2 Mar 12,2018 10:20 AM 8.0.0.300
Device details Installed products Advisories Queue scan Delete
Assessment > Advisories > Advisory Details @ J
Overview Devices Products Advisories
< "SA81995" Overview  Devices ~ Products  Installations
Browsing 1 products
Product name ~ Vendor name s it i i < End of life installations % Secure installations < Installations £
Microsoft Windows .1 Microsoft 5 o ) 5
Product details Installations Advisories
Assessment » Advisories » Advisory Details 9 I
Overview Devices  Products  Advisories
< "SAB1927" Querview Devices Products Installations
Allinstallations B Insecure 0 secure 0 o
Browsing 1-20 of 22 installaticns H
Deviee = Product % Version + Architecture Secure type 4 Lastscan = Path
SCOM-02 Google Chrome 64.x £40.3282.167 Windovis Intel 64-oit End oflfe Feb 17. 2018 352 AM C:\Program Files (x36\googlelchrometapplicationchrome.exe

176

Device details Product details
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Create Advisory Tickets

From the Assessment > Advisories > Advisory List page, you can create advisory tickets to remediate vulnerabilities
affecting your devices.

Task To create Advisory Tickets:

1. Select the appropriate advisory in the grid and click Create Ticket. When the Create Ticket pop-up window appears,
the Secunia Advisory ID will be populated in the Advisory field.

Assessment s Advisories > Advisory List @ J

Overview  Devices  Products  Advisories

Browsing 1-20 of 224 advisories n

~ Modified Date = Title Criticality < Zero Day Solution Status Where cvss score < Devices  + Products =

SAID Release Date

¥ Sasisay 2018.06.04 2018-06-04 Apple iTunes Mulple Vulnerabilies — No Vendor Pached From remote 880

Advisory details  Devices  Products Installations Create ticket

Create ticket X

Advisory
SA83543

Status
Priority

Queue

Assigned to

Add comment

“

2. From the Status drop-down list, select the appropriate status. The default ticket statuses are Open, Handled, Closed,
or Irrelevant. See Default Ticket Statuses in Ticket Manager for more information.

3. From the Priority drop-down list, select the appropriate priority. The default ticket priorities are Low, Medium, High
or Urgent.

4. From the Queue drop-down list, select a queue to assign the ticket to.
5. From the Assigned to drop-down list, list, select an individual to assign the ticket to.
6. Inthe Add comment field, add an appropriate comment to the ticket (mandatory).

7. Click Save.
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Patching

The patching feature in Software Vulnerability Research remediates software vulnerabilities in third-party applications.
Software Vulnerability Research provides Patch and Grouped Patch Libraries that list all patches available for your
environment, provides patch templates and build packages to deploy patches, and tracks deployed patches.

®  Patch Library

® Templates

® Packages

® Deployment

®  Patching Tickets

® Manual Signatures

Important « Before you can patch, the following Daemon for Windows activities must be completed first.

Patch Library

The Patch Library page displays details of all patches available for your environment.

Patching > Patch Library @ I

Patch Library  Templates Packages Deployment

U ot /2 pacehes £ n

= Criticatity B Lastupdated

To view patches:

1. Open the Patching > Patch Library page.

2. Click B to filter the patches by Affecting my environment (yes/no), CVE, Product name, Vendor name, Secure
version, SAID, and Has template (yes/no). In the Patch Library grid, the default sorting view includes sorting first by the
Vendor column (A-Z) and then by the Product column (A-Z).

3. Click the Apply or Reset buttons to apply or reset the page layout.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

5. Click anitemin the grid to select View templates (if a template already exists), Create patch template or Build
packages.

6. Click B to export the results to a CSV file.
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Templates

The Templates page displays a list of Patch templates that you have created and saved. Each template is linked to the
specific product version the template was created for.

Patching > Templates @ J

Patch Library ~ Templates  Packages  Deployment

Browsing 7 templaces n
cre

Template name - Product Architecture Edition Languages. Created by < Created = Lastupdated -

|4/ APR13_Oracle Java JOK Oracle Java JOK. 32bitB4-bit - Yojanay Apr 18,2018 4:48 Al Apr 18,2018 4:48 AM

To view templates:

1. Open the Patching > Templates page.

2. Click K2 to filter the templates by Template Name, Architecture, or Language.
3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

5. Clickanitemin the grid to select Edit, View Packages, or Delete.

6. To delete multiple templates, select the appropriate templates in the grid and click the Actions button.

7. Click B to export the results to a CSV file.

Packages

The Packages page displays details of all packages available for your environment.

Patching > Packages @ -1

PatchLibrary ~ Templates  Packages  Deployment

To view packages:

1. Open the Patching > Packages page.

2. Click B2 to filter the packages by Language (select the required installation language or languages from the drop-
down list), Package name, Vendor name, Package status (select Not ready, Building, Ready or Error building from the
drop-down list), Platform (select All, Windows, Mac, Red Hat, Android or IOS from the drop-down list), and
Architecture (select 32-bit, 64-bit or 32-bit/64-bit from the drop-down list).
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3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
Ul.

5. Clickanitem in the grid and select Details, Download, Create deployment , View deployments, or Delete to view the
package deployment details for the selected item. Select the check boxes next to the grid items to select from the
Actions drop-down menu.

® Details provides information regarding the package’s unique metadata and origin.
® Download allows you to store the physical file for initial testing purposes before deploying it.
® Create deployment provides options for where you want to publish the patches.

® View deployments takes you to the Deployment menu. You can filter this view to show similarly deployed
packages.

® Delete packages.

6. To publish or delete multiple packages, select the appropriate packages in the grid and click the appropriate option
under the Actions button.

Note - Ifyou choose to publish the selected packages, you must select the server(s) to publish the packages.

7. Click B to export the results to a CSV file.

Deployment

The Deployment page displays details of all patches published in your environment.

Patching » Deployment ® J
Patch Library Templates. Packages Deployment
Browsing £ deployments 7 H %
Delete selected deployments
. = - ek
o
-
| Package name = Vendor = Published to Deployed to Status. Count Installed Count Failed Ce Count lic Ls -
| Apr20_Apple Tunes to version 1274 Apple Loaded o 0 16 4 Apr 20, 2018 5:04 AM
Task To view deployments:
:

1. Open the Patching > Deployment page.

2. Click H to filter the deployments by Package, Vendor, Server, From and To dates, and the Status Options:
® Pending
® Loaded

® Completed
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Failed
Pending Delete
Deleted

Waiting for signature

3. Click the Apply or Reset buttons to apply or reset the filters.

4. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile

ul.

5. Clickanitemin the grid, and you should see the options Information, Refresh status (of the Daemon), Update
Deployment, or Delete Deployment.

6. To delete multiple deployments, select the appropriate deployments in the grid and click the Actions button.

7. Click B to export the results to a CSV file.

Information

After clicking Information, you can view the package deployment details for the selected item.

Deployment Information - Chrome 70.x 31st Oct to version 70.X x

Deployment information

Server cm12sql

Groups

Package name Chrome 70.x 31st Oct to version 70.x
Product name Google Chrome 69.x

Wendor name Google

Status

Created

Pending

Oct 31, 2018 10:11 PM

Group Publish Details

Deployment tasks

Task type

Created

Result

Push package to Patch Server

Oct 31, 2018 10:11 PM

Hew

Update Deployment

If you need to see where a package has been published or you need to change the publishing options for one or more
patches, click Update Deployment and the Choose where to publish the patch(es) dialog box will open. Make the needed
changes and click OK.

Patching Tickets

After you Create a Workflow Rule to Create a Patching Ticket, you can view and export patching ticket information and
delete patching tickets.
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Patching > Tickets > Ticket List @ U
Patch Library ~ Templates Packages Deployment  Tickets
Open tickets
Browsing 17 tickets ﬂ
S ks e s[sane ey 5 et = ol et e |y .
Task To view and export patching tickets:

1. Open the Patching > Tickets page.

2. Tofilter the results by ticket status, select one of the bold ticket statuses in the upper-left-hand corner followed by a
ticket count. The default ticket statuses are Open, Waiting, Handled, and Irrelevant. See Default Ticket Statuses in
Ticket Manager for more information.

3. Click B to filter the results by ID, From and To dates, Queue, Priority, product, vendor, SAID, and Assigned User.
4. Click the Apply or Reset buttons to apply or reset the filters.

5. Click the Save or Delete buttons to save or delete filters. You can save only one row on both the desktop and mobile
ul.

6. Click a Secunia Advisory ID (SAID) to view detailed information related to the Advisory.

7. Toview one ticket, click the appropriate ticket check box in the grid and select the Affected Devices (lists all devices
affected by the ticket) or View, Edit, or Delete the ticket. To view multiple tickets, click the appropriate ticket check
boxes in the grid and select an option from the Actions drop-down menu such as Delete multiple tickets (see Delete
Patching Tickets) or Edit multiple tickets.

8. Click B to export tickets to a CSV file.

Delete Patching Tickets

To delete Patching Tickets, perform the following steps.

To delete patching tickets:

1. Open the Patching > Tickets page.

2. Insert acheck markin front of the ticket or tickets to delete.

3. Todelete one ticket, select Delete under the listed ticket in the grid.

4. To delete multiple tickets, select Delete multiple tickets from the Actions drop-down menu.

5. When the “Are you sure you want to delete these tickets” pop-up window appears, click Yes.
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Manual Signatures

Using Manual Signatures (also known as External Signatures) allows separating the privilege of Windows Server Update
Services (WSUS) administration from the privilege to mark a package as trusted for deployment. With automatic signatures
(typically, but not always, using a self-signed certificate), the WSUS administrator has full access to a digital certificate and
private key that is trusted by all the machines within the organization. With Manual signatures, WSUS, and thus the WSUS
administrator, does not require access to the private key.

The following sections describe how to process a manual signature:
® Enable Manual Signatures

® Deploy the Agent for a Manual Signature

® Deploy a Patch Package for a Manual Signature

®  Manual Signature Notifications

Enable Manual Signatures

This section describes how to enable manual signatures and how to Share Unsigned and Signed .cab Files.

To enable manual signatures:

1. Connectadaemon to your Software Vulnerability Research account by going to Settings > Assessment > Update
Servers & Daemon.

2. Selectadaemon.

3. Click the More Info action. In the pop-up, you will see a summary of the current state: the label Digital signatures:
Automatic and the button Sign packages manually.

4. Toggle the Sign packages manually button to create the desired state: the label Digital signatures: Manual and the
button Sign packages automatically.
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Daemon #73 Info x

Version: Daemon/8.0.0.305

Daemeon ID: 3b1102ff-22fa-4bde-3069-c2252f37855d
Machine ID:

Digital signatures: Manual Sign packages automatically

Created: 2018-02-12 06:49:40
Last connected: 2018-02-12 09:20:41

Note « The daemon will continue to process requests from the Software Vulnerability Research server while waiting for

the signed . cab file, regardless how long it takes. However, if a new agent is released during this window, the process will
deploy the older version of the agent.

Note - Enabling manual digital signatures changes the behavior of two Software Vulnerability Research patching
processes: Deploy the Agent for a Manual Signature and Deploy a Patch Package for a Manual Signature. Both processes
now require a manual step to sign a . cab file before it can be deployed to WSUS. Reverting to automatic digital
signatures results in future packages being signed with the certificate that WSUS is configured to use, just like occurred
before the introduction of manual signature support. In all cases, the signature that is applied to a . cab file must be
trusted by downstream machines, or updates will not be applied.

Share Unsigned and Signed .cab Files
To access unsigned and signed . cab files from other machines, create and share the following folders:
® Unsigned files (read only is fine): C:\ProgramData\Flexera Software\SVM\SVMPD IO\Unsigned
® Signed files (only useful if writable): C: \ProgramData\Flexera Software\SVM\SVMPD IO\Signed

Note « Altering or removing these shared folder names while a file is being signed will result in stale paths being shown in the
Software Vulnerability Research user interface. Wait until no files are waiting for signatures before changing shared folder

names.

Deploy the Agent for a Manual Signature

To deploy the Agent for a manual signature, perform the following steps.
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Task To deploy the agent for a manual signature:
1. Click Deploy Agent.
Hame Hostname Status Created Last connected
-» - Available 2018-01-31 2018-02-05

More Info Schedule Refresh View Servers & Groups Deploy Agent Delete Daemon Disable Daemon

2. Selectany target groups.

3. Click Deploy Agent.

Daemon #73 Servers X
vy UE details
~ [ i AllComputers
[ computers

[J i Unassigned Computers

|

4. Onceinitiated, the daemon will download the current agent binary and build a .cab file containing it. Then a Sign
Agent Package pop-up displays the location of the unsigned . cab file to deploy the agent and a location to place the
signed copy of this . cab file.

Manual Digital Signatures X
Sign Agent Package

Unsigned file
Get the unsigned file from this location:
|\\ \Outbox\a8744c02-250f-4623-82ab-363246e57 abe\agent-8.2.cab

Copy Path | Open Folder

Signed file
Place signed file in this location:
|\\ \Inbox\a8744c92-250f-4623-825b-363246e57abe

Copy Path | Open Folder

Close
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Note « These two locations have one or two buttons each. Copy Path will always be shown. This button copies the
content of the box above it and enables you to open File Explorer and paste the path. You may also manually copy the
path by selecting it and hitting Ctrl+C or equivalent. If, as shown here, the machine running the daemon has been
configured with the appropriate file shares, the paths will leverage this and Open Folder will be shown. In some browsers
(notably Internet Explorer and Edge), Open Folder will open File Explorer to the path; in others, Open Folder may do
nothing.

5. Copytheunsigned .cabfile from the location mentioned under Unsigned file and invoke your organization's process
for getting it signed. Once the . cab has been signed, copy the file into the folder mentioned under Signed file. The
daemon will find the signed file, and, if the signature and chain of trust are verified, deployment to WSUS will
continue.

Deploy a Patch Package for a Manual Signature

To deploy a Patch Package for a manual signature, perform the following steps.

To deploy a patch package for a manual signature:

1. Navigate to Patching > Packages.

2. Selecta package.

3. Click Create Deployment.

4. Selectany target groups.

5. Click OK.

6. |Ifthere are no packages, select a product in Patching > Patch Library.

7. Create a template if necessary, and click Build Packages. Once deployment is initiated, the daemon will download
the patch package and build a.cab file containing it.

8. When the status Waiting for signature appears in the Status column under Patching > Deployment, click Sign
Package (first screen shot below). Then a Manual Digital Signatures pop-up appears with the location of the
unsigned. cab file and a location where a signed copy of this . cab file should be placed (second screen shot below).

Package name % Vendor : Published to Deployedto | Status Countinstalled  CountFailed  CountPending  CountHotApplicable  Laststatus update -
InstallUpdate 7-zip 15.x to 16 OffineSibing | Waiting for signature | 0 0 0 0 Feb 2, 2018 12:53 PM

Information Sign Package Refresh status Update Deployment Delete Deployment
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Manual Digital Signatures X
Install/Update 7-zip 15.x to 16.x

Unsigned file
Get the unsigned file from this location:

| C:\ProgramData\Flexera Software\SVM\SVYMPD 10\Unsigned\6dfb56f3-4963-4e49-b277-40b8834ed73

Copy Path

Signed file
Place signed file in this location:

| C\ProgramData\Flexera Software\SVM\SVYMPD 10\Signed\6dfb56f3-4963-4e49-b277-49b8834ed732

Copy Path

Close

Note « These two file locations have one or two buttons each. Copy Path will always be shown. This button copies the
content of the box above it and enables you to open File Explorer and paste the path. You may also manually copy the
path by selecting it and hitting Ctrl+C or equivalent. If, as shown here, the machine running the daemon has not been

configured with the appropriate file shares, the paths will be local to the machine running the daemon, and Open Folder
will not be shown.

9. Access the daemon machine to copy the unsigned . cab file from the location mentioned under Unsigned file and
invoke your organization's process for getting it signed. Once the .cab has been signed, copy the file into the folder
mentioned under Signed file. The daemon will find the signed file, and, if the signature and chain of trust are verified,
deployment to WSUS will continue.

Note « If multiple patch packages are all waiting for signature, it is safe to place signed .cab files in their respective
signed paths in any order. The daemon will deploy the packages as they arrive.

Manual Signature Notifications

Typically, there is a pause between requesting to deploy an agent and the unsigned . cab file becoming available. To
address this issue, you can notify the proper users that a . cab file is ready to be signed, where to get the . cabfile and place
it. To receive a notification, set up a rule in Settings > Workflow Management > Rules.

To create a rule to send a notification when a. cab file is ready to be signed:
1. Add a new rule by clicking the green plus sign in the upper-right hand corner.
2. Specify a rule name, such as Manual Signing, and optionally a description.

3. Select the Rule Trigger channel Patch and the trigger Package ready for manual signing.
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E- Choose a
trigger
Choose Rule Trigger
Apj

Patch -

‘ Package ready for manual signing ‘
Patch available

‘ Patch available no customer profile ‘

4. Add and configure any desired actions, such as Email.

T
> &y Addaction
- -
Choose Action

‘ Call service provider ‘

Email
‘ Maotify ‘
SMS

5. Enabletherule.

6. Savetherule.

Once the package is ready for your signing process, the configured notifications are sent. These notifications include
links to the relevant part of the Software Vulnerability Research user interface (either to the Deployment or the
Daemon). These notifications also include the unsigned and signed paths, if the medium permits, as there is no further
need to visit the Software Vulnerability Research user interface to complete the manual signing process.
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Appendix C - ThreatStream

This appendix explains step-by-step process to investigate vulnerabilities and associated threat models through advanced
filtering and select capabilities:

® Analyzing Threat Models and Observables

® Viewing CVE Details and Associated Flexera Advisories

Analyzing Threat Models and Observables

This topic provides step-by-step process to investigate vulnerabilities and associated threat models through advanced
filtering and select capabilities.

To search and analyze vulnerabilities using the Threat Model feature:
1. Login to ThreatStream using valid credentials.

2. Onthe home page, on top right click Analyze > Threat Model. The Threat Model page appears.

=
ANOMALI | THREATSTREAM L S

ANALYZE APP STORE

Observables
Threat Model servables m

Threat Model

3. Inthe left navigation, under Filter Options, check the box for Vulnerabilities. Details of the selected Vulnerabilities
will be appeared on the right pane.
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ANOMALI THREATSTREAM ? =
ANALYZE AP STORE
Threat Model [ vew |
Filter Options n Advanced

Reset Filters  Close All
Model Type Vulnerabilties =

~ Filter 132777 Results 8
L
TYPE NAME DATE PUBLISHED = SOURCE CREATED
Actors
Attack Patterns > []  Vvulnerability SAT139891 Avaya Multiple Products Information Disclosure Vulnerability 02 Jun 2025 06:36 01Jun 2025 22:02
Campaigns
Course of Action > []  vulnerability SA139881 Avaya Call ment System (CMS) / Session Border Controller for Enterp... ~ 01Jun 2025 22:37 01Jun 2025 22:02
Custom -
> [[|  Vulnerability SA139880 Avaya Aura Multiple Products gstreamerl-plugins-bad-free Arbitrary Code Ex... ~ 01Jun 2025 22:37 01Jun 2025 22:02
Identities -
| Incidents > []  Vulnerability SA139822 vLLM Multiple Vulnerabilities 01 Jun 20252237 28 May 20251515
| infrastructure
Intrusion Sets > []  vulnerability SA139347 Lenovo Multiple Products Intel oneAP! Privilege Escalation Vulnerability 01 Jun 2025 22:37 14 May 2025 21:07
Malware =
> [ ] Vvulnerability enovo Multiple Products Intel PROSet, ess WiFi Multiple Denial of Ser 01Jun 2025 22:37 14 May 2025 21:07
Signatures
|| Threat Bulletins > []  vulnerability ovo Multiple Products Intel Graphics Multiple Vulnerabilities 01Jun 2025 22:37 14 May 2025 21:06
(] Tools
TIPS > [[]  Vulnerability enovo Multiple Products BIOS Multiple Vulnerabilities 01 Jun 2025 2237 16 May 2025 05:27
Vulnerabilities > []  Vulnerability SA139009 Ubuntu update for linux 01Jun 2025 22:37 16 May 2025 15:01

4. Inthe Search Threat Model search bar, search the query by:

® Search by CVSS score between a value.

P
ANOMALI | THREATSTREAM L

APP STORE

Threat Model m

Filter Options PSRN | (e e —r g —
Close All Filter: New | | Save as | Manage
20649 Results. 8
A Fitr
o name oATEPuBLISHED ¢ | souRcE cReaTED
: > [ | velnerasity SATISB81 Avaya Call Management Syster (CUS) /e o237 o1 20252202
it s [ | vulneratiity 5A9822 LM Mltpl Vulnerail Olun2025237 28 May 20251575
oo > O | voerabiey SADE347 Lenowo Multile Products el cneAP!Pviege xcalation Vlnersbity. | OLUN 20252237 | 14 May 20252107
el > [] Volnerabiliy SATI9345 Lenovo Multiple Products Intel PROSet/Wireless Wifi Multiple Denial of Servi... 01 Jun 20252237 14 May 2025 2107
i > [] Volnerabiliy $A139343 Lenovo Multiple Products Intel Graphics Multiple Vulnerabilities 01Jun 20252237 14 May 2025 21:06
> [ Vunerabiliy SATI9217 Lenovo Multiple Products BIOS Multiple Vulnerabilties 011un 20252237 16 May 2025 0527
> O] | velnerasity 139009 Ut it o Olns R Nay 251501
Toc - > Vulnerability lovo Multiple Products AMD Security Bypass Vulnerability 01Jun 20252237 12 Mar 2025 09:41
‘ N Vulnerability s vo Multiple Products Intel Chipset Firmware Multiple Vulnerabilities 01Jun 2025 2237 13 Feb 2025 0639
o > Vulnerability DL38S Security Bypass Vu ty 01Jun 2025 2237 04 Feb 2025 18:03

A Key Filters

® Search by CVSS score greater than a value.

=
ANOMALI | THREATSTREAM L 4 s
ANALYZE  APP STORE

Threat Model m
=

Filter Options Last Search | | (model_type ="vulnerability") and cvss3_score >= 8
Close Al Filter: New | 5ave | Save as | Manage
1491 Restts 3
~ Filter
TvpE NAME DATE PUBLISHED = SOURCE CREATED
: > Vulnerabilty Aura Multiple Products gstreamen!-plugins-bad-free Arbitrary Code Ex... ~01Jun 20252237 011un 2025 22:02
Attack P
1 > Vulnerability Debian update for thunderbird 011un 2025 2136 31May 2025 20:48
o > Vulnerability 544 SUSE update for xorg-xtf-server-Xwayland 31 May 2025 2137 31May 2025 20:46
> []  Vuinerability 6 Oracle Linux update for firefox 31 May 2025 2137 31 May 2025 20:46
frast > []  vulnerability ‘SAT39902 SUSE update for libxsit 31 May 2025 2137 31 May 2025 20:46
1 > []  Vulnerability 1903 SUSE update for ghostscript 31 May 2025 2137 31 May 2025 20:46
=4 5 > []  Vuinerability 5139930 SUSE update for rsyn 31 May 2025 2137 31 May 2025 20:46
> Vulnerabilty SA140082 SUSE update for firefox 31May 2025 2137 31May 2025 2045
= > Vulnerability SA140081 SUSE update for xorg-xTT-server 31 May 2025 2137 31May 2025 20145

® Search by CVSS score less than a value.
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Threat Model

Filter Options LastSearch | | (model_type = vulnerability’) and cvss3_score<= 2
Close Al Filter: New | Save | Save as | Manage
15 Results
~ Filter
A TrPE DATE PUBLISHED
> Vulnerabillty et Inf 18 May 2025 16:45
. “ > Vuinerability 18 May 2025 16555
e > Vuinerability 18 May 2025 16:57
A > Vulnerability 18 May 2025 16:56
atfastructus > Vulnerabilty upds enss 16 May 2025 17:02
' : > Vulnerability 18 May 20251702
> Vulnerability 18 May 2025 17:02
Too > [[]  vuinerability y 18 May 2025 7:03
: > []  Vulnerabily losure 18 May 20251704

Similar to above Tl score

AnomaL | THREATSTREAM

- between, less, greater.

L 3

ANALYZE APP STORE

SOURCE CREATED

25Nov 20241025

12Jun 2024 16:25

13 May 2024 19:57

23 Apr 2024 22:56

27Feb 2024 10:24

26 Feb 2024 2024

26Feb 2024 16:28

14 Feb 2024 1638

31Jan 2024 15:03

Threat Model

Filter Options

Reset Filters  Close All

threat score >60 and <70

Model Type Vuinerabiltes

~ Filter

48 Results
[ A
Tve NAME DATE PUBLISHED
[] Actors -
[ ] Attack patterns > [] Volnerabiliy SA137633 Apple macOS Sequoia Multiple Vulnerabilities 18 May 20251733
[ campaigns
7] Course of Action > Vulnerability Multiple Vulnerabilities 18 May 20251729
[] custom
> Vulnerability e Manager (AEM) Multiple Vulnerabiltie 18 May 20251756
(] tdentities
|| Incidents > Vulnerability erver 2025 Multiple Vulnerabilitig 18 May 2025 18:04
[ infrastructure
[] intrusion sets > Vulnerability tanager Multiple Vulnerabilities 18 May 2025 16:59
[] Malware —
= > Vulnerability a Multiple Vulnerabilities 18 May 2025 17:09
] signatures
|_| Threat Bulletins > Vulnerability SA122214 Adobe Experience Manager (AEM) Multiple Vulnerabiliti 18 May 2025 177:12
[ Tools
] s > Vuinerability SAT20164 Mic le Vulnerabilities 18 May 2025 17:52
Vulnerablties > ] velnersbiey SAIT639 Micro e Vulnerailties 18 May 2025 1801
| Filter by CVSs 20 score
T Fiter by CVSS 30 score > [[] Volnerabiliy 5107832 Adobe Acrobat Reader / Acrobat Multiple Vulnerabiliies 18 May 2025 17:58

Search by CVE.

AnomaL | THrEATSTREAM

Threat Model

P
-

Advanced

8

SOURCE CREATED
01 Apr 2025 16:28
08 Apr 2025 15:22
10 Dec 2024 18:42
1413 2025 16:37

12 Jun 2024 18:30
27 Mar 2023 1556
12 Dec 2023 14:39
10 Oct 20231433
11Ul 2023 15:05

12 Apr 2022 14:41

ANALYZE APP STORE

Filter Options CVE-2025-4948

ResetFilters ~ Close Al

Model Type Vuinarablities

GHiL 9 Results
[ A
e Tvre NAME DATE PUBLISHED
(] Attack Patterns > Vulnerability SA139881 Avaya Call Management System (CMS) / Session Border 01Jun 2025 2237
[ ] campaigns
]| comsentieton > Vulnerability SAT39997 SUSE update for libsoup 30 May 2025 1436
(] custom
5 et > Vulnerability SA139833 Red Hat update for 28 May 2025 12:52
fentities
Vulnerability SAT39731SUSE update for libsoup 27 May 2025 1136
[] incidents " y
(] infrastructure
(7] Intrusion Sets > Vulnerabilty SATI9683 Red Hat update for ibsoup3 27 May 2025 0735
[] Malware
As > Vulnerability SA139331 Red Hat update for libsoup 27 May 2025 0536
ignatures
[ Threat Buletins > Vulnerability 5A139676 Oracle Linux update for libsoup 27 May 2025 0537
(] Tools
] s > Vulnerability 00 Almainux update 27 May 2025 0537
Vulnerabilities > Vulnerabiility SA139712 Red Hat update for 26 May 2025 2237
| Filter by CVS5 20 score %

| Filter by CvSs 30 score

Search by KB Article.

SVR-JUNE2025-UG00

[ o RS

&
SOURCE CREATED
01Jun 2025 22:02
30 May 2025 13:55
28 May 20251019
27 May 2025 1112
27 May 2025 073
27 May 2025 04:58
27 May 2025 04:58
27 May 2025 04:57

26 May 20252213
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THREATSTREAM

omALI

Threat Model

Filter Options

ResetFilters  Close All

~ Filter
[ an

| ] Actors

[] Attack pattems
[] campaigns

] Course of Action
[ custom

[ identities

[ incidents

[] infrastructure
| Intrusion Sets

| Malware
[] signatures

] Threat Bulietins
[] Tools

[ s
Vulnerabilities

[ Filter by CVS5 20 score
[ Fitter by VS5 30 score

®  Search by any string.

AnoMALI | THREATSTREAM

KB5006670

Model Type Vulnerabites

3Results
| Tvee NAME
> Vulnerabilty SAI0120 Microsoft Windows
> [] Volnerability SA104567 Micros
> Vulnerabilty SAI04566 Micros
4

ver 2018 / 2016 / Windows 10 Multiple Vulnerabilities

510 Multiple Vulnerabilities

DATE PUBLISHED

18 May 2025 17:24
18 May 2025 1723

18 May 2025 1723

- Advanced

@
SOURCE CREATED
14 Sep 202116:02
12 Oct 202116:32

12 Oct 20211452

Threat Model

Filter Options

ResetFilters  Close All

~ Filter

[]an

[] Actors

[] Attack Patterns

[ campaigns

] Comse ot Action

Do

[] rdentities

[] Incicents

[] infrastructure

[ ] intrusion Sets

[] Malware

[ ] signatures

[ Threat Bulletins

(] Tools

(] Tres

Vulnerabilties
] Fitter by Cvss 20 score:
[ ] Filter by CvsS 30 score.

SATI9144 GNU C Library Multiple Vulnerabilities
Model Type Vunerabities
1Results.
| Tvee NAME

> []  Vulnerabiity SANI9144 GNU C Library Multiple Vulnerabilities

DATE PUBLISHED.

18 May 2025 17:06

Threat Model Search Queries Table:

Search Type

Query Format

Advanced

@
SOURCE CREATED

13 Sep 20231105

Search by CVSS score
between a value

(model_type=vulnerability) and cvss3_score >= 5 and

cvss3_score <= 8

Search by CVSS score
greater than a value

(model type=vulnerability) and cvss3_score >= 8

Search by CVSS score
less than a value

(model type=vulnerability) and cvss3_score <= 2

194

SVR-JUNE2025-UG00

Software Vulnerability Research User Guide



Appendix C Appendix C - ThreatStream
Analyzing Threat Models and Observables

Search Type Query Format

Similarto above TIscore  ® Tl Score Greater Than a Value
- between, less, greater

(body = threat) AND ( body = score) AND (body
(model type = "vulnerability")

>50) AND

® TIScoreLess Than aValue

(body = threat) AND ( body = score) AND (body
(model type = "vulnerability")

<20) AND

® Tl Score Between Two Values

(body = threat) AND ( body = score) AND (body = >50 ) AND
(body = <70 ) AND (model_type = "vulnerability")

Search by CVE CVE-2025-4948

Search by KB Article KB5006670

Search by any string SA119144 GNU C Library Multiple Vulnerabilities

5. Click on the desired listed vulnerability to open its detailed view. This provides information related to the selected
vulnerability and associated Flexera Advisory.

Description Associations (2) Attachments (0) Notes History

s e Tenable Security Center Multiple Vulnerabilities

Published
Secunia AdvisoryID | SAT38865
PUBLISHED DATE Creation Date 20250507
07 May 2025 07:35
Critiality Moderately criteal
e ZeroDay No
Lt impact System access, Do
Where From local network
‘  Watch | 0 H % star | 0 H Views | 0 ‘ Solution Status Vendor Patched
S o CVSS3Base: 83, Overall: 77
| @ ‘ ‘ A Share ‘ Secunia CVSS Scores
I Vector: CVSS3I/AV:A/ACL/PRNAIEN/SU/CH/EH/AH/EU/RLO/RCC
TaGS Ve RS CvE2022-25027 @ | CVE20253277
‘ Threat Score 30 (Last Updated 2025-05-07)
WiSIRIRIY Vulnerabilities
My Organization s P
e e AT CVE2020.25827 | CVSS 353 CUSSIUAVN/ACLPRN/UN/SU/CNAN/AL
Add Intelligence Initiative cEasEm | WA
LhED Affected operating system and software
Flexera - DEV i are

« Tenable Security Center (formerly Tenablesc) 6.x
SOURCE CREATED
07 May 2025 07:01 Advisory Details:
Description:
SOUREEMODIFIED) Multiple vulnerabilties have been reported in Tenable Security Center, which can be exploited by malicious people to cause a Do$ (Denial of Service) and compromise a vulnerable system.
07 May 2025 07:01

For more informatian;
CVSS 2.0 SCORE

SATIS469 (#1)
N/A

SATIB669 (#1)

6. To access more Details via SVR Application, Click the hyperlinked title within the detail view to open the SVR (Software
Vulnerability Research) application for comprehensive data.
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Description Associations (2) Attachments (0)

I Tenable Security Center Multiple Vulnerabilities I

Secunia Advisory ID SA138865

Creation Date 2025-05-07

7. Toseeall associated observables (CVEs) linked to the selected Secunia advisory, click Association > Observables.

Threat Modeis List / Vuinerability Deta

SA138865 Tenable Security Center Multiple Vulnerabilities

Description Associations (2) Attachments (0) Notes History
PUBLICATION STATUS
s OBSERVABLES (2) THREAT MODELS (0) IMPORT SESSIONS (0) SANDBOX REPORTS (0)
PUBLISHED DATE ‘
07 May 2025 07:35
2Restiits
e
Amber [] createn ITYPE OBSERVABLES - CONFID.. COUNT.. ORG asN STATUS - VISIBIL.. TAGS
> [[] | orMay20250735 | Risk Score for vulnerabiity | CVE-2022-25927 | 100 Active My Orga.
‘ @ Watch | 0 ‘ ‘ * star | 0 ‘ ‘ Views | 0 ‘ > [[] | 06May20250035 | Risk Score forvunerabity | CVE-20253277 | 100 Active My Orga.
[60]Q][+ shae]

Viewing CVE Details and Associated Flexera
Advisories

In this section you can view detailed information about CVEs and their associated Flexera advisories.

Task To view detailed information about CVEs and their associated Flexera advisories:
1. Login to ThreatStream using valid credentials.

2. Onthe home page, on top right click Analyze > Observables. The Observables page appears.

AnomALI | THREATSTREAM

Obse les
Threat Model S m

3. You will see a list of CVEs displayed under Observables that are associated with Flexera advisories.
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Status Active x From 07 Apr202500:00 x

129 Results
O rvee

> [[] | RiskScore for vulnerability
> [[] | RiskScore for vulnerability
> [[] | RiskScore for vulnerability
> []  RiskScore for vulnerability
> [[] | RiskScore for vulnerability
> [[] | RiskScore for vulnerability
> [[] | RiskScore for vulnerability
> [[] | RiskScore for vulnerability
> [[] | RiskScore for vulnerability
> [[] | RiskScore for vulnerability

> [] | RiskScore for vulnerability

SUBTYPE

INDICATOR

CVE-2025-2487

CVE-2025-27220

CVE-2025-27221

CVE-2025-27219

CVE-2023-6693

CVE-20243567

CVE-2025-23367

CVE-2025-3891

CVE-2022-25027

CVE-2025-4388

CVE-2025-3760

CONFIDENCE - TLP

100

100

100

100

100

100

100

100

100

100

100

IMPORT SOURCE

Appendix C Appendix C - ThreatStream
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@ @
CREATED BY SEVERITY

Low

Low.

Low.

Low.

4. Click on any CVE to open its Details View. This view displays all associated Flexera Advisories related to the CVE,
available under the Vulnerabilities tab.

Intelligence

07 May 2025 07May 2025
735 0735
View details
“«
Associations

OBSERVABLES (0)

SIGNATURES(0)  TOOLS (0)
25 v

Name

THREAT BULLETINS (0)

2025-05-07 2025-05-07 Risk Score for
06:4424. 064424 vulnerabiity
ACTORS (0)  ATTACK PATTERNS (0)
TTPs(0)  VULNERABILITIES (1)
Direction

5A138726 Oracle Linux 389-ds-base Rejection Notice
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CUSTOM THREAT MODELS (0)

Type

Flexera -
D&V

COURSE OF ACTION (0)

My
Organization

IDENTITIES (0)

& Addr
e initiets

INCIDENTS (0)  INFRASTRUCTURE(0)  INTRUSION !
‘Association Label »

[
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